TrickBot comes up with new tricks: attacking Outlook
and browsing data
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Last year, we reported on a new modular malware called TrickBot that uses a network
protocol similar to Dyreza. The malware was not particularly stealthy, and some parts looked
to be still under development, but we noticed its potential and capability to be easily
extended.

Indeed, the authors of TrickBot are persistent not only in spreading their malware but also in
developing new features.

Some of the novel changes applied to TrickBot were noted in Spanish cybersecurity
company S2Grupo’s June 2017 report called the Evolution of Trickbot.

In addition, it has been found that developers added to the bot a worm module, probably
inspired by the success of other worm-equipped ransomware such as
WannaCry and EternalPetya.

But authors of this malware didn’t stop there. Recently, we captured some additions that
allow for TrickBot to attack Outlook and capture browsing data. For example, we noticed a
new module called Outlook.dll, which was written in Delphi (while most of the other modules
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are written in C++). This may indicate that the team of TrickBot developers gained some new

members that are more comfortable with this particular language.

Analyzed samples

Downloaded modules (32 bit):

o b6f9ba3fd8af478147c59b2f3b3043c7 — OutlookX32.dli
ac32c723c94e2c311db78fb798f2dd63 — module.dll (importDII32)
f8e58af3ffefd4037fef246e93a55dc8 — mailsearcher.dll (mailsearcher32)
25570¢3d943c0d83d69b12bc8df29b9d — Systeminfo.dll (systeminfo32)
5ac93850e24e7f0be3831f1a7c463e9c — loader.dll (injectDII32), reflectively loads
submodules:

o 69086a1e935446067ecb1d20bfa99266 — core-dIl.dll

o b34d36¢1c76b08e7b8f28d74fbf808d8 — rtbroker_dll.dlI

Behavioral analysis

As before, after being deployed, TrickBot installs itself in a new directory created in
%APPDATA%. It runs a new instance from the installation directory.

|Users b tester » AppData » Reoaming » winapp »

- Share with = Mew folder
Mame Date modified Type Size
. Modules 2017-07-31 18:15 File folder
|| client_id 2017-07-3015:27 File 1KB
|| config.conf 2017-07-3015:32 COMF File 1KE
|| group_tag 2017-07-30 15:27 File 1KE
mvnql.hin.ﬂe 2017-07-28 00:39 Application 765 KB

Inside, it creates another directory—Modules—where it drops downloaded modules and their

configuration files in encrypted form:
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Users » tester » AppData » Roaming » winapp » Modules »

th = Mew folder

-~

Mame Date modified Type Size

J injectDI32_configs 2017-07-3118:15 File folder

| mailsearcher32_configs 2017-07-3118:15 File folder
|| impertDIE2 2017-07-30 16:05 File T430 KB
|| injectDli32 2017-07-3015:32 File 596 KB
|| mailsearcher32 2017-07-30 16:06 File 26 KB
|| outleckDII32 2017-07-30 16:05 File 23 KB
|| systeminfo32 2017-07-3015:30 File 19 KB

The way in which the modules and configuration files are encrypted didn’t change. We can
still use the same scripts to recover them.

After decrypting config.conf, we got some more details about the current campaign: the
version of the analyzed configuration is 1000030 and the given group tag is tt0002.
Fragment:

<moconis>
<wer»l000030< vers

As before, persistence is achieved with the help of a Scheduled Task:

Mame Status  Triggers Mext Run Time Last Run Time Last Run Result  Author  Created
% services update Queued  Multiple triggers defined  2017-07-31 21:13:23  2017-07-30 16:34:23  (0xFFFFFFFF)

General | Triggers | Actions | Conditionsl Settings | History (disabled)

When you create a task, you must specify the action that will cccur when your task starts, To change these actions, open the task property

Action Details
Start a program ChUsershtester\AppDatatReaming\winapp\vngl.bin.exe

The task deploys the main bot that, after being run, decrypts and loads other modules. Each
module is injected into a new instance of svchost:

= mv_;ql.bin.exe < 0.01 13872 K 4404 K 2560
(=71 swchost exe 1408 K 1520 K 620 Host Process for Windows 5... Microsoft Corporation
(=71 swchost exe 11024 K 5724 K 3560 Host Process for Windows 5... Microsoft Corporation
[m7swchost exe 556 K 1512 K 2780 Host Process for Windows 5... Microsoft Corpaoration
(=71 swchost exe 5708 K 1820 K 3684 Host Process for Windows 5... Microsoft Corporation
[m7swchost exe 1220 K 3728 K 3320 Host Process for Windows 5... Microsoft Comporation

Inside the malware

3/14


https://github.com/hasherezade/malware_analysis/tree/master/trickbot

As before, all the TrickBot modules follow a predefined API. They export four functions:

e Control
e FreeBuffer
e Release
o Start
Offset Mame Value Meaning
716000 Characteristics 0
716004 TimeDate5tarnp 50297EAD
716008 MajorVersion ]
716004 MinorVersion 0
71600C Marme 752050 module.dll
716010 Base 1
716014 MumberQfFunctions 4
716018 MumberOfMames 4
T1601C AddressOfFunctions 752028
Details
Offset Crdinal Function RVA Mame RWA Mame
716028 1 13BD 752058 Control
71602C 2 192D 752063 FreeBuffer
716030 3 1926 75206E Release
716034 4 15FE 752076 Start

As mentioned in “behavioral analysis,” we observed five modules in the current run.
Systeminfo.dll and loader.dll (injectDII32) have been present in TrickBot since the very
beginning. The module mailsearcher.dll was introduced in December 2016 (according to the
F5 DevCentral’s article). But there are some modules in the set that we haven’t seen
described before: module.dll and Outlook.dll.

module.dll/importDII32

This bulky module is written in C++, compiled with Qt5 and OpenSSL, and also incorporates

SQLite. Inside the binary, we can find the strings indicating particular versions of the libraries:

e Qt 5.6.2 (i386-little_endian-ilp32 static release build; by GCC 6.2.0)
e OpenSSL 1.0.2k 26 Jan 2017
e 2017-02-13 16:02:40 ada05cfa86ad7f5645450ac7a2a21c9aabe57d2 (SQLite)

We can also find references in the code. In the given example, QAbstractSocket class from
Qt library is used:
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Address Length Type String

rdata:fl AZ9CsD 00000028 QAbstractSocket:ConnectionRefusedError

rdata:bl AZ29CES 00000027 QAbstractSocket:RemoteHostClosedError
rdataiblazec,,, 00000023 QabstractSocket:HostMotFoundErrar
rdata:61A29CCF 00000023 QAbstractSocket:SocketfccessError
rdata:b1A29CF2 00000025 QAbstractSocket:SocketResourceError

rdata:61 429017 00000024 QAbstractbocket:SocketTimeoutError
rdataiblA2903E 00000027 QAbstractSocket::Datagram TooLargeError

rdata:pl A29062 0000001E QAbstractsocket:MetworkError

rdata:bl AZ9DE0 00000023 QAbstractsocket: AddressInUseError
rdata:blAZanas 00000030 QAbstractSocket:SocketfddressMotfvailableErrar
ordataiflA20D03 00000031 QAbstractSocket:UnsupportedSocketOperationError
ordata:iflA20E04 00000030 QAbstractSocket:UnfinishedSocketOperationError
ordata:fl A20E34 00000032 QAbstractSocket:ProxyAuthenticationRequiredError
rdata:01 429866 00000024 QAbstractbocket:UnknownSocketError

Jdata:61 AZ9EEA

rdata:6l A29EBT  0000002C
ordata:6l A29EES 00000020
rdata:el 429F10 00000024
rdata:el A29F34 00000024
rdata:6l A29F58  0000001E

i

7

W,

A

] e ]

7

]
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i

QAbstractSocket::ProxyConnectionRefusedError
QAbstractSocket:ProxyConnectionClosedError
QAbstractSocket:ProxyConnectionTimeoutError
QabstractSocket:ProxyMotFoundError
QAbstractSocket:ProxyProtocolError
QAbstractSocket:SocketError(

i

",
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rdata:b1A29FCE 00000022 QAbstractSocket:UnconnectedState
‘' rdata:GlA29FEA 00000021 QAbstractSocket:HostLookupState
[T N T
615D738F
615D738F loc_615D738F: ; jumptable 615D72C3 default case
615D738F mou ecx, ebx
61507391 mouw [esp+38h+var 38], offset aflabstractso 18 ; "(AbstractSocket::SocketError{"

61507398 call sub_61915458

61507320 push edx

615D73I9E mow esi, eax

615D73A8 mov [esp+38h+var_ 381, edi

DLL’s compilation timestamp indicates that it is pretty fresh, written in May 2017:

2017:05:27 14:27:06+01:00
Functionality-wise, this module is focused on stealing data from the browsers, such as:

o Cookies

HTMLS5 local storage

Browsing history

Flash LSO (Local Shared Objects)
URL hits

...and more.

Authors didn’t put any effort into hiding their intentions. Debug strings informing about every
action taken are being printed. Examples:
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while { *{unsigned _ int&8){+{int {_ thiscall ==){void =, int =)){={_ DWORD =)uZz + 8)){v2, &u3b) )}

outut_debug{2?, "attempt %d. Cookies not foundiyn", ++u5};
if { u5 == 5 )
goto LABEL_9;

3
sub_615C5216(a2, &uin);
LABEL_9:
sub_6198FE18({v32);
outut_debug{1, "Getting html% local storageyn’);
memset{&v31, B8, Bx10u);

v = B;
v3s = B;
v33d = &uii;
uih = &uii;

while { *{unsigned __ int8){={int {_ thiscall =s=){void =, int =))}{={_ DWORD =)uZ + 12)){v2, &u30) )

{
outut_debug{2, “attempt %d. Local Storage not foundin™, ++ud};
if { v6 == 5 )
goto LABEL_14;

H
sub_615C5236(a2, &u30o);
LABEL_14:
sub_619988BC8(vi2);
outut_debug{1, "Getting browser historyin")};
memset{&uin, @, Bx3bu);

Ui = B;

uid = &vii;
uilh = &uii;
ui7 = &vinog
uid = &uvino;

while ( *{unsigned __ int8)(={int {_ thiscall =*){void =, int =)){={_DWORD =)u2 + 16)){v2, &U3B) )

{
outut_debug{2, "attempt %d. History not foundin™, ++u7};
if ( w7 == 5 )
goto LABEL_19;

H
sub_615C5256(a2, &u3n);
LABEL_19:
sub_615C78AA{&UZA);
outut_debug{1, "Getting flash lso filesin"};

Grabbing URL hits:
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uz2 alloca{sub_G618DF138{via)});

ug = B;

v = 18888;

vy = B@;

v3 = (int { cdecl =)({ DWORD, char =+, int =))GetUrlCacheEntryInfold;

*({_ DWORD =)u7 = &ud;

sub_61989DFB{u7, ={ DWORD =){*{ DWORD =}aZ + 43)});

uiy = al;

qmemcpy
#={uold ==)u7,
(const wvoid =){={ DWORD =){*{ DWORD =)aZ + 12) + ={ DWORD =)aZ2),
2 = ={ DUODRD =)Y{={ DWORD =})a2 + L}};

sub_ &1989DFB{v7, ={ DWORD =)}{*{ DWORD =}aZ + 4}};

vl = u3{*{ DWORD =)u7, &u1d, &uH);

sub_&619889B8( (void ==)u7);

ui?2 = az;
if { vh )
{

sub_619289B4(v12);
*{ DWORD =)v13 = ={ DUDRD =)v7;
outut debug(2, "hits ok for location %syn", ={ DUWORD =)u7};
free ptr{{void ==)u7});
result = uil;
H
else
{
sub_619289B4(v12);
*{ DWORD =)v13 = ={ DUDRD =)v7;
outut debug({2, "cant grab hits for location %syn", =({ DUWORD =)u7};
free ptr{{void ==)u7});
result = 1;

b

ratnvrn vecnlt -
In contrast to loader.dlllinjectDII (referenced here), which is modular and stores all the
scripts and targets in dedicated configuration files, module.dll/importDII32 comes with all its
data hardcoded. For example, inside the binary we found a long list of targets—websites
from countries all around the world, including France, Italy, Japan, Poland, Norway, Peru,
and more:
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ordata:flA91500 00000008
ordata:flAG15ES 00000015
ordataiflAG15FA 00000015
ordata:iflAG160F 00000014
ordata:iflA91623 00000000

port.fr
carbonia-iglesias.it
miyoshitokushima,jp
tabuse.yamaguchi.jp
sosnowiec.pl

sdataielA91630 00000006 adult
rdataiblAg163s 00000000 in-addr.arpa
rdata:blAag1643 00000008 gran.no
rdata:61491648 00000007 gob.pa
s'| rdata:61491652 0000000D serveftp.org
‘=" rdata:61A9165F 00000013 hidaka.hokkaido.jp
ordata:ifl AG1672  0000000E nesseby.no

‘5’| .rdata:61491670 00000013
rdata:61491690

satosho.ockayama,jp

‘s'| rdata:6lA91697 00000003
ordata:flAS169F 00000017
ordata:f1A916B6 00000014
srdataiilAG16CA 00000005
‘=" rdata:61A916CF 00000010
ordata:iilAG160F 00000007
s’ rdata:61A916E6 0000000E
' ordataiélAS16F1 00000011
rdata:flAS1702 00000012
ordata:flAS1714  0000000E
ordata:flA91722 0000000C
rdata:iflAG17ZE 0000000E

flights
andriabarlettatrani.it
nagato.yamaguchi.jp
host

nes.akershus.no

gob.pk

dvrdns.org
miyota.nagano.jp
embroidery.museurn
karasjchka.no
from-ky.com
trieste.it

aEeEeEeE s eNesEaNaNaEel  IaNaN NSNS SIS IS ST

Browser fingerprinting

During its run, the module creates a hidden desktop:

listen_ok = qTecpServer_listen__ {({int)Hemory, {int)&lpCommandLine, a3);
sub_615DD18A{&LpCommandLine) ;
if { tlisten ok )
outut_debug{1, "error listenning")};
vz = 8;
struct_1[16] = sub_615D5083A{{int)Hemory);
while { v23 < #=({ DWORD #=)}struct_1 + &) )}
{
outut_debug{1, "Trying browser communication... please waitin');
*({ BYTE =)}struct 1 + 12) = 8;
random_id = rand{};
*{{ DWORD #*)struct 1 + 2) = random_id;
outut_debug{2, "magic %din", random_id};
in desktop = OpenInputDesktop{@, 1, 8x10808606u);
handle = CreateDesktopfA{“HiddenDesktop™, @, @, B, 6x1008008066u, B8);

if { 'GetSecurityInfo{in_desktop, SE_WIHDOW OBJECT, Ox18u, O, B8, 8, &pSacl, &u27) && pSacl

SetSecurityInfo{handle, SE_WINDOW OBJECT, 8x18u, 8, 8, B8, pSacl);
memset{&Startuplnfo, B, sizeof{StartupInfo});
StartupInfo.ch = 68;
memset{&Processinformation, B, sizeof{Processinformation));
StartupInfo._lpbDesktop = "HiddenDesktop™;
sub_61915DAL(&lpCommandLine, "{URL}");
ufi = sub_617948DA( (void =)a?, (int)&lpCommandLine, @, 1);
sub_615C5918((volatile signed _ int32 ==)&lpCommandlLine};

This desktop is used as a workspace where the malicious module can open and fingerprint

browsers in a way that is not noticed by the user.
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Inside the malware’s code, we found hardcoded HTML files with JavaScripts that are used

for gathering information about the browser’s configuration. For example:

.Fdataz61ABDDE1 aDoctypeHtmlHtm db *<*DOCTYPE html>',0Ah ; DATA XREF: browser fingerprint+Eto

.rdata:61ABDDB1 db ‘*<html>" ,8Ah

.rdata:61ABDDB1 db ‘*<head>" ,8ah

.rdata:61ABDDAA db '<script type="text/javascript'>',8ah

.rdata:o1aaDbD a1 db 'function ahead{}',8Ah

.rdata:61ABDDB1 db *{*,BAh

-rdata:61A6DD A1 db ' objs = new Array{[navigator, "navigator"], [screen, “screen]);’
.rdata:61A6DDB1 db Bah

.rdata:o1aaDbD a1 db ' str = new String{"");',8ah

.rdata:61ABDDB1 db Bah

.rdata:61ABDD B db ' for{i = B; i<objs.length; i++) {',BAh

-rdata:61ABDDA1 db ' for{var prop in objs[i][8])} {',@nh

.rdata:61ABDDAA db ' val = objs[i][®][prop];" .BAh

.rdata:61ABDDB1 db * if{wal === "")",8Ah

.rdata:61nBDDB1 db * if{objs[i][1] == "screen™) wal = B;',BAh
.rdata:61ABDDB1 db * else vwal = *,27h,"'"™"",27h,"';"',08Ah

.rdata:o1aaDbD a1 db ° if{typeof{val) == ',27h,'object',27h,' && val ?*= null)',Bah
.rdata:61A6DDB1 db * st = "[object]";" ,8Ah

.rdata:61ABDDB1 db * else’,BAh

.rdata:61naDD B db ' st = String{val};',8ah

.rdata:61A6DDB1 db * f/if{st[@] == ',27h,'F',27h,") break;",Bnh
.rdata:61A8D0DB1 db ° st = st.replace{/\n|\rsfg, "');" ,0Ah

.rdata:61ABDDB1 db * str += objs[i][1] + "." + prop + ™ = " + st + "\n";’,BAh
.rdata:61aBDDB1 db * ' .BAh

.rdata:61A6DDB1 db * }',8Ah

.rdata:61ABDD A1 db ' //plugins’,8ah

-rdata:61A6DD A1 db ' str += "plugins.hide = truexn";',BAh

.rdata:61ABDD B db ' war plugH = navigator.plugins.length;®,8fah

.rdata:61A6DD B db ' for{i = 8; 1 < plugH; i++) {',BAh

.rdata:61ABDD A1 db * for{var atr in navigator.plugins[i]} {',8Ah

-rdata:61A6DD A1 db * str += "plugins.”™ + (i + 1) + "." + atr +

.rdata:61ABDD B db '

You can see the full content here.

This script, while being executed, fills the text area with the data gathered about the

environment and passes this data to the malware:

String{navigator.plugins[i][atr]).replace{/\n|\r/g,""

plugins.
plugins.
plugins.
plugins.
plugins.
plugins.
plugins.
plugins.
plugins.
plugins.
plugins.
plugins.
plugins.
plugins.
plugins.
plugins.
plugins.
plugins.
plugins.
plugins.
plugins.

Another script is used for gathering information on the plugins installed in Internet Explorer

GO Lo L Dl L Lo ) Lo L DL Ra R ORISR R R R RS RS R

.application/=x-java-vm-npruntime = [object MimeType]
.application/x-java-applet;deploy=11.131.2 = [object MimeTvype]
.application/=x-java-applet;javafx=8.0.131 = [cbject HimeType]

item = function item{) { [mative code]}

.namedItem = function namedItem() { [native code]l}l

.description = Hext Generation Java Plug-in 11.131.2 for Mozilla browsers
filename = npjp2.dll

.wversion = 11.131.2.11

.name = Java (TM) Platform 5E & Ul31l

length = 40

.0 = [object MimeType]

.1 = [object MimeTvype]

.application/x-sharepoint = [object MimeType]
.application/x-sharepoint-uc = [object MimeType]

Jitem = function item({) { [native code]l}

namedItem = function namedItem() { [natiwve code]}

.description = The plugin allows you to have a better experience with Microsoft SharePoint
.filename = NPSPWRAP.DLL
version = 15.0.4514.1000
.name = Microsoft Office 2013
.length = 2

(compare with this script):

leamn |

1
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(61ABEZCY aDoctypeHtmlH_8 db

‘61ABE3CH
‘61ABE3CH
‘61ABE3CH
‘61ABE3CH
‘61ABE3CH
‘61ABE3CH
‘61ABE3CH
‘61ABE3CH
‘61ABE3CH
‘61ABE3CH
‘61ABE3CH
‘61ABE3CH
‘61ABE3CH
‘61ABE3CH
‘61ABE3CH
‘61ABE3CH
‘61ABE3CH
‘61ABE3CH
‘61ABE3CH
‘61ABE3CH
‘61ABE3CH
‘61ABE3CH
‘61ABE3CH
‘61ABE3CH
‘61ABE3CH
‘61ABE3CH
‘61ABE3CH
‘61ABE3CH
‘61ABE3CH
‘61ABE3CH
‘61ABE3CH
‘61ABE3CH
‘61ABE3CH
‘61ABE3CH

db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db

'<{*DOCTYPE html:',8Ah

*<html’:" , BAh

WebFolders

*<head>" , Bah

‘*<meta http-equiv=""%¥-UA-Compatible" content="IE=18">',BAh

'<script type="text/javascript">',8ah
'function ahead()",Bah

RN

var str = new String(',27h,27h,"'};",08Ah
try{",BAh
components = new Array(",B@fh

var

You can see the full content here.

22Fh, ' FFOR769C-BL471-11D2-AF11-G08C B4FA35D B2 *
»27h,"'B98208208-ECED-11CF-8B85-G0AAABSBL434B"
227h, ' WFFO67DBB-2ES55-11D1-BAEF - BOC B4FC2D138°
227h,'76C19B38-FOCE-11CF-87CC- 002 BAFEECF28°
227h, ' 76C19B34-FOCE-11CF-87CC- 002 BAFEECF28°
227h, ' 76C19B33-FOCE-11CF-87CC- 002 BAFEECF28°
227h,"'9381DBF2-0288-11D8-9581-G0AAABBY11A5 "
27h, " 4F216978-C90C-11D1-B5C7-00ABF 8851515 °
227h, ' 28388785-2C68-11D8-A31D-B0AABBBY2C A3 "
227h, "' B4BBAB4R-CC51-11CF-AAFA-BBAABBBG B15C "
227h, ' 76C19B36-FOCE-11CF-87CC- 002 BAFEECF28°
»27h,"'B98208208-ECED-11CF-8B85-G0AAAB5B4383 "
227h,"'SABDGEEB-ZE18-11D8-821E-4445535400808°
227h,'638B1DAB-BLG5-11D1-9948 - GOC B4F98BBBCY "
227h, "' BBBBESCHA-4FCB-11CF-AAAS-BB4B1CHAB555 "
227h, " WSEA7SAB-AZ269-11D1-B5BF-00ABF 80851515 °
227h,'DESAEDBB-ALBF-11D1-9948- GOC B4F98BBCY "
227h,'76C19B3B-FOCE-11CF-87CC- 002 BAFEECF28°
227h, ' 76C19B31-FOCE-11CF-87CC- 002 BAFEECF28°
227h, ' 76C19B58-FOCE-11CF-87CC- 002 BAFEECF28°
227h,'D27CDBGE-AEGD-11CF-96B8-4445535400808°
27h, ' 2A202491-FOBD-11CF-87CC- 002 BAFEECF28°
22Fh, ' 5O45CA46-LE7D-LLDL-BC4L—- BOC B4FDO12BE "
227h, ' 22D6F312-BOF6-11DB-24AB-BOB BC7YCFEDS*

,27h,"
,27h,"
,27h,"
,27h,"
,27h,"
,27h,"
,27h,"
,27h,"
,27h,"
,27h,"
,27h,"
,27h,"
,27h,"
,27h,"
,27h,"
,27h,"
,27h,"
,27h,"
,27h,"
,27h,"
,27h,"
,27h,"
,27h,"
,27h,"

The scripts send the collected data in the POST request in the variable called marker _:

db "<{/script>',BAh
db '<fhead>',Bfh
dbh *<body"',8Ah

db ' <{form name="frm" action=""marker_"" method="'post">',BAh
db ' <textarea id=""data”™ name=""values" cols=""188" rows=""28">"',8Ah

dh BAh
dh '

<ftextareax<br>',8Ah

db ' {input id="ie" name="'ie" type=""hidden"'}',BAh
db ' {input type="'submit" value="send™ >',BAh

dbh ' </form:',8Ah

db ' {scriptXahead();frm.submit{}</script>',BAh

The data is received by the handler inside the TrickBot module:

DATA XREF: browser_ fingerprint+29To

', 8Ah
', 8Ah
', 8Ah
', 8Ah
', 8Ah
', 8Ah
', 8Ah
', 8Ah
', 8Ah
', 8Ah
', 8Ah
', 8Ah
', 8Ah
', 8Ah
', 8Ah
', 8Ah
', 8Ah
', 8Ah
', 8Ah
', 8Ah
', 8Ah
', 8Ah
', 8Ah
', 8Ah
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https://gist.github.com/hasherezade/309d3cbfa7f3cd2115b67beb264d999f#file-fingerprint1-html

output_debug(2, "Recieved:\n%s\n”, _ PAIR__ (HIDWORD(uarki), v36));
{ BYTE =)sub_618F9AEL{&UGG);

w37 =

sub_61915DAR(EVLGY, UIT);

sub_615C5BS6(&u69, Buad, &UAS);
sub_615C5918{&u69);
sub_619289BA{&uB0);

LODWORD (vars) = wdi[@];

output_debug{?, "Decoded:\n%syn", vB1[08]);

free ptr{{void ==)ud1});

if { (_BYTE)udE )

{

sub_61796DEE(&vEH);
output debug(2, "IE compatible mode grabbing...%\n", { DWORD}uvark);
ug1[ 8] = {volatile signed int32 =)dword &61CD92ES8;
sub_619227B8{dword_61CDO2ER) ;

sub_619M15DAL(&EU YA, “"marker_");

= sub_617948DA{vE1, (int)&v7B, B8, 1);

sub_615C5918(&v78);

u3is

sub_617977FA(vEl, vigd + 7,

LODWORD(uvars) = 18;
sub_61795DB2(&u76, *({ DWORD =)uhd + 2}, 18);
LODWORD(uarh) = 18;
sub_61795DB2(&u73, *({ WORD *)ul3 + 16}, 18);

sub_61796FFG{uE1, wv3g);

-1);

sub_6199D63C(&Y72, &U71, "hEtp //127 .8.8.1:"");
sub_6199D6A8((int =)&u7h4, (int =)&u72, (int)&U73);

sub_6199D63C{&UT5, &UT4, "/ );

Interestingly, the malicious plugin also contains four base64-encoded pictures in PNG

format:

rdata
-rdata
rdata
-rdata
rdata
-rdata
rdata
-rdata
-rdata
rdata

61ABF359 picturel_png
16 1ABF359
t61ABF359
16 1ABF359
t61ABF359
16 1ABF359
t61ABF359
16 1ABF359
16 1ABF359
t61ABF359

Decoded pictures:

KA @ e

The SQL part

' { UBDORWOKEgoARAANSUREUGARACAARAAICATARABE /PnOARAACKE IWXHARASTAAALE "

; DATA XREF: inject_picture+BTo

"wEAmMpwYAAAABZRJTUUHSAgAExUJhUB0gQAAAEZpUFhB029tbWudAAAAAAADTJFQU"
'RPUjogZ220tanBlZ2yB2HS4wICh1c21uZyBJSkegS1BFRYB20DAPLCEBxdWFsakR51IDA"
'gMTAWC JXYUccARAdLSURBYE jHbUVrbFPNGR6e7xz70HY cEpwAJIHaJIGQBogokAwK
*JCROQrUDomyrWTOxKJ7FLE2-t jPHUBjqQUbUSTHFSE/TWE7ECZK1r726yRSatadmAEy
‘m2hSUhJnEAUJHZATML? +Hzufhw? 201eWZ9FHX3nwTzu87yHzU2vAhAKATAACAEAMD *
'Cj0J9xZ2iaFMGIEw]SsAiTlioliQuicACBFiULLPAJ 8N 1tcS5IpousDleuldnl 9FUBuY "
*¥515/81RNRXTWKEOESi1AAChSRLLYZY /7CUTOIUBCCBFQANEOKDx8eF99F TDPkpoa”
*/3H/0eD3E8wIoEC3VoDiGqHhpiEooAghhJL /bwDgBao1a8 IEYBQhSWIWSUKILKRFu®

Among the data hardcoded within the module.dll we can find a string referencing an SQLite
release:

2017-02-13 16:02:40 ada®5cfa86ad7f5645450ac7a2a21c9aa6e57d2

The incorporated SQLite is used to retrieve and steal data such as cookies from locally
stored databases (similar to Terdot Zbot, described here, that also incorporated SQLite for
this purpose)
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https://www.sqlite.org/releaselog/3_17_0.html
https://blog.malwarebytes.com/cybercrime/2017/01/zbot-with-legitimate-applications-on-board/

615CDCE1 movw
615CDC54 mov
615CDCEC mow
615CDC63 mov
615CDC67 call
615CDC6C lea
615CDC6F call
615CDCY L call
615CDCY9 lea
615CDCYF movw
615CDCEY movw
615CDCEBE mov

eax, dword ptr [ebp+uvar 78]

[esp+158h+var_154], offset alsingProfile_@ ; “Using profile %sin™
[esp+158h+Hemory], 2 ; int

dword ptr [esp+158h+var_-158], eax ; char

sub_615CF27B

ecx, [ebp+uar_7@]

sub_61985A48

sub_618FE988

esi, [ebprvar_128]

dword ptr [esp+158h+var_158], offset aCookies_sqlite ; "“fcookies.sqglite™

[esp+158h+uvar_154], ebx
[esp+158h+Hemory], esi

Sample strings and queries to the cookies database:

.rdata
.rdata
.rdata
.rdata
.rdata
.rdata
.rdata
.rdata
.rdata
.rdata
.rdata
.rdata
.rdata
.rdata
.rdata
.rdata
.rdata
.rdata
.rdata

6 1AT162ER
:61A102E8
16 1A1682E8
:61A102E8
:61A1063 00
16 1A1838F
:61A1036F
16 1A1838F
:61A1032B
6 1A168328
:61A1032B
t61A10387
:61A18387
:61A10387
:61A1683BB
:61A103BC
:61A183BC
:61A103BC
:61A183D7

; Sub_615CBA98+2CATo
aLast_compatibl db ‘last compatible version',@
; DATA XREF: Suh_61589FH2+2SDTD
H 5uh_61503998+320Tu
aCookiesFormat db 'cookies format®,®@ ; DATA XREF: sub_615C9FAZ:loc_615CA32aTo
; CHAR aCookiesVersion[]
aCookiesVersion db ‘Cookies wversion is %d (%d)',@ah,0
; DATA XREF: Suh_61589FH2+31DTO

aSelectMameUalu db *SELECT name, value, host key, path, expires utc, creation_utc, en’

; DATA XREF: sub_615C9FA2+348To
db ‘crypted value FROM coojkies',@
; CHAR aWarningCookies[]
aWarningCookies db ‘Warning?! Cookies version is newer than expected 9.',8ah,8
; DATA XREF: sub_615C9FAZ:1loc_615CAZFDTo
unk_61A183BB db a ; DATA XREF: sub_615C9FA2+479To
; CHAR aCouldMotDecryp[]

aCouldNHotDecryp db ‘Could not decrypt cookies',B8ah,8
; DATA XREF: sub_615C9FA2+503To
aEncrypted db ‘Encrypted’,8 ; DATA SREF: sub_615C9FA2+525To

We can see also queries used for stealing the stored browsing history:

quput_dEhung,-"HiStury version is %d (%d)\n", ul, v25);
if { vh > Bx28 )
output_debug(2, “"Warning?! History wversion older than expectedin™)};

sub &61915EBC{"SELECT title, url, visit count, last visit time, hidden FROM urls™);

u2lh = sub_61812978(&u37);
sub_615C987C(&U37);
if { v2h )

Outlook.dll

This is the module written in Delphi. It contains a hardcoded configuration that follows a
pattern typical for TrickBot modules:

<moduleconfig>

<autostart>no</autostart>
</moduleconfig>

Its purpose is to steal data saved by Microsoft Outlook.
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fetch_outlook_data(
(int)L"SoftwareviMicrosoft\i\Windows HTAZ\CurrentUersionyiMindows Messaging Subsystemy\Profilesy\Outlook",
Guig);
fetch_outlook_data({int)L"Software\iMicrosoft\\0fficeyy15.0\\0utlook\\Profilesys0utlook™, &u17);
vl = viy;
fetch_outlook data{(int)L"Softu:WChar_t[56] rryyorFicesy16.83\0utlook\\Profiles\i0utlook™, &ui6);
System::_ linkproc__ LStrCatN{&ui19, 5, ul, &str 8[1], vu3, &str B[1], vi6);
u5 = unknown_libname S6{{int)uvi9};
if { vs > 8 )
{
ug = 1;
do
{
System::_ linkproc__ DynArraySetLength{vs);
*( BYTE =)(unk_487678 + ué - 1) = vi9[us - 1];
++Uh;
--uG;

H
while { v5 };
H
vy dword_48767C;
ufl unknown_libname_63{unk_487678) ;
dword 487674(dword 487678, “getdata”, "test", unk 4687678, v, “test", u7, vi6, uil, vi2, vi13, vis, vis, vi6);
_ writefsdword{8, vi7);
u19 = {char *)&loc_4@B4FDEB;

The module opens relevant registry keys and tries to retrieve saved credentials:

——— e e— __—m = wmt i ] === sz

System:?__linkauc__ WstrCatH{&uv65, &, vZ0, dword LA4DEA, uvol);
sub_ 4844 14{HKEY CURREHWT USER, v&5S, (int)L"Email®, {int)ulB);

vl = &u9@;
u39 = ui1@a;
u3f = (BYTE =)dword_ 4BuDB0;

03y = ={DWORD ==){ud7 + L4 % uvA);

unknown_libname 59{&u62, &Hame, 1824);

System:: linkproc__ WStrCatH{&v63, 5, v21, dword 484D88, v62);
u3? = vbd;

System:: linkproc__ WStrCat3(&vsi, v92, L' User");
sub_484414{HKEY_CURREMT_USER, (int)v3?, v6l, {(int)ulB);

vl = fuoi;
u39 = ui1@a;
u3d8 = (BYTE =)dword_ L4O4DBO;

u37 *#(DUORD »==){u27 + 4 = ui);

unknown_libname 59{&u59, &Hame, 1824});

System:: linkproc__ WStrCatH{&u6B, 5, v22, dword 484D86, u50);
u3? = vbd;

System::__ linkproc__ WStrCat3(&uSs, v92, L' Server');

sub_ 484414 (HKEY CURRENWT USER, (int)u3®, u58, (int)ubd});

vl = uv188;

u3d? = dword_484D308;

u3s #(BYTE ==){ud7 + 4 = uhA);

TRy {DWORD =)dword 4O4DEA;

unknown libname S59{&uS6, &Hame, 1824);

System:: linkproc__ WStrCatH{&v57, 5, v23, vi7, u56);

U39 = uLy;

System:z:_  linkproc__ WStrCat3{&u55, u92, L" Port'});

U7 sub_4844DA(HKEY CURREWT_USER);

u3? = {int =)&cbData;

vil = &bata;

v3? = &Type;

System::_ linkproc__ WStrCat3({&u5Sh, v92, L" Password');

v2h = (const WCHAR =)System:z:_  linkproc__ WStrToPUWChar (uSh);
if { *RegQueryValueExW({hkey, v24, B, v37, v3i8, (LPDWORD)uv3T}Y }

{

Not going away
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TrickBot’'s new modules are not written well and are probably still under development. The
overall quality of the design is much lower than the quality of the earlier code. For example,
module.dll is bulky and does not follow the clean modular structure introduced by TrickBot
before. Also, they make use of languages and libraries that are easier, using Qt instead of
native sockets for module.dll, and Delphi language for Outlook.dll.

The differences in code, languages, and design may indicate that some changes were made
to the development team. Either they gained new members who have been delegated to the
new tasks, or some of the previous members resigned and have been substituted with lower
quality programmers. It may also be possible that the malware authors are doing some
prototyping and experimenting for the further development.

Whichever is the case, it’s clear that TrickBot is still actively maintained, and is not going to
leave the threat landscape anytime soon.

This was a guest post written by hasherezade, an independent researcher and programmer
with a strong interest in InfoSec. She loves describing malware in detail and sharing threat
information with the community. Check her out on Twitter as well as on her personal blog,
hasherezade’s 1001 nights.
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