Let's Learn: Reversing Credential and Payment Card
Information Stealer 'AZORult V2'
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Goal: Reverse the second version of the popular credential and payment card information
stealer “AZORult"

Original find: @DynamicAnalysis

Source: AU2_EXEsd.exe

Tool: OllyDBG, CFF Explorer
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Brief overview: AZORult Version 2 Stealer, written in Borland Delphi collects informations,
sends a report to the C2 server, then self-deletes. AZORult steals cookies, saved passwords,
and saved credit card information from browsers. It also steals XMPP and Bitcoin wallet
information Additionally, the malware is able to grab files from Desktop with specified
extensions. It supports .bit domain communication.

Command-and-Control (C2) Server: parking-services[.Jus/gate[.]Jphp

Mutex: as8d749s8adq98w4d65sa
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It encodes streams and separates the report information as follows:

eadsERFF|| . s E@ LES EAX, DWORD PTR 55:[EEP-20]
BR4GEIAE|| - ES FAFIFSFF | CALL @0207AED aAord . DE4ATEED
BAGEIAT(| . GE4E ED FiY ERY. DWORD PTH 55: [EEF=201
@@cEdan|| . BOSE E4 LES EDH, DWOROD PTH S5: CEEP-1C]
SRdsEED|| . EE D2EOFSFF | CALL @BedfeEd azaru |t . BA4ETEE
@MsESLE|| . ES4D E4 MR ECH, DWORD PTH S5: LEEP-1C3
emdsEsLE|| . E0dE ES LER ERM, DWORD FTH S5: [EEP-18]
. BS DCEF4$08 |HOU EDX, 4SEFOC ASCIT "gerefaz"
BEMGEIND|| - EF I64EFIFF | CALL 90ea345a agar |t . 3493458
BAGEIZE|| . BI4E F4 LER EA¥, DWORD PTR £5: [EEF=C]
BESESZE|| . Be PUEH Eft
@ddsEse|| . s0EE ES LEG E0i, Dwos0 PTE S5 LEEP-183
emdsEszs|| . E1 21 MOV CL, 1
endeEszE|| . 8E4E FE MO EAM, DWORD FTR 553 [EEF-81
BA46EIZE|| -  EF DPEOFSFF | CALL GRE@sTeC agary |t . B34357A0
BEMGEIIE|| . G045 F4 LER EAX. DWORD PTR 55: CEEF-C]
BGEIRE|| . B PUEH ERH
BEISESET|| . SEEE F4 MRy EO, DWORD PTR S5 LEEF-C]
eodeEsza|| . BE ECEF4E08 | MOV EAM, EEFEC ASCIL g
edsEsEF|| . EE BCJEFSFF | CALL OP4RSTEA azoru it . BASRITER
4 ESCE Pa BOD ERi.4
2qa21E =z ory Lt BB4R21ED i'
Fddrass | Hen dunp ASCIT
FLEECTE]
[l
[l i T4 AL 96 0O T4 @1 B 20| 30 02 00 G0

Browsers\AutoComplete\<browser>_CC.txt
Browsers\AutoComplete\<browser>___.default
Browsers\Cookies\<browser>__.default.txt
IP.txt
Passwords.txt
CookieList.txt
SYSiInfo.txt
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AZORult's custom base64-like alphabet:

Obtains Windows version via ProductName Registry value:

RecCrestekeuExl

Replugryla lusEsl

RegC losakey
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The harvested SYSINFO victim information is in the following format:

e BIN:
e MachinelD : -> SOFTWAREMicrosoft\Cryptography\MachineGuid
o EXE_PATH : <GetModuleFilename API >
e DLL_PATH : <GetModuleFilename API>
e Windows : -> SOFTWARE\Microsoft\Windows NT\CurrentVersion\ProductName
e Comp(User):
o CPU Model: ->
HARDWARE\DESCRIPTION\System\CentralProcessor\O\ ProcessorNameString
o [System Process]
e [Programms]

AZORult obtains the user and computer information via usual GetUserName and
GetComputerName APls.

[

BetlserHamedl

EetConputerfanald

SHORT @B4e7E1d

The stealer targets the following applications for credential harvesting:

e Google Chrome (including x64)
YandexBrowser

Opera

Firefox

Orbitum

Chromium
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e Amigo

e Outlook

o FileZilla

e WinSCP

e Thunderbird
o 360Browser
e Vivaldi

e Bromium

¢ InternetMailRu
e Bromium

e Nichrome

¢ RockMelt

o Skype

o Steam

The stealer collects XMPP/Jabber credentials from the following apps:

e PsiPlus
o Psi
e Pidgin

Moreover, AZOrult aslo appear to collet the following cryptocurrency files:
e wallet.dat
o \wallet.dat
 electrum.dat
* \electrum.dat
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o .wallet

e \.wallet

e %APPDATA%\MultiBitHD
e mbhd.wallet.aes

o \MultiBitHD\

e \mbhd.wallet.aes

* \mbhd.checkpoints

e mbhd.checkpoints

e \mbhd.spvchain

e mbhd.spvchain

e \mbhd.yaml

e mbhd.yaml

o wallet_path

o Software\monero-projectimonero-core
* \Monero\

Desktop file grabber of files with .txt & .dat extensions.

EDH=R@®5BA08, (ASCLI "HITP-1.1 208 CEigServer: nalndsl.l@. LME0ate: Mon, HHTIEConpént—Type: applLoat Lon /Dot et—ct i aniBe
EDI=B@47OREC | agaru it ., BA47DIEC)

For example, here is AZORult's cookie/credit card grabber from Mozilla Firefox's Sqlite
tables:
o SELECT host, path, isSecure, expiry, name, value FROM moz_cookies
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o« SELECT host_key, name, encrypted_value, value, path, secure, expires_utc FROM
cookies

o SELECT host_key, name, name, value, path, secure, expires_utc FROM cookies

o SELECT fieldname, value FROM moz_formhistory

e SELECT name, value FROM autofill

o SELECT name_on_card, expiration_month, expiration_year, card_number_encrypted
value FROM credit_cards

Self-delete function:
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