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blog.malwarebytes.com/threat-analysis/2017/06/eternalpetya-yet-another-stolen-piece-package/

Malwarebytes Labs June 30, 2017

Since June 27th we have been investigating the outbreak of the new Petya-like malware
armed with an infector similar to WannaCry. Since day one, various contradicting theories
started popping up. Some believed that this malware is a rip-off of the original Petya, while
others think that it is another step in Petya’s evolution. However, those were just different
opinions and none of them were backed up with enough evidence to hold solid. In this post,
we will try to fill this gap by making step-by-step comparisons of the current kernel and the
one on which it is based (Goldeneye Petya).

Analyzed sample:

Why is it important to know whether or not the code was recompiled?

Answering this question and collecting enough evidence is crucial for further discussions on
attribution. The source code of the original Petya has never been leaked publicly, so in case
it was recompiled it proves that the original Petya’s author, Janus, is somehow linked to the
current outbreak (either this is his work or he has sold the code to another actor).

In this analysis, we hope to identify if this malware could have been recompiled from the
original code, or it’s just a work of anyone with the appropriate skills to modify the ready-
made binary. Doing so would not entirely disprove Janus as the creator, but his
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involvement becomes less likely.

Anyways, let’s take a look at the code.

Sectors

Looking at the sectors, we can find that the layout of EternalPetya is identical to Goldeneye.
Full comparison:

Petya kernel:

o Petya Goldeneye: sector 1
o Petya Eternal: sector 1

Data sector:

e Petya Goldeneye: 32
e Petya Eternal: 32

Verification sector:

o Petya Goldeneye: 33
e Petya Eternal: 33

Original MBR (xored with 7)

o Petya Goldeneye: 34
o Petya Eternal: 34

Hexadecimal comparison

Comparing both kernels at hexadecimal level, we can see tiny differences at various points.
However, there are big portions of code that are identical in both.

The screenshots below show fragments of the (current) EternalPetya on the left, and
Goldeneye on the right.
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0&50: DC EB OC 02 83 C4 04 &8 |02, .A.h 0850: DC E8 OC 02 83 C4 04 &8 |02, . E.h
0&58- DE 9C E& 81 01 SB 8D 86 |O&&. [T+ 0&58- DE 9C E& 81 01 SB 8D 88 |Bas. [T+
0&E0: DD FD 50 E8 78 01 5B &3 |Y¥{P&x.[h 0&E0- DD FD 50 E& 78 01 5B &8 |¥¥P&x.[h
DE65: DS 9E ES 71 01 SB 8D 86 |Of&g. [T+ DE68: D& SE E8 71 01 SB 8D 86 |Of&g. [Tt
0&70: 1D FE 50 E8 &8 01 5B &3 | .tB&h. [h 0&70- 1D FE 50 E& &8 01 5B &8 | .4P&h_[h
0875: DC 9E ES &1 01 5B 8D B& |03&a. [Tt 0&75- DE SE E8 &1 01 5B 8D 86 |Tiéa. [Tt
0&30: S0 FE 50 E& 3E 04 SB &3 |1tB&>.[h 0&80: 50 FE 50 EE 3E 04 5B &8 |14E&>_[h
0E858: &C 9F E8 51 01 SB 90 50 |12&Q.[ ne8B- 16 9F E&8 51 01 SB EE DI | .2&Q. [&0
DE90: 90 &8 71 9F EB 47 01 5B |hgzse. [ DE90- 04 &8 1C SF EB 47 01 5B |.h.2&E.[
0&95: 2B 76 04 &8 LE SF E8 3D |<v.h@ié= DE98: 8B 76 04 &8 5C 9F E8 3D |cv.h\ié=
0&A0: 01 5B C& 46 FF 00 8B 7E |.[CF .<~ 0ER0: 01 SB CF 46 FF 00 8B 7E |.[CF _<~
DERE: FF E1 Z7 FF 00 C& 43 B4 | ¢ .GC” DERE: FF 81 E7 FF 00 C& 43 B4 | ¢ .CC-
0EB0: 00 FE 46 FF 80 7E FF 44 | .¢F €~'J 0EBO: 00 FE 46 FF 80 7E FF 4R | .4F €~"J
0&BE5: 72 EC &L 4% 8D 4% B4 50 |x&jIfr-E DEBE: 72 EC &R 49 8D 48 B4 50 |réjIfr-p
O&C0: EE 07 05 53 C4 04 50 5D |&..E.PT 0&CO- E8 07 OS5 83 C4 04 50 8D |&..E_ T
08CE5: 46 B4 50 SR 46 06 50 56 |F BSF.EV DECS: 46 B4 50 SZ 46 06 50 56 |F ESF.EV
nsDi: ES CF FD 83 C4 08 FE C8 |&Dfi._g0 nED0: ES CF FD 83 C4 08 FE C8 | &Dfi_g8
O&DE: 74 0% &8 BES SF EE FE 00 |t.hpsét. DEDE- 74 09 68 &4 9F ES FE 00 |t.hdiésg.
0GE0: SB EB BE SE S5F CF C3 00 |[&,~ EA. 06E0: 5B EB BE SE S5F C3 C3 00 |[&,~ EE.
Its interesting that, at some point, the layout of the same strings in the memory was shifted:
Z0F0: 74 63 &F &9 &E 20 77 &1 |tcoin wa + |20F0: 20 70 &5 72 73 &F &E &l | persona
20FE: &C &6C 65 74 20 49 44 20 |llet ID 20FS: &C 20 64 65 &3 72 79 70 |1 decryp
2100: &1 6E &4 20 70 &5 72 73 land pers 2100: 74 &9 &F &E 20 &3 &F &4 |tion cod
2108: &F 6E 61 &C 20 €9 6E 73 lonal ins 2108: &5 20 74 &8 &5 72 &5 2L |e there:
2110: 74 61 &C &C &1 74 &3 &F |talletio 2110: OD OR OD OR 00 00 OD OB |--oo....
211E: ©E 20 6B &5 79 20 74 &F In key to 2118: [
2120: 20 65 2D &0 61 €9 6C 0D | e-mail. 2120- 7% 6F 75 20 61 &C 72 &5 |you alre
2128: OR 20 20 20 20 77 &F 77 |. wow 2128: &1 &4 79 20 7O 75 T7Z &2 |ady purc
2130: 73 6D €9 74 &8 31 32 33 |smithlZ3 2130: &8 61 73 65 &4 20 79 6F |hased yo
213E5: 34 35 3¢ 40 70 &F 73 74 |45&6Epost 21358: 75 72 20 6B &5 79 2C 20 |ur key,
2140: &5 6F 2E &E &5 74 2E 20 |eoc.net. 2140: 70 &C &5 &1 T2 &5 20 &5 |please e
2148: 59 &F 75 7Z 20 70 &5 72 |Your per 2148: &E T4 &5 72 20 €9 T4 20 |nter it
2150: 73 6F 6E &1 &C 20 &3 6E |sonzl in 2150: &2 65 6C &F 77 2E OD OA |below. ..
2156: 73 T4 €1 &C &C &1 T4 &3 |stallati [ ] |2158: oD O& 00 00 20 4B 65 79 |.... Key
2160: &F G6E 20 &B &5 79 34 0D |om key:. 2160: SR 20 00 OO0 OD OR 20 45 |= .... I
2165: OA OD O 00 OD OR OD OR |........ 21658: &E &3 6F 72 72 €5 63 74 |ncorrect
2170: 20 6B €5 73 21 20 50 &C | key! P1
217E: 20 61 6C 72 &5 61 64 79 | already 21758: €5 61 73 65 20 74 72 79 |ease try
2180: 20 70 75 7% &3 &8 61 73 | purches 2180: 20 &1 &7 &1 &% &E 2E 0D | =again..
2188: &5 64 20 79 &F 75 72 20 |ed your 2188: OR OD OR OO0 OD 00 20 00 |--....
2190: &B &5 79 ZC 20 70 &C &5 |key, ple 2190- 20 &F &6 20 00 00 20 28 | of i
2195: 1 73 €5 20 &5 GE 74 &5 |zse ente 2195: 00 00 25 23 20 20 20 20 |..%)
2IR0: 72 ZO 69 74 20 &2 65 6C Ir it bel 21R0: 20 20 20 20 20 20 20 20 |
21RE: &F 77 2E OD OA 00 20 4B |ow.... E 21RE: 00 00 75 75 24 24 24 24 | . _uussss
21B0: &5 79 3& 20 00 OD O& 20 |ey: 21R0: Z4 24 24 24 24 24 24 75 |$3%35353u
21BE: 43 GE &3 &F T2 T2 &5 &3 |Incorrec 21B5: 75 OO OL 00 75 75 24 24 |u...uuss
21C0: 74 20 6B &5 79 21 20 50 It key! D 21CO: 24 24 24 24 T4 24 24 24 |ssssssss
21CE: &C 65 61 73 &5 20 74 72 |lease tr 21CE: 24 24 24 24 24 24 24 75 |$ssssscsu
21D0: 79 20 &1 &7 &1 €3 6E 2ZE |y agein. 21D0: 75 OD OR 00 75 24 24 24 |u.._usss

As mentioned, the data sector starts in both cases at the same offset. This sector stores the
random Salsa20 key and nonce, which are generated per victim, and this is identical in both
cases. However, in Goldeneye the victim ID is much longer, which is not surprising taking
into the account the fact that in the past it was supposed to be the encrypted backup of the

Salsa key, and now it is just an arbitrary string, so it's length doesn’t really matter.
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The first thing that struck me as different was the bootloader. Fragment of the hexdump (as

before: EternalPetya on the left, and Goldeneye on the right.):
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Functionality-wise, it is the same in both cases. It is supposed to read 32 (0x20) sectors from
the disk, starting from sector 1, and load them into memory at the address 0x8000. However,
the opcodes that are used in both cases to do the same operations are a bit different.

This is the old bootloader, used in Goldeneye:

segdaf:pooe0 sub_@a proc near

seqA00: 0000 FA cli

seqB@@:pee1 |66 31 CA X0r eax, eax BOOTLOADER OF
seqBa@: 8084 8E DB mov 55, ax

seqBA@: 80086 | 8E CB mov es, ax GOLDENEYE PETYA
seqBB0:0068|8E D8 mov ds, ax

segdag:e0en|BC 68 7C mov sp, 7CB8h

seqAea:eaep FE sti

seqBdB@:008E) 88 16 93 7C mou ds:7C93h, dl

segde@:pe12| 66 BB 20 00 DO A8 mou eax, .

segde@:pe18| 66 BB 81 A0 DO a8 mou ebx, 1

segde@:pAe1E B9 00 89 mou cx, 858808h

segdad:aez21

seqdad:ae21 loc_21: ; CODE XREF: sub 8+2a)j
seqdA@:6a621 E8 14 6@ call sub_38

seqBA0:08824 66 48 dec eax

segbdef:ae26 66 83 F8 @0 cmp eax, @

segBen:ae2a 75 F5 jnz short loc_21

segBen:ae2c 66 A1 00 88 mou eax, ds:800808h

seq@AA:0A30 EA 60 80 60 68 jmp far ptr [IEEEEER

segdep:pe30 sub_@a endp

And this is the bootloader used in the EternalPetya version:

segdod:paeg sub_@a proc near

seqB00: 0000 FA cli BOOTLOADER OF
segdof:pae1|31 co xor ax, ax

ceq@00: 0003 | 8E D8 nov ds, ax ETERNAL PETYA
seqBof:eaes | 8E DO mou 55, ax

seq@0A: 0087 ||BE CO mov es, ax

seqgdof:paaee 8D 26 88 7C lea sp, ds:7CA8h

seqBae: 888D FB sti

segBdO0:BABE| 66 BB 28 88 88 60 mou pax, .

seqA@B: 881488 16 93 7C mouv ds:7C93h, dl

segAof:pA18 |66 BB B1 BB A6 60 mov ebx, 1

seqAdof:Aa1E B? A0 B8R mov cx, BOABh

seqAaf: a2

seqAaf: a2 loc_21: ; CODE XREF: sub_ B+2ALj
segdof:pez21 EE 14 68 call sub_38

segBp@:peZ2y 66 uB dec eax

segfof:pe26 66 83 F8 00 cmp eax, A

segdo@:pez2a 75 FS jnz short loc_21

segBe@:pe2Cc 66 A1 B8 B0 mov eax, ds:880808h

ceqAAA: 0038 EA 60 8@ 60 68 jmp far ptr [IEEEEER

seqBdd:ae3a sub_@ endp

My first impression upon seeing this was that the code was recompiled with different settings,
however, another possibility also exists. The total length of the different fragments are the
same — so, we cannot exclude the possibility that someone manually edited them inside the
pre-compiled binary.

Optimizations — and why it matters

So far we've seen some interesting changes, but they were not enough to prove or disprove
whether the code was recompiled. However, the breakthrough in the research may lie in the
interesting observation made by David Buchanan.

5/14


https://twitter.com/David3141593/status/880495627326640128

The Salsa20 Key expansion was modified using a hexeditor, NOT by modifying the

source pic.twitter.com/Q06ZEle8k9

— David Buchanan (@David3141593) June 29, 2017

His theory was based on compiler optimization, which ensures that the same character will
not need to be loaded into memory twice. We can see this rule applied in examining the code
responsible for storing a string in the memory. Inside of Goldeneye’s key expansion function,
we can find that this kind of optimization absolutely happens — every character is unique, no
character is loaded twice:

But in the corresponding fragment of the current kernel, we can find that this rule is broken.

JEH TEFEF

seqB@a:
seqfan:
seqfan:
ceqaoa:
seqaaa:
seqaaa:
seqaaa:
seqB@a:
seqB@a:
seqfan:
seqfan:
ceqaoa:
seqaaa:
seqaaa:
seqaaa:
seqB@a:
seqB@a:
seqfan:
seqfan:
ceqaoa:
seqaaa:
seqaaa:

TUL T

06Dy
046D8
046D9
06DA
96DE
96E2
26E6
96ER
96EE
046F2
06F6
06FA
946FE
9782
2786
9788
07088
07 8E
0718
0713
9716
271R

enter
push
push
mov
mov
mov
mov
mov
mow
mov
mov
mov
mov
mov
mov
mov
mow
mov
mov
mov
mov
®xor

16h, 8
di
si

[bp+var_11], "=°
[bp+var_18], "p’

[bp+var_F], "a’
[bp+var_E], 'n’'
[bp+var_D], 'd’
[bp+var_B], '3°
[bp+var_n], *2°
[bp+var_9], "-°
[bp+var_8], 'b’
[bptvar_7], 'y’
[bp+var_6], "t°
al, ‘e’

[bp+var_12], al
[bp+var 5], al
al, "

[bp+var_C], al
[bp+var_4], al
[bp+var_3], 'k’
di, di

The character ‘d’ repeats and optimization was not applied:
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:Ill:l_.l Uy FULT

seqBBB:-26DL4 enter 16h, @
seqBBB:26D8 push di

segBBB:26D9 push si

ceqBae:-956DA mou [bptuar_11], "1° ; -1nvald s3ct-id
seqBad:-96DE mou [bp+var_18], "n°
seqBaf-956E2 mou [bp+uvar_F], v’
seqBAaB8:956E6 mow [bp+var_E], "a"
segBBA:06EA mov [bp+var D], "1°
seqBBA:946EE mou [bp+uvar B], @
seqBBaz06F2 mou [bp+var_A], "
seqBBA:06F6 mou [bp+var_9], 's°
ceqBaB:-956FA mou [bp+var_B], "3
seqBad:-96FE mou [bp+var_7], 'C°
seqBaa:-9782 mou [bp+uvar_ 6], "Lt
seqBae:-97086 mov al, "-*
segBBA:0708 mov [bp+var_12], al
seqBBa:07ae mou [bp+var 5], al
seqBB0:978E mouv al, "i'
seqBBa:-9718 mou [bp+uvar_C], al
ceqBae:-9713 mou [bp+uvar_4], al
seqBaf:-9716 mou [hp+uar'_3],
seqB@B-927 1A il di, di

If the same code was generated by a compiler, this fragment would look identical to other
repeated characters:

mov al, 'd'

mov [bp+var_B], al

mov [bp+var_3], al

This is a very strong argument against the theory of the code being recompiled. But anyway,
let’s continue the analysis and see if we can find even more evidence.

Closer look at the changes

In a previous post | presented a fast comparison of the current kernel vs Goldeneye, done
with the help of IDA plugin, BinDiff:
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similarity  confide change EA primary
1.00 R 0000E8C4
1.00 (RBGE———— 00008972
1.00 [REGE———— 00008994
1.00 093 - 000089B2
1.00 093 e 000089CA,
1.00 093 e 00008 Ab4
1.00 093 e 00008B9A
1.00 093 - 0000BBF2
1.00 (REGE———— 00008 C98
1.00 (RBGE———— 000039386
1.00 [REGE———— 00009652
1.00 093 - 00009604
1.00 093 e 00009798
1.00 093 e 0000998E
1.00 093 e 000099FC
1.00 093 - 00008242
1.00 (REGE———— 00009806
1.00 (RBGE———— 00008 FAG
1.00 [REGE———— 000080E2
1.00 093 - 00008114
1.00 093 e 00008212
1.00 093 e 0000&85CE
1.00 093 e 000087 26
1.00 093 - 00008932
1.00 (REGE———— 00008A54
1.00 (RBGE———— 000039462
1.00 [REGE———— 00003494
1.00 093 - 00009508
1.00 093 e 000095EC
1.00 093 e 00009628
1.00 093 e 00009878
1.00 093 - 0000989C
1.00 098 - 00008684
1.00 098 - 0000891E
1.00 098 - 00008948
1.00 098 - 00008950
1.00 098 - 00008964
1.00 098 - 00008 C5A,
1.00 088 e 00009518
1.00 088 - 00009578
0.99 093  -I--E-- 00008425
0.16 0.38  GI--EL- 000086ED

We can see that significant modifications have been made only in the functions related to
displaying the information screen. Let’'s check how exactly these changes have been

applied.

main_info_screen (offset 0x8426):

name primary

sub 88C4 13

sub 8972 19

sub_ 8994 20
zub_89B2_21
read_input
sub_8AG4 23
zub_8B9A_24
zub_8BF2_25
enc_dec_disk
sub_9386_26

=20 _hash
s20_expand_key
s20_crypt
sub_998E_36
sub_99FC_37

cub 8242 8

sub 9806 _35
encrypt_mft
find_and_encrypt_mft
fake_chkdsk
display_reboot_request
screen_output

sub 8726 12
zub_8932 15

sub 8454 22

sub_ 9462 _27

sub 9494 28

zub_ 9508 31

sub 95EC 32

=20 _rev_little_endian
zub_9875_33
sub_989C_34
display_strings
sub_891E 14

sub_ 8948 16
zub_8950_17

cub_ 8964 _18
disk_read_or_write
zub_ 9518 29
zub_9578_30
main_info_screen
sub 86ED 11

EA secondary
000888C4
00088972
00088394
00088982
000889CA
00088454
00088BOA
00088BF2
0008898
00089386
00089652
00089604
00089798
0008998E
000899FC
00088242
00089806
0008EFAG
00088DE2
00088114
00088212
000885CE
00088726
00088932
00088454
00089462
00089494
00089508
000895EC
00089628
00089878
000898aC
00088654
0008891E
00088948
00088950
00088964
00088 C5A
00089518
00089578
00088426
000886ED

Changes of the main_info_screen pointed out by the BinDiff (left: current, right: Goldeneye):
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push
call
pop
nop
nop
nop

push
call

b2

0xFFFFOFBC

display string

bz

0xFFFFOFT1

display string

pushn
call

pop

call
push
call

o

R R

b2

OxFFFFOF16
0xB5DE

bx

OxBYeR
OxFFFFOF1C
0xB5DE

As we can see, the call to a function at 0x008848E was replaced with NOPs (No Operation).
This is a common practice used to remove an unwanted function in case of patching
compiled binaries. Yet, sometimes it can be also introduced by #Ifdefs. The rest of the code
matches the previous version, even using the same offsets. However, the addresses to the

displayed strings are different in both binaries.

The unreferenced function is still present in the current binary:

seq000:896A
seqBaa-896A

seqBOB:896A GA A0
seqBO@:8946C ER B3 60

seqBBB:896F SB
seqBBB:8078 C3
seqB@a-8O7 0

sub_B8926A

sub_8946A

...and called in some other places of code:

proc near
push a8

call read key
pop bx

retn

endp

segl00 :85C5: call

fale_chldslk

Toc_8500: call

sub_B31E

falke_chl:dsk

Comparison to the Goldeneye’s call graph, it lacks one of the references, but the other ones

are consistent:
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segli0 :85C5: call fake_chldslk seglil :354F @ call main_info_screen

loc_B8500: call sub_BE91E main_info_screen

sub_86E0 (offset 0x86E0):

The second change is in another function, that is also a part of the information screen. It is
not referenced from any other place in the code:

seg000:85AF: call main_info_screen

b 4
maln_1nto_screen

As we can see, it is called at the beginning of the previously discussed function:
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seqBBA:8L246
seqBdazBL26
ceqBdazBL26
ceqida-8BL26
ceqida:-8B426
seqdan 8426
Sseqdan 8426
seqBBA:8L26
seqBBA:8L246
seqBdazBL26
ceqBdazBL26

main_info_ screen proc near

var_24C
var_223
var_1E3
var_1A3
var_ 4G
var_1
arg_8
arg_2

ceqBBa:8426 CB LG B2 68

ceqBad:8B42A 57
ceqdad:842B 56

seqBBa:842C ER B1 82

byte
byte
byte
byte
byte
byte
word
byte

enter
push
push
call

ptr -24Ch
ptr -223h
ptr —1E3h
ptr —-1A3h
ptr —-4Ch
ptr -1
ptr 4
ptr 6

24Ch, 8
di
51
sub_BGEAR

In the Goldeneye kernel, the corresponding function was the one responsible for printing_th

skull:

read_keyboard

scroll_page

Print_ahU]] QEt_timE

sub_B350E sub_Ba6GE0

The first jump leads to the loop responsible for displaying the skull and waiting for the key to

be pressed by the user. Fragment of the code:
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BOBB8GENA sub_BB86EA proc near
00B886EQ
B80886ED var_1= byte ptr -1
008886EA
00B886EQ C3 B4 00 A9 enter 4, 8
BOB886EL 56 push si
@OP886ES 33 Fob Xor si, si
008886EY C6 46 FF 88 moy [bp+var_1], 8
BOB88GER EB 28 jmp short loop top
¢J+ ¥
FEE
08888715
goege715 loop_top:
A0a88715 EB B2 82 call read keyboard
00888718 6a CO il g al, al
BAB8BB71A 74 D1 jz short loc_886ED
k J
bl s 5 ol s 5
A00B88GED B0@8871C 6A BE push BEh
A00886ED loc_B86ED: A008871E EB 2F 82 call scroll_page
A06B8BGED E8 64 63 call get_time 006888721 5B pop bx
aoes86FH 8D AC 61 lea cx, [si+1] 80888722 SE pop si
geas84F3 3B C1 cmp ax, CX 00088723 C9 leave
A0e886FS 76 1E jbe short loop_top| (AOBBB724 C3 retn
| BOABB7Z2Y sub_886EB endp
0088724
Y

Looking inside the EternalPetya code, we are almost sure that this function was patched
post-compilation, rather than recompiled. The first jump, that was supposed to lead to the
loop leads directly to the function end:

FE
g00086E8 aagas8715
g00086ED 800888715 loc_8715:
a00086ER ; Attributes: bp-based frame| |@08B8715 E8 82 @2 call read_Keyboard
800086E8 a00888718 BA CA or al, al
BO0086ED sub_B6E@ proc near aeees71a 74 D1 jz short loc_86ED
g00086E8 T
de0086ED var_1= byte ptr -1
a00086ER
000086ES C8 B4 68 B8 enter 4, 8
BO0086EL 56 push si
geae86sE: 33 F6 Hild si, si
00808@886E7 C6 46 FF 8@ mou [bp+uvar_1], 8
G00B8GEB EB 2F jmp short [Finish
|

vy

FFE

apaes71C

0paops71C finish:

0poop871C 6A 6C push 8Ch
a@eas71E E8 2F 82 call scroll_page
6paes721 5B pop bx

88008722 SE pop s5i

00008723 C9 leave

0poos724 C3 retn

aeaBR72Y sub_86E@ endp

The original code is still in the binary, but it is never referenced (dead code).

Are the patches reversible?
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| thought as a finishing touch of this research it would be interesting to reverse the changes
and bring the dead code back to life. As an input, | used the dumped code of:

EternalPetya kernel + bootloader (f3471d609077479891218b0f93a77ceb).

My version (reverse patch): (795752027 1edf003742db63fc250c231).

Indeed, after applying the patches, we are back to seeing the same blinking screen, only the
skull is gone (the corresponding strings has been overwritten):

" 13 Y 2 Lepy :
s '- M [ ¥ =21 -
oy i e vl | =]
i

{!ﬁ:}f{l'ii"ér']“

https://youtu.be/I3gK3C 0zUs

Conclusions

| think the presented evidence is enough to prove, that the code was not recompiled from the
original source (in contrary to what | initially suspected). Thus, the involvement of the original
Petya author, Janus, seems unlikely. It seems in this case he was just chosen as a
scapegoat by some different actor.

The edits made in the code are well crafted — the person doing them was fluent in

assembly and knew exactly what to change and why. Thus, it gave the first impression of
very neat and clean modifications, that could possibly be a result of code recompilation. Yet,
after doing a deeper analysis, we have identified numerous nuances that show otherwise.

EternalPetya seems to be a patchwork made of code stolen from various sources. In addition
to the modified version of the GoldenEye Petya kernel, we can find the leaked NSA exploits
from the “Eternal” series as well as legitimate applications, such as PsExec.
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https://youtu.be/I3gK3C_0zUs
https://twitter.com/JanusSecretary

It is common practice among unsophisticated actors (script-kiddies) to steal and repurpose
someone else’s code. However, in this case, the composition was done well by a person or
team with good technical knowledge and careful execution. A possible reason for using so
many stolen elements, apart from saving actor’s time, could have been to throw off any
obvious signs of attribution.

There are still many mysteries to solve about this malware which creates many theories that,
until proven true, are nothing more than speculation.

Appendix

Read also:

| EternalPetya and the lost Salsa20 key,

This video cannot be displayed because your Functional Cookies are currently disabled.
To enable them, please visit our privacy policy and search for the Cookies section. Select
“Click Here” to open the Privacy Preference Center and select “Functional Cookies” in the
menu. You can switch the tab back to “Active” or disable by moving the tab to “Inactive.”
Click “Save Settings.”

This was a guest post written by Hasherezade, an independent researcher and programmer
with a strong interest in InfoSec. She loves going in details about malware and sharing threat
information with the community. Check her out on Twitter @hasherezade and her personal
blog: https://hshrzd.wordp
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