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After an analysis of the encryption routine of the malware used in the Petya/ExPetr attacks,
we have thought that the threat actor cannot decrypt victims’ disk, even if a payment was
made.

This supports the theory that this malware campaign was not designed as a ransomware
attack for financial gain. Instead, it appears it was designed as a wiper pretending to be
ransomware.
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Below the technical details are presented. First, in order to decrypt victim’s disk the attackers
need the installation ID:

files. bot ||:|||.| Haste ygour t i HE . Mi ||||||._l CAan recous files without ow:

need to do is submit the payment and purchase the decryption key.
Please follow the instructions:
1. Send 23HH worth of Bitcoin to following addre
IM=z7153HMuxXTuRZR1t 78MGSdzaAtHbBHE
send pour Bitcoin wallet I and personal installation key to e-mail
HoWsHMithl23456@posteo. net. Your personal installation kew:
BSENub-CPcc j7-SwaiAC-9UPleg-EA3Hpw-ND9fdl :UgS4i-TAxTSB-MZo0aTE-EADShHE

If vou -|||'|'|l:|'__' P hase your I‘:I'!__'- please

Rey: _

In previous versions of “similar” ransomware like Petya/Mischa/GoldenEye, this installation
ID contains crucial information for the key recovery. After sending this information to the
attacker they can extract the decryption key using their private key.

Here’s how this installation ID is generated in the ExPetr ransomware:

= CryptGenRandom({ .randBuf, 68u);
ERROR = :
if ( =0
{
=ﬂ;
do

= -.randBuf[i++] % 58u;
.randBuf[i + 59] = BASES8_ALPHABET[0ff];

4
while £ 60 );

This installation ID in our test case is built using the CryptGenRandom function, which is
basically generating random data.
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loc_Ta2T15AC: ; dulen
(1]
Eax [E'l]pll'.!l'lﬂﬂuf ]

eax i pbBuffer
_CryptGenRandon [ebperandBuf ]=[Stack[ D00DDSRE ] - 0R16B164]
ERROR, eax db 0FZh 3 T
eax, esi db  53h ; S
loc_TazTi189% db  #1h ; 7
db FDh : 3
db  36h ;6
db  SCh ; %
db  &5h ; |
db  16h
db  S0h ;]
db  97h ;
Eei= db 0O ; U
db hkih ; B
loc_r3271509: dab  ®Dh ; ¥
mOWZK  eax, [ebprecx+randBuf.ran db GEsh 3 A
xor edx, edx db ®CFh ;1
push Bih db  90h ;T
pop edi db  &3h ; C
diw edi db  BBh
ine [13 db OFOh ; p
ROy al, byte ptr ds:BASESE_AL an  1Ch FTUVEXYZabodeF™ . . .
oY [ebp+ecx+randBuf .randBufF+ db  S0h G F
cRp ecx, 3Ch db BERR ; W
jb short loc_F3271500 | db  25h ;T
I |
L]

1ea BaX, Lehpmn-iﬂlﬁr]

The following buffer contains the randomly generated data in an encoded “BASE58” format:

BE16B1AB 42 53 45 4E F7 62 43 58 63 63 6A 37 53 77 61 69 BSEHwbCPccj7Swai
BE16B1EG 41 43 39 56 58 31 65 67 4B 41 33 48 79 77 4E 44 ACYUP1egKA3HywHD
Be16B1CH 39 66 64 38 73 55 71 35 34 69 54 41 78 54 53 38 OFfdEsUq54iTAxTSSE
BE1661068 4D 5 6F 61 54 36 36 41 44 53 62 46 68 B1 16 880 HMZoaT66ADShF.+..
Aam1ARIFA M ca OF 77 AR AA AA AR AR AA AA AA AR AR AA AR =K _w____________

If we compare this randomly generated data and the final installation ID shown in the first
screen, they are the same. In a normal setup, this string should contain encrypted
information that will be used to restore the decryption key. For ExPetr, the ID shown in the
ransom screen is just plain random data.

That means that the attacker cannot extract any decryption information from such a
randomly generated string displayed on the victim, and as a result, the victims will not be
able to decrypt any of the encrypted disks using the installation ID.

What does it mean? Well, first of all, this is the worst-case news for the victims — even if they
pay the ransom they will not get their data back. Secondly, this reinforces the theory that the
main goal of the ExPetr attack was not financially motivated, but destructive.

Our friend Matt Suiche from Comae Technologies independently came to the same
conclusion.

4/11


https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2017/06/07173425/expetya_wiper_03.png
https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2017/06/07173421/expetya_wiper_04.png
https://blog.comae.io/petya-2017-is-a-wiper-not-a-ransomware-9ea1d8961d3b

Pinned Tweet

Matthieu Suiche @ @msuiche - 3h v
Ransomwares and hackers are becoming the scapegoats of nation state
attackers. Petya is a wiper not a ransomware.
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Petya.2017 is a wiper not a ransomware — Comae Technologies

Ransomware-as-a-service soon to be renamed Lure-as-a-Service
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Sodin ransomware exploits Windows vulnerability and processor
architecture
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KeyPass ransomware

SynAck targeted ransomware uses the Doppelganging_technique
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Bad Rabbit ransomware
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Reports

APT trends report Q1 2022

This is our latest summary of advanced persistent threat (APT) activity, focusing on events
that we observed during Q1 2022.

Lazarus Trojanized DeFi app for delivering malware

We recently discovered a Trojanized DeFi application that was compiled in November 2021.
This application contains a legitimate program called DeFi Wallet that saves and manages a
cryptocurrency wallet, but also implants a full-featured backdoor.
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MoonBounce: the dark side of UEFI firmware

At the end of 2021, we inspected UEFI firmware that was tampered with to embed a
malicious code we dub MoonBounce. In this report we describe how the MoonBounce
implant works and how it is connected to APT41.

The BlueNoroff cryptocurrency hunt is still on

It appears that BlueNoroff shifted focus from hitting banks and SWIFT-connected servers to
solely cryptocurrency businesses as the main source of the group’s illegal income.
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