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The Necurs botnet, which was responsible for millions of malicious spam messages last
year, has recently been extremely active again. For the past three weeks it has spammed
emails with a malicious PDF attachment that drops a word document with a macro that, in
turn, downloads rebranded ransomware. The chart below, which is data from our Spam
Research Database, shows the daily spam received from the previous weeks to present. In
typical Necurs fashion, you can see the short high volume bursts.
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The campaign uses various subjects in the spammed emails.

Week 1 (May 11-12)

1/8


https://www.trustwave.com/Resources/SpiderLabs-Blog/Necurs-Recurs/
https://www.trustwave.com/Resources/SpiderLabs-Blog/Necurs-%E2%80%93-the-Heavyweight-Malware-Spammer/
https://www.trustwave.com/images/slblog-03-02-2018-10-57-10/spiderlabs/708963ce-259a-445d-a800-c5120a38164f.png

Scanned image

Receipt to print

File_ {random numbers}
Copy_{random numbers}
Document_{random numbers}
PDF_{random numbers}
Scan_{random numbers}

Week 2 (May 15 -17)

Your Invoice # {random numbers}

XX _Invoice XXXX

Emailing: {random numbers}.pdf
Invoice {random numbers} {mm/dd/yyy}

Week 3 (May 22-25)

Invoice(XX-XXXX)
Copy of Invoice {random numbers}
IMG_XXXX.pdf
Payment Receipt XXX
Payment Receipt#XXX
Payment Receipt_ XXX
Payment XXX
Payment#XXX
Payment XXX
Payment-XXX

Receipt XXX
Receipt#XXX

Receipt XXX
Receipt-XXX

***Note that X is any random number
Sample emails:

1st week

& Mozilla Thunderbird - O »

Eile Edit View Go Message Tools Help

, Get Messages = [ Write WBChat 8 Address Book Tag ~ =
From T.anisha -:tani-sha.hu|Iuway25@giantuﬂ.cnmh- *’ H'.q:r}'_.l' "" Rtphl' E Full-nwup * =¢ Forward More =
Subject File 9747 5/11/2017 %16 PM

lo georgiannekimberlee@ =z mrurcavicizear.com

@1 attachment: nm.pdf 629 KE 4 Save |-
™
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2nd week

Your Invoice is attached.

us of any necessary corrections.

& Moxzilla Thunderbird - O ¥
File Edit View Go Message Tools Help
Get Messages = [ Write W Chat 8 Address Book Tag = =
From Avery <Avery.leah®be-styling.se> 1 4y Reply 4y Reply BEY Followup ~ = Forward More ~
Subject Your Invoice # 591347 51772017 £:22 AM

If you feel you have received this email in error, please reply to this email to inform

i@ 1 attachment: Invoice.pdf 50.7 KB ¥ Save |v
=
3rd week
& Mozilla Thunderbird - | *

File Edit Yiew Go Message Tools Help

* Get Messages ~ [/ Write @B Chat % AddressBook | 9 Tag - =
From KATY PARKYN <NoReply@ampli.ch> 4 Reply 4 Reply ED Followup |~ = Forward More
Subject Copy of Invoice 60446922 3:44 AM

To pluid @] so= i

Please find attached file containing your order information.

If you have any further questicns regarding your invoice, please call Customer
Service.

Please do not reply directly to this automatically generated e-mail message.

Thank you. i
@ 1 attachment: 60445922 PDF 60.7 KB 4 Save |~
e

The PDF campaigns have been evolving, almost daily. Recent documents have a larger

number of embedded files inside the pdf. These additional files do nothing, and are
probably just decoys. But the main.docm file, with its malicious macro, still acts as the

malware downloader. Below you can see how the Trustwave Secure Email Gateway sees

these messages. Note the docm file with its vbaProject macro component.

1st and 2nd Week 3rd Week
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2 Message Headers

2 Message Body 2 Message Body
= T Irvoice pdf = ) 14-7543.pdf
r.%w] ExtractedText bxt I'?] ExtractedText. bxt
.i_‘.] ExkractedImage_oidl _1.kf .i_‘j ExtractedImage_noidl _1.kf
= ._j Exkractedattachment_1,docm = E Extractedattachment_1.zip
._] wordivbaProject. bin [E] empty.txt
.i_‘.] wardimedialimagel.ipg |_] ExtractedAttachment_2, xlsx
Eﬂ __MMUnpackedR awhoc__ Ext F;] ExtractedAttachment 3. kxt
] rawstream_1.hin = || ExtractedAttachment_4.dacm
._] Rawstream_4.bin |_] wordvbaProject, bin
._] Rawskream_&.bin ﬁ_‘] wordimedialimagel . jpg
._] Rawskream_.bin |?J __MMUnpackedRawDoc__kxk

._j Fawstrearn_1.bin
._] RawsStrearn_4.bin
|_] RawStream _8. bin
|_] RawsStream_10.bin
._] Rawstream_14.bin
._] Rawstrearn_17.bin
._] Rawstrearn_24.bin
._j Rawstrearn_26.5in
._j Fawstrearn_29.bin

Saving and opening the PDF attachment, as shown below, has an exportDataObject
Launch instruction to open the embedded .docm file

na mn.pdf-ﬂ\dzbtﬁﬂder

&)~ L,E, 1 /1 155% .

Please open attached IBVE9JRP.docm file

Open File i

B The file "BVE3IRP.docm”™ may contsin programs, macres, or viruses that could potentially
= hanm your comguter, Open the file only if you are sure it is safe. Would you like te:

@ Dpen thas file
Abaays sllow opeming files of this type

Mever allow openang files of this type

[ OK Cancel

The PDF File will drop and launch the embedded .docm file
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=) B9 -0)s IBVEQJRP.docm (Read-Only) - Microsoft Word =8 &

B Liome Insert Page Layout References Mailings Review View (7]
L = - IS - e[ |
“ Times New Roman 112 - || A AT == | A , % 2
B,y === AaBbCcD¢ | AaBbCcD¢ AaBbC
Paste B I abe %, X' Aav||®- A~ — mirsa f Normal | fiNo Spaci... Headingl - Change |Editing
- J | U - | A &y~ u—|-§1.|ﬂ| o @ Styles - -
Clipboard Font [ Paragraph ™ Styles Ll
. _ . X
Q Security Warning Macros have been disabled. Options...

W E This Document is protected!

Open the document in Microsoft Office.
Previewing offline is not available for protected
documents.

If this document was downloaded from your
email, please click "Enable editing” from the

yellow bar above.

Once you have enabled editing, please click
“Enable content” on the yellow bar above.

| Words: 1

If the macro is enabled, it will start to download a malicious file from URL which is the Jaff
Ransomware. The table below shows differences from variants from week to week:

1st and 2nd Week 3rd Week

Dropped ransom notes on every folder that it encrypted
files in it, the image file was also used as a desktop
wallpaper once ransomware done encrypting your files.
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jalt decryplor sysbem

Your decrypt 1D 2625812857

README_TO_DECRYPTI.bmp

Readme.bmp

jaff decryptor system

R p——— ReadMe.html

ReadMe.html

README_TO_ DECRYPTI.txt

ReadMe.txt

Encrypted files will have an appended file extension

{Original FileName}.jaff {Original FileName}.wlu
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Even though the appearance is different, both variants
have the same URL where you are able to recover your
encrypted files.

.
) Byt ecryptor * ok

S @~ (€0 mancThbinlsy.enion

We present a specel software - jaff decrypbor™ - Recovery al fies
How to buy jaff decryptor™?

You can make a payment with BECoins, there are many methods to get them.
Yeu should register BrCon walet:

Simplest onlne walet or Some gther methods of creating wallst

Purchasing Bicoins, athough s nok yet easy to buy bitcons, &'s petting smpler every day.

Earlier versions asks for 2.01 BTC and later versions it
only asks for 0.31 BTC

Sand 2.01 117430 BTC to BEcoin address: Send 031644501 BTC to BLose sidess:

1BHgKuSCSCSaTVvDUDShNFD 1 CHoPoco s
1Fhdipuiliz3Wme EFbgEU NS iddcSoavivh

#1981 BT
0.216449681 BIC

To conclude Necurs is a large botnet and when active it distributes massive volumes of
malicious spam. As observed, it tends to take breaks on weekends and it currently has an
ongoing campaign using malicious PDFs to download Jaff ransomware. These malicious

PDFs are continuously evolving by adding more layers of embedded files and obfuscation.

The Trustwave Secure Email Gateway can recognize and block this threat.
MD5 hashes of the malware:

PDF Droppers

d364eb043e01f61822c9d2906a36ad2f902c60d7
8e4f36e0710aee26f125acc69b14cac44467238f
2001971c7ddaa9b2550d1b870f5e377c56115f70

DOC Downloaders
ee4fef6b870d0baa3a503aa8594dc16920f7b8a3
f66680aac290ad5febdbbc5b40efe16817bd6850
5045d532a951af205d0e0d91805b2bc38eebaedd

Jaff Ransomware 1
03b17da93cf91f61c9dbb4d25182016cefec0659
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Jaff Ransomware 2
551f953db4ba48452a4f7de9f5f7149c98ddf52f

8/8



