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Background

This is the second part of FortiGuard Labs’ deep analysis of the new Emotet variant. In the
first part of the analysis we demonstrated that by bypassing the server-side Anti-Debug or
Anti-Analysis technique we could download three or four modules (.dll files) from the C&C
server. In that first blog we only analyzed one module (I named it ‘module2’). In this blog,
we’ll review how the other modules work. Here we go.

Stealing email addresses from MS Outlook PST files

As | detailed in Part 1 of this blog, the first module we’re looking at here (I've named it
‘module?’) is loaded in a ThreadFunction, whose main function is to go through all Outlook
accounts by reading the PST files. A PST file is a personal folder file in Microsoft Outlook
that stores your email messages, calendar, tasks, and other items. PST files are usually
located in the “Documents\Outlook Files” folder on your computer. See Figure 1.
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Figure 1. PST files

Microsoft has provided a group of APIs called MAPI (Microsoft Outlook Messaging API),
which is the messaging architecture for Microsoft Outlook. Using the MAPIs you can operate
PST files. The MAPIs are used in the module1 file.

Once module1 file is executed it creates a temporary file that is used to store the stolen
Outlook version information and email addresses that have been collected. Loading MAPI
functions is the next step. Figure 2 shows how, along with what it loads.

[-EexTt=1000ZA1% loc_1000Z2ZAa15: > LCUDE XREF - SObD_ TOARZEIOFTEF1 ]
':g::f:ggggg:g lea eax, [esp+7aBh+LibFileNHame] ;: value of DLLPathE=x
_text:160082A1D push eax : lpLibFileName
-text:1ﬂnu2923 call ds:LoadLibravruyW

- . e edi (=1

-text:i10002a2% mou [esp+7BOh+nSize], edi

-text108082029 . . =

- test edi, edi

_text:1ﬂan2nza i= loc_10002F96

-ftext-100802A31 -

t t-19002A37F o esi, ds:GetProchAddress

-tE:t:‘IBﬂBZﬂ:-][: push offset ProcHMame ;: ""MAPIIniltializ-e"
-text:1686802a3D push edi = hModule

-tE t:1ﬂﬁﬂzﬂ3F call esi ; GetFProchaddress

-te:t:1ﬂﬂﬂznhu push offset aMapiadminprofi : "mMAPIAdminProfiles""
_text:18002a45 push edi = NModuls

T rext-100802040 mou MAPIInitialize, eax

_text:1ﬂﬂﬂzﬂhc call eci ; GetProchaddress

-t t:1BDBZHS1 push offset aMapilogonex ; ""MAPILogonbx""
ltext-1oe02aA52 push edi i hModule

-text:1ﬂﬂﬂzﬂ5? mou HAP IadminProfiles, eax

-text:1nnnznsg call esi ; GetProchddress

T text-1G002A5E push offset aMapifreebuffer : “"MAPILFreeBuffer"
text-10002Aa5F push edi ; hHodule

text-18002A64 o MAPILogonEx, eax

_tEHt:1BBBEH66 call esi ; GetProcaddress

-tE t:1BBBZHﬁB push offset aMapiuninitiali ; "MAFPIUninitialize™
S Eext 1 E00ZAGE push edi : hModule

-text:1ﬂﬁﬁzﬂ?1 o HAPIFreeBuffer, eax

-text:1néazﬂ?3 call esi ; GetProchAddress

_text:1ﬂﬂﬂzn?9 mou ecx, MAPIInitialize

-text:1ﬂﬂﬂzﬂ?E mouv HMAPIUninitialize, eax

_text:10002A80 test ecx, ecx

_text:18082A86 J= loc_100802F8F

text-10002Aa8D cmp MAPIAadminProfiles, @

- - j= loc_10002FS8F

~textz10002A93

_text:10002A%A cmp MAPILogonEx, 8

text-10002AR0 1= Loc_10002ZF8F

T e e a e~ cmp MAPIFreeBuffer, 0O
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Figure 2. Loading MAPI functions

It then starts reading all PST files according to the Outlook accounts on the computer, going
through all email messages with an unread status in every folder (Inbox, Deleted ltems, Junk
E-mail, Sent Items, etc.) under one email account. It steals the sender name and the email
address from each unread email. Figure 3 shows a sample unread email about a Facebook
notification that was sent to me.
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Figure 3. Sample unread email message

Figure 4 shows what module1 has stolen from the unread email message shown in Figure 3.
“Facebook” is the sender name, and “notification+krdyxeragnmn@facebookmail.com” is the

sender’s email address.
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Figure 4. The stolen email information in the memory buffer

As | mentioned before, the stolen data is saved in a temporary file. In this case, it’'s
“‘AE74.tmp.” It will be read when module1 prepares to encrypt and send the stolen
information to its C&C server. Figure 5 shows the data before encryption, which is read from
“‘AE74.tmp.”
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Figure 5. Data before encryption

As you can see, it contains the Outlook version and stolen email information. Once
encrypted, the data will be sent to the C&C server through a “POST” request. Figure 6 is the
packet screenshot from WireShark.
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Figure 6. Sending the encrypted data to the C&C server

Sending spam using the C&C server template

This is the largest Emotet module (I have named it ‘module4’) of the malware’s four modules.
Its main function is to send spam to the email addresses which were stolen and sent to the
C&C server. When it is executed in a thread it generates a GUID by calling the
CoCreateGuid function. It then base64-encodes the GUID and sends it as a cookie to the
C&C server. The response provides the encrypted spam message, as well as the email
addresses that the spam will be sent to. The two figures below show the packet from the
C&C server, as well as the content after decryption.
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Figure 7. Sent GUID and response from the C&C server
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Figure 8. Decrypted spam template and email addresses
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Once module4 receives the decrypted data, it reads out the spam template and the email
addresses the spam message is being sent to. In module4, it supports SMTP protocol over
both port 25 (regular) and port 587 (SSL). The figures below show how it uses the SMTP
protocol to spread this spam, and what the spam looks like in an email client.

test al, H

iz 1loc_ 3IB1FuBT

push och

push offset afuthPlain : "AUTH PLATHWwrwn™"

lea eax, [ebp+wvar_ 3ZEC]

push BDEh

push ea

call =n oW ecx, ofFfset aHelo ; ""HELOD™

mow ec test byte ptr [ebx+87], 1

add es push eax

tect ec mow eax, ofFfset aBEhlo ; ""EHLOD™

iz sh cmouz eax, ecx

push ea push eax

lea el push offset aS18_8_08 U ; ""%s 10 0.0 ZuNrwn®

push ea lea eax, [ebpruar_3F8]

push ec push 3DEh align &

call su push eax db ‘To: %.#s° ,8Dh,0AN,0 ; DATA XREF: sub_38B1F650+395To

add es align 16h

jmp Shury suv_gwiracs db 'Subject: %.%s° _8Dh,B8ANh,8 ; DATA XREF: sub_381F6568+3DFTo
db ‘MIME-Uersion:z 1.8° ,8Dh,B8A0h ; DATA XREF: sub A81F6SH+498To
db 'Content-Type: multipart/mixed; boundary=""%s""'_@Dh_, 8f0h,8

H cunidlign u

push a db @Dh, BAh = DATA XREF sub_ A81F650+4DCTo

push eax s sub_ 381F650+638To

lea eax, [ebp+uvar 3IEC] db '——%s=',68Dh,BANh, 0

push eax . align 18n

push dword ptr [esi] db 'Content-Type: %_=s'_ ADh,0Aah

call ds :send : DATA XREF: sub_381F658+52970

db ‘Content-Transfer-Encoding: base64° ,0Dh, BAh
db ADh ,@AKh, 8@
align &

db @80h, 8K, 8 : DATA XREF: sub_d81F380+FBTO
: sub_3B1F3I8A+1EFTo ...

align 18h

db 80h, 8Ah : DATA XREF: sub_a81F650+6ADToO

db '——%s-—'.@

Figure 9. Related code and data generating SMTP packets
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M Wireshark . Follow TCP Stream (tcp.stream eq 72) - with_smtp - O X

AUTH PLAIN #
334

AGZ1cIN1YWxsd29jaGUAbBEsYWSNYik=

235 2.7.8 Authentication successful

MAIL FROM: <>

EcpT TO: <maxime.crim@ichicagorivet.com> | Receiver email address
ok

DATA
354 End data with <CR><LF>».<CR><LF>»

Date: Mon, @1 May 2617 11:48:11 -8388

From:

Message-ID: <14886M85@492.2081751184811fchicagorivet. com»
To: maxime.crim@chicagorivet.com

Subject: =?UTF-8?B?T1JERVIuIF1CICYgMT ctWDEXNDIBOCA=?=
MIME-Version: 1.9
Content-Type: multipar

RF22F414C7442C7834346BF36D3C731"

biWVudHMEP&JyP jxhIGhyZWYS Imhe@dHAG Ly 90YWSkLiWlwLmNvbS9DdXNEUR VY IVEIZWS@LTUSNZCx

NzcOMzkvIj Nzec3MTc3INDMS L zww Y TAN
Cixicj48YnI+WgUaGFua3MgZmIyIHlvdXIgYnVzaWs lc3MhPG] ABc3BhbiBzdHlsZT@idav4
dC1ecmFuc2Zvemdbd SJyPixiciANCIwvYmOkaTANC Jwy
aHRtbD4=

--EBF22E414C7442(78343468F360D3C731 - - Span content in Baseb4

258 2.0.8 Ok: queued as 76EA248222
MATL FROM: <> W

Figure 10. Spam shown in Wireshark

Hello MAXIME DELORME

Please see attached.
Attachments:
http://hand—ip. com/Cust—Document—5777177439,/Maxime DELORME

Thanks for wvour business!

Figure 11. Spam shown in email client

As you can see in Figure 11, the spam attempts to trick the email recipients into opening a
URL, that points to a malicious Word file. Figure 12 shows its Antivirus detection rating on
VirusTotal.
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o) total

SHAZ56 dBcfel351daab2Tha2TTE64630f 18fe 126135 1cbf3b0a1ThEa8efT25263c0cabd
File name ORDER. -Document-MP-65-NV5T5397. doc :b
Detection ratio: 9756 .r 6 0

Analysis date 2017-05-05 21:59:03 UTC { 1 minute ago )

= Analysis @ File detail 3% Relationships @ Additional information Comments o L Votes

Antivirus Result Update
Arcabit HEUR VBA Trojan.e 20170505
ESET-NOD32 PowerShell TrojanDownloader Agent. OF 20170505
Fortinet W/ Agent. DEAltr didr 20170505
McAfee WATM Downloader byj 20170505
McAfee-GW-Edition WITM/Downloader byj 20170505
MNANO-Antivirus Trojan. e Vbs-heuristic. druvzi 20170505
Qihoo-360 virus. office. gexovmc. 1080 20170505
TrendMicro-HouseCall Suspicious_GEN F47TV0505 20170505
ZoneAlarm by Check Point HEUR: Trojan. Script. Agent. gen 20170505
Ad-Aware ] 20170505
AegisLab S 20170505
AhnLab-V3 L] 20170505

Figure 12. Antivirus detection rate on VirusTotal

Conclusion

From this deep analysis of the new Emotet variant we can see that it focuses on stealing
email-related data from a victim’s device, and then uses that device and the email addresses
it has collected from it to send spam that can spread other malware.

NOTE: at the end of my analysis, | noticed that the Anti-Debug technique on the server side
sometimes worked, and sometimes didn't.

The URL attached to the spam generated by this malware has been detected as Malicious
Websites by the FortiGuard Webfilter service, and the downloaded Word file has been
detected as WM/Agent.DEA!tr.dldr by the FortiGuard Antivirus service.

Summary of the four Received Modules

Module1 (size 1cO00H): steals email addresses and the recipients’ names from Outlook PST
files.
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Module2 (size 32000h): steals credentials from installed Office Outlook, IncrediMail, Group
Mail, MSN Messenger, Mozilla ThunderBird, etc. The analysis of this module was provided in
the first blog.

Module3 (size 70000h): steals saved information in browsers. Since it's simple, | chose to not
provide any analysis.

Module4 (size OF0000h): sends spams to spread other malware.

loC

URL:

"hxxp:// hand-ip.com/Cust-Document-5777177439/"
Sample SHA256:
ORDER.-Document-7023299286.doc

D8CFE351DAA5276A277664630F18FE1E61351CBF3B0A17B6ASEF725263C0CAB4
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https://support.microsoft.com/en-us/help/287070/how-to-manage-.pst-files-in-microsoft-
outlook

https://msdn.microsoft.com/en-us/library/office/cc765775(v=office.14).aspx
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