Loki-Bot: Come out, come out, wherever you are!
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Intro

I’m going to make my first post an easy one. I'm currently in the middle of writing up my
GREM Gold paper, which focuses on the reverse engineering of a Loki-Bot v1.8 sample.
This post is going to focus on how Loki-Bot creates its mutex and the folders, files, and
registry keys that are created as a result.

Per PhishMe:

Loki Bot is a commodity malware sold on underground sites which is designed to steal
private data from infected machines, and then submit that info to a command and
control host via HTTP POST. This private data includes stored passwords, login
credential information from Web browsers, and a variety of cryptocurrency wallets.

What is a Mutex?

Understanding what a Mutex is can be a bit difficult to understand for those with little-to-no
programming background. | found it best described on the SANS DFIR Blog:
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“Programs use mutex (“mutual exclusion”) objects as a locking mechanism to serialize
access to a resource on the system.” ... “Furthermore, malware might use a mutex to

avoid reinfecting the host. For instance, the specimen might attempt to open a handle

to a mutex with a specific name. The specimen might exit if the mutex exists, because
the host is already infected.”

Creating the Mutex

So, based on the mutex description, Loki-Bot uses a mutex to ensure that multiple versions
of Loki-Bot cant be running at the same time. In order for this to happen, both versions of
Loki-Bot need to have the same logic for naming the mutex. What we are going to talk about
next is said logic.

Obtaining the Machine GUID

First and foremost, know that Loki-Bot employs function hashing to thwart analysis. This is
what you are seeing from 0x404A63 to 0x404A6C. Two important arguments passed to the
function labeled getDLLFunctionFromIDXAndHash are Arg1 (DLL Index) and Arg2 (Function
Hash). In this instance, these values are set to 9 and ‘F4B4ACDC’. Without diving too deep
into this, know that the DLL Index of 9 equates to ADVAPI32 and the hash ‘F4B4ACDC’
decodes to RegOpenKeyEx. At 0x404A81, we see the decoded function
ADVAPI32.RegOpenKeyEx being called.

This will open the registry path:
‘HKEY_LOCAL_MACHINE\SORTWARE\Microsoft\Cryptograpy\”

But it doesn’t actually read the value contained within the key it needs. For this to happen,
ADVAPI32’s RegQueryValueEx function needs to be called.
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http://en.wikipedia.org/wiki/Mutual_exclusion
https://msdn.microsoft.com/en-us/library/windows/desktop/ms724897(v=vs.85).aspx
https://msdn.microsoft.com/en-us/library/windows/desktop/ms724897(v=vs.85).aspx
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After successful execution, the value stored in the memory address referenced in the pData
argument (0x292388) now contains the value that was in the
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptography\MachineGuid registry key.

Address |Hex du ASCII

00292388 |31 39 ;g 66 62 36 37 33 2D 30 34 62 31 2D 34 63 109fb673-94bi-4c
31 ac-bllb-ee3cBcdl
0262348132 39 63 65 00 00 62 00 31 00 31 00 62 00 2D 00|29ce b 1 1 b -

)0292 368 65 00 65 00 33 00 63 00 38 00 63 00 4 00 31 00jee 3 c 8 cd1l
32 00 39 00 &3 00 &5 00 00 OO OO Q0 OO OD OO 002 9 c e

We can validate this by simply loading up RegEdit on the Windows host that is about to be
compromised and navigating to the referenced registry key.

S oEN

. 4 Registry Editor
File Edit View Favorites Help
. Chkdsk A Name Type Data
' EDM3 . ab| (Default REG 52 (value not set)
, Command Proces: W REG_.SZ 199fb673-04b1-dcac-b11b-ee3cBed120ce
Cryptography
. CIF
. Dataficcess v
< >
Cnmputer"-LHKE‘f_LUCAL_MACHINESDI-—TWARE\Micrumﬂ‘aCr}rptugraphy]

The Machine GUID is supposed to be a value that is unique for each system. This means
that your Machine GUID will be different from the Machine GUId depicted here; thus,
your mutex will be different from mine.

MD5 Hash Machine GUID

Once the Machine GUID is obtained from the registry, Loki-Bot obtains the MD5 hash of the
Machine GUID by making calls to ADVAPI's CryptAcquireContext, CryptCreateHash,
CryptHashData, and CryptGetHashParam.
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https://msdn.microsoft.com/en-us/library/windows/desktop/aa379947(v=vs.85).aspx

OO403IETA] - 56 PUSH ESI AFgd

O0AD3IBTS|] - 56 PUSH ESI arg3

O0O4D3EFE(] - 6B DLOT4103 |PUSH D3410701 argd = 03410701 =—Hash representing CryptAcquireContext

OO403ETE|l - Ga 09 PUSH 9 Argl = e |ndex representing ADVAF|32

M +  EB GIFIFFFF W FEOZCLC2BICF41CARZEAAZE/F SAAGFT . geTOLLFUNCT ] onFromI oxandtash
2| - 68 0O0O000F0 | PUSH

004D3BAT(| » GA Ol PUSH 1

004D3EA9|] - 56 PUSH ESI

004D3BBA|] - 56 PUSH ESI

Do403EEE|| .  Epdp FB LEA ECX, [LOCAL. 2]

OO4D3IBRE(|] - 51 PUSH ECX

00403BEF (|« FFDO CALL EAX ADVARLIIZ. CrypracquireContext

00AD3EaL || - B5CO TEST EAX ,EAX

00403893 || .. OFB4 B400000( D2 00403910

004D03899(] - EBBFS FB MOV ESI,DWORD PTR S55: [LOCAL.2]

004D3B9C «  Ga 00 PUSH O Argd = 0

OO4D3BOE(] - 6GA OO PUSH O Argl = 0

00403Ba0|] - 68 FIAGBOED |PUSH EDBOASF3 Arg? = EDBDAGF 3= Hash representing CryptCreateHash

00403BA5|| - Ga 09 PUSH 9 argl = O=—|ndew representing ADVAPIZZ

00AD3IBAS || - EE I9F9FFFF FEG2C1C2BICFALCAB26AA26 FEAMF?.QEIDLLFUHI:HmFrDIImndHaﬁh

00AD3BAC || - EmAD FC LEA ECX, [LOCAL .

O04D3IBAF (]| « 51 PUSH ECX

0O4D3BEO(] - 6GA OO PUsH O

O04D3BEZ (| - Ga OO PUSH O

00403EB4 ||« 68 OIR00000 |PUSH BOO3— ALG_ID

0O4D3BBO|] - 56 PUSH ESI

00403BBA|| - FFDO CALL EaX ADVAPIIZ. CryptCreateHash

OOADIBEC || - B5CO TEST EAX . EAX

O004AD3BBE|| - 74 51 1Z SHORT 00403911

QO403BCO(] - GaA OO PUSH O Argd = Q

oodo3BC2(| « 53 PUSH EBX argi

004038C3)|) - FFT5 08 PUSH DWORD PTR S55: .i.l.E.l] Argl =» [&RG. 1]—Mi[h-lne(iLIID

QO4D3BCE|] + FF7T5 FC PUSH DWORD PTR S5:[LOCAL.1] Ar El => [LOCAL.1]

0O403BCY|| - EB 9BFDFFFF ECIEEEHEFI'LIEA&ZMAZG?F 5846FT. cryptHashData

OO403BCE(| - B3C4 10 ADD ESF,10

QOaA03EDL || - B5CO TEST EAX,EAX

00403803 || - 74 3IC JZ SHORT Q0403911 ]

004038D5)|] - B8BTS FC MY ESL,DWORD PTR 550 [LDCAL.II.,

CO4038DE(] - GA OO PUSH O Argd = Q

QOaD3IBDA (] - Ga OO PUsSH 0 argl = 0

004038DC || - G8 FODEASFE |PUSH FEABDEFD Argl = FEABDEFD==Hash representi rﬁ(r'pptGHHishParam

0O403BEL|| - 6Ga 09 PUSH 9 argl = S=Index representing ADVAPL

00403BE3|| - EB FOFEFFFF FEG2C1C2BICFA1CAR26AA2E/F 5AAEBFT . getDLLFunct i onFromIDxandHash

0O403IBEB|| - Ga OO0 PUSH

ODAD3IBEA|| - BpdD F4 LEA ECX, EI.DC!.L.ﬂ

Q0403BED|| - 51 PUSH ECX

O0403BEE|| - 57 PUSH EDI = Address where the resulting MDS hash of the Machine GLID will be stored

OOAD3IBEF(] - Ga OF PUSH 2

00403BFL([ - 56 PUSH ESI

OO403IBF2 (] - FFDO CALL EAX AI,'I'q--!.Fl;EI,?.{r':,,-p'l,i’,i_lll—l._l',lll-‘-._lr'._qm

0O403BF4(| .  BSCO TEST EAX,EAX

00403BFE|| - T4 19 JZ SHORT Q0403811

00403BFE|] - FF75 FC PUSH DWORD PTR S55:[LOoCaL.1] argl =» [LocaL.1]

ODAD3IBFB|| - E8 ZFFDFFFF _ FEGICIC2BICFALCABZBAAZETF SAAGFT ., cryptDestroyhash

QO403800(1 - Ga 00 PUsH Q@

00403902 (] - FFT5 FB PUSH DWORD PTR 55:[LOCAL. 2]

00403905 ||« E8 IFFOFFFF | EAEEICEYPTRE]EESSCONTETT

After CryptGetHashParam executes, the MDS5 hash of the Machine GUID is returned.

Q004038F2 ADVAPI3Z, CryptGetHashParam

004038F6 JZ SHORT 00403911
0D403BFEB|| - PUSH DWORD PTR SS:[LOCAL.1] |pArgl =» [LOCAL.1]
EAX=00000001

FEG2C1C2B3ICFA41CAB26AA2G6TFSAABFT . getMD5Hash+0CA

The MDS5 hash of our Machine GUID appears to be
“OBD0OBA527DFA20AB1F4A05B8D0D4E04B“. There are a number of different ways that we
could validate this result but | find that it's easiest using the linux command line.

- remnux@remnux; = -0 %

Eile Edit Tabs Help

remnux@remnux:~% echo -n '199fb&73-94bi-4cac-biib-ee3cBcdi29ce' |mdSsum | tr [a-z] [A-Z]
SBEDBBAS2ZTDFAZBABLIF4ABSBEBDEDAERAE -

remnux@remnux:~$ [] )

Trim Hash & Create Mutex
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https://msdn.microsoft.com/en-us/library/windows/desktop/aa379947(v=vs.85).aspx

Finally, Loki-Bot trims the MD5 hash of the Machine GUID to 24-characters:

“OBDOBA527DFA20AB1F4A05B8*.

» k& LOSO0O0
33

PUSH EBX A

« 53 PUSH EBX

. BB FATOLECE | PUSH CFLETDE4
53 FUSH EBX

- BEEDQ

C1CFAICFA]

KERNEL 32, Creat sMutexe
CHERNEL 3. GETLASLError
CONST BT == ERROS_ALREADY_EXISTS

FEICF41CARZBAAZETF SAAGFT. exitProcess

CE1ETHEL— Hash refarring bo Creats Miibex
= EBX 5 0, the indox valus for Kemeli2

&7F SAAGF geEDLIL Func 1 onF rom] D arciHaszh

[l

MY EST, Eax =Moye MIDS hadh from EAX 1o £S5
| .+ EE 1EFOFEFF  CALL getDLLFunctionFr FEB2CICTRNCFA1CARDAA]
56 PUSH ESI Set lpMame angument of Create Mutex to the 28-character trimmead MD5 hash
41 «  33F6 XOR EST,EST
v A6 INC ESI
ST ]| . PUSH ESI
1 « 53 PUSH EBX
| DO 12100 | R | CALL EAX
1 © FFl% 19604104 CALL DWORD PTR DS: [<SKERMEL 32. GETLASTError>]
+ 30 BTOO0000 |CMP EAX, QBT
. Ty ar JHE SHORT 004141E3=—lump if mutes does not exist
. 53 PUSH EBX
4 +  ES pO0LO000 | CARUNENIEPTOERES— Foit the process if it does ['Z'-"-h
d141E » 58 FOP ECX
G04141E3 || > E8 4CFEFFFF | CRE HMIEI
EAK ) :‘l:ll KEENEL SOFEAT ST &N - |.lf|‘= TO KERNELBASE Createdur ey
Addrass |Hex dusp [asciz
B Oy 42 O T ]

r[ pEecurity = WL

It then passes this trimmed value to Kernel32’s CreateMutexW function as the

InName attribute. If the function succeeds, it means that no other version of Loki-Bot is
running on the system at that time and execution continues on. If it fails, it means another

version of Loki-Bot is running, so Loki-Bot quietly exits.

Identify Folder/Files

Now that we know the mutex, we can identify the folders and files that are related to Loki-
Bot. As part of setting up persistence, Loki-Bot will create a hidden folder within your
%APPDATA% path whose name set by the 8th thru 13th characters of the mutex.

Mutex:

I
Yo APPDATA%
subdirectory

9BDOBAS27DFA20AB1F4A05B8

Once the hidden folder “%APPDATA%\27DFA2\” has been created, Loki-Bot will store
several different types of files within it; all with the same filename but with different
extensions. The filename used for the different files is also extracted from the mutex.

filename

Mutex:

9BDOBAS27DFA20AB1F4A05B8

With the filename known, we can then identify the following files:
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https://msdn.microsoft.com/en-us/library/windows/desktop/ms682411(v=vs.85).aspx

* %APPDATA%\27DFA2\20AB1F.exe — A copy of the malware that will execute every
time the user account is logged into.

* %APPDATA%\27DFA2\20AB1F.hdb — A database of hashes for data that has already
been exfiltrated to the C2 server.

* %APPDATA%\27DFA2\20AB1F.Ick — A lock file created when either decrypting
Windows Credentials or Keylogging to prevent resource conflicts.

* %APPDATA%\27DFA2\20AB1F.kdb — A database of keylogger data that has yet to be
sent to the C2 server.

Identify Registry Key

The path for the specific persistence registry key used is encrypted within the binary using
Triple DES encryption, which is why static analysis wont yield much. Once decrypted, my
sample returned the following registry path used for persistence:

‘HKEY_LOCAL_MACHINE\ Software\Microsoft\Windows\CurrentVersion\Run\”

The registry key within this path is then derived from the Mutex exactly how our
%APPDATA% subfolder was:

‘HKEY_LOCAL_MACHINE\ Software\Microsoft\Windows\CurrentVersion\Run\27DFA2*

The value assigned to this key is the executable that is stored within the %APPDATA%
subfolder:

“%APPDATA%\27DFA2\20AB1F.exe”

Conclusion

That pretty much covers all artifacts related to Loki-Bot that could be present on a
compromised system. First step is to identify your system’s Machine GUID. Once you do
that, MD5 hash and then trim that value. The result will help you identify all the different
folders, files, and registry keys associated with the malware.
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