Targeted attack against the Ukrainian military

Fw: poznopsagkeHHs

oved extra line breaks from this message.

nal Message ——--

—s . ¥ ____________H
irsday, April 06, 2017 1:43 PM
J03NOPALHEHHA

AHA Konerun!
0 HOBE pO3NOpAAMKEHHA MiHicTpa o6opoHu!

| O3HAMOMMTMCA 3 HUM.

"MICTKUTb NOCKUAEHHA Ha TMMYacoBi daitnn, aki ByayTe Buganeni 13.04.2017. byab nacka, 36epeits dainnam Ha NOKaNbHWI AUCK.

preHHA MonTtopak.docx(232Kb)
2x.net/load/23 SN/ 7949364>

One more targeted attack against Ukraine that used spear phishing to deliver the DarkTrack
backdoor through a fake prescription of the Minister of Defense of Ukraine. The target is
CERT in the military domain.

Fu: poENopALHEHHA

frigimal Message
o —— S I N E— -
Senl: Thursday, Apnl 06, 2017 1:43 PM
= |

HuSiparo gHm kone!
{aqiHLND HOBE POEaEEEEHRR MiicTp oboponn
IPOCHMG DEHARDMMATACI 3 HIAM,

Lle@ nEcT ricrsre DDCAREHHA HE THsacon dafnmn, ari Byayms snganeni 13042017, byae nacrs, *Sepesing haing Ha noRaneswil JQHce,

poanopsmrersn Noaropakdoo] 232Kb)

<httpef s ney losd’ 2 5 IO/ 7999360

The letter forces a receiver to download the prescription by the link until April 13, 2017.

The domain 'fex.net' in the link has been actively used to distribute malware:
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https://nioguard.blogspot.de/2017/05/targeted-attack-against-ukrainian.html
https://4.bp.blogspot.com/-okHDWgJ62zE/WQbS8ZhmsDI/AAAAAAAAGAs/gi5ozp74OJ4tBaZCDi5udOGUS50RFoVvgCLcB/s1600/mail.png

a4 2017-05-02 09:27:10  hitp:ifs2 fex.netload17 718157923/ 50fs2 fex.9495999Mfire_client_2.3.exe

3iod 20170502 08:27:03  htipifs2 fex. netload/2 3 B 945304/ %D YEl DU BEYDU% B M D0 B %DU%BEY D1 bl

3064 2017-05-02 09:26:48  http-/ifs2 fex.net'get/B56 0050680/ D0% 2% D0%NBAYN20% D0 % BT W D0%B0%D1 %680

365 2017-05-02 09:26:37  http:(ifs2 fex.netload

2/a4 2017-05-02 09:26:08  htipifs2 fex netiget/273

QGAE %A idicrmerd F T i g .
d9d 234/ discord_plugin_1.0.4.exe

2164 2017-05-02 09:25:44  hitp-/ifsZ fex. netiget/d4 0120983 /xfire_clientset? f72008/182/6M inexperience_pafch

1965 2017-05-02 09:25:06  httpiifs2 fex. netiget/273] 9206862 razertalk_3.0lugin. exe

2154 2017-05-02 09:24:26 http:/ifs2 fex netiload! 7: T/B157823/50fs2 fex netiget 14563143771 2/T635168/KMS Aulo
G685 2017-05-02 09:23:07  hitp-/ifs2 fex. netload/ T3 3M0065547/41210412 dod.doc.exe

165 2017-05-02 09:21:42  https:/ifs2 fex_netiget'1 53 G/9495599 xfire_client_2.310.1 IFinal rar

U 2017-05-01 10:23:00  htlp:!ifs2 fex. netiload/2 34 994536401 %E0%ND0%BEYD0%B M D0 BFHD0%BEY:D

hig5 2017-05-01 10:20:389 hitp:/ifs2 fex netload/2 34

1764 2017-04-30 08:49:10  hitp-/ifs2 fex. netload/1 7]

21632 2017-04-30 08:47:43  httpits? fex. netload/d g 99008839/ DiscordAcces BOBY/g|1)k.exe

The downloaded file 'po3nopsaxeHHs MNontopak.docx.exe' is an obfuscated .NET application

(MD5: 01fb11b245a6a2525da77aebd2879dcf). It copies itself as:
c:\Documents and Settings\<USER>\Templates\winlogon.exe

And drops the clean Word document:
c:\Documents and Settings\<USER>\Local Settings\Temp\Docum.doc (MD5:
b77f006667dd0a68de9c8ea30f2c80fe)

First, it executes 'C:\WINDOWS\system32\svchost.exe' and injects the Darktrack in the
'svchost.exe' process.

Then, it opens clean 'Docum.doc’ to take a user's attention away.
The following message is shown on execution:

Microsoft Word 97 Conversion ] 4

I "_'., Inzbi= to load graphics corseersion Filer, Conkinus with document conyversion?

Lo ] we |

Then, it opens the embedded document:

D%

3f5ofs2 fex.net’'get/ 1456314377 12/7635168/KMSAuto. Li

TIB157923/50fs2 fex. netiget/ 14563143771 277635168/ KMSAuto Li

nBC

/7949364 D1 % B0%D0%BEYWD0%BT%HD0%NEBFMD0%BEXEF %M BF
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https://4.bp.blogspot.com/-RXUQCJhEKjc/WQjai6F5YuI/AAAAAAAAGCI/-Ybe0XBjcQUc5qdlzr22ubg3I0jVIXlEgCLcB/s1600/fexnet.png
https://www.virustotal.com/ru/file/e9c9c84aa83e908c0e978c5c8f9a03c665fc559ee6b9d511c911ac9abc61326c/analysis/
https://2.bp.blogspot.com/-1jNWPqv0LyM/WQbS2tvvQlI/AAAAAAAAGAo/G7hTLBz78z4DmAcjMLeENBfvbxXDyASmwCLcB/s1600/word97.png

File Edi Wiew Insest  Formab  Help
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IACM Word Template for SIG Site

| st Author
15t authors afiliation
1st line of address
Znd hne of address
Telephone number, incl. country coda
1st author's E-mail address

2nal Author
Znd author's afilistion
1st line of address
2nd line of address
Telephone number, incl. country code
2nd E-mail
3rd Author
Jrd suthors afiiliation
Tt ling of address
Znd Ine of address
Telephorne number, incl. country cods

Ardd E-ranl

ABSTEACT
[n thos paper, we descabe the formattmg quidelines for AT 5[0 Proceedmgs.

Categories amd Subject Desaiptors

D32 [Pregranming Languages) . Languegs Consticls and Fealures — qbalraa! date pes, polpmorpisam, control
struchuras. This is just an example, please use the comect category and subject descriptors for your subruission The
ACT Computing Classification Scheme: hitp Sanar scm orglelassrf 9537

Far Help, press Fi1

I T

The malicious process injects the backdoor's code into the system 'svchost.exe":
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https://3.bp.blogspot.com/-0-ufvYnhJ1w/WQbS2CewBcI/AAAAAAAAGAk/M8X_NtpIWRM_Sfq7p08N9MlUcW8yZxy0gCLcB/s1600/document.png

m svchost.exe:T24 Properties

Image | Pefaumance | Performance Gragh | Diskand Network |

Theesds | TCPIP | Secuity

Prirkable shings fourd in the scan:

Ernirorenent Srings

< €t cdeBe@eDeLePodehaddhepetal
sXsfafelal = scanays

IhI05TS

W Flgs

=f==01=H = =P=T=K=\="=d=h=|=p=l==|=

=HeFahs_sern™>
2.7=IL M0 R
DOOCOUO)MO0
T30k Wl

5924230 333
£26DPLT Codime

L0 0TE0-0T D) k01
16T THIDTVINdTE T 21

959 94950 AL 9T RSN RIP

sl OB @ Do L P T dhebpetack
pass

Hewr Ulser

BRI

 Image % Memory

8 30 4pBr @D HaLx Py T o s b

B 88 2024598 SEEDEH B EFIT BN Bd BhaEp a2

|

DINGH-PADDINGPADDIN

Eext
*aitewt
‘.data
.idata
«cdata
d.r=loc
B:Fare

kacnal3d2 . d11

GEEED svehostexe QETETTD @RI

SLERE“SEEE5 “aE* SEE(SH)E-SUEAS-tEASC-RE(tS)A-“SRAC-SRRAS-BE-* SR-5 Y@t S-BS5 YRS
BuildImportTabla: can't load librsey:
BoildImportTabnls: Reallockemsry failed

Bias 1l Treg

portTaklea: CatProechddeass failad

BTMarccyloadlibacy: BuildImpoctTabls £ailed

BTM=moryGatFrochddresas: no sxport takbl

BTHam
BT

data.dEE
aleantiz.dll
advapid?.dll
RegopenfeyIxh
hagtleaakay
waacdd.dll
GatEayboardTyps
GetFroceasHeap
CatCPInfs
wacckid . dll

7T T[T,V

SEETEE ., =2XN=

gordenk . hopto. orgf FADDINGXX FADD I KGFADDINAX X FADD I RGFADD I NG FADD I RGPADD IR FADD I RSPADDING: I PADDINSPADD TN PADDINGE

ADDTRGKIE

yEatErachddrass) DLL dessn't axpsrt anything

eydetProchddress: exported symbel net found

INGEEFRADDINGEFADDINGHE FADD ING FRDD I MGEN

The backdoor is the Darktrack remote administration tool.

D NG PR IR PAD D I NG FADD I R AL DL R PALD I W K PAD O LG P A DD IR PA LD I NG A DD IR PAND I NG PADD TRGE PADDIREGPALD
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https://1.bp.blogspot.com/-rpSR3GryHec/WQbS2NSN_iI/AAAAAAAAGAg/W0NvDnymhyEIcZSDsOoLIzgld68H2gHQQCLcB/s1600/image_dump.png
https://3.bp.blogspot.com/-ECGi96E6crs/WQjgMX8zVPI/AAAAAAAAGCY/dgm4-vKBc4E8RuDhhi2SvBre9HWKm6f4gCLcB/s1600/inject.png

Darktrack ABOUT COLORFUL  FEATURES FORUM

Remote Administrator Tool

*:i' Darktrack Client v5 Colorful - [Connections: 0]

'&-gl*"-.'.

4% Connections R Offline Lsers mrl'untﬂal:;e;k‘.nps © huto Tasks &g Chent Settings \"" Maps Viewer

Chent [D IP Adress User B&Comp. .. System Camera Version Current Win...

Connection Actions Jr Sodket Actions

Usermame IF Address

The client connects to the C&C's 1515 port.
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https://1.bp.blogspot.com/-GriKH3FiMKY/WQjijjiLo8I/AAAAAAAAGCo/srxj0AnbxkEPpDthmlJlp_vZOu8ptZgbgCLcB/s1600/darktrack.png

i svchost.ene:T24 Properties P =] X |

Image | Pefumance | Pefomance Grach | Dikand Network
Theeads TER{IP Security | Erwiormerk | Srings

¥ Resobe addwesses

P.~ | LocalAddress | Remols Add.. | Siate |
TCP kcabost 1053 1515 ESTABLISHED

Themad stack st time post was cpened

The Darktrack client uses the proxy service 'hopto.org' to connect to the attacker's C&C.
gordon6.hopto.org has been resolved to the following IPs:

95.46.151.68
62.76.106.236
92.38.37.15

All of the IPs are located at one place in Russia.
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https://1.bp.blogspot.com/-lUxkwwjw-Rc/WQbVVZb5GoI/AAAAAAAAGA4/x0RQETjyUjMhAjVa8flnrZyHYnO5XlVYgCLcB/s1600/connection.png

95.46.151.68
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Network loCs:

gordon6.hopto.org

fex.net
95.46.151.68
62.76.106.236
92.38.37.15
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https://2.bp.blogspot.com/-_IgNFAJdoYs/WQjZSeLd-bI/AAAAAAAAGB8/HlM_FKJKVr4zX54BAAhy8mDk5ZZav6pLgCLcB/s1600/geoip.png

