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In the month that APT10 rocked the world, we believe it is finally time to get to the truth
behind “Advanced Persistent Threats” — large-scale Cyber attacks stealing intellectual
property from Western companies.

Global Hacking Operation is Targeting MSPs, Stealing
Customer Data
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A mew report from Peel UK and BAE Systems details a sophisticated cyber espionage campaign by a well-
Enpwn China-Enkad growp, which gaing access (o customer data and inteMectual propery by infiltratng
BiSPs
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Operation Ciowd Hopper repart, Apnl 2007

APT10 targets Managed Service Provider (MSP) networks
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We are busy investigating the largest APTs and will soon reveal the truth behind some of
these intrusions. Meanwhile, you can read about APT10’s recent activity in PwC’s report, and
their historical tools and techniques in FireEye’s report.

Check back in late April for more...
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https://www.pwc.co.uk/issues/cyber-security-data-privacy/insights/operation-cloud-hopper.html
https://www.fireeye.com/blog/threat-research/2013/08/pivy-assessing-damage-and-extracting-intel.html

