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Last summer, a wave of sextortion emails began flooding inboxes around the world. The
spammers behind this scheme claimed they’d hacked your computer and recorded videos of
you watching porn, and promised to release the embarrassing footage to all your contacts
unless a bitcoin demand was paid. Now, French authorities say they’ve charged two men
they believe are responsible for masterminding this scam. One of them is a 21-year-old
hacker interviewed by KrebsOnSecurity in 2017 who openly admitted to authoring a banking
trojan called “Nuclear Bot.”

The author of a banking Trojan called Nuclear Bot — a teenager living in France — recently
released the source code for his creation just months after the malware began showing up
for sale in cybercrime forums. Now the young man’s father is trying to convince him not to act
on a job offer in the United States, fearing it may be a trap set by law enforcement agents.
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A New York Times Bestseller!

Thinking of a Cybersecurity Career?

Read this.

https://www.amazon.com/Spam-Nation-Organized-Cybercrime-Epidemic-ebook/dp/B00L5QGBL0/ref=dp_kinw_strp_1
https://krebsonsecurity.com/2020/07/thinking-of-a-cybersecurity-career-read-this/
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All About Skimmers

Click image for my skimmer series.
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Badguy uses for your PC

Badguy Uses for Your Email

Your email account may be worth far more than you imagine.

Why So Many Top Hackers Hail from Russia

https://krebsonsecurity.com/2012/10/the-scrap-value-of-a-hacked-pc-revisited/
https://krebsonsecurity.com/2013/06/the-value-of-a-hacked-email-account/
https://www.paypal.com/cgi-bin/webscr?cmd=_s-xclick&hosted_button_id=MCCRKHWRX57HS
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Category: Web Fraud 2.0

Innovations from the Underground
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ID Protection Services Examined

Is Antivirus Dead?

The reasons for its decline

The Growing Tax Fraud Menace

File 'em Before the Bad Guys Can

Inside a Carding Shop

https://krebsonsecurity.com/2014/03/are-credit-monitoring-services-worth-it/
https://krebsonsecurity.com/2014/05/antivirus-is-dead-long-live-antivirus/
https://krebsonsecurity.com/category/tax-refund-fraud/


7/8

A crash course in carding.

Beware Social Security Fraud

Sign up, or Be Signed Up!

How Was Your Card Stolen?

https://krebsonsecurity.com/2014/06/peek-inside-a-professional-carding-shop/
https://krebsonsecurity.com/2013/09/crooks-hijack-retirement-funds-via-ssa-portal/


8/8

Finding out is not so easy.

Krebs’s 3 Rules…

...For Online Safety.

https://krebsonsecurity.com/2015/01/how-was-your-credit-card-stolen/
https://krebsonsecurity.com/2011/05/krebss-3-basic-rules-for-online-safety/

