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Threat Round-up for Mar 24 - Mar 31
blog.talosintelligence.com/2017/03/threat-roundup-0324-0331.html

Today, Talos is publishing a glimpse into the most prevalent threats we've observed between March 24 and March 31. As with
previous round-ups, this post isn't meant to be an in-depth analysis. Instead, this post will summarize the threats we've
observed by highlighting key behavior characteristics, indicators of compromise, and how our customers are automatically
protected from these threats.

As a reminder, the information provided for the following threats in this post is non-exhaustive and current as of date of
publication. Detection and coverage for the following threats is subject to updates pending additional threat or vulnerability
analysis. For the most current information, please refer to your FireSIGHT Management Center, Snort.org, or ClamAV.net.

  
This week's most prevalent threats are:

 
Win.Ransomware.Cerber-6162243-1

 Windows ransomware
 Cerber is a popular ransomware family that continues to undergo active development to continue being dropped in the

wild. It still drops multiple ransom notes, including a desktop wallpaper as a warning post. Unfortunately, these recent
samples are protected with heavy crypters.
Win.Trojan.Wabot-6113548-0

 Backdoor
 This is an IRC worm written in Delphi. The code is not obfuscated. It drops several files in the system32 directory, and a

text file with the word "marijuana" written in ASCII art to the root of the system drive. After waiting for some time, it will try
to connect to an IRC server and join the channel '#HelloThere'. From there it receives backdoor commands.
Doc.Macro.HeuristicReplaceFuncs-6169546-0

 Macro Obfuscation Technique
 To prevent quick understanding and basic detection of malicious macros developers use different obfuscation techniques

to hide the macro's functionality
Doc.Macro.ReplaceFuncs-6171292-0

 Macro
 This sample is a Microsoft Word document that uses a macro to launch a PowerShell script to download and execute

another executable payload. Unfortunately, this secondary payload was unavailable at the time of this execution report.

https://blog.talosintelligence.com/2017/03/threat-roundup-0324-0331.html


2/20

Js.Trojan.Diplugem
Adware
This family installs browser extensions in your browsers without your permission. It's main functionality is to show
advertisements in different ways, such as opening tabs, potentially interfering with usual navigation.
Doc.Macro.ObfuscatedObj
Macro Obfuscation Technique
This obfuscation technique utilizes macro string operations to prevent direct static detection of the string
WSCRIPT.SHELL, which is the object used to execute commands outside of the Office system. As an obfuscation
technique, these droppers are being discovered delivering payloads of all sorts and sizes.
Win.Trojan.VBCryptLaser
Trojan/Info stealer
This malware is mainly an information stealer and it is able to detect an instrumented environment such as a sandbox.
Moreover, the malware injects itself in legitimate processes and it persists reboot by invoking either Javascript or mshta .
This family is highly obfuscated and considering its behavior is a variant of the infamous Kovter trojan.
Win.Virus.Virut-6171773
Virus
This is a virus which is well know for opening back door on TCP Port 80 using the irc server ircd.zief.pl allowing remote
attacker to download and execute additional files. It's looking for firewall and antivirus instances, as well modifying host file
and internet explorer proxy settings.
Win.Ransomware.Spora-6172235
Ransomware
This ransomware is encrypting files and not adding any specific extensions. It's also deleting volume shadow copy to avoid
system restore point. It install a startup link and modify internet explorer proxies and create an html file with a dynamic
filename. One difference with other ransomware is that no network traffic is generated as everything is done locally.

 

 

Win.Ransomware.Cerber-6162243-1

Indicators of Compromise

Registry Keys
 N/A

Mutexes
 N/A

IP Addresses
 54.87.5.88

Domain Names
 api[.]blockcypher[.]com

hjhqmbxyinislkkt[.]1efxa8[.]top

Files and or directories created
 %APPDATA%\Microsoft\Outlook\<RANDOM_FILENAME>.8a2a

%APPDATA%\Microsoft\Outlook\_HELP_HELP_HELP_1YI7CF_.hta
%APPDATA%\Microsoft\Outlook\_HELP_HELP_HELP_2NN4UMV_.png
%USERPROFILE%\Desktop\_HELP_HELP_HELP_J81LBSA_.hta
%USERPROFILE%\Desktop\_HELP_HELP_HELP_L1JAF_.png
%APPDATA%\Microsoft\Outlook\_HELP_HELP_HELP_6MTGJWJ_.png
%APPDATA%\Microsoft\Outlook\_HELP_HELP_HELP_LKCGK3Y_.hta

File Hashes
 dc184001af08dd043150c350c94304041b2c8e995ce62f05f846d776b450f80f

57288de46d603910b1d6eb88390a4b7083b3f060e75bd76023a8a13f7c40633f
c0ab4ccdef7ad4fb6b1af396a29cbb4220dc720acfec091fa5d6484656fec63f
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ca7d955a40f2d7a969245884fffd0189402b05af3f9896d10e476cbdaa1b0829

Coverage

Screenshots of Detection

AMP
 

ThreatGrid
 

Umbrella
 

Malware screenshot(s)
 

https://3.bp.blogspot.com/-hBlMy9Ufwik/WN68ZVkzTlI/AAAAAAAAAvk/xXPdDi_2RTQMZr6HMUJ62Dpktn6fSOBCACLcB/s1600/no-netsec-proxy.png
https://1.bp.blogspot.com/-HV3ATgsXssQ/WN67S0uN83I/AAAAAAAAAvc/qTgfeGSJJ9QeAZRrvNpiw9rm31NRtPyxwCLcB/s1600/image23.png
https://1.bp.blogspot.com/-i8Qb8jsVkWw/WN68fyAJUKI/AAAAAAAAAvo/2gUO4elXDckX3ZixGaNZI1z2WptC_4iLQCLcB/s1600/image28.png
https://1.bp.blogspot.com/-Zn8qP5Tq6Ik/WN68kZJXRwI/AAAAAAAAAvs/L_lcslFKqjQKBxH-3zWzS1Ibrqbvii87QCLcB/s1600/image00.png
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Win.Trojan.Wabot-6113548-0

 

Indicators of Compromise

Registry Keys
 HKLM\Software\Wow6432Node\Microsoft\Windows NT\CurrentVersion\Winlogon\shell 

 is changed to point to the malware binary

Mutexes
 \BaseNamedObjects\sIRC4

IP Addresses
 N/A

Domain Names
 uk[.]undernet[.]org

Files dropped
 %System32%\sIRC4.exe

%SystemDrive%\marijuana.txt
%System32%\DC++ Share (several files are created in this directory)
%SYSTEM32%\xdccPrograms (several files are created in this directory)

Coverage

https://4.bp.blogspot.com/-gkozggrvCIM/WN68qBaB9ZI/AAAAAAAAAvw/MvGvOAW1JKESzUfsdB9LKBMf8B8MGcs9wCLcB/s1600/image25.png
https://2.bp.blogspot.com/-sJdssJib6u8/WN680WmcusI/AAAAAAAAAv0/ZkaivJO3ZGMjmyV-eFmsdoLGP7VuKb0EgCLcB/s1600/image12.png
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Screenshots of Detection

AMP
 

 
ThreatGrid

 

Malware Screenshot
 

 

 

Doc.Macro.HeuristicReplaceFuncs-6169546-0

 

Indicators of Compromise

Registry Keys
 

https://4.bp.blogspot.com/-TkgYNZTdCRs/WN69NVbvebI/AAAAAAAAAv4/Oq_UGXSsJzop-tvDcGcAh5NXdAYEJRvVgCLcB/s1600/no-proxy-umbrellla.png
https://4.bp.blogspot.com/-QAfUG6_KSVg/WN69Sz61BTI/AAAAAAAAAv8/ZEwlqgyEHMENEAeLU0WWyyoM0jnFG7bDQCLcB/s1600/image07.png
https://1.bp.blogspot.com/-MRg_gcChuJc/WN69aDbaDpI/AAAAAAAAAwA/11OUooKScJc6w5cBPytsDA8Zkr9bIpg6ACLcB/s1600/image06.png
https://3.bp.blogspot.com/-NmdO1LRJaIo/WN69heldK_I/AAAAAAAAAwE/o27bDIZFmr80iR1THGs741HBMXpdtH1wgCLcB/s1600/image19.png
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N/A

Mutexes
N/A

IP Addresses
N/A

Domain Names
www[.]cleverdotl[.]top

Files and or directories created
N/A

File Hashes 

Coverage

 

Screenshots of Detection

AMP
 

https://3.bp.blogspot.com/-LNoXwneK2RM/WN6-YNiBGFI/AAAAAAAAAwM/edF7e9Jv2qgGmphdBFaATfWxr6IegFmvQCLcB/s1600/no-netsec.png
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ThreatGrid

 
Umbrella

 
Malware Screenshot

 

 

Doc.Macro.ReplaceFuncs-6171292-0

Indicators of Compromise

IP Addresses
 35.166.163.174

Domain Names
 otweeytl[.]bid

https://3.bp.blogspot.com/-65x-IrISRgE/WN6_UzrFLmI/AAAAAAAAAwU/vucJwSUkvpM7hGk9Qtb1xUgQ7GbfEluNQCLcB/s1600/image30.png
https://4.bp.blogspot.com/-uud0F5ZSCXQ/WN6_g3p-AVI/AAAAAAAAAwY/WoWnz6OgP18YStM8HOXPhgQfBMxVKXWoACLcB/s1600/image18.png
https://1.bp.blogspot.com/-Y8C8e4Wz6gw/WN6_vCmcpyI/AAAAAAAAAwc/VkkGMsg658kek53d8MYTTztUZUyuEUcmACLcB/s1600/image08.png
https://4.bp.blogspot.com/-WnKon8KG0ac/WN6_zRpWoPI/AAAAAAAAAwg/nJmqxP-nq589Ahr9vRmjnViSdwog3kXkgCLcB/s1600/image29.png
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File Hashes
77bccf5e4175d11971399f89abe0256c230e1757a3d0804737b14a0ac839890b

 

Coverage

 

Screenshots of Detection

AMP
 

 
ThreatGrid

 

 
Umbrella

 

 
Malware Screenshot

 

https://1.bp.blogspot.com/-LNoXwneK2RM/WN6-YNiBGFI/AAAAAAAAAwQ/-ftX9UO-UJMqLGecPjXgZsWhit43hZdVwCEw/s1600/no-netsec.png
https://4.bp.blogspot.com/-ZfPAakincIs/WN7AeXWiqYI/AAAAAAAAAwo/1a4uy8MqZ0QUwOQgx0t6-k7ecMsF6DReQCLcB/s1600/image17.png
https://1.bp.blogspot.com/-7OLUIYpBJkM/WN7Aoj2c6gI/AAAAAAAAAws/d66mfowxreAPuY1NTFg4czBL9CkVTQDuQCLcB/s1600/image15.png
https://3.bp.blogspot.com/-roOqyd9y_ak/WN7AtE-AC1I/AAAAAAAAAww/mQZHrqwwf5swr9e8yVrjohddZKUXrtDDQCLcB/s1600/image03.png
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Js.Trojan.Diplugem

Indicators of Compromise

Registry keys
 USER\$UUID$\Software\Classes\SystemFileAssociations\.aHTML\shell\Edit\command

USER\$UUID$\Software\Classes\__aHTML\shell\Edit\command
USER\$UUID$\Software\Classes\__aHTML\shell
USER\$UUID$\Software\Classes\__aHTML\shell\Edit\ddeexec
USER\$UUID$\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.aHTML
USER\$UUID$\Software\Classes\__aHTML\shell\Edit
USER\$UUID$\Software\Classes\SystemFileAssociations\.aHTML\shell\Edit
USER\$UUID$\Software\Classes\SystemFileAssociations
USER\$UUID$\Software\Classes\SystemFileAssociations\.aHTML
USER\$UUID$\Software\Classes\SystemFileAssociations\.aHTML\shell\Edit\ddeexec
USER\$UUID$\Software\Classes\.aHTML\OpenWithProgids
USER\$UUID$\Software\Classes\.aHTML
USER\$UUID$\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.aHTML\OpenWithProgids
USER\$UUID$\Software\Classes\__aHTML
USER\$UUID$\Software\Classes\SystemFileAssociations\.aHTML\shell

Domain Names
 getlikemobj[.]info

Files and or directories created
 0doGTj9XEZ5tbV5.dat

0doGTj9XEZ5tbV5.exe
UtE5FnEWw87hxH.dll
UtE5FnEWw87hxH.tlb
UtE5FnEWw87hxH.x64.dll
background.html
content.js
lsdb.js
manifest.json
uui.js
bootstrap.js
chrome.manifest
bg.js
Install.rdf

Installed services
 regsvr32.exe /u /s ".\\UtE5FnEWw87hxH.x64.dll"

File Hashes
 0333de69ebe7ef58889c39c6ee10b33e8fa4299849c760e6f018bac5ae2212aa

https://3.bp.blogspot.com/-15ftesWXva0/WN7A0l46cWI/AAAAAAAAAw0/VgyzEvG4HDYoPW6wDP5-DKbNDlAXvuQdgCLcB/s1600/image31.png
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9eb18b9091281aa25afa4ced079024a043913e179a03947f73dabe121f36dc2b
07e32a2e78410eb73f525032636894e82193d5806c85a132c7efd31a76abc862
a441bf44fec8d08481920e240281afccdcef2f0cfadb681b7b6ce50be495fc01
0aa8272fc12da7273cdc3573ee4e78849fe187f01eca9cda4b7941de99d8bb83
a6ac9b2e5211f3feb41a91a5c82992de483b56c142dc35e84439a965c8250f50
0591e02001c57dccc0062765240c0766fd24a2fb0af37a6e32a211ea202074b3

 

Coverage

 

Screenshots of Detection

AMP
 

 
ThreatGrid

 

 
Umbrella

 

 

 

Doc.Macro.ObfuscatedObj

Indicators of Compromise

https://4.bp.blogspot.com/-pE-t2nBU684/WN7BJzcjyBI/AAAAAAAAAw4/4Tn1IiJDySkFHqy_xB4gX42IhC1ELAiwACLcB/s1600/all.png
https://1.bp.blogspot.com/-db07AC8i1xE/WN7BTU504uI/AAAAAAAAAw8/0FlPYXrNIII6Fv_DdXXZbtLHDRdTraPbgCLcB/s1600/image02.png
https://3.bp.blogspot.com/-_cEq6gledMU/WN7BXsG9WiI/AAAAAAAAAxA/B3nh4SVAV6gLl6hiAXSzeE8_O1sATZOYQCLcB/s1600/image11.png
https://1.bp.blogspot.com/-dJ6xAoDB80s/WN7BcrWCuVI/AAAAAAAAAxE/In9MwnnY2iAQ3WvhIVxG9-CVaGayKKsSACLcB/s1600/image09.png
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File Hashes

Please note this is not an exhaustive list. 
 
12/20
 

Coverage
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Screenshots of Detection

AMP
 

 
ThreatGrid

 

 

 

Win.Trojan.VBCryptLaser

Indicators of Compromise

Registry Keys
 HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\WindowsUpdate\DisableOSUpgrade

 This key is created and set to 1. In this way, the malware prevents any OS upgrade
HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\WindowsUpdate\OSUpgrade\ReservationsAllowed
Key necessary to disable any OS update. It is set to 0.
HKEY_USERS\Software\[a-z]{8}\[a-z]{10}

 This registry key contains an encrypted copy of the malware binary.
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run

 The persistance method invokes at every login Javascript code.

Mutexes
 N/A

https://2.bp.blogspot.com/-G0rRCaRk1tc/WN7CRZeocwI/AAAAAAAAAxM/vV97MrsQ_EgENA5nlL5HjtberFKOXgh2QCLcB/s1600/amp-threatgrid-only.png
https://4.bp.blogspot.com/-I0L2p6bqreI/WN7CXHA48gI/AAAAAAAAAxQ/QBCe8v2aX88uunZDFF5vr_Tji-yR4Wt3QCLcB/s1600/image22.png
https://1.bp.blogspot.com/-rwDUboJAM7g/WN7Cb0ApnNI/AAAAAAAAAxU/2obdBETS8g8WpCOIGeN_hdnzDRw1H9sKQCLcB/s1600/image13.png


14/20

IP Addresses
185.117.72.90
12.190.56.53
104.193.109.67
133.28.94.49
19.131.186.114
109.152.13.49
46.248.138.70
36.150.95.154
151.126.133.167
49.117.103.250
145.85.32.96
244.159.110.110
8.19.53.244
218.255.128.133
110.200.102.30
161.133.250.103
216.115.112.112
93.10.53.55
214.28.222.43
194.59.147.179
206.213.193.26
140.192.50.4
170.54.3.5
202.161.197.181
3.166.202.197
187.23.153.218
69.81.37.149
138.142.156.77
97.207.252.167
153.74.137.236
32.144.23.231
203.4.193.199
193.212.108.131
27.32.23.117
116.67.48.94
236.43.120.190
248.100.151.74
140.178.134.108
71.40.250.251
2.170.194.13
188.121.121.90
103.182.107.224
238.44.206.248
185.196.78.227
241.117.137.46
27.184.52.156
17.100.187.246
142.159.223.136
53.154.160.76
74.112.68.147
150.158.250.75
153.11.186.249
83.172.78.89
89.50.100.129
252.84.7.113
112.84.131.231
156.116.8.163
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109.137.79.244

Domain Names
puresourcecollective[.]com
appollobafh[.]com

Files and or directories created
N/A

File Hashes
2acfab58519552eaed08a1a40cf92368e28b3a665b7d6851b47e38f2bd8f598e
3e2f71a4dd6bc8e866325ccee3d780b029532e83d5aef69825d1a583205a6f4c
455f53b882d1648694d8b8cbcc625c2ee2a5f7400f0db70bd7385284304751f4
56ded612854f90cf5ba70daba78308a9e46198444ea3b63b0c2707c6776a1b4d
58f3fd45631a08818d44c8c7f555f46d2817d4ef804a8faf80c47faa388e436f
68f3ed6d61556fd899e95d2b5b43a266cd23fb763b6e1f02dff2e2d62a27a41f
6a9b132e407edec1c06ebec33a47ff0a1f44968679f88c2584c380d033b748e3
c2bacb6a9ddf8eca886f083c9f52d8979cfd29b3f0b97fbb0c76ca86373562a8
Faa87134b84133b85c42cb1997c96b04021b2848369599e555b100981fbc7cad

 

Coverage

 

Screenshots of Detection

AMP
 

ThreatGrid
 

https://4.bp.blogspot.com/-pE-t2nBU684/WN7BJzcjyBI/AAAAAAAAAxI/2XsCpwe0F0YgCpDIHzAKSj5iunD6-1U3gCEw/s1600/all.png
https://3.bp.blogspot.com/-Y4qQ7AIz3lQ/WN7C9isTp1I/AAAAAAAAAxc/Gy669XeovUwEb95HxxZX_34QD2yfc2rDgCLcB/s1600/image10.png
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Umbrella

 

Win.Virus.Virut-6171773

Indicators of Compromise

Registry Keys
 N/A

Mutexes
 N/A

IP Addresses
 N/A

Domain Names
 jl[.]chura[.]pl

sys[.]zief[.]pl

Files and or directories created
 Modify host files

File Hashes
 a477f53caa2a04835db7e3e02238fd90b92930738e6d512543bb4b6114b28d81
https://2.bp.blogspot.com/-t9rl2g2rcEA/WN7DCL--ZjI/AAAAAAAAAxg/MyrTYnrPiL8mb5lCmKuh61YnKsnk7zSdgCLcB/s1600/image01.png
https://3.bp.blogspot.com/-9GvVCKjkM_I/WN7DGt9QD5I/AAAAAAAAAxk/fIapLAtL_iUZRjCdB_3TzNTaWosBMgXnQCLcB/s1600/image04.png
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Coverage

 

Screenshots of Detection

AMP
 

Umbrella
 

 

https://4.bp.blogspot.com/-pE-t2nBU684/WN7BJzcjyBI/AAAAAAAAAxI/2XsCpwe0F0YgCpDIHzAKSj5iunD6-1U3gCEw/s1600/all.png
https://4.bp.blogspot.com/-aOAx5lCTwcU/WN7D3cHRqiI/AAAAAAAAAxs/_cDcBQiT_1wqsEiZvDZOnz9_SisNPGrdgCLcB/s1600/image16.png
https://3.bp.blogspot.com/-CLirINxvZ4s/WN7EJpEZpfI/AAAAAAAAAxw/v8Tfqb6O_tQQkBIEPOtpDQjLEyrCLakLgCLcB/s1600/image26.png
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ThreatGrid

Malware Screenshot

 

Win.Ransomware.Spora-6172235

Indicators of Compromise

Registry Keys
 N/A

Mutexes
 \Sessions\1\BaseNamedObjects\m[0-9]{9}

IP Addresses
 N/A

Domain Names
 N/A

Files and or directories created
 %APPDATA%\[A-Z0-9]{5}-[A-Z0-9]{5}-[A-Z]{5}-[A-Z]{5}-[A-Z]{5}.html

File Hashes
 f8bf2eb6481164e4a8cae0dc1114044a9ba81d41350edd1be19021e2cbdab749

5e7a7f4ef9ba326e3650c4ee58bdfafb3661fa50f680d78d5868240120c553be
b64639ae67147ff584507627713db60baf8050cedb9a7e4d3b68b521ca54ad36
e849051316cc2cf869f80f66cd2b48b436d51cc7544bad3309774aebf101c889
81cc065fc899b98f774708d8176ad4319311ff8643138705b24fbeb439f6e0d0
6c191a684907ec323516c837f66cd7331acbdad65220b73dba9307dffaa284f9

https://2.bp.blogspot.com/-Y0SUIuBecbk/WN7EOolyejI/AAAAAAAAAx0/MbuYSjopaNAb-LKDROza9eLeTIHjvdIDACLcB/s1600/image24.png
https://3.bp.blogspot.com/-4cy6hHum0bA/WN7EUrtk3VI/AAAAAAAAAx4/YHG-Zz0UJswGXrwLPe1lomtjVzC_8jE9QCLcB/s1600/image05.png
https://3.bp.blogspot.com/--pw0IBUM17c/WN7EbKBDDxI/AAAAAAAAAx8/qlbGv2G_kUU92j8oKSWLKmCpelvP-KFYQCLcB/s1600/image21.png
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Coverage

 

Screenshots of Detection

AMP
 

ThreatGrid
 

Malware Screenshot

https://2.bp.blogspot.com/-jUXgK2Ijvi4/WN7Fhvc_tbI/AAAAAAAAAyE/ik539o9MOo4KaM7wOTFka44uMSt-6DUewCLcB/s1600/no-netsec-umbrella.png
https://2.bp.blogspot.com/-B62Y9PLHXLY/WN7Fo6uO_XI/AAAAAAAAAyI/S064PV_FBtwlwhJQD3k8hBlHh5-smXGrACLcB/s1600/image20.png
https://1.bp.blogspot.com/-B8ApR2oioV0/WN7Fs8X6HqI/AAAAAAAAAyM/e8FCB7t_mKAvTQBxjJyoOls-noAe-sbOQCLcB/s1600/image27.png
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https://1.bp.blogspot.com/-pQjVji72TKU/WN7Fw7DMyLI/AAAAAAAAAyQ/4MCTNBLuZFw6DQGlDYEBsnUihuxJFE4agCLcB/s1600/image14.png

