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Packer-based malware is malware which is modified in the runtime memory using different
and sophisticated compression techniques. Such malware is hard to detect by known
malware scanners and anti-virus solutions. In addition, it is a cheap way for hackers to
recreate new signatures for the same malware on the fly simply by changing the
encryption/packing method. Packers themselves are not malware; attackers use this tactic to
obfuscate the code’s real intention.

For security solutions to be effective, they will need to augment their solutions with in-
memory capabilities in order to monitor/hook the behavior of the malware after unpacking is
completed.

This document describes a sophisticated Andromeda/Gamarue Custom Packer. Andromeda
first appeared in 2011 and still remains popular. As the Andromeda attack chain has been
described previously, this analysis focuses on the packer and deobfuscation, which happens
before the malware downloads or executes its next stage malicious payload. The recent
version of the custom packer we obtained (originating June 2016), has noteworthy and
innovative functionality.

Does Morphisec stop this attack? Of course, even these new tricks can’t get past
Morphisec, which prevents this attack before it can drop its load.

Technical Analysis

Andromeda/Gamarue Custom Packer
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Nowadays most malware employs anti-analysis techniques to make their code harder to
analyze by security researchers. Just like legitimate software developers protect their
proprietary work, hackers use obfuscation techniques to protect their code from being
reverse-engineered or debugged.

The malware sample in our analysis is packed by a custom packer. To be able to get to the
actual code, we first need to unpack it.

How can you recognize a packed malware?

o The sample usually comes with a resource section (in this example RC data contains
some encrypted content).

o Typically, the compressed file is very large.

o By looking at the import table — It might have only a few imports and many times these
include LoadLibrary and/or GetModuleHandleW as those functions are used for the
initial unpacking procedure.

* No readable static strings as the strings are encrypted.

e High entropy in sections for higher efficiency of information storage.

e Alarge portion of the code is inside the .data section (although there are newer
versions with code inside text).

e The program has abnormal section sizes, such as .data and .rsrc sections. The
RawDataSize is lower than VirtualSize and usually also the section names themselves
may indicate a particular packer.

How to unpack?

In forensic analysis, there are different ways to handle the unpacking process. While there
are automatic tools for different popular packers, it is more difficult to handle custom packers,
which require some manual work and a deeper knowledge of the different anti-debugging
obstacles. Moreover, custom packers usually also involve stripping off multiple packing
layers.

The Packer - Detailed

Looking at Andromeda’s top-layer packer, we start by noticing an interesting, relatively high
entropy in one of the sections (e.g. entropy of .rsrc is 7.376) which gives us the first
indication that it is a packer.

RCData 15135 unknown x 21781 G5T1E39CE3931265F565B7T11E00F340E 7.376 English Australia

Determining a point in time for which we know the malicious code was already unpacked, we
identify the use of ws2_32.dIl (responsible for communication API). This means we can
assume that the malicious code will start communication after it is unpacked. This is of high
probability for downloaders or C&C based malware.
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As shown in the image below, there are two unnamed modules with RWE (read write

execute) access rights — those are indicators for the unpacked executable shellcode (the

code will write and execute from the same location).

Additionally, we can see now strings which are typical to Andromeda.
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It is noticeable that those modules are still not a PE file (do not start with PE header) — those
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are executable shellcodes.

4/11



5 burnp - 77EG0000, FFR0FFF
F

|| TR i - 7¢ P00, FFFOSEFF

03| BESE g EDE, BN TFRSIZTE] IR ROO BVTE PIR 05: [EDNDEL

FRFEERE, P rdl L FRTEE TRFERZEL| FEu?F @ LOCE J5 SHORT 7FFARZE4 LOCE mored b= 3 not sl lowed
TEFEDO O/ {100 TRFOEE | B0 RECESMCE ChP B S CERE0E0E
TFF |'-| SR BTE PR O5: (ERO-B 10 ), 0 TEEEE e ERx
FFFEDNF | 4B OEC EEAL TFF#0EER|"78 BF iR SHORT TFFHE
TRFEQDIR| B FllEH ECH TRFSREEC] AC LoD EYTE PTR 5 [ES1)

=L APTIGIET AP ntdl L TIPS SOl 1% PR RO AL, TR

L "7 Wnknoun codhand ZEF] B POF EDL

PRFL WORD FTR [8: [EAND. A

S ATOL L. FTABSRED

?JZ'F‘Q 1}

AT R

TEET EY¥TE FTR 051 [EMCi+2 280, 0H

LDOFDHE SHORT 7FF#R31T

Mt B, DWORTY PTR 092 [0 REEDCOEDD 1EEd FEZRA0ED | SBB EX[0WORD PR 09: [ERHR 08 0302E )
IHE gBP ol POP ECX
H B, e ER TRRSI o9 oo

PUEHAD FEXF [HC EVTE PER DS: [EDIY

RO EWTE PR 05: (BRI AL G| HEPe OTESSAZY B ROC DMORD PTR 05 (ES148M3RHERET J, -Bwdn

HCHE B, BB F2 8TC

ROC AL, Ol & PR

ROD BTE PIR 06 CEREHEIBL . EH L] IR DL R Superf luous pref

S Aral L FRABS4D Coa
. Dl PER O3:[ECKY WEHG EREDE
P B, DT RO} B, (b EFEDEF
PP Unknown comnand QTS Di. (WORD TR ES: [EDLY 110 womnand
RETF Supshs Far ceturn S SHORT TRl
ROO ENWTE PIR s (ERCD AL AT BYTE PTR E5r (EMNeAL]
RDD CL.CH TRFSRzET| 17 POF 2% PO ICAT b0n OF §49RERT PEGLETER
JEGE SHORT PRPESET TFFGDEEE EA DEIEOAMY B0 P FRR DCE3: MEALEDE Faz jurg

¥ & PEH B TEPREEF] 9T PERED

TFFaR?| FRE4 HRL EZF TRFSECn] F4 HT Pl i leged connand

FFFEN:E! SE SAHE PRFSRETE| 122409 RO DHBVTE PTR O DEDE+EDcieZ]

=1 RETH Gl s =t L BUTS o, InvER TR ESs 0EDED B pommand

H0U EWTE FIR 0538 [EBNHEEFB- T3] B TFFo0ECS] 48 [HC BB
FUSH ESP FCOr OYOR0 PTR 00 DEMD 0w B 1 9502 ]
RO AL, DD JHE SHOAT TFFHETE
SJHE gl | TTABGREL
ST HOHE ERNLEST
b EDL Pt EX redificat ion of degent register
1 QTR FIR 05 (s GRGIERGT 3, AL PR R

FRFEDOTE| 1150 BB
e

F} B, DRORD FTFR 551 [ESP+DaE]
AP el L FTIREEad
i1}

THUL CHORD PTR 051 LER 4D
LOOFDHE SHIRT PRFEa0S0

FREFYR FEP:

e

ROC DWORD PR 551 [EBF-EuA81.EEF
I ENTE PTR D= (ERKD

ROO ROTE PIR

Zupscf lusuy pred ix
Wnknoan cosnanG

CHP BRI, DT SE22IET HIHE EHLIL
CEC EMTE PR 2 [EE+in IOHEESFF ) LHe: EDL
PiEH ESL BEC EBF

RO BRI, b 575 | 2iFREs

SED ECH. [WORD FTR [R5 [ERHD

R ENTE PR 05z EDY

JUE SHORT TFFRISR

R R, D32

LHoAL, D18

R DRORD TR 052 CRIDOIRIE ), G T

140 somnand

We also notice that the code starting from the entry point of the executable was modified,
which reminds us of Process Hollowing/ RunPE techniques.

Offzet Marme Value Value
108 Magic 10B MT32
104 Linker Ver. (Major) [
10B Linker Ver. (Minor) 0
10C Size of Code 7000
110 Size of Initialized Data 10000
114 Size of Uninitialized Data 0
118 Entry Point 7198
1iC Base of Code 1000
120 Base of Data E000
124 Irnage Base 400000
128 Section Alignment 1000
12C File Alignment 1000
130 05 Ver. (Major) 4 Windows 95/ NT 4.0
132 05 Ver, (Minar) 0
134 Image Yer. (Major) 0
136 Image Ver. (Minor) 0
138 Subsystermn Yer. (Major) 4
13A Subsystern Ver. Minar) 0
13C Win32 Version Yalue ]



After Before

ADD BYTE PTR DS: [EAXD, AL
ROD BYTE PTR DS: [EAX], AL
ADD BYTE PTR DS: [ERXD, AL
ADD BYTE PTR DS:[EAXI,AL
ADD BYTE PTR DS:[EAHKI, AL
ADD BYTE FTR D51 [ERXI. AL
AOD BYTE PTR 0% [ERXI. AL
AOD BYTE PTR D% CEAXD, AL
AOD OYTE PTR OS5 (EAXD, AL
ADD BYTE PTR DS: CEAX], AL
ADD BYTE PTR DS: [EAXD, AL
ADD BYTE PTR D2:[EAXI, AL
ADD BYTE PTR DS:[EANI, AL
ADD BYTE FTR DS: [ERKI, AL
AOD BYTE FTR D51 [ERXI. AL
AOD BYTE PTR 0% [ERKI, AL
ADD OYTE PTR 05 (DAKD, AL
ADD BYTE FTR DS: CERX]. AL
AOD BYTE PTR DS: CEAXD, AL
ADD BYTE PTR D2:[EAX], AL
ADD BYTE PTR D5:[EAXI, AL
ADD BYTE FTR DS:[ERKI, AL
AOD BYTE PTR D=1 LERKI, AL
AOD BYTE PTR 0% LEAXI. AL
ADD BYTE PTH 05 CEAKD, AL
ADD OYTE PTR OS5 DDAXD, AL
ADD BYTE PTR DS: LEAXD, AL
ADD BYTE PTR DS: [EAX], AL
ADD BYTE PTR DS: [EAXI, AL
ADD BYTE FTR DS:[EAK], AL
ADD BYTE PTR DS1 [ERXI, AL
ROD BYTE PTR DS1[ERKI. AL
ADD BYTE PTH DS CERKI. AL
ADD BYTE PTR 0% CEAKD, AL
ROD BYTE PTR OS: DEAXD . AL
AOD BYTE PTR DS: [EAX]. AL
ADD BYTE PTR DS:[EAX], AL
ADD BYTE FTR DS:[EAXKI. AL
ADD BYTE PTR DE: [ERXI, AL
ADD BYTE PTR DS1[EAKI. AL
ADD BYTE PTR DS [ERKI. AL
ADD BYTE FTR D5 (ERXD. AL

RunPE techniques are designed to evade AV mitigation methods.

Here are RunPE characteristics, as described in an Andromeda Bot Analysis by Infosec
Institute:

o Unpack or decrypt the original EXE file in memory.

o Call CreateProcess on a target EXE using the CREATE_SUSPENDED flag. This maps
the executable into memory and it’s ready to execute, but the entry point hasn’t
executed yet.

» Next, Call GetThreadContext on the main thread of the newly created process. The
returned thread context will have the state of all general-purpose registers. The EBX
register holds a pointer to the Process Environment Block (PEB), and the EAX register
holds a pointer to the entry point of the innocent application. In the PEB structure, at an
offset of eight bytes, is the base address of the process image.

o Call NtUnmapViewOfSection to unmap and free up the virtual address space used by
the new process.

 Call VirtualAllocEx to re-allocate the memory in the process’ address space to the
correct size (the size of the new EXE).

o Call WriteProcessMemory to write the PE headers and each section of the new EXE
(unpacked in Step 1) to the virtual address location they expect to be (calling
VirtualProtextEx to set the protection flags that each section needs).

e The loader writes the new base address into the PEB and calls SetThreadContext to
point EAX to the new entry point.
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¢ Finally, the loader resumes the main thread of the target process with ResumeThread
and the windows PE loader will do its magic. The executable is now mapped into

memory without ever touching the disk.

Also in our case, the packer decrypts the executable memory space and replaces previously
encrypted memory with the functional code. The packer also updates the entry point to the

new functional code start.

Forensic analysts will usually stop at this stage and dump the first layer decrypted code for

further static analysis using different tools like IDA.

Based on the resemblance to RunPE methodology, we will execute the malware again,
although now we set a breakpoint on VirtualAlloc functions (used to allocate memory). Other
similar functions are VirtualAlloc, VirtualAllocEx, or ZwAllocateVirtualMemory — also part of
the Process Hollowing/RunPE method) called to reserve some RWX memory.

We get the VirtualAlloc function from PEB->Kernel32.EAT

i o =

88402506
88402506
804025A6 Moy
804025AB push
804025AE pop
80402561 mov
60402584 mov
80402589 mov
80402580 add
804025BF mov
804025C2 mov
804025C4 mov

loc_4825A6:

ecx, 36h EE

dword ptr fs:[ecx] ; Get a pointer to PEB

[ebp+uar_8]

eax, [ebp+uar_8]

edx, 8008803FH

eax, [eax+8Ch] ; Get PEB->1dr

eax, 14h ; PEB_LDR_DATA.InMemoryOrderList.Flink
[ebp+var_C], eax

ecx, [eax]

YEFETAA]
TEYSYRAZ
FEFETHES
TEFETRET
TEYSTAEA
YETETRB0
YEYEYALA
TEYETALE
YEFEVALY

FEFEFAIR

[ebp+uvar_4], ecx

il i =

884825C7

884025C7 loc 4PA25C7:

884825C7 lea ecx, [edz+edx]
884825CA shl edx, cl
884025CC lea eax, [edx+13]
804025CF mou esi, eax
80482501 mov PCX, Pax
868482503 shl esi, cl
88402505 sub eax, esi
88482507 lea ecx, [eax-2Ah]
804825DA test PCX, PCX
8@4025DC jz short loc 482SE3

2EFF
=1
SEEC

MOU EDI.EDI
PUSH EEP
Mou EEBF.ESF

UirtualAl loc

FF7S 14
FF7S 18
FF7S acC
FF7S @32
&R FF

=]
Cz2 1888

ES ALFFFFFF

I an ARAARRT AR

FUSH DWORD PTR S5
PUSH OWORD PTR S5
FUSH OWORD FPTR 55
FUSH DWORD PTR S5
FUSH -@8x1

CHLL KernelBa.Mir
POF EEP

RETH BEx1@8

CHMP FAX. Ax 1 ARRRA

: [EBP+E:14]
t [EBP+ER1A]
: [EEP+8:C]
: [EBP+ER2]

tualAl locEx

7/11



BE4E28BF | P CALL to WicrtualAl loc

HEAEEEAE | | Address = HULL

BAEAZ0ER(] Size = 20EA (11754.)

BaaE1aad| | Al locationType = MEM_COMHMIT
AE6REE4EI L Protect = PRGE_EXECUTE_READWRITE
FrETEEEE) kerne 32, FrEFEOEE

S2FAFEDF

BE12FCO2
Ba1zFCoc
BE12FCER
BE12FCE4
BE12FCES
BE12FCEC

After identifying the RWE buffer address, we set a memory breakpoint on write to this buffer -
> the written code is actually the unpacker/decode function.
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oE4815E1| > SECE
EE4E1CED| . 22E1
BE4E15EE| . DSFE
oE4B1SES| . SEDE
BE4B1EEA| . BFAFD
BE4815E0| . S502
GE4a15EF| .74 87
BE4AIECT| . SECE
oE481ECca| . S3F1
BE4B1ECs| . DSFE
BE4E1ECE| > SO0ACT
BE4BISCE| . 9509
BE4A1EC0| .74 67
BE4815CF| . SEDS
oE4E1s0l| . SSF2
BE4A1E04| . Z20R
GE481506| > SEDD
BE4e1cE08| . SECE
BE4E150A| . DSFA
EE4p1SOC| . BS0e
BE4A1E0E| . SECE
BE4815ER| . SSF
'op4m1SER| . GEOGO
BE4AIEES| . SE4E
BE4815ER| . 4B
BE4BICED| . 47
BE4E15ER| . 48
BE4BISER| . 9945
BE4A15EE| . “EFSC
BE4815F4| > SECE
oE4B15Fs| . FFDS
BE4A1EFE| . C1ES
BE4815FE| . ZECE
BE4E1EF0| . SO0BCC
BEdE1caa| . DSFA
oE4Rlsmz| . SD4E
BE4A16AE| . SECO
BE481687| .74 65
oEdaicEs| . BA C1
BE4A1EEE| > SOB4E
GE4a1611| . SOB4C
oE4ais14| . D1E@
BE4E1616| .74 65
oE4pis1s| . s0Bct
GE4aic1E| . BEDL
BE481610| > S0B45
oEdalc2n| . SOB4C
BEdaizs| . DIER
BE481625| . ZECE
BE4B1EE?| .74 87
BEdE1629| . SECE
pEdRiczE| . S3E1

5]

27

ar

oc

I

cC

E

2C

21

14

14

DAFEFFFF

Bz

5]

==

FFFFFF

E

5]

g

=
5]

32

nay BY¥I1e FIK DSsLEUL S, BL

JE SHORT FbdScEld.@a481599
LERA ECH.DWORD PTR DS:[EAX+EDX]
AMD EDH.ECH

MOU ECH, ER:

| LEA EE¥.DWORD FTR DS: [EDH+EDH-BHEF]

WOR ECH.EDR

OR ERX,ECH

MOU EDX,. ERR

HOR EDM,8n27

JE SHORT vhd4bc@ld. 88401581

MOU ECH.EBE=

HOR ECH,Ban37

OF EBEX,ECH

MOU ECH, ERR

AMD ECH,.B:FFFFFFOC

SAR ERX.CL

MOU EDX, ERE

IMUL ED, EEX

TEST ED=,EDN

JE SHORT 7Pbd4bcBld.@84@1508

MOU ECH, ERX

WOR ECH, 8:FFFFFFCC

SAR ERX.CL

LEA ECx,.OWORD FTR DS: [EBX+EEX]
TEST ECH,ECH

JE SHORT vhdbcBld.@84@1506

MOY EDH.EBR

HOR EDM,.@n2C

ANMD EBEX.EDx

MOU EDH, ERA

MOU ECH,. EBX

SAR EDX.CL

ADD EDX,.ER:

MOU ERX. EBX

WOR ERH. 8521

OR EDH, ER:

MOU ERX,.OWORD FTR SS5:[EEP+E:14]
DEC EBX

IMC EDI

DEC ERX

MOU DWORD PTR SS: [EEP+E:141,ERX
JHME Fh4BcBld, BE4E14CE

MOU ERH.EDR

HEG ERX

SHL ERX,@nz

SUE ERX.EDA

LEA ECH.DWORD PTR DS: CEAX+ERX#2]
SAR EDX.CL

LEA ECH,.OWORD PTR DS:[EEX+BH26]
TEST ECH,ECH

JE SHORT 7FbdScBl4,B8481c0E

MOU ED, —8n2F

LERA ERX.OWORD FTR DS:[EEX+EEX#2]
LEA ERX,.DWORD FTR DS: [EAX+ERX#Z]
SHL ERX.1

JE SHORT FbdScBl4.@8481610

LEA ECH,.OWORD PTR DS:[EDX+EBK]
OR EDH,ECH

LER ER&.DWORD PTR DS: CEDX+ED<#2]
LEA ERX.OWORD PTR DS:[EAX+ERX#2]
SHL ERX.1

SUE ERX.EDA

JE SHORT 7PbdbcBld. @8481626

MOU ECH,.EBEx

AHD_ECH,. Ax Sz

After the unpacking function finishes execution, its execution is redirected to the first

shellcode:
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EAX address shellcode start = 0x003D0000

BE4EZ0ES| . 62 Flomdm00 FPUSH VbdScBild, BE4828F1 Registers [30Mc
BE4EZEEA| . Al SE9E48EA8 MOW ERX,OWORD PTR OS: [BA409ESE] EAx | BES0EEEE

» 58 PUSH ERS ECH BEnbaasaE
pE4E2EFE( . C2 RETH unpack ing shelloode ED* FFFFFFSE
BAE4EzEF1| . BE FOF ESI EEx QBOEEEEE
BB4BEBF2| ] RETH ESF @a12FCcD4

Address |Hed dump

Disassembly

Camrent

BEz0EEaE| FrD3
cazpEEaz) &8 312BEEZ9
BAEI0EEET| &6BCA 7@
BA308E8A| . EB B2
FAZ0EEAC| BB ARGEL1DZC
BA2068611, BAEAE
Baz0Ea13| A10F
GRz0EE1E| BS 22666668
BEz0EE1A) . ERB B1
@az0eslcl FA ES
BAEI0EE1E| B166
BAZ0EEZE| BEEA
JBaziEEzz| 92

HEZ0EE23) BE 26008888
ARz0EE2E| 832024 85
ERZ0EE2C] A5 E9B66668
BAEz0EE21| 8302 27
QaziEEz4) ES DROSS888
BE30EE33| 990F

2a8z0883E) B9 2D1EDB8E
mAINERAA]  A9n? Fo

MEG ECH

FUSH 8:29EEZEZ1

IMUL ER:, ERR, B:7E

JMP SHORT BR30888E

MOU EBH, Br2C1962AAR

ROD BYTE PTR DS:[ERXI, AL
ROD EDI,EBA

MOU ECH, 828

JHMP SHORT BR3068&10

JPE SHORT 80308888

ADD DWORD PTR DS:[ERAX],ERH
ROD BYTE PTR DS: [ERX], AL
HCHG ERH, ED

MOU ERX, BH26

SUE DWORD PTR 55: [ESF1,-Bx7E
AODD ERH, BRED

ROC EDX, Buz2Y

CALL 88zDea4:3

MOU EDI,EBX

JHMP Ba301E&D
one Fhs @e 7o

From inside the shellcode, VirtualAlloc is called again. We set a memory breakpoint on write
to the new buffer one more time, get a new PE and are redirected to a second shellcode, the
unpacked PE.

From this stage on, we get the regular Andromeda Loader which is described in detail by the
Avast Threat Intelligence Team.

Conclusion

This article describes a single custom packer for Andromeda, one of the most popular
malware delivery frameworks.

Packers are a major concern for current security solutions. Packers allow attackers to
penetrate network solutions, file scanning solutions and, in many cases, behavior or Al
based solutions.

The use of custom packers will only increase, as will the need for in-memory solutions that
can block these types of attacks.

A number of popular sandbox dynamic scanning services have some basic in-memory
defenses, however these impose severe performance penalties. Moreover, they frequently
are not even effective as many packers, such as in our case, include techniques to identify
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sandbox environments. Morphisec’s Moving_Target Defense based technology wins the
malware packer battle without monitoring, hooking or using any other methods that affect
endpoint performance.

Hash:
7b45c0141cca16fc14d4c81c653d4f22eb282cbbc4f913c9e830acf6e9d12b86

Resources

http://resources.infosecinstitute.com/andromeda-bot-analysis/#article

http://www.iosrjournals.org/iosr-jce/papers/Vol16-issuel/Version-1/L016117177.pdf

https://www.botconf.eu/wp-content/uploads/2015/12/OK-P07-Jose-Esparza-Travelling-to-the-
far-side-of-Andromeda-2.pdf

Beat hackers at their own game!
Read our free ebook

"Moving Target Attacks vs. Moving Target Defense’
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