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Recently, we found a new Android rootnik malware which uses open-sourced Android root
exploit tools and the MTK root scheme from the dashi root tool to gain root access on an
Android device. The malware disguises itself as a file helper app and then uses very
advanced anti-debug and anti-hook techniques to prevent it from being reverse engineered.
It also uses a multidex scheme to load a secondary dex file. After successfully gaining root
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privileges on the device, the rootnik malware can perform several malicious behaviors,
including app and ad promotion, pushing porn, creating shortcuts on the home screen, silent
app installation, pushing notification, etc. In this blog, I'll provide a deep analysis of this
malware.

A Quick Look at the Malware

The malware app looks like a legitimate file helper app that manages your files and other
resources stored on your Android phone.

3/17



Calculator Calendar Camera

® a8

Downloads Drive

Email file Helper Gallery Gmail

®E e

Google Settings Google+ Hangouts

Eaogle Kews

(BN News & Weather

Figure 1. The malware app icon installed
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Figure 2. A view of the malware app

We decompiled the APK file, as shown in Figure 3.
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Figure 3. Decompile the malware app’s apk file

Its package name is com.web.sdfile. First, let’s look at its AndroidManifest.xml file.

<applicaticn android:allowBackup=

android:debuggal

android:icon="Edrawak.

android:label="(

ab
=" android:launchMode=
v} android:screenoOrient

<activity android:exported="c

oid:

= FTTER i
" android:name= android:screenOrientation:

ar™>

<activity android:name=Tco:
<intent-filter>

1it™ android:t]

<action android:names
<category android:name=

{UNCHER" />
</intent-filter>

</activity>
<activity android:n id:screenCrientation="p t" android:theme="fand d:style/Theme.Light.NoTitleBar™ /»
<gervice android:ex] ErrorInfoService™ />

<service android:name="
<receiver android:name='
<intent-filter>

<action android:name=
</intent-filter>
<intent-filter>

<action android:name="andro

</intenc-filcer>
<intent-filter>
<action android:name="android.net.conn.CONNECTIVITY_CHRNG
</intent-filter>
</receiver>

<meta-data android:name:

andreid:value="
<metz-data androidiname: I

TEL" android:val

<meta-data android:name android:valu
<receiver name="com
<activity background=

</application>

ivity" />

Figure 4. AndroidManifest.xml file inside the malware app’s apk file

We can’t find the main activity com.sd.clip.activity.FileManagerActivity, service class, or

broadcast class in Figure 4. Obviously, the main logic of the file helper app is not located in

the classes.dex. After analysis, it was discovered that the malware app uses the multidex
scheme to dynamically load a secondary dex file and execute it.

How Rootnik Works
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l. Workflow of Rootnik

The following is the workflow of the android rootnik malware.
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Figure 5. An overview of the android rootnik malware’s workflow

Il. Going deep into the first dex file

The following is a code snippet of the class SecAppWrapper.
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public class SecAppWrapper extends Application {
public static Rpplicaticn realdpplication;

static |
SechppWrapper.realipplication = null;
v oadlibrary(“SecShell");
PATH '= null) {
.lpad (Helper, POATH) @

public Sechppwrapper() {

super():
}
protected void attachBaseCbntext(Context argd) {
super.attachBaseContext (arg4);
try {
SechppWrapper.realipplication = this.getClasaLoader().loadClazs{Helper. APPNAME) .newlnstance(); // Helper AFPHAME ad.clip.base.MyRppl
Helper.attach (SechppWrapper. realdpplication, argd):
)
catch (Exceprion w0) |
SechppWrapper.realipplicaticn = null:

}
}

public void onCreate() {
super.onCreate () ;

try {
this.huawei_share();

catch(Exception vb) |

1

if (SechppWrapper.realipplication != mull) {
i r ATE T 1 7 ; i-_-'
Sechppiirapper. realipplication.coCreate();

Figure 6. A code snippet of the class SecAppWrapper
The execution flow is shown below.

Static code block -> attachBaseContext -> onCreate

The static code block loads the dynamic link library libSecShell.so into the folder assets, and
the program enters into the native layer, performs several anti-debug operations, decrypts
the secondary dex file, and then uses a multidex scheme to load the decrypted secondary

dex file, which is actually the main logic of the real application.

The class DexlInstall is actually the class MultiDex, and it refers to

https://android.googlesource.com/platform/frameworks/multidex/+/d79604bd38c101b54e417

45f85ddc2e04d978af2/library/src/android/support/multidex/MultiDex.java

The program then invokes the method install of DexInstall to load the secondary dex file.
The invoking of the method install of DexlInstall is executed in native layer.

public static woid install{Classloader arg4d, String argd) |
try {
File w0 = new File{argS):
List v2 = mew RArraylList():
{({List)w2).add{w0);

DexInstall.installSecondaryDexes (argd, vi.getFarentFile Listiwva))s

}
catch (Excepticn wl) {
vl.print3tackIrace (System.ont);

1

Figure 7. Installing the secondary dex file

8/17


https://android.googlesource.com/platform/frameworks/multidex/+/d79604bd38c101b54e41745f85ddc2e04d978af2/library/src/android/support/multidex/MultiDex.java

In function attachBaseContext, the program loads the class com.sd.clip.base.MyApplication,
which is the execution entry of the secondary dex. The method attach of Helper is a native
method.

In function onCreate, the program executes the method onCreate of the class
com.sd.clip.base.MyApplication.

That’s it. The first dex file is rather simple. Next, we’ll do a deep analysis of the native layer
code, which is very complicated and tricky.

lll. The scope of the native layer code

As described above, the native layer code uses some advanced anti-debug and anti-hook
techniques, and also uses several decryption algorithms to decrypt some byte arrays to get
the plain text string.

The following is part of the export functions in libSecShell.so. It becomes harder to analyze
due to obfuscated function names.

MName Addressv Ordinal
@ p26102C6ARCA45031EDFBE281477FD563 000oD1CC
@ pDAS2TICFACCFFABTFO2CFIECOR435889 0000Das0
@ p2286289E2CATB5C9202230FFCTETOZDA 000oDacCs
@ pA4D41BAEABT450AEEEREIABAFD 262552 0000DAS4
@ pid2BD1F4AT685C3EDB2BIBS20COEDEAS 000oDDCE
[ strlen 00DDEG24
Ed NI OnlLoad DDDDEGFS
Ed p335401FB7DCOSCSS1 7TRCACT1FDET COBT 00013028
@ pEDF4491 ABETF48BF1ESSTI0CTFIFITDY 00013034
@ p1DEGDB1B7827CETCFBAD139ED15DTFS0 0001305C
@ pFAGEIT10ABDC2FEBFE4CICCDBBRFICOBAZ 000132E4
@ pD012AB537ADAZTIZB1 AAFE613FAGTAD 00013450
@ pd0ADTDTCEETBACBECABTISCTE20943EA 00013534
@ p3AD5D026407CAE1 ACH549604 7885442 C 0oo37BC
@ pEOACARZB25DA2CTSCI5F0ECOT3654EFS QRO3BCC
@ pda352ABASADFBE4247021CBD4A4AC24BE 00013000
@ stduallocator< char=:_M_allocate(uint, uint &) 00014148
@ pD3667BED240792A5F1BA435623D9B215 00014ESD
@ pFBOETCFBSEC1ACBAEDDSOB1EAASTSS93 00015B2C
@ pD3E953E17B431824F310DF3381EEDE3E 00015F4C
@ pD8F3FATDEEFD2923410B258792575%4A0 0001BOEC
@ artQatFileOatMethodLinkMethodStub 0001651C
@ artClassLinkerDefineClassStub(void * char const™ void * void *void *) 00016608
@ pB480AERIEFT52060239B81E62C4C5CT0 00016628
@ p22EG1FD3F3BT19CACMMECTTETABATTIEA 00016EES
@ arthOatFileQatMethodLinkMethodStub 0001754
@ pd5CB619F18523ED458753806FC08%04 000N7Ces
@ p453579B382BECBODOABISOCCATFCRCT3 000185F0
@ std::privi:_String_base< char,std::allocator<chars »::_M_deallocate_block{void) 000192F0
@ p16DBT31B20EE4B02E152BBACETAD 1484 (void * char const® char const®, void *, void *) 00019314
@ artm_OpenDexFilesFromQat_stublveid *,char const”,char const*,veid *) 0001939C
@ pB5516CACTITAEBESTIDDBOALTA4T2558 0001 AESS
@ fork_execute_dexZoat 0ooB4as
@ fork_execute_dexlopt 00018554
@ pEBECCA45G222B60283126BD481EAFADRS oooesDa
@ niCOFSNIRRTARMNT BRARIRTAOTAFARARTAIGE Dot BT 10
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Figure 8. Part of export functions in libSecShell.so
All anti-debug native code is located in function JNI_Onload.

As described in the last section, the method attach of class Helper in java scope is a native
method. The program dynamically registers this method in native layer. The following is a
snippet of the ARM assembly code that registers native method in native layer.

:BG06F6F8 STRB R6, [R4,H0x1C]

= B80BF6FA BL sub_BF6@ ; it's a decryption of char array. com/secshell/shelluwrapper/Helper
-BBBBF6FE HOUS R2, #8:=D7

-B008F7 08 LDR R3, [SP,H#6x1C]

- BO0B0F7 62 LSLS R2, R2, #2

-BABBF7 04 HOUS R1, RA4

- B0B0F7 66 LDR R3, [R3]

- B000F 768 LDR RO, [SP,HBx1C]

- B0B0F76A LDR R6, [R3,R2]

-B080F76C LDR R3, [R3,HBx218]

- B080F 7 BE BLX R3 ; findGlass{JMIEnv =*enuv, const char =name)
-B008F718 HOUS R2, RS

-BBBBF712 HOUS R1, RO

LT L B ADDS R2, #ox14 |

-B080F 716 HOUS R3, #1

-BOBOF718 LDR RO, [SP,H#621C]

=@A080F71A BLE RG ; jint RegisterHatives{JNIEnu =*enu,jclass clazz, const JHINativeHethodx methods,jint nHethods)
-B080F71C LDR R3, [SP,H#0x20]

-B0B0F71E LDR R2, =BxFFFFFD84

-BABBF724 LDR R1, [SP,HOz14]

-B0680F722 LDRB R3, [R3,H2]

-BOBBFF2Y LDR R4, [R1,R2]

-BBBBF726 CHP R3, #8

-B0B0F728 BHE loc_F72C

B080F72A 3TR R3, [RY4]

Figure 9. Dynamically register native method in native layer

The function RegisterNatives is used to register a native method. Its prototype is shown
below.

Jint RegisterNatives(JNIEnv *env,jclass clazz, const JNINativeMethod™* methods,jint
nMethods)

The definition of JNINativeMethod is shown below.

typedef struct {

const char* name;
const char* signature;
void* fnPtr;

} UNINativeMethod;

The first variable name is the method name in Java. Here, it's the string “attach”. The
third variable, fnPtr, is a function pointer that points to a function in C code.

We next need to find the location of the anti-debug code and bypass it, analyze how the
secondary dex file is decrypted, and the dump the decrypted secondary dex file from
memory.

Let’s look at the following code in IDA:
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.text:BOBAFS1E BLX 5p|"intF

-text:B800F822 HOUS RB, RS

-text:B000F824 BL pCBE?B1BB7A6GD1B6GIB7 2D7BE6GB61439F
-text:P000F828 SuBs R1, RB, H@

-text:B800F82A BHE loc_F834

-text:B800F82C LDR RB, [SP,H#8z1C]

_text:0060F82E BL sub D334 ; trace

Itext:BﬂBBF832 B loc F924h ; after step some code, you can found the anti-debug code. |
Text-o@porgal ; ————————— -
-text:0000F834

-text:08080F834 loc_F834 ; CODE XREF: .text:0000F82aTj
-text:0000F834 HOUS R4, #8

-text:BB00F836 LDR R3, [R6]

-text:P000OF838 STR R4, [SP,H8z90]

-text:B000F83A CHP R3, R4

-text:B800F83C

-text:B800F83E BL p4SCB619F918523EDA98753806F C B89 0L
-text:0000F842 B loc_F988

Figure 10. Code snippet around anti-debug code

Based on our deep analysis, the instruction at address OxF832 is a jump to address
loc_F924.

After tracing some code, we found the anti-debug code.

-text:0000F924 loc_F924 ; CODE XREF: .text:@086F51ATj

-text:0000F924 ; .text:seeerg3ztj

-text:0000F92Y4 LDR R3,| [SP,#0x28] ; from Bxf832 in dynamic debugging,R3 points p599E9330AD7FBAZ12DE1663B6B3F8BFY |60 88 7FE 49 &
-text:0000F926 LDRB R3, [R3,#8]

-text:0000F928 CHP R3, #8

-text:008680F22A 1] loc _F938

.text:00888F22C I_gf loc 183BA ; jumy

.text:060163BA

.text:8008103BA loc_183BA ; CODE XREF: .text:e@sorFgzctj
.text:808183BA H .tExt:ﬂﬂﬂEFE1ﬂ1j _—
.text:000102BA LDR R1, [SP,H0x28]

.text:000103BC LDR R2, [SP,#0x3C]

.text:808103BE LDR RB, [SP,#0x2C]

.text:888183CH8 BL pFBFBEA2BABS4B6DC5CFADBC7CE32467F
.text:000103CH LDR RO, [SP,H0x28]

.text:000103C6 BL pO71ADBC72D80OSF1BE158FD 044 1DCT 41
.text:808103CA LDR R3, [SP,H#0x20]

.text:088163CC LDRB RA, [R3,HBxC]

“ext:[muﬂch BL pFE7B56598F 77DFCCA2AEGBDF/FO151CA ; F8 on this instruction, the debugging processing in IDA exits.Anti-debuggin code. . .|
.text:000103D2

.text:808103D2 loc_183D2 ; CODE XREF: .text:8@888E7u2Tj
.text:808163D2 ; DATA XREF: .text:8888E778To
.text:000103D2 BL loc_1BE22

Figure 11. The location of the anti-debug code

The function p7E7056598F77DFCC42AE68DF7F0151CA() performs the anti-debug
operations.

The following is its graphic execution flow, which is very complicated.
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Figure 12. The graphic execution flow of anti-debug code

The following are some methods of anti-debug and anti-hook used in the malware.

1. Detect some popular hook frameworks, such as Xposed, substrate, adbi, ddi, dexposed.
Once found, hook it using these popular hook frameworks. It then kills the related process.

int _ fastcall is_xposed_att{int a1}

{

int vwi; /7 ra@Ed
int result; /7 roE2
unsigned int vw3; // ro@y

vl = at;
if ( strcasestr{al, "xposedbridge™) || strcasestr{vi, ".xposed.") )
{
result = 1;
H
else
{
u3 = strcasestr{vi, "xposed_art™);
result = w3 - (w3 - 1 + (V3 < 1));
H

return result;

Figure 13. Detection of Xposed hook framework

sub_2362C{{int)&s);

sub_235FC{&s);

if ( vk == 120 &k s && so_Filter((int)&s, (const char *}&u7) && Find hook Fdature((int)&s)|== 1)
pATC2F587169935B2DAPFIDECISCR27 0D (v, 9);
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signed int Fastcall Find_hook_feature{int a1} -data.rel_ro.local:@0041260 off_K1260 DCD aMshookfunction ; DATA XREF: find_hook_feature+32Tao
{ .data.rel.ro.local: 00041260 ; otext:off 23Fe8Tc
int wi; fF ei0d .data.rel.ro.local: 00641260 : SHookFunction
int rHE ) .data.rel.ro.local:00084126Y DCD aSubstrate trate”
vl result; // ro@1 100041268 DCD atsFindsynbol ndsymbol”
const char '3 44 vema 0AA41260 DCD asubstrate ibstrate”
int i; S/ r& ' apBs1Z78 DCD aMsclosefunctio sEloseFunction™
int vi; 47 v al:Boeen127h DCD aSubstrate Strate”
int vg; // ] [bp-284h]@3 :A0NN1278 DCD aHook_postcall 0k_postcall™
void =ptr; 4/ 1] [bp-2@h &2 :BOBH127C DCD afdbi_hook i |"adbi_hook™
int w10; // [spsCh] [bp-1Ch]Ez :B00N1280 DCD aHook_precall i |'hook_precall”
tBODN128Y DD andbi_hook . ibi_hook"
ul = _gi3 100041288 DCD aDalvik_java_me 1luik_java_method_hook*
| 0 strcasestrial, “substrate’): | 1 0041280 DED afllinones_arth LIHONEs_arthook'™
_'“: ("_f ;' 1000y 1290 DCD afrt_java_metho t_java_method_hook™
:BPBN129L DCD aAllinones_arth LTHONES_arthook™
i ptr = 03 ;000N 1298 DED afrt_quick_call t_quick call _entrypoint"
vl = B} 1 BBN129C DED aAllinones_arth _LINONES_arthook™
iF { tread_elf_file{uvi, Bptr, Buid) ) :B0AN12A0 DCD aArtquicktodisp ‘tQuickTobispatcher”
¢ TR0BH1ZAY DCD aAllinones_arth ; [“ALLINONES_arthook™
o :0DBN12AB DCD aDexstuff _defin i |"dexstuff_defineclass™
const char ==)pte; : BEB412AC DCD aDdi_hook i |'ddi_hook™
8 = ulb; al:BenN12B0 DED aDexstuff_loadd i |Mdexstuff_loaddex'
while ( 1) :00RY12BY DCD aDdi_hook : 1i_hook™
¢ For (i =@; ; ++i ) al:aoe412B8 DCD aDexstuff_resol stuff resole dem
¢ v :00ON12BC DCD aDdi_hook
iF (1 »= uB ) :aeey12cH DCD aDexposedbridge
{ . .ro. 00BN 12CY DCD aDexposed
ur = 0y .data.rel.ro.local:000412CE DED aDexposedishook : IsHooked"
goto LABEL_10; .data.rel_.ro.local:@@0412CC DCD aDexposed 3 |dexposed™
H .data.rel.ro.local:eoen1200 DCD aDexposedcallna i |"dexposedCallHandler”
if ( tstrenp(pFr_a126e[un]), vS[3 = i]) ) .data.rel.ro.local:ABou12Dy DED aDexposed ; |"dexposed
break; .data.rel.ro.local: 80041204 ; .data.rel.ro.local ends

Figure 14. Finding the hook feature

2. It then uses an kind of multi-process ptrace to implement anti-debug, which is tricky a
little. Here we don’t plan to provide a detailed analysis of the anti-debugging implementation
mechanism, but only give some simple explanations.

We can see that there are two processes named com.web.sdfile.

Figure 15. Two processes named com.web.sdfile

The following is a snippet of multi-process anti-debug code.

lint _ fastcall anti_thread of process_debug{int a1, pthread_t a2)
{
int v2; FF ra@
signed int v3; f/ r5E1
void =vl; /7 ro@i
int result; /7 roEz
pthread_t newthread; // [sp+4h] [bp-14h]@1

newthread = a2;

vz = al;
vi = 31;
vl = malloc(hu);

*{_DWORD =)ul = u2;
yhile ( 1)
{

result =| pthread createf{&newthread, @ upid ={=*){uoid =}}anti thread bod uh):
if ( tresult )

break;
if ( t—-u3 )

break;

sleep{1u);

return result;

Figure 16. A snippet of anti-debug code
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3. The program also uses inotify to monitor the memory and pagemap of the main process. It
causes the memory dumping to be incomplete. The two processes use pipe to communicate
with each other.

In short, these anti-debug and anti-hook methods create a big obstacle for reversing
engineering. So bypassing these anti- methods is our first task.

Let’s try to bypass them.

As described in Figure 10, the instruction at offset 0x0O000F832 jumps to loc_F924, and then
the program executes these anti-debug codes. We can dynamically modify the values of
some registers or some ARM instructions to change the execution flow of the program when
dynamically debugging. When the program executes the instruction “SUBS R1, RO, #0” at
offset 0xF828, we modify the value of register RO to a non-zero value, which makes the
condition of the instruction “BNE loc_F834” become true. This allows the program to jump to
loc_F834.

-text:0000F828 < SUBS R1, RS, = modify the value of RO to 1.
.text:pOOBF82A [ | loc_F834 ——

.text:pOBBF82C LDR R@, [SP,H#021C]

.text:pO0BF82E BL sub_D334 ; trace

.text:0080F832 B loc_F924 ; after step some code, you can found the anti-debug code.
-text:@OOBF83L [ - - - - - -
.text:pOBBF83Y

.text:0000F834 [loc_F834 ; CODE XREF: .text:0086F82ATj
.text:pOOBF834 HOUS R4, #0

.text:POBBF836 LDR R3, [R6]

.text:DOOBF838 STR R4, [SP,H0x98]

.text:pOBBF83A CHP R3, R4

.text:pOBBF83C __BED loc F8D8 _: contipue... |

.text:0OOBF83E BL pPASCBG619F918523EDLO8753B06FCOB0 0
.text:pOOBF8L2 B loc_F988

Figure 17. How to bypass the anti-debug code

Next, we dynamically debug it, bypass the anti-debug, and then dump the decrypted
secondary dex file. The dynamic debugging is shown below.

IDA View-PC [ ﬁ General registers

Libsecshell.so:75178825 DCB DxFO ; -
libSecShell.so:75178826 DCB Dx7% ; t

libSecShell.so:75178827 DCB DxFF iy LI |
libSecsShell.so:75178828 - 2 MECEBH > deilu

E»" 1ibSecShell.co:75178828 SUBS R1, RB, #0 R3 4EBB5818 % dalui
-2 [1ibSecShell .so:7517882a BNE loc_75178834 R4 BED36B74 W [stac
1 “ [LibSecShell .so:7517882C LDR RO, [SP,H0x1C] @
. “ [LibSecShell.so:7517882E BL unk_75176334
libSecShell.so:75178832 B loc_75178924 } } ]
libSecShell.so:75178834 : “MW'MEQME”’E'“E/ L

1ibSecShell .so:75178834

1
1
:
1
*% 1ibSecShell.so:75178824 HOUS R4, #B

1libSecShell.so:75178834 loc_ 75178834 ; CODE XREF: 1i NEW!E|UEIDXDDDDDDDII v|
1libSecShell.so:75178836 LDR R3, [R6] Cancel
UNENOWN 75178828: libSecShell.so:JNI_OnLoad+1134 (Synchronized with PC) v
< > Line 1 of 1
[ Hex view-1

FFFFBFF A m 88 00 BB B OB 68 A@ OO0 @O B0 6@ A5 68 @@ O ... ... ... .......

Figure 18. Modifying the value of RO to non-zero
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IDA View-PC O & X ﬁ General registers
libSecShell.so:75178825 DCB BxF8 ; - ~ |[RE_soogoesai] »
libSecShell.so:75178826 DCE Ox74 ; t
q ’ R1 ©boeaaesi
libSecShell.so:=7¥5178827 DCE BXFF q .
1ibSecShell.so:75178828 ; R2 L4EBOS018 w dalU]-.k_hEap.llEBBSlHS
I (B3 MEDO5818 4 daluik_heap:iE005818
i libSecShell.so:7517882A BNE loc_75178834 R4 BED3I6BYYH & [stack]:BED3IGBT4
1libSecShell.so:7517882C LDR RO, [SP,H#0z1C] RS BED3AC74 W& [stack]:BEDISCTH
ibSecshell 0 75178635 B /fﬁ-??l?ﬁﬁgﬁ it Y0 15 LA B e
1ibSecShell.so:75178834 ; - R7 BED36C78 & [?tack]:BEDSﬁCTS
1ibSecShell .so=75178834 ’ R8 751776F5 & libSecShell.so:JHI_OnLo
1libSecShell.so:75178834|1loc 75178834 ; CODE XREF: libSecShell._so:JHNI_OnLoi R9 00000000 -
libSecShell.so:75178834 MOUS R4, #8 R1841551C74 & libdum.so:gDvmInlineOps
libSecShell.so:75178836 LDR R3, [Ra]
1ibSecShell.so:75178838 STR R4, [SP,H0x90] &8 Modules Bl [E Module: lbsecsh
1libSecShell.so:=7517883A CHP R3, R4 Path
r - |1libSecShell.so:7517883C BEQ loc_751788D8 at
: libSecShell.so:7517883E BL p45C8619F218523EDLY87538B6FC A8 0Y {data/app-lib/com.web.cdfile-1/lib5ecShell.co
—— [libSecShell.so:75178842 B loc_75178908
' 1libSecShell.so:75178842 ;
\ libSecShell.so:75178844 DCB Bx28 ;

Figure 19. Jump to local_75178834

Next, jump to local_751788D8, as follows.

[ A view-pC 0O & X | 5 General registers

.. [tibSecShell.so:751788D8 loc_751788D8 ; CODE XREF: libSecShell.so:JNI_OnLoad  |(gg l-u [anon:libc malloc]:7544F B88
*° l1ibsecShell.so:751788D8 LDR R3, =BxFFFFFDSC u
libSecShell.so:7517380A LDR RZ, [SP,H#0x14 . .
libSecShell.so:7517880C LDR R3, {RZ,RE] ! file size is 608830 [ QSO (o Gl s ieBlisthr
1ibSecShell.so:751788DE LDR R4, [R3] R3 00000000 -
libSecshell_so:751788E0 CHP R4, #0 R4 7SLUFOO8 b [anon:libe malloc]:7544F 008
--" [libSecShell.so:751788E2 BEQ loc_751789088 RS BED36C7Y4 % [stack]:BED3SLT4
}?gg“gneﬂ'smsgggggz Lok Ra, [SP.40x28] R6 751ABBES & libSecShell.so:pAE6GA1BAB2EC
ibSecShell.so: . . %
LibSecShell.so:751788E8 BL pD87CI778818C8497DE25DCI14BA3IFAG B EEAMEIARAS (5 [[SERER] S AR
libSecshell_so:751788EC LDR R3, [SP,#0x20] = : +
1ibSecShell.so:751788EE HMOUS R4, RA ] ! i . 5] Modules [E] Module: ibSecshell.so
et b st L R, [R3,H] It's the decryption function for the g&condary dex [x]
libSecsShell._so:751788F2 CHP R3, #0 Path
- [libSecShell.so:751788F4 BNE loc_751788FC Jdata/app-lib/comweb.sdfile-1/libSecShell.so
. “ [libSecShell.so:751788F6 S f
@ 1ibsecShell.so:751788F8 BL P34DYUSRESCUE13BEGESS118517F6164T 3 Tt°s the decryption Functi
0 1ibSecShell.so:751788FC
: 1ibSecShell.so:751788FC loc_751788FC ; CODE XREF, ibSecShell.so:JNI_OnLoad
*° [libSecShell.so:751788FC LDR R1, [SP,#0x90]
libSecshell._so:751788FE MOUS RO, R4
libSecshell_so:75178980 BL p3CBEDSF 3009 1F 38FCOBAZ7EBETES
UNKNOWN 751728EC: libSecShell.so:JNI_Onload+11FE (Synchronized with EC) v| 8% | fbsec
< > Line 1 of 1
@ Hex View-1 /
752CFFFO @0 DO 0B B0 0D 0O 0B G0 00 DO OO 00 00 00 08 @0 .. g0 . ... ..
7SLUEFFE 00 B0 00 90 FO 4F 69 00
7SLuF B8 e+2E+yHijei . dp .
75LUFO18 | 63 D4 2B F2 59 2 F6 E6 43 B4 52 1E 1A 97 E8 1D| .++ CiR..0F. the encrypted dex file
754nrozg ([ D4 OB E9 78 95 7B EE 97 79 FO AC C9 56 67 OF —
7544F038 | 80 CF 88 CE 65 B1 BE FD 64 8B 7C 89 77 2F 22 EV
75LuF048 | BD ED WF SE 14 70 38 7F 95 46 54 M6 65 77 28 10
75LLFASS | BF 98 72 &F @9 17 ED @7 DD F9 94 3A C8 EC 75 95| ..r_._f_!-U:+8ud
75LLFO58 | BF A9 F4 BE OC B2 BA CY9 20 G8 75 C9 77 FB AF SB| .~(+.1G+-+u+u"s[
7544F078 |E7 C9 87 EA DA BC 65 AC 19 98 D3 FD OC 3F 57 7F | tegO++ek.ji+z.7U.
754uF028 | W1 66 2C AS F9 E7 5A 87 12 F6 7E 89 45 SB 31 6A| Af,F-t2_.+~EE[1]
75LuF098 | @B 23 SE 60 FA D7 OF 38 7R 47 46 A3 EC 86 25 FF ] -
75uuFons | 1F 11 2F A9 3R A2 7E 9 77 GB 3G F7 93 8C 78 A6 | ._/~:6~Pu-—<EBip2
75LLFOBS | FB AS 52 BF CA 99 52 86 F1 55 28 07 62 85 2A Fu| ufiR_- _R3:U(iibax(

Figure 20. Decryption function for the secondary dex

The function p34D946B85C4E13BE6G6E95110517F61C41 is the decryption function. The
register RO points to the memory storing the encrypted dex file, and the value of R1 is the
size of file and is equal to 0x94A3E(608830). The encrypted dex file is secData0.jar in the
folder assets in the apk package. The following is the file secData0.jar.
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secDatal,jar |
Cff=et 0 1 2 3 4 5 & 7 8

00000000 E£2 CD &5 BE FD 47 BF 79 4D 98
00000010 03 D4 2B F2 59 24 Fe E6 43 B4
Q0000020 4C D4 OB E53 78 83 TB EE 87 T3
00000030 00 CF 88 CE &5 B1 BBE FD 04 8B
00000040 ED ED 4F SE 14 70 30 TF 95 46
00000050 OF 80 72 8F 0% 17 ED 07 DD F3
00000080 8F 49 F4 BE OC B2 80 C8 20 C2
00000070 E7T C9 87 E4 D& BC 65 AC 19 398
00000080 41 &6 2C AL F9 E7 LS4 07 12 Fe&
00000090 0B 23 8E &0 FA D7 OF 38 74 47
Q00000RAD 1F 11 2F A% 34 A2 TE SE 77 CB
000000B0 FE &5 532 OF C& 890 52 &8 F1 55
000000C0 54 an EO 4F 81 45 DS 4D 28 CC
00000000 40 B3 6F 41 2F 13 00 E8 12 3F

ey
65
52
Fo
TC
24
an
75
b3
TE
46
3C

]

| N ]
n

B

B C D E F ANSI ASCITI A
89 1D EB E3 13 fIexyG;yMewn &3
1E 1 97 E& 1D O+a¥#8=C'R —&
AC C9 56 &7 07 LO éx~{i—v&-EVg
0% 77 2F 22 E7  I-Ietwv <] w/"g
4§ §5 77 28 10 #i0™ p0 «FTFew|
34 C8 EC 75 95 r i Ta#:Eine
Co 77 FE8 AF SE ©&% *€E EuBweg [
FD OC 3F 57 7F cE2&0te- Oy 2W
89 45 5B 31 6A Af,¥ugZ &~%E[1]
L3 EC 86 25 FF  #Z't= SzGFLLT%¥
F7 23 BC 70 L& fBre~EwEcsEp!
97 €2 B5 2B F4 0O¥R E RtAT (L. *4
D3 65 26 33 F& T=a0 EUM(I_Oease
DF FE F5 87 84 @%0;/ & 7+Bpbd%.

Figure 21. The file secData0.jar in the folder assets in the apk package

IDA View-PC

O & % | {8 General registers

libSecShell .so:751788E8 BL pDB7C3778018BCB497DE25DC3140A39FAG ~||R8 7546FBBB W [anon:libc_malloc]:7546F 888
i?gg“g:eﬁ's":;g;‘;gggg hgss :i' 'ESGP’“GXZGI R1 754E3A46 4 [anon:libe malloc]:754E3A46
1 ec e =50 . . .
1ibSecShell.so:751788F8 LDRB R2, [R3,11] R2 HEQE5U18 4 daluik_heap:uEQE5W18
1ibSecShell.so:751788F2 CHP R3, #8 R3 00000600
- ° [libSecShell.so:751788F4 BNE loc_751788FC R4 & [anon:libc_malloc]:7544F 068
' 1ibSecShell.so:751788F6 LDR R1, [SP,#0x98 RS BED36C74 % [stack]:BED36C7Y
.~ 1ibSecShell.so:751788F8 p 5] It*s the decryption . . ]
s R6 751NBBOE w 1ibSecShell.so:p4EGG41BABZECI3D;
= (libSecShell.so:751788FC loc_751788FC ; CODE XREF: libSecShell.so:JNI_ ¢ [ Modules B [E Modue: ibsecshel.so
I QibSecShell.so:751788FC LDR R1, [SP,#8x00]
1ibSecShell.so:751788FE HOUS RO, R4 Path
libSecShell.so:75178980 BL p3CBEDGF30091F 38FCDOAI7SBEFESURTT /data/app-lib/com.web.sdfile-1/libSecShell.so
libSecShell.so:75178984 HOUS R1, #H
libSecShell.so:75178986 B loc_75178900
1ibSecshell.so:75178988 ;
libSecShell.so:75178968
libSecShell.so:75178988 loc_75178908 ; CODE XREF: libSecShefl.so:JHI_
[UNENOWN 751788F2: libSecShell.so:JNI_OnLoad+11FE (Synchronized with FC) v | B | libsec
< > Line1of 1

@ Hex View-1

¥52CFFDB
¥52CFFEB
752CFFF@
7SLUUEFFE
754L4FB08
F544F018
7SL4F 028
75L44FB38
T5LLF A48
F544F 058
7SL4FB68
7SL4FB78
754LFA88
F544F 098
7SL4FBAB
75L44FBBE
TSULFACE
F544F0D8

60 60 60 B0 A0 A6 06 BA 6O 6O A0 G0 B BO A0 AA
00 00 00 G0 60 B0 B0 GO 60 60 60 00 00 0O 00 60
06 0O OB OO 6O OO G0 B0 60 G0 60 OO 0O 0O B0 00
60 60 B0 608 FO 4F 09 80

5
a9
61
o8
oy
i7
D9
oc
EL
]
8C
81
1F
AB

08 08 60 00 60 60 00
73 73 65 73 2E 64 65
56 C7 BA 28 DB 1F 28
82 84 B4 82 BB 6B 70
6D 38 B8 BB BB BB BE
7B 77 7F D6 3D F5 EA
@9 G6E 96 A2 F8 9D 57
43 ¥F 3D B8 7D 53 05
04 3a 55 €8 14 23 FO
81 FF FB F7 99 E1 83
79 OF B2 81 28 B1 FC
22 85 BD 64 A8 BE B4
DE 9F 41 FF A7 61 CD

L)
78
19
77
75
77
47
19
FF
81
7F
F2
68

a0
FE
2c
77
6E
8n
5B
F7
FF
54
E3
BF
49

op
[H:]
L)
7
BD
oh
[13
D3
57
47
38
6F
5B

]
]
o8
77
53
FE
CE
2F

04 00 63
@@ 2C¢ D7
E® 24 C1 89
¥7 T T IV
B5> EA A4 98
CF BF 82 FF
79 B8 7A D4
8F 1D 68 15
40 828
91 82
83 81
39 u6
9E F4

[ 1H
a5

asses.dex|-..,+.
(-0 R ad-.

w. B++++4+un+S ! OR
+{u. +=)0ubi! -+ -
£.nii0° WG[o+y+z+
uC.=+}S0.W+/_.h.
.-t = -UnYSEL

Y.

ta
A'BA-2 _-hI[:-3P{

The decrypted apk file, it contains the secondary dex file.

Figure 22. The content of the decrypted secondary apk file in memory

We can now dump the memory of the decrypted file to the file decrypt.dump.

The decrypted file is a zip format file, and it contains the secondary dex file. After decryption,
the program decompresses the decrypted secondary apk to a dex file. The function
p3CBBD6F30D91F38FCDOA378BE7ES4877 is used to decompress the file.

Next, the function unk_75176334 invokes the java method install of class
com.secshell.shellwrapper.DexInstall to load the secondary dex.
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IDA View-PC

<

i
I
i
I
|
»
P2
libSecShell.so:75178988 ;
LlibSecShell.so:75178908
__E

LlibSecShell.so:751788F6 LDR R1, [SP,#0x90]
LlibSecShell.so:751788F8 BL p3uD9u6BBSCAE13BEGEIS110517F61C41 ; It's the decryption function for the secondary apk.
libSecShell.so:751788FC

libSecShell.so:751788FC loc_751788FC
libSecShell.so:751788FC LDR R1, [SP,H8x98]
LibSecShell.so:751788FE HOUS RB, R4

1ihSecShe11.su:?51?syﬂq gg pﬁEﬂEﬁEFEUﬁﬁﬂFEEFEEEﬁﬁ?ﬁﬂ!?!;ﬂﬂ?? ; It decompresses the decrypted seconaary apk to dex FlIe.l
libSecShell.so:75178964 S RT, #1

s CODE XREF: libSecShell.so:JHI_OnLoad+1288%j

libSecShell.so:751789686 B loc_7517898A

LlibSecShell.so:75178988 loc_75178968
libSecShell.so:751789208

libSecShell.so:75178968 ADDS R1, R4, #8
libSecShell.so:7517896A

libSecShell.so:7517898A loc_7517898A

; CODE XREF: libSecShell.so:JNI_OnLoad+11%ETj
; libSecShell.so:JNI_OnLoad+11EETj

; CODE XREF: lihSEcShell.sn:JNIi[InLnad+12121j

|UNENOWN 751788FC: libSecShell.so:loc_751788FC (Synchronized with EC)

LibSecShell.so:7517896A_LDR RO, [SP, #8x1C]

libSecShell.so:75178960 BL unk_75176334 ; call the method install of class com.secshell.shelluwrapper.DexInstall to load the secondary dex
1libSecShell.so:7517891 s , #OzZ0]

libSecShell.so:75178912 HOUS R1, #8

libSecShell.so:75178914 LDRB RB, [R3,H1]

LlibSecShell.so:75178916 HOUS R2, R4

LibSecShell.so:75178918 LDR R3, [SP,#0x90]

LlibSecShell.so:7517891A BL P85A116E68OFFPEYSGEYFF B13B36ADA B2

>

(3] Hex View-1 O & x |[© stackvi
752CFFDO 90 B0 06 60 00 60 G0 B0 ©0 0O 6O GO BO OO 0@ 0O ~ | BED26778
752CFFEG 00 00 00 60 0O 60 GO GO ©0 00 60 GO B0 OO OB 0O BED3677C
752CFFFA A0 80 00 68 OO 6O AA B0 6@ PO 6O A GO 0O B8R A0 BED36788
7SUMEFF8 BED36784
7544F 008 PK...oa.at APxI.. BED36788
75L4FB1E | 0 B0 00 60 00 60 B0 B0 60 00 BB B0 B4 00 63 6C | .............. cl BED3678C
7oL4F 028 asses.dexj-..,+. [BED36798
7544FB38 U - @88, BED36794
75UAF B4 - .3 . E+kpunumuuy BED36798
75uAF 858 w. B+ ++un+S | O BED3679C
7ou4FB68 +{w.+=)0uei] -+, - BED367RE
7SL4FO78 £.nli6° . WE[o+y+z+

7ounFaRe Ul =+3<H Me/ h Irmsaso =

Figure 23. Decompressing the decrypted secondary apk and loading the secondary dex file

222
223
224
225
226
227
228
229
238
231
232
233
234
235
236
237
238

239

sub_BF68({signed int)&vi1, 15, -95);
v = {{int {_ fastcall =){JNIEnv *, char
v7 = {{int {_ fastcall =){JNIEnv =, int,
vz,
ub,
"getClassLoader™,
"{)Ljavaslang/ClassLoader;");
v8 = ((int (_ fastcall =){JMNIEnv =, int,
v9 = ((int (_ fastcall =){JNIEnv *, int,
vz,

*)){=02)->FindClass)(v2, &uii);
const char #*, const char =)){*u2)->GetHethodID){

int))(=v2)->CallObjectMethod)(uv?, v5, w7);
const char =, const char =)){=*02)->GetStaticHethodID)(

"{Ljava/lang/ClasslLoader;Ljava/lang/String;)u"});
result = {{int (_ Fastcall =}{JHIEnv =, int, int, int}){*v2)->CallStaticVoidHethod}{vZ?, v5, uvd, uB};

if { vi1B8 *= stack_chk_gquard )
_stack_chk_fail{result};
return result;

Figure 24. Calling the method install via Jni

Here we finish the analysis of native layer and get the decrypted the secondary apk file, then
will analyze the apk file in the part Il of this blog.

The Decryption Function That Decrypts secData0.jar in Native Layer:
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