Finfisher rootkit analysis
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My previous blog post was dedicated to very interesting malware that is called Wingbird.
This malware has been used by NEODYMIUM cyber espionage group and contains rootkit to
execute sensitive and important operations for attackers in a system. The first sample used
rootkit for injection malicious code into Winlogon with removing ESET driver hooks in kernel
SSDT, while second deploys rootkit for bypassing FS sandbox of several security products.
Both droppers analyzed in 32-bit environment, while their behaviour in 64-bit Windows
versions are interesting too and different from what we have seen in the 32-bit versions.

to DSE restrictions) for injection malicious code & data into trusted Winlogon process.
Instead this, it uses special trick for masking its malicious activity and for performing
injection. The dropper uses copy of trusted LSASS process (executable file) and forces it to
load malicious dll with standart name that is imported by LSASS.

Copies |sass.exe into
%ProgramData%\Sec
uritySvchlsass.exe

Dropper performs Registers service with

Service started

preparatory activities name SecuritySvc

& drops sspisrv.dll

Code from sspisrv.dll New copy of Isass.exe
performs injection loads malicious

into Winlogon sspisrv.dll

64-bit GMER anti-rootkit tool demonstrates injection anomalies into Winlogon and Svchost,
where malicious code is located.
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R oottt alware ] By ]

Type | M arne | Y alue

Thread C:hwindowszhepsternI2winlogan. exe [508:584] 000a00000=f0000
Thread C:Wwindowzhepztern32winlogon, exe [508:1172] 0000000000za1 Sec:
Thread C:Mwindowshapsternm32winlogon, ere [508:2132] 000000002fGechl
Thread C:hindowmseystern 32winlogon. exe [208: 2060] 000000000 ZFEH 50
Thread C:hwindowszhepsternIZawwinlagan. exe [508:2472] 000000000za2630
Thread C:Wwindowzhzpztern32winlogon, exe [508:2544] 000000000ca2b30
Thread C:Wwindowshapstern3Zwinlogon. exe [508: 2516] 000000000za2b030
Thread C:Awindowseystern 32inlogon. exe [208:2583] 0000000000za2b30
Thread C:hwindowszhepstern3Zwinlagan. exe [508:2430] Q0000000027 a538
Thread C:Wwindowzhepztern32winlogon, exe [508:2856] Q000000002F5fd4
Thread C:\Windowshapstern32winlogon. exe [508:864] Q000000002 Fblec
Thread C:hwindowsepstern32havchost exe [B28:792) 00000000003a0000

The presence of virtual memory regions into Winlogon with the protection attribute
PAGE_EXECUTE_READWRITE is an indicator that the process was compromised.

& Dump Region li_E' I&
Dumgp [ Refresh ]
Address Size Access Stabe Type =
0O000000001AL000  QOOO0Q000000F000  PAGE_MOACCESS MEM_FREE
00000000001B0000  OODO0D0C00MEERDD MEM_RESERVE MEM_PRIVATE
000000000021E000  QO0O0000000002000 PAGE_READWRITE | PAGE_GUARD MEM _COMMIT MEM_PRIVATE
0000000000220000  0000000000010000 PAGE_READWRITE MEM_COMMIT MEM_FRIVATE
0000000000230000  0000000000009000  PAGE EXECUTE READWRITE MEM COMMIT MEM PRIVATE
0000000000239000  0000000000007000  PAGE_MNOACCESS MEM_FREF
. A L 1 . EFUTE BEARWETE MEM COMMIT MEM perval
0O00D0RG00 241000 00000Q00D000FM00D  PAGE_MOALLESS MEM _FREE
0000000D00250000  00DOOODOD000 1000 PAGE_READOMLY MEM_COMMIT MEM_FRIVATE
0000000000251000  OOOQO0D000000FD00  PAGE_MOACCESS MEM_FREE
0000000000250000  OO0O0D0000001000 PAGE_EXECUTE_READWRITE MEM _COMMIT MEM_PRIVATE
COUEOOOUU e 10D UOOUOOUDOUCFDIL  FARGE_MOARLLESS .H;:""I_l'-{I:I:
0000000000270000  0000000000002000  PAGE_READWRITE MEM_COMMIT MEM_PRIVATE
0D0000M000272000  OOGO0000M000 FEMDD MEM_RESFRVE MEM_PRIVATE
1 COOCROMNOOACO00  O0D0CRO0R0CDS000  PAGE EXECUTE READWRITE MEM COMMIT MEM FRIVATE
; MUALLESS m
i 0000000000300000 000000000000 1000  PAGE_EXECUTE_READWRITE MIEM _COMMIT MEM_PRIVATE
120 o3 T JR 2o ool o o) 2o =7 e il (o i M T
000000G000310000  OOG0O0D0000001000 PAGE_EXECUTE_READWRITE MEM _COMMIT MEM_PRIVATE
CUUEOOOUU LIO0D UOOUOOUCOUCORDIL FALE _NORLLESS .ﬂ;.""l_l'-{':lz il

As I already noted in previous blog post, Wingbird malware shares similarities with another
malware that is called Finfisher. For example, in malicious PE-file that was dumped from
Winlogon memory region, we can see reference to name of Finfisher rootkit

(mssounddx.sys).
blocklS e51888 : _ ) JFRO -----c--

86800088 W . hiew.ru

FIHLL UH; el PALTLQWLTgz «AN = i T
After Isass service started it |njects code into winlogon and with help of ProcMon boot
logging we can identify first actions that come from malicious code.
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a| winlogon exe
a| winlogon exe
| mnlogon =)

winlogon exe
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\rrst
|| winlogon.exe
a| winlogon exe
a| winlogon exe
a| winlogon exe
4| winlogon exe
4| winlogon exe
4| winlogon exe
4| winlogon exe
4| winlogon exe
a| winlogon exe
a| winlogon exe
a| winlogon exe
a| winlogon exe
a| winlogon exe
4| winlogon exe
4| winlogon exe
4| winlogon exe
4| winlogon exe
a| winlogon exe
|| winlogon.exe
a| winlogon exe
a| winlogon exe
a| winlogon exe
4| winlogon exe
4| winlogon exe
4| winlogon exe
4| winlogon exe
4| winlogon exe
a| winlogon exe
a| winlogon exe
diwinlogon.exe

480 @ ReqQueryValue
450 ﬁﬂegc:useKey

adFilg

cIQuUsS

420 &F Load Image

480 & Load Image

480 & Load Image

480 & Load Image

480 BhCreateFile

480 BhQueryBasicinformationFile
480 Eﬂoseﬁle

480 [ShCreateFile

480 ECreateFileMapping
480 ECreateFileMapping
480 &Y Load Image

480 BCloseFile

480 BhCreateFile

480 BOueryEasic\nfonﬂaﬁonHIe
480 BhClossFile

480 ShCreateFile

480 aCreateFileMapping
480 E[}ea{eﬁlel\dapping
430 £F Load Image

480 BCloseFile

480 & Load Image

480 & Load Image

480 & Load Image

480 & Load Image

430 @ ReqQueryKey
480 #RegOpenkey
480 EfRegQuerKey
480 #¢RegOpenkey
480 E4RegQueryKey
480 ERegOpenkey
430 @ ReqQuenValue

HELMWSOFTWARE"Mi

it Windows"Cy
HKLM“SOFTWARE Microsoft\Windows \Cu

1 OueryStandardInfonnmionFile

th

C:\Windows"\System 32" wseninit exe

CAWindows"System 32 ntdll dll
C:\Windows"System32'ntdll.dll

C:\WindowgSystem32\ritdll.dll
d\SystemJQ\mdll dil

C:\Windows"\System32'ws2_32.dll
C:\Windows"\System32'nsi dl
C:\Windows"\System 32'shell 32 dll
C:\Windows"\System 32" shiwapi dil
C:\Windows"System32\[PHLPAPI.DLL
C:\Windows"System32\[PHLPAPI.DLL
C:\Windows"System32\[PHLPAPI.DLL
C:\Windows"System32\[PHLPAPI.DLL
C:\Windows\System32\[PHLPAPI.DLL
C:\Windows\System32\[PHLPAPI.DLL
C:\Windows'\System32\PHLPAPI.DLL
C:\Windows"System32\PHLPAPI.DLL
C:\Windows"\System 32 winnsi dil
C:\Windows"\System 32 winnsi .dil
C:AWindows"System 32 winnsi dll
C:AWindows"System 32 winnsi dll
C:\Windows"\System 32winnsi dil
C:\Windows"\System 32winnsi dil
C:\Windows"\System 32winnsi.dll
C:\Windows"\System 32winnsi.dll
C:\Windows"\System 32" setupapi.dil
C:\Windows"\System 32 cfgmgr32 dil
C:\Windows"\System 32 oleaut 32 dlI
CAWindows"System 32 devobj dl

HKLM

HKLM\SOFTWARE \Microsoft \OLEAUT

HKLM

HKLMWSOFTWARE \Microsoft\OLEAUT

HKLM

HELM"Softwars"Microsoft \Windows Cu
H KLM\SOFI'WAHE\Mlcmsoﬂ\‘I\l’induws\Currem\l"erslon\SetuD\Source Fath

— A i O Cid o\ D it ALARAS KIAT CALIMD
2] Event Properties - O X
Event Process Stack
Frame  Module Location Address Path
Ko fitmgr sys fltmgr sys + 2067 OdTFE80010F3067  CAWindows's
K1 ftmgr sys fitmgr sys + (xd%aa uffffB80010F5%aa  C:\Windows's!
K2 ftmar sys ftmar sys + 22233 ff88001113233 CAWindows's!
rtoskml exe ntoskml exe + (k372495 OfFE0002b80455 C:\Windows's)
rtoskml exe ntoskml.exe + x37ad38  Qdfff30002087d38 C\Windows's)
rtoskml exe ntoskml exe + k37bf56  QdiffE000208EF56  C\Windows's
rtoskml exe ntoskml exe + x37d85c  (uffffB0002b8a85c  C:\Windows's)
rtoskml exe ntoskml exe + (k388478  GfFB0002655478 C:\Windows's)
rtoskml exe ntoskml exe + b(F8d3  Ouffff3000288cBd3  C\Windows's) ERs
ritdll.dl nitdll.dil + (x5186a 77021862 C:\Windows"S
KemelBasedl KemelBasedl + 25516 (xFefd285516 C:\Windows"S
kemel32.dll kemel32.dl + (x118sd  (x762818=d C:\Windows\S
<unknown:
Injected code start addr
ERS
£ >
Properties. .. Search... Source... Save...
t |+ [ next Highlighted Copy Al
NAME NOT FOUND

After some preliminary actions, malicious code into Winlogon tries to communicate with hard
disk on low level, it requests disk geometry info and sends SCSI control code for reading
data. In 32-bit version it uses rootkit to perform this operation.

Time ... Process Name
18:25.... [lwinlogon.exe
18:25: winlogon exe
18:25.... winlogon exe
18:25.... [Qwinlogon.exe
18:25: winlogon exe
18:25.... winlogon exe
18:25.... winlogon exe
18.25... inlogon exe
18:25: nlogon exe

18:25:

nlogon exe
18:25.... winlogon exe
18:25.... winlogon exe
18:25: winlogon exe

18:25:..
18:25:..

FID Cperation

480 BhCreateFile

480 BDevi:e\oContml

480 BDe\nce\oComml

480 Sh FushBuffersFile

480 BSdEasic\nformatinnFi\e
480 Bh FushBuffersFile

480 gCloseFile

480 ShCreateFile

480 E.Headﬂe

4&0 BC{EEﬂeF‘\e
480 BDem:e\oContml

480 BDe\nce\oComml

430 Sk FushBuffersFis

480 Sk SetBasicinformationFile
430 Bk FlushBuffersFi

480 gCloseFile

480 EhCloseFile
480 [ShCreateFie
430 [BhCreateFie
480 BhCreateFie
430 BhCreateFile
430 B\ CreateFile
430 [ShCreateFie
480 BhCreateFie
430 BACreateFile

Path Result Detail User

“Device"Harddisk I"DRD SUCCESS Desired Access: Generic Read/Wite, Disposition: Open, Opti... NT AUTHORIT cuctema
‘\Device\Harddisk "\DRD SUCCESS Control: I0CTL_DISK_GET_DRIVE_GEOMETRY_EX NT AUTHORITY \cucTema
“\Device\Harddisk (\DRD SUCCESS Control: IOCTL_SCSI_PASS_THROUGH_DIRECT NT AUTHORITY cucTema
“\Device\Harddisk(\DRD INVALID DEVICE REQUEST NT AUTHORITY \cucTema
‘\Device\Harddisk "\DRD INVALID DEVICE REQUEST Creation Time: 09.071.2016 18:25:29, LastAccess Time: 09.01.... NT AUTHORITY \cucTema
“\Device\Harddisk (\DRD INVALID DEVICE REQUEST NT AUTHORITY cucTema
“\Device\Harddisk(\DRD SUCCESS NT AUTHORITY \cucTema
“Device"Harddisk I"DRD SUCCESS Desired Access: Generic Read, Disposition: Open, Options: 5... NT AUTHORIT cuctema
\Device‘\Harddisk ("\DRD SUCCESS Offset: 0, Length: 512, /0 Flags: Non<ached, Priority: Normal NT AUTHORITY \cuctema
UCCES NTAUTHORITY \cucTema
\DE\ﬂCE\HE[dd\SkD\DRB SUCCESS éﬁﬂ? rite, Disposition: Open, Opti... NT AUTHORITY \cuctema
‘\Device\Harddisk "\DRD SUCCESS R M}BWE GEOMETRY_EX NT AUTHORITY \cucTema
“\Device\Harddisk (\DRD SUCCESS Control: IOCTL_SCSI_PASS_THROUGH_DIRECT NT AUTHORITY cucTema
“\Device\Harddisk(\DRD INVALID DEVICE REQUEST NT AUTHORITY \cucTema
‘\Device\Harddisk (\DRD INVALID DEVICE REQUEST CreationTime: 05.01.2016 18:25:29, LastAccessTime: 09.01.... NT AUTHORITY\cuctema
“\Device\Harddisk (\DRD INVALID DEVICE REQUEST NT AUTHORITY cucTema
“\Device\Harddisk(\DRD SUCCESS NT AUTHORITY \cucTema

It also checks presence of Finfisher files. See details in Symantec blog post here.
18:25:... Jjwinlogon.exs . NT AUTHORITY \cucTema
18:25:... winlogon.exe C\PrcgramData\SecuntySvc\lco ty23ico MAME NOT FOUND Desired Access: Generic Write, Read Attibutes, Disposition: Open, Options: Synch... NT AUTHORITY \cucTema
18:25: winlogon exe C\ProgramData“SecuritySvchico_ty23 ico MNAME NOT FOUND Desired Access: Generic Read/Write, Delete, Disposition: Open, Options: Non-Dire ..NT AUTHORITY \cucTema
18:25 winlogon exe C:\ProgramDatz"\Security Svedico_ty23ico MAME NOT FOUND Desired Access: Read Altributes, Delete, Disposition: Open, Options: Non-Directory...NT AUTHORITY\cucTema
18:25:.. winlogon.exe C:A\ProgramData“\SecuritySvchico_ty23.ico MAME NOT FOUND Desired Access: Delete, Dispostion: Open, Options: Delete On Close, Attrbutes: n/...NT AUTHORITY \crcTema
18:25:... winlogon.exe C:A\ProgramData"SecuritySvchico_sfd6ico MAME NOT FOUND Desired Access: Generic Write, Read Attibutes, Disposition: Open, Options: Synch... NT AUTHORITY \cucTema
18:25:... winlogon.exe C:\ProgramData“SecuritySvchico_sfd6.ico MNAME NOT FOUND Desired Access: Generic Read/Write, Delete, Disposition: Open, Options: Non-Dire...NT AUTHORITY \cucTema
18:25: winlogon exe CA\ProgramData*\Security Svc'ico_sf46 ico NAME NOT FOUND Desired Access: Read Attibutes, Delete, Disposition: Open, Options: Non-Directory . NT AUTHORITY \cucTema
18:25... winlogon.exe C\ngmmDa{a\SemmySvc\lcu sfdbico MAME NOT FOUND Desired Access: Delete, Disposition: Open, Options: Delete On Close, Attributes: n/...NT AUTHORITY \crcTema
18:25:.. winlogon. exe Desired Access: Genenic Write, Read Attibutes. Disposition: Open, Options: Synch... NT AUTHORITY \cicrema

480 BACreateFile

The following indicators show S|m|Iar|t|es between Wingbird and Finfisher.

Indicator (Wingbird)

Checks presence of ico_ty23.ico

Checks presence of ico_sfd6.ico

Contains link to mssounddx.sys

Checks presence of *.dat files
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| was able to get 32-bit version of mssounddx.sys rootkit. As you can see on screenshot
below, authors masked its file as legitimate Microsoft driver.

mssounddx.sys Properties

Pt

File description
Type

File version
Product name
Product version
Copyright

Size

Date modified
Language
Criginal filename

General Securty Detaills  Previous Versions
Property Value
Description

Microsoft Direct Sound Provider

System file

5.3.2600.2130

Microsoft® Windows® Operating System
5.3.2600.2180

2 Microsoft Corporation. All ights resery...
528 KB

11.01.2017 17:09

English (United States)

mssounddx sys

Remove Properties

and Personal Information

Cancel

Apply

Like Wingbird rootkit, Finfisher rootkit is protected from statical analysis. The code from
DriverEntry and other functions in mssounddx.sys are representing a loader that decrypts

content of BIN resource, where 2nd encrypted driver is located.

w# [mssounddx.sys] - Cerbero PE Insider 1.0.2

BEE R P&
[ Format

[ 4

0w

SHA-1

€=

= | FS50A7DA6E3ABAG15CES7(9632D1E3203FF926DBF

(2, Analysis [Resource Directory]

2 Dos Header
E£ Rich Signature

v E2 Nt Headers

2 File Header
v [ Optional Header
2 Data Directories

2 Section Headers
| Import Directory
| Resource Directory
|E Relocation Directory
| Debug Directory
| |AT Directory

Offzet

00000000
00000010
0ooonozo
00000030
. oooooo40
Crypted driver s

00000060
00000070
00oonoso
ooooooso
00000040
000000BD
0ooonoco
00000000

Resources
v [@ "BIN"
101 - [lang:1033]
|8 Version info

Tree

o1 2z 3 4 5 &8 7

Zh 90 §E 5F Z9 90 3E 5F
64 6F 8E 5F 64 6F 3E 5F
Zh 6F 8E 5F ZA 6F 8E 5F
2k 6F 8E 5F ZA4 6F 8E 5F
74 72 34 51 74 Ca 3D 9C
F1 ZC 48 C& 83 43
F? 60 03 D3 D7 12
DE 5B 2F D& FO 56
D4 56 22 D2 D4 56
D4 56 22 D2 D4 56
D4 56 Z& D& D4 56
D4 56 22 D2 D4 56
D4 56 22 D& D4 56
D4 56 22 D2 D4 56

Rootkit code does following actions in DriverEntry.
1. It is looking for corresponding BIN resource into .rsrc section.
2. It allocates memory block from kernel pool and copies into it content of BIN resource with
size 0xc180 (encrypted driver).

3. Decrypts data in allocated pool block.

& 9 4 B CDE F

ZD 90 §E 5F D2 6F 8E 5F
24 6F 8E 5F ZA 6F 8E 5F
24 6F 8E 5F ZA 6F 8E 5F
2A 6F 8E 5F 74 6D 8E 5F
55 7E 3C DO 93 5F 63 B3
Ez ZE OF D5 83 40 61 BEo
F? 7B 15 9D B3 34 4B ED
D4 56 22 Dz D4 56 22 D2
D4 56 22 D2 D4 56 22 D2
D4 56 22 Dz D4 56 22 D2
D4 56 22 Dz D4 56 ZZ D2
D4 56 22 Dz D4 56 22 D2
D4 56 22 Dz D4 56 22 D2
D4 56 22 D2 D4 56 22 D2

Azecii
L A T«
jo._Jjo._*o._*o.
*o._*0._¥Fo._*o.
Fo._*o._Fo._zZm.

trddt.=.U-<.. _h.
LGHOCA [ia.
T B -
N A AT AT
P L T
AL TAL A i
PTEA A T
P AL T
LTTLLETLLTTLLE
P L T
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4. Prepares PE-file of encrypted driver for work: applies fixups, fills some internal variables
(ptrs to import functions).
5. Passes control to DriverEntry of decrypted driver.

.text:FGC7 188G nov esi, edx
-text:Fo6C71888 xor esi, SF1ECAGTh
.text:FGC718BE chr eax, 2
.text:F6C71891 push edi

.text:F6C71892 moy [ecx], esi
-text:FOC71894 lea edi, [eax-1]
text:FACT1897 ®or esi, esi
.text:FGC71890 test edi, edi
-text:FGC7189B jhe short loc_F6C718B2
-text:FACT7189D push ebx

-text:FAC7189F

-text:FO6C7189E loc_FG6C7189E: ; CODE XREF: fnDecryptDriver+37]j
-text:FOCT7189E mouy eax, [ecx+esixyry]
.text:FGC718A2 mou ebx, eax
-text:FOC718AY Xor ebx, edx
-text:FO6C718R6 mou [ecx+esi=h+4], ebx
.text:FGC718AN inc esi

.text:FOGC718AB cmp esi, edi
-text:FAC718AD mouy edx, eax
-text:FAC718AF jb short loc_F6C7189E
-text:F6CT18B1 pop ebx

-text:F4G718B2

-text:F6C718B2 loc_FG6C718B2: ; CODE XREF: fnDecryptDriver+23Tj
.text:F6C718B2 pop edi

.text:FGC718E3 pop esi

-text:FOC718BY pop ebp

-text:F6C718B5 retn 8

.text:F6C718B5 fnDecryptDriver endp

Second driver uses following kernel functions.

Code injection.

5/7


https://3.bp.blogspot.com/-X404B77urUc/WHd0Y_arR6I/AAAAAAAAEVs/SctskGg33psMOTVOKTZOGkwRlaOnFvagwCLcB/s1600/9999.png
https://2.bp.blogspot.com/-qYgKS_9sd-4/WHd46cTSseI/AAAAAAAAEV4/TlBySnr3KSEN9yb4pwulK5Env8NwlDjfQCLcB/s1600/88.png

-text:80818982
-text:80818983
-text:80818986
-text:8681898C
-text:86818912
-text:86818913
-text:80818916
-text:868818919
-text:8681891C
-text:86881891F
-text:80818922
-text:80818927
-text:80818928
-text:80818928
-text:8681892C
text:86818931
text: 000818934
-text:8081893A
-text:80818938
text:86818941

push eax
push [ebp+uar_2C]

call ds:PsLookupProcessByProcessId
lea eax, [ebp+uar_84]
push eax

push [ebp+uar_20]

call [ebp+pEeStackAttachProcess])

push [ebp+uar_34]
push [ebp+uar_3C]
push [ebp+uar_38]

call memcpl)

push edi

push [ebp+uar_48]

push esi

call memcpl)

add esp, 18h

lea eax, [ebp+uar_84]

push eax

call ds:KelUnstackDetachProcess

push 2CCh

Next picture demonstrates logic of 2nd driver execution.

DriverEntry creates
additional thread for
performing all major

operations

Calls KeStockAttochProcess
for attaching to Winlogon
address space

Copies shellcode into

Winlogon address space

Start of shellcode looks like.

Rootkit code starts to
prepare malicious

Rootkit code retrieves

pointer to

ntoskrnlINtCreate Thread

shellcode for Winlogon

Allocates virtual memory
inte Winlogon and
prepares shellcode for
execution

Calls

function

Rootkit retrieves list of
processes for looking
Winlogon PID

Waits shutdown

ntoskrnlINtCreate Threod to
initiate the execution of a
thread

(Winlogon termination)
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.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:

geo116880
gap11880
fpe11680
080811885
gee1188A
gae1188A
668611684
g8011088B
aaa11691
aae11a897
0881169D
gae11en3
gaa118n9
008811 6AF
gag11681
88811886
gae118BC

Conclusion

E8
ES

D
81
&9
89
89
8D
&D
G6A
68
FF
EB

E2
[5]]

ED
85
)
BS
BS
BD
60
FF
BS
3c

53]
[5]]

an
65
1
5D
BS
71

1F
65
8n

18
16
16
16
16
16

7C
16
an

loc_11680:
5]}
515}

loc_1168A:

a1+
a1+
a1+
91+
a1+
a1+

[HY
a1+
aa

call
call

pop
sub
mov
mov
mou
lea
lea
push
push
push
call

; DATA XREF:
sub_11Ba47
$+5

; DATA XREF:
ebp

ebp, offset loc_1188A
ss:dword_11665[ebp], eax
ss:dword_11655[ebp], ebx
ss:dword_1165D[ebp], esi
esi, dword_116B5[ebp]
edi, dword_11671[ebp]

a

G@C27CAFFFh
ss:dword_11665[ebp]
sub_11AFD

sub_10498+CTo

-data:8861188E o

As you can see from the analysis, we haven't seen something new in Finfisher rootkit. Like
other drivers that are used by attackers, it is intended only for one purpose - for injection

malicious code into Winlogon process. Nevertheless, authors use some anti-analysis tricks,
including, driver encryption and obfuscation some data that driver keeps in kernel memory.
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