Goldeneye Ransomware — the Petya/Mischa combo
rebranded

blog.malwarebytes.com/threat-analysis/2016/12/goldeneye-ransomware-the-petyamischa-combo-rebranded/

Malwarebytes Labs December 15, 2016

UU$$$$$$$$$$$UU

U$$$$
t%

From March 2016 we’ve observed the evolution of an interesting low-level ransomware,
Petya — you can read about it here. The second version (green) Petya comes combined with
another ransomware, packed in the same dropper — Mischa. The latter one was deployed as
an alternative payload: in case if the dropper was run without administrator privileges and
the low-level attack was impossible. This combo is slowly reaching its maturity — the authors
fixed bugs that allowed for decryption of the two earliest versions. Now, we are facing an
outbreak of the fourth version — this time under a new name — Goldeneye, and, appropriately,
a new, golden theme.

In this post we will take a look inside, in order to answer the question of whether or not any
internal changes followed the external alterations.

Analyzed sample

435076f9c8900cbdfc48a15713b1c431 — Goldeneye Decrypter (original)

// special thanks to @procrash

Distribution
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Currently Goldeneye is distributed by phishing e-mails, in campaigns targeting Germany. The
same pattern of distribution was observed in first editions of Petya ransomware. Germany
seems to be an environment familiar to this ransomware author (who is probably a German
native speaker) and his testing campaigns are always released in this country. However, the
threat will probably go global again, as the affiliate program for other criminals is going to be
released soon.

Behavioural analysis

After being run, the malware installs its copy in the %APPDATA% directory, under the name
of a random application found in the system:

AppData » Roaming » {ec080e30-3992-4d5c-8491-2c7167652c92}

n library = Share with = Mew folder

e

Mame Date modified Type Size

(7] ksetup.exe 2016-12-08 00:26 Application 256 KB
The installed copy is automatically executed and proceeds with malicious actions.

In the past, the dropper of Petya/Mischa used to trigger a UAC popup window. If the user
had agreed to run the sample as the Administrator, he/she was attacked by the low-level
payload: Petya. Otherwise, the high-level Mischa was deployed.

In the current case the model of the attack is different and looks more like a case of Satana
ransomware.

First, the high-level attack is deployed and the files are encrypted one by one. Then, the
malware tries to bypass UAC and elevate its privileges by its own, in order to make the
second attack, this time at low-level: installing Petya at the beginning of the disk. The bypass
works silently if the UAC is set to default or lower. In cases where the UAC is set to max, the
following window pops up repeatedly, till the user accepts the elevation:

2/16


https://www.malwarebytes.com/ransomware
https://blog.malwarebytes.com/threat-analysis/2016/06/satana-ransomware/

r L

@' User Account Control @

Do you want to allow the following program to make

~ changes to this computer?

@ Program name:  File Operation
Werified publisher: Microsoft Windows
CLSID: {3ADO5575-8857-4850-9277-11 BESEDBEEDS ]
Show information about this publisher's certificate

(A) Hide details Ve || Mo

Change when these notifications appear

The used bypass techniques works on both — 32-bit and 64-bit — versions of Windows, up to
Windows 8.1. On Windows 10, even if the UAC is set to default a popup is displayed — but
not revealing the real name of the infecting program, i.e.

User Account Control by

Do you want to allow this app to make
changes to your device?

Microsoft\fsavailux

Verified publisher: Microsoft Windows

Program location: "CAWindows\System32\Codelntegrity
\fsavailux.exe”

Show infarmation about the publisher's certificate
Change when these notifications appear

Hide details

Yes No

The high-level part (former Mischa)

On the first stage of the attack, files are being encrypted one by one. The malware drops the
following note in TXT format:
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File Edit Format View Help

vou became victim of the GOLDENEYE RANSOMWARE! -

Encrzpt'i on algorithm. There is no way

The files on your computer have been encrypted with an m'i'I'itarﬁ grade
i e darknet page shown in step 2.

to restore your data without a special key. you can purchase this key on €
To purchase your key and restore your data, please follow these three easy steps:

1. Download the Tor Browser at "https://www.torproject.org/". If you need help, please google for

"access onion page”.
2. visit one of the following pages with the Tor Browser:

http://golden5sadeqgranh?. onion,/yC5pDbHp
http://goldenydvs3nyoht. oni on& 5pDbHp

3. Enter your personal decryption code there:

VC 5pDbHpaouMur4vkeQd4cvarjjvggavarhrpozvwPeeopoNywvwDoT 2MqEX2Q3 97y 902may 5 cF89xG55TgXELC 6Ne SnovT v

Files that are encrypted are added random extensions:

.

Mame Date Type Size
__| dump.bin.yC5pDbHp 2016-12-07 18:06 YCS5PDEHP File KB
__| main.cpp.yC5pDbHp 2016-12-07 18:05 YCSPDEHP File 4 KB
|| squarel (another copy).bmp.yCS5pDbHp  2016-05-26 23:58 YCSPDEHP File 141 KB
__| squarel (copy).bmp.yC5pDbHp 2016-05-26 23:58 YCS5PDEHP File 141 KB
.| squarel bmp.yC5pDbHp 2016-05-26 23:58 YCSPDEHP File 141 KB
| __| wrapper.h.yC5pDbHp 2016-12-07 18:05 YCS5PDEHP File 2KB

If we have two files with the same plaintext they turn into two different cipher-texts — that
indicates that each file is encrypted with a new key or an initialization vector. The high
entropy suggests AES in CBC mode.

Visualization — original file vs encrypted one:

The low-level part (former Petya)

The second stage of infection is deployed after encrypting the files. The behavior of second
payload is no different than in the previous versions of Petya. After the malware is deployed,
system crashes and starts with a fake CHKDSK. It pretends to be checking the disk for
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errors, but in reality it performs Master File Table encryption, using Salsa20. After it is
completed, we are facing a familiar blinking skull — this time in yellow/golden color:

uug999999995%uu
uu9999999555559999%uu
uGee5595955555595955%u
u99999999999595999999999%u
u9999999555555999999959555u
uGHSeSeosesoS555555555955%u
ugg9eed=  =GHYx  =§55555u

=#5555= uSu §55959=
555u uSu u559
$55u usss usss

*9999uugss g$$uu$$$$*
*G999999=  =5H55555

u$959555u5555555u

UG =G =G =G xGxGxGu
uuu 55u5 5 S 5 Sus5 uuu
u555s 55555uSu5usssS u5559

5555%5uu =595555595= uu$55555
u$555%5559555uu et uuuu§s9555959
§555=%=555555555%uuu  uuS55555555%==555=
232 =>x55559555555un xS
unuun ==5555555555uun
uS5Suuuss5355555%uu *=55535555555uuusss

§99999590  wwnx #=55955559555=
*55999% #% GGG Gren
599= PRESS ANY KEY! 5555

After pressing a key, we can see the screen with the ransom note:

You became uictim.uf the GDLDEHEYE RaNSOMWARE?

The harddisks of your computer hawve been encrypted with an military grade
encryption algorithm. There is no way to restore your data without a special
key. You can purchase this key on the darknet page shown in step 2.

To purchase your key and restore your data, please follow these three easy
steps:

1. Download the Tor Browser at "https: s www.torproject.orgs". If you need
help, please google for “access onion page".
2. Visit one of the following pages with the Tor Browser:

http: - goldenh jngucZ2lld . onion/ngWPicSx
http:rrgoldenZugqpigeshj.onion/ngWPicShx

. Enter your personal decryption code there:

ngWP ic-5xHNJB-JPo2ap-H?gDgS-0oMbCU-PCAEbX-SACH ju-3 jF3oe-EiDXB3-8huJBg-
cYDbGH-9izgGC-f ZBNPM-1pGa5R-DgZZH5-eKA9eh

If you already purchased your key, please enter it below.

Key:

Page for the victim
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On every edition all the pieces of the ransomware had a consistent theme. This time is no
different. The page for the victim, that is hosted on a Tor-based site comes in very similar
theme like the ransomware itself:

SS & - € golden5adegranh7_onion

**) GOLD3IN3H3 i .
RAMSOMWARS [(@Payment @ FAQ & Support

Step 2: Purchase Bitcoins

mended to purc
ould skip this s

d Credit Card

y to the payment add

After paying the ransom, the victim is provided with a key to decrypt the first (bootlocker)
stage and a decrypter to recover the files:
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) GOLDENEVE Decrypter =R

Step 1: Find encrypted files

First you have to find the encrypted files on your computer. You can either let this program
search for encrypted files automatically, or select files manually.

Search encrypted files

If you know the extension of the encrypted files, you can enter it below and speed up the
search process.

File extension (opticnal): .. HR00XK

Search

Select encrypted files

Please select or drag file you want to decrypt.

The decrypter requires having a proper key in order to work:

r-

) GOLDENEVE Decrypter =R

Step 2: Decrypt files

Mow you have to enter your purchased password. WARNING: Please check your input! If you
decrypt your files with a wrong password, you could destroy your files! Please consider to backup

the encrypted files.

Paszsword:

Repeat password:

Backup encrypted files (recommended)

Affiliate program
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In the past, Petya/Mischa combo was available as RaaS (Ransomware as a Service).
Following the changes in the layout, the Twitter account associated with the criminal(s)
behind the malware, also changed the theme of the profile, and updated the information
about the affiliate program status:

TWEETS FOLLOWING FOLLOWERS LIKES

31
Tweet
JANUS e
@JanusSecretary Pinned Twee
- JANUS @JanusSecretary - 2h
9 Severnaya affilatesystem will open for public in few
] Joined June 2016 weeks

©

It confirms that the actor behind Goldeneye as well as the methods of redistributing it didn’t
change.

Inside

This ransomware is very complex, having multiple pieces that have already been described
in our previous articles. That’s why, in this one we will focus only on the differences
comparing to the previous editions. Let’s start from the core.dll, that is the PE file that we get
after unpacking the first layer.

The core.dll

Just like in the previous versions, the main application is a DLL (core.dll), packed by various
crypters and loaded by a technique known as Reflective Loader.
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Offset Marne Value Meaning

EBA0 Characteristics 0

EBO4 TirneDateStamp 58454F3A

EB9& MajorVersion 0

EB9A MinorVersion ]

EBSC Mame FiC2 coredll

EBAD Base 1

EBAd MumberOfFunctions 1

EBAB MumberOfMames 1

EBAC AddressOfFunctions F7B3

EBBO AddressOfMames FIBC

EBB4 Address0fMameCrdinals F7Co

Details

Offzet COrdinal Function EVA Mame RVA Marme
EEBBE 1 CBa5 F7CE _Reflectivel nader@4

In the past Petya and Mischa were two separate modules delivered by this DLL. The dropper
was deciding which one of them to deploy, by making an attempt to run the sample with
Administrator privileges — no UAC bypass was used, only social engineering. Now, however,
it comes with two DLLs that perform UAC bypass — one for 32 bit and another for 64 bit
variant of Windows. It decides which one to deploy, basing on the detected architecture.

The internal logic of this module changed a bit. There is no Mischa.dll separated. Instead,
the core.dll covers the functionality of encrypting files as well as of installing disk locker
afterwards. The payloads are XOR encrypted and stored in the last section of the PE file
(-xxxx):

o E core.dll
D05 Header
@ DoSstub
4 MT Headers
Signature
File Header
Opticnal Header
Section Headers
4 Sections
4 B et
=p EP = E160
rdata
.data
Treloc
20000

Section .xxxx contains:

 the low level part (former Petya)
e 32 bit DLL (elevate_x86.dII)
e 64 bit DLL (elevate_x64.dll)
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(The two DLLs used to UAC bypass are based on the technique similar to the one described

here.)

At first run, the core module makes its own copy into %APPDATA% and applies some tricks
to blend into the environment:

e Choosing the application name at random, out of various applications in System folder

e Changing own timestamp to the timestamp of Kernel32.dll (the so called
“timestomping” technique).
Adding to its resources the resource of the genuine Microsoft application, under which
name it is installed:

[ETQETRING Jhr

BFOOC4FE
AFOOCSEE

BFOOCSAT
BFOOCSE3
BFOOCSEE
BFO0OCEE0
BFOOCSEF
BFOOCE14
BFOOCES12
BFDDCE1R
BFOOCS1E
BFOOCS21
BFOOCEZ2
BFOOCE2E
BFOOCE2E
BFOOCEZE
BFOOCE21
BFDDCE2E
BFOOCS3V
BFOOCS33
BFOOCEZE
BFOOCE2F
BFOOCE4 1
BFOOCE42
BFODOCS42

Result:

P e L g e

PUSH Bl

PUSH EDI

CALL DWORD PTR DZ: [ERR+E:292]
MOY EBF,.ERA

TEST EEF,EEF

JHE SHORT corel.BFDOCE14

KOR ERX,.ERX

JHMP corel.BFOOCS3E

HMOU ERX,.OWORD PTR DS: [E:FOE22C4]
PUSH EEP

PUSH EDI

CALL DWORD FPTR D5: [EAR+E=22C]
TEST ERX,ER:x

JE SHORT corel.@FOOCSED

PUSH _ERX

MOU ERA,.OWORD PTR DS: [E:FOE22C4]
CALL DWORD PTR DS: [EAR+EH2AE]
MOU DWORO PTR S5: [ESP+E:CI, EAX
TEST ERH,ERA

JE SHORT corel.BFOOCSAD

MOU ER:,.OWORD PTR DS: [B=FOEZ23C4]
FUSH EEX

PUSH BuE

PUSH ESI

CALL DWORD PTR DS: [EARR+EH2A4]
MOU EBX, ERX

kernel32.FindResourcer

kernel32. LoadResource

kernel32. LockResource

kernel32.BeqinUpdateResourcer
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Roaming » {498fe69f-e96e-4f5h-aele-8004257933f} -

with = Mew folder

MName Date modified Type Size

[ efsuiexe 2016-12-14 20:06 Application 86 KB

Resource Hacker - efsui.exe E\@

File Edit Wiew Action Help VersionInfo: 1:0

[ | \ — (- Dialog D a @
D AEE M 0020 mek e
4 - || Version Info 1 -
--------- wl:0 2 1 VERSIOMINFO N

3 FILEVERSION ©,1,7600,16385
4 PRODUCTVERSION 6,1,7600,16385
5 |FILEOS Ox40004
il FILETYPE 0Ox1
7 |4
8 |BLOCK "StringFileInfo”
g |{
10 BLOCK "040904B0"
11 {
12 WALUE "Companylame”, "Microsoft Corporation”
13 WALUE "FileDescription”, "EFS UI Application”
14 VALUE "FileVersion”, "6.1.7600.16385 (win7_rtm.090713-1255)" =
15 VALUE "InternalMame"”, "efsui”
16 WALUE "LegalCopyright”, "© Microsoft Corporation. All rights reserved.”
17 VALUE "OriginalFilename”, "efsui.exe”
18 WALUE "ProductMame”, "Microsoft® Windows® Operating System”
19 VALUE "ProductVersion”, "6.1.7600.16385"
20 3
21 [}

Some of those tricks remind us of Cerber ransomware and they were probably inspired by it.

Then, the dropper deploys the installed copy and proceeds with encryption.

The file cryptor (former Mischa)

The file cryptor feature is now implemented inside the core.dll.

It behaves similarly to the former Mischa ransomware — the only difference is that now it is
employed before the low-level attack, rather than being an alternative.

Attacked targets

Files are attacked with the following extensions:
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doc docx docm odt ods odp odf odc odm odb xlsm xlsb x1k x1s x1sx
pps ppt pptm pptx pub epub pdf jpg jpegB rtf txt frm wdb 1ldf myi
vmx xml xsl wps cmf vbs accdb cdr svg conf cfg config wb2 msg azw
azwl azw3 azw4 lit apnx mobi p12 p7b p7c pfx pem cer key der mdb
htm html class java cs asp aspx cgi h cpp php jsp bak dat pst eml
xps sqgllite sql js jar py wpd crt csv prf cnf indd number pagesN
po dcu pas dfm directory pbk yml dtd rll cert p12 cat inf mui
props idl result localstorage ost default json db sglite bat x3f
srw pef raf orf nrw nef mrw mef kdc dcr crw eip fff iiq k25 crwl
bay sr2 ari srf arw cr2 raw rwl rw2 r3d 3fr ai eps pdd dng dxf dwg
psd ps png jpe bmp gif tiff gfx jge tga jfif emf 3dm 3ds max obj
a2c ddspspimage yuv 3g2 3gp asf asx mpg mpeg avi mov flv wma wmv
ogg swf$ ptx ape aif wav ram ra m3u movie mpl mp2 mp3 mp4 mp4v mpa
mpe mpv2 rpf vlc m4a aac aa aa3 amr mkv dvd mts qt vob 3ga ts mdv
rm srt aepx camproj dash zip rar gzip vmdk mdf iso bin cue dbf
erf dmg toast vcd ccd disc nrg nri cdi

Encryption

Files are read in chunks, each is 1024 bytes long. Then, they are processed by the built-in
implementation of AES.
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1888BC93 push 1824
1806BC?8 l1lea eax, [esp+ADEAh+var_A74]
1888BCPF push eax
1888BCAA push ebhx
1888BCA1 call duword ptr [ecx+2DBh] ; ReadFile
1808BCAY test eax, eax
1888BCAY? jnz short loc_1888BCCF
L 4
bl e =

18868BCAB mov eax, dword_188128Ch4
1800BCEBA call dword ptr [eax+2E8h]
1H06BCEBS cmp eax, 997

188BBCBE jnz loc_100BBEB4

Ll s =]

18868BCC1 mov eax, dword 186128CY
1888BCCSH push BFFFFFFFFh

188BBCCE push edi

1800BCCY? call dword pty [eax+2ECh]

1888BCCF

1888BCCF loc_186BBCCF:
188BBCCF cmp
1888BCDY jz

loc_1068BD94

[esp+@D74h+var DS5A], @

FFE

1848BCDA lea eax, [esp+BD74h+var LAL]
1888BCE1 push eax

188BBCE2 lea eax, [esp+AD7Bh+var_ATL4]
1880BCE? push eax

1808BCEA 1lea eax, [esp+AD7Ch+var_D1C]
1888BCEE push eax

1888BCEF push 1824

1888BCFY lea ecx, [esp+BD&4h+var BEC]
1888BCFE call encrypt_chunk

188880 A0 add esp, 18h

The easiest way to analyze the encryption algorithm used, is by reversing the original
decrypter, provided by the ransomware author to victims that paid the ransom. The decrypter
is written in .NET and not obfuscated.

Looking at the decrypter code we can confirm that each file is encrypted using AES in CBC
mode. The AES key is 32 byte long, and it is the taken from the beginning of SHA512 hash
of the password.

The initialisation vector is random for every file and it is stored in its content:
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eam({binaryReader. » rijndaelManaged.CreateDecryptor(hash, array),

The disk locker (former Petya)

This part of the Goldeneye ransomware is written at the disk beginning and is independent
from the operating system. It is made up of a bootloader and a tiny, 16-bit kernel. At the very
first sight we can suspect, that it is nothing more than a refactored Petya. That's why, for the
simplicity | will refer this part as Petya Goldeneye.

Indeed, comparing the current edition with Petya 3 (described here) we can see, that the
encryption algorithm and the codebase hasn’t changed. Yet, we can spot some differences.

Encryption

All versions of Petya use Salsa20 to encrypt MFT. In the current edition, the implementation
of Salsa20 is identical like in the former version.

See the BinDiff screenshot below — Petya Goldeneye vs Petya 3:

similarity confidence change EA primary name prir‘rTar}r EA secondary name secondary
1.00 088 0 - 00003462 rotl 0000964 sub_96C4_70
1.00 088 0 e 00009578 =20_columnround 000097 D4 sub 9704 73
1.00 099 ------- (0009738 =20_crypt 000099FA sub_99FA_79
1.00 0es 0 e 00009508 =20_doubleround 0000983 A sub_983A_74
1.00 0es 0 e 00009604 s20_expand32 00009936 sub 9936 78
1.00 098 - 00009652 =20_hash 00009864 sub 98B4 77
1.00 0gs - 000095EC =20_littleendian 0000984E sub_984E_75
1.00 1 00009494 s20_quarterrcund 000096 FC sub_96FC_T1
1.00 088 0 - 00009628 c20_rev_littleendian 0000988 A sub_988A_TH
1.00 088 0 e 00009518 =20_rowround 0000977 A sub 9774 72

We can safely assume, that just like in the previous case the Salsa20 has been implemented
correctly — means, this edition of Petya is not decryptable by external tools.

What has changed in the code?
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Although the main parts of the code didn’t change, still we can notice that some refactoring
has taken place:

0.99 0.99 -—— 00008Co8 deploy_crypt 00008ES2 sub_8E52 61
099 0.99 -——- 0000211A fake_chkdsk 00008114 sub_811A 34
093 0.98 Gl----- D000&8DE2 deploy_salsa 00003 FAD sub_8FAD_62
093 0938 Gl----- D000&8FAG mft_salsa_crypt 00009146 sub_9146_63
072 0.98 GI---L- 00009385 xor_crypt 0000951k sub_951E 64
0.69 0.95 -I--E--  0000891E reboot_disk 00002ADA sub_BADA 47
0.27 0.65 GI--ELC 00008220 decrypt 00008228 sub_B8228_36

The most important changes are about the way in which the encryption/decryption is applied.
The author added more checks and simplified the decryption function. Yet, the changes are
rather about improving the code quality rather than introducing some new ideas.

Layout

Just like in the previous cases, Petya’s code is written at the beginning of the disk — however,
now the layout is more compact. The code of Petya’s kernel starts just after MBR, without
any padding. Due to this, other important sectors are also shifted. For example, the data
sector, where the random salsa key is saved®, is now placed in sector 32:

Q00003FFO OO OO OO OO0 00 OO0 00 00 00 00 00 00 OO0 OO0 00 00

00004000 00 |65 65 85 D1 CC 56 41 82 DE 20 T4 CZ2 53 DO 03 Sector 32
00004010 EE_LB C% A3 5E FE 55 DC 01 SC A7 19 OF 12 3E EJ

00004020 B2 8C ES Fo Ef 86 25 B8 Eﬂ 68 74 T4 TO 34 2F ZF

00004030 &7 6F &6C 64 65 6E 68 6L 6E 71 T& 63 32 6C &6C 64 goldenhjngwvc2lld

Q00004040 2E &6F 6E €% &F 6E 2F 72 Th 76 6L 34 33 €6 57 00 .onion/rzvj43fW.

00004050 00 OO0 OO OO OO0 OO0 OO0 OO0 OO0 OO0 00 00 00 00 00 00 ....viivieinrinnrnnn

00004060 OO0 OO OO OO OO OO OO0 OO0 OO0 68 74 T4 70 3A 2F 2F ......... http://

00004070 &7 &F 6C &4 65 6E 32 75 71 70 €9 71 €3 73 36 6L goldendugpigcse]

Q00004080 2E &F 6E €% &F 6E 2F 72 Th 76 6L 34 33 €6 57 00 .onion/rzvij43fW.

* just like in all previous editions, this key is erased after use. Read more about the full
procedure here.

Summing up, all the sectors are shifted towards the beginning of the disk.
Data sector:

o Petya3: 54
e Petya Goldeneye: 32

Verification sector:

o Petya3: 55
o Petya Goldeneye: 33

Original MBR (xored with 7)

e Petya3: 56
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o Petya Goldeneye: 34

Conclusion

Goldeneye ransomware is yet another step in the development of the Petya/Mischa bundle.

The redesigned dropper coupled both elements together in a new way, that makes it even
more dangerous. At the current stage the product doesn’t seem decryptable by external

tools. We strongly advise to be very vigilant about opening e-mail attachments, because this

is still the main way of distribution of this ransomware.

During the tests, Malwarebytes has proven to protect against the malicious payloads
attached to Goldeneye phishing e-mails:

R Hd9 ™ a 9|5 Bewerbung als Administrater Controlling 8 5ales Emerging Markets - Message (HTML) =

m Message

eetin v B4 Finc '
X QR g D) Soe (3 B s\

a
& Junk Delete | Reply Reply Forward ?‘ Move lj Actions = | Mark Categorize Follow | Translate Zoom
All 2 Mare ~ - Unread - Up~ by Select -

Delete Respond Move Tags ] Editing Zoom
From: Sent: I
To: info
Coc
Subject: Bewerbung als Administrator Controllmg & Sales Emerging Markets

Sehr geehrte Damen und Herren,

hiermit bewerbe ich mich bei Thnen fiir die die Stelle als Administrator Controlling & Sales Emerging Markets. Meine
vollstindigen Bewerbungsunterlagen kinnen Sie dem Anhang entnehmen.

Ich freue mich auf Thre Riickmeldung und stehe Thnen bei Riickfragen jederzeit geme zur Verfiigung.

Mit freundlichem Grull

@ Exploit automatically blocked

Rolf Drescher
Malwarebytes detected and blocked an exploit. It is no longer
a threat to your computer.

Affected Application:  Microsoft Office Excel
Protection Layer: Application Behavior Protection

Protection Technique: Exploit payload file blocked

” Malwarebytes et

I View Report Close
-

E=aNn

This was a guest post written by Hasherezade, an independent researcher and programmer

with a strong interest in InfoSec. She loves going in details about malware and sharing threat

information with the community. Check her out on Twitter @hasherezade and her personal

blog: https://hshrzd.wordpress.com.
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