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Malware coders are advertising a new Android trojan that can be used for phishing banking
credentials, intercepting SMS messages, locking devices with a password (ransomware-like
behavior), and more.

The trojan's name is Exo Android Bot, or Exobot, and is being advertised and sold via
Jabber/XMPP spam, via hacking forums, Dark Web marketplaces, and even on the public
Internet via a dedicated website.

According to the information we were able to unearth, the trojan has been sold as early as
mid-June 2016, when its creator (or one of its creators) had opened a topic on a Russian-
speaking hacking forum (image below).
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Shortly after, a listing appeared on AlphaBay, the largest Dark Web marketplace for illegal

products.

@ 0 17.06.2016, 04:05

Buumanne! Y HAC HeT caiiTa, HeT NapTHepoBIPECeNEPOB, HET APYTHUX KOHTAKTOB!
CeA3b TONLKO Yepes pradbep Ha aomede exobot.pw

Attention! We don't have website, parinersiresellers or something like that
Yfou can contact us only via jabber on domain exobot.pw

Exobot — 6ankosckuil TposH ans Android 4-7 + Nloagep cepsuc

Mpueet!
Ml PEACCTABNARM CEPBUC aPeH/sl 60Ta AnA AHApoua,. (English text below)

BoamowHocTh GoTa:

Upnara

— CC rpa66ep (telik Google Play coBUpaeT: HOMED KapTel, CVC, cpok AefcTBUA 1 T.N.)

— KACTOMU3HPYEMBII CIMCOK NPUIOKEHII, HA KOTOpLEX NoABnseTcs CC rpaBbep

— BeBuHxerTbl ((heliki BAHKOBCKIK NPUNMKEHIHA) (+ Mbl Agnaen (efikin ANA BaLIMK NPUNOKEHN)

— MNepexear v yaaneHne SMS Ha ecex BepcumAx Android (Bo3mMoXHOCTE YOANEHWA HA YCTPOACTEAX Bhile 4.4 NOKYNaeTCA OTARNLHO)
— MomeHTankHee yaeaomneHus Jabber ¢ codpaqHoi nHdopmaumed (CC, BeGrHMEKTE, SMS € yKa3aHHEX HOMEDOB)
— YnpaeneHue dotTami uepes SMS

— UUSSD zanpockl

— OTnpaska SMS

— Maccosblii SMS cnam; no BCem KOHTAKTAM GOTa MW CIMCKY BAWWK HOMEROE

— Bnoknposka Aesalica (OTKMOYEHWE 3KPaHa, 3BYKA, CMEeHa Napons)

— BNOKKWPOBKA 3kPaHa yKkasaHHoA BeG-cTpaHuUed

— ApToBKkmioyeHne Wi-FiiMOBHILHOTO HHTEPHETA K 3anycke

— ABTOCKPLITHE HEMENATENLHLIX NPMNOKEHWA (AHTMBUDYCH, YUCTAWME NDANMHEHNA) Ha Aesalice

HononHUTENEHEIE NAATHEIE BOWMOKHOCTI

Uwara

— lNoanep cepsuc (aAMWH NaHens + apk) — $1500/MecAl, TONLKo ANA KniteHToB Exobot
— Mogyne Mpa66ep koxtakios — $300 3a nogrmouenne
— Moagyne gnd yaanedwa SMS Ha Android selwe 4.4

Tawke:

Upnara

— CTabunkHan pasota Ha Android 4, 5, 6, 7 (TEneqioHb! U NNAHIWETEI)
— OYHKUMOHANEHAR BMUH-NAHENE
— BOT He TpeBYeT root-npas
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a) AlphaBay Market

HOME SALES ME

®_ Software & Malware Botnets & Mal
B8 LISTING OPTIONS

Contact Seller

Favorite Listing

Favorite Seller

Alert when restock

Report Listing

BROWSE CATEGORIES

O Fraud 32377
O Drugs & Chemicals 174302
[ Guides & Tutorials 11822
O Counterfeit ltems 6297
O Digital Products 14243
O Jewels & Gold 1415
O Weapons 2750
O Carded ltems 2995
O Senices 6439
O Other Listings 3019
O Software & Malware 2443
O Security & Hosting 609

[l SEARCH OPTIONS

Search terms:

Listing type:

@a1 OFixedPrice O Auction
Preduct type:

®a1 Opigital OPhysical
Price range:

UsSD | 0.00 to USD | 99999.99

Origin country:

| any ]
Ships to:

| Any El
order by:

| Mostpopularitem ||

Active vender:

| Active vendor listings |~ |

Automatic fulfillment:

| Alllistings ~|
Multisig options:

| Allistings

Bulk discounts:

GES ORDERS

Logged in as .
Balance: BTC 0.0000 / XMR 0.0000
Autoshop Logout

BALANCE ( FORUMS AP|

LISTINGS JPPORT

Botnets & Mal Exo Android Bot i

Exo Android Bot

Exo Android Bot its a recoding work which we ve bought the source code from author before dissapear on february, Now we worked
during 4 months day after day to add new feature and bug fixes and stability Main features list
- SMS intercept (send the sms content to admin panel in real time. Ifis

desired with jabber notifications teo, can be conf..

Sold by exosales - 0 sold since Jul 8, 2016 [RIELLGIA RN W 1 TE I K== I )

Features Features

Product class Digital goods Origin country Worldwide
Quantity left Unlimited Ships to Worldwide
Ends in Never Payment Escrow

\ Default- 1 days - USD +0.00 / item

Purchase price: USD 1,500.00

Description Bids Feedback Refund Policy

Product Description

Exo Android Bot its a recoding work which we ve bought the source code from author before dissapear on february, Now we worked during 4 months day after day to add new
feature and bug fixes and stability.
Main features list

- 8MS intercept (send the sms content to admin panel in real time. If is desired with jabber nofifications too, can be configured for a target or by sender phone numbers)
- Send SMS for a specified phone number

- Hide/delete incoming sms (this feature works upto android 4.4 version)

-USSD requests

-Webinjects (show phising over targeted app names to steal data, username password telepin whatever you want)

- Custom injects could be made under customer request

- CC Stealer (Steal CCs data Including VBVIMSC/SAFEKEY ) (CCs stealer can target the desired apps. Example: Whatsapp, Viber, the Google the Play Store)
-Jabber notifications for incoming new CCs or Weblnject data or the SMS from specified phone numbers Collected

-Lock/ unlock device with a password / disable screen and phone use also can show a cusiom page on locked screen

-Uninstall the bot manually (without the PC / cable) is impossible

- Wi-Fi access / mobile data automatic enabler, if detect stored wifi networks on range

- Send Mass SMS to all contacts from the infected phone

- Control the bot with 8MS too in case no internet access

- Exo Android Bot do not need Root privileges to work Correctly

- Admin panel to manage your bots

- Our botworks fram 2.3 1o 6.0.1 Android versions

FAQ and answers

-we dontinstall admin panel files outside our servers | the customer will need to provide us a vps/server root access to install frontend/proxy script

- Customer must provide from 1 to 3 domains names where the bot be pointing to

-we are noob friendly , which means we may guide you to setup all the neccesary stuff for a fast start on this android scene

-ifyou consider our productis expensive and no worth , is not our problem if you dont have money. or dont have the intention to use our services and just want troll around
-we are here to make happy our customers and be sure all the features which we are offering it works and continue working offering a good support

-this projectwas made from scratch ? answer : No, we purchased a base source code 4 months ago directly from his developer before he vanish from internet, and we
began our own project and developmentimprovementsinew features

-what ifi rent your product and your dissapear? Answer : No definetly we are not going to dissapear or run away least for the next year

-what other features are planned for the incoming months? Answer: VNCIGeo Fencing / File Manager Browser and others

-Why you are renting this if is stable and good as you say to be? Answer : Direct Financial to keep improving this project and be sure will be alive during many time, so we
dont need to use our parallels earnings to use on this

-Where can i contact you? Answer : you may contact us directly on our sales jabber id © sales@exabot pw (Serious people with serious deal only, Haters Time waster pls stay
away)

-we dont provide apk builder

- cleaning service? Answer - we delivery the apk file clenaed and include free cleaning 1time monthly. for other cleaning services can be discussed

Prices and Coverage
Monthly rent price promotion for next 6 customers will be 1500 dollars after we will ask for the normal price which is 2500 dollars monthly
Weekly Rental for those curious which want to try with low budget. Price 500 dollars with same requeriments for the installation

android bot android bot private bto sms sms interception trojan android trojan

In October, someone had also registered a domain on the public Internet, where he now
hosts a website, peddling the malware.
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¢% Home - Exo Android Bo >+
< O x| = Z &

Exo Android Bot # Home ™ Pricing

@ Features

\ 4 \

\_/ - 7
STABLE, PERSIS?;ET_\JT AND RELIABLE

THE NEXT GENERATION OF ANDRCID BANK BOTMNET

In November, we also came across Jabber/XMPP spam advertising Exo.

W — O X

Conversation Options  Send To OTR -:f-—
| & . o
[17:04:286) Exo Android Bot — the best solution for your andreid banking needs,

Short list of key features:

— 5M5 Intercept (works from Android 4 to Andreid 7 Nougat)

— Injects (works from Android 4 to Android 7 Nougat)

— CC Stealer on custom apps (card number, DOB, VBV, etc)

— 5MS deleter (works from Android 4 to Android 7 Mougat) — this is a special function which is negotiates apart
— 5MS Spam (Send SMS to every contact inside the infected device) — also send a single 5M5 to specified number
— Antiviruses blocker (it blocks the major AVs, block cleaners, anti-spywares, tweakers, etc)

— Lock screen with specified webpage

— Kill device feature (screen permanently off, no sound, custom password)

Bot manual remove is impossible; because of that, bot vitality is very long.
Root does NOT required.

Rent for a week 5750 For a month: 52400 (5600 save)
Use this promo code to get 10% discount: EAB
Escrow accepted for Expleitin and Verified.ve forums members

Bitcoins only.

Contact us in Jabber:

Sales thread with feedback: https:y/forum.exploit.in

This is automated message. Pls do not answer

|E|E0nt ok Insert | (Z) Smile! -\E)Attention!

| Send
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The trojan is currently sold at different prices, depending where you see an ad for it, but Exo
is rented out on a weekly, monthly, or yearly basis.

According to its creator(s), Exo is worth its price. First of all, Exo works on Android versions
4,5, and 6. In some ads, it's also advertised as working on Android 7, but this may be just
false advertising, since not all listings advertise this feature.

Furthermore, crooks boast that the trojan doesn't need root access to work and that users
can't uninstall it manually, meaning they need to do a complete phone reflashing to get rid
of Exo.

Other features, taken from the AlphaBay listing are embedded below [original, unaltered
text]:

- SMS intercept (send the sms content to admin panel in real time. If is desired with jabber
notifications too, can be configured for a target or by sender phone numbers)

- Send SMS for a specified phone number

- Hide/delete incoming sms (this feature works upto android 4.4 version)

- USSD' requests

- Web injects (show phising over targeted app names to steal data,
username,password,telepin whatever you want)

- Custom injects could be made under customer request

- CC Stealer (Steal CCs data Including VBV/MSC/SAFEKEY ) (CCs stealer can target the
desired apps. Example: Whatsapp, Viber, the Google the Play Store)

-Jabber notifications for incoming new CCs or Weblnject data or the SMS from specified
phone numbers Collected

- Lock / unlock device with a password / disable screen and phone use also can show a
custom page on locked screen

-Uninstall the bot manually (without the PC / cable) is impossible

- Wi-Fi access / mobile data automatic enabler, if detect stored wifi networks on range

- Send Mass SMS to all contacts from the infected phone

- Control the bot with SMS too in case no internet access

- Exo Android Bot do not need Root privileges to work Correctly

- Admin panel to manage your bots

- Our bot works from 2.3 to 6.0.1 Android versions

The same AlphaBay listing provides a short FAQ section, which also provides a hint on
Exo's origins [original, unaltered text] [text in bold]:

- we dont install admin panel files outside our servers , the customer will need to provide us
a vps/server root access to install frontend/proxy script

- Customer must provide from 1 to 3 domains names where the bot be pointing to

- we are noob friendly , which means we may guide you to setup all the neccesary stuff for a
fast start on this android scene

5/8



- if you consider our product is expensive and no worth , is not our problem if you dont have
money. or dont have the intention to use our services and just want troll around

- we are here to make happy our customers and be sure all the features which we are
offering it works and continue working offering a good support

- this project was made from scratch ? answer : No, we purchased a base source
code 4 months ago directly from his developer before he vanish from internet, and
we began our own project and development/improvements/new features

- what if i rent your product and your dissapear? Answer : No definetly we are not going to
dissapear or run away least for the next year

- what other features are planned for the incoming months? Answer: VNC/Geo Fencing /
File Manager Browser and others

- Why you are renting this if is stable and good as you say to be? Answer : Direct Financial
to keep improving this project and be sure will be alive during many time, so we dont need
to use our parallels earnings to use on this.

- Where can i contact you? Answer : you may contact us directly on our sales jabber id :
[REDACTED] (Serious people with serious deal only, Haters.Time waster pls stay away)

- we dont provide apk builder

- cleaning service? Answer : we delivery the apk file clenaed and include free cleaning 1
time monthly. for other cleaning services can be discussed

As you can see, the Exo author is providing a control panel for managing infected bots, but
which buyers can access only via a proxy client installed on their own servers. Below are
two GIFs depicting the Exo control panel, included in some of the ads.

Welcoms, admin Profile

Bankoflmeﬂga@ Stats |Bots| SMS Cards Banks Apps Settings Refresh New account » Logout

Last connect

Apply

[ @B @ & IMET Lad Operator Last Last = API Humber Comment
connect result

] 353724056763069 8 87.88.16 X 100616 |p oK I .

333744858 /63863 i Commen OK
e [ | o< I 3

L] 357959077583519 — etisalat 87.08.16 x 180616 (g | [Comment ]
e | 0| ok |

[ ] 355206061380386 = etisalat 07.08.16 X 100616 [,_g;rlg,g,g,,rs;ag]m [Comment ]m
13:30

L} 353470063987698 f O 67.88.16 X 180616 |[p ErRRET oK
gree [ 3 | | ok |

] 911485400793841 £ du @87.88.16 x 108616 (3 Commant oK
e [ | o< B 3

L] B67963621274361 [l mobilis " a7.e8.16 x 188616 [ [Comment || ox

Bots menu
Send SMS Screenlock Mass SMS Spam Intercept Set webinjects Appmass Send Command Hetification Adein phone Delete
i ARARTARRRT TT1AGH [ Tall Wy BR Tk k-3 Toe T A T [ o—t
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Welcome, admin Profile

hnkﬂ“mm‘@ Stats Bots SMS Cards Banks Apps Settings Refresh New account = Logout

Bot Details

In
TMET : 359467878508659
Countiry: L]
Operator: MTH=54
Android version: 6.8.1
Model : samsung SM-GI30F
Last result:
Timestamp: Track
2016-08-87 13:18:51
Command :
Intercept: QFF
Rent: OFF
Run commands:
Bot menu
Send Command Send SMS Send WSSD Screenlock Mass SMS Spam App Mass

d
Stop webinject Start webinject et webinjects Update Info Intercept Show SMS Show cards Show banks

Bleeping Computer reached out to one of the contacts listed in many of the ads, and we
stumbled upon a person that admitted he was only a reseller, meaning Exo already runs its
own affiliate system.

Bleeping Computer also reached out to Exo's creator(s), but we have not received any reply
at the time of publishing.

In the original hacking forum ad, Exo's creator had listed the times of day during which he
wanted to be contacted: "14:00 — 20:00 MSK". MSK stands for Moscow Time, which is a
pretty reliable (not definitive) clue on the hacker's location, taking into account the ad was
initially listed on a forum for Russian-speaking hackers.

Furthermore, Exo includes a feature that prevents the trojan from executing on devices from
users located in former Soviet states, and the US. This filter is likely there so the author
may avoid getting on the radar of Russian or US law enforcement agencies.

Bleeping Computer has reached out to several security providers and inquired about
campaigns distributing Exo, as to assess the status of this current malware family, either as
a marginal player or as an active threat.

Related Articles:

Top 10 Android banking_trojans target apps with 1 billion downloads

Mobile trojan detections rise as malware distribution level declines

New ERMAC 2.0 Android malware steals accounts, wallets from 467 apps

SMSFactory Android malware sneakily subscribes to premium services

FluBot Android malware operation shutdown by law enforcement
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¢ Android Exo Bot
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o Exobot

o Malware

Catalin Cimpanu

Catalin Cimpanu is the Security News Editor for Bleeping Computer, where he covers topics
such as malware, breaches, vulnerabilities, exploits, hacking news, the Dark Web, and a
few more. Catalin previously covered Web & Security news for Softpedia between May
2015 and October 2016. The easiest way to reach Catalin is via his XMPP/Jabber address
at campuscodi@xmpp.is. For other contact methods, please visit Catalin's author page.
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