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(Note: Read our latest comprehensive report on ransomware: Ransomware 1H 2017
review: Global outbreaks reinforce the value of security hygiene.)

We at the MMPC are constantly tracking new and emerging ransomware threats so we can
be one step ahead of active campaigns and help protect our users. As part of these efforts,
we recently came across a new variant of the Win32/Troldesh ransomware family.

Ransomware, like most malware, is constantly trying to change itself in an attempt to evade
detection. In this case, we've seen the following updates to Troldesh:

Tor functionality

Glyph/symbol errors on the wallpaper ransom note
Modified extension names for encrypted files

New malware being delivered (Trojan:Win32/Mexar.A)
Updates the ransom note to cover the Tor functionality

The biggest change in this update is the addition of Tor links. Using Tor addresses as the
ransom payment method (as opposed to standard www addresses) is the current fashion
among ransomware.

The ransom note now includes links to the Tor address (previously, the only method provided
for obtaining decryption was an email address):
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Baww dainel GunM 2awmdpoBaHsl.
Y1obw pacuvdpoeaTe Mx, Bam HeobxoouMo OTNPaEWMTE KO4:

Ha 3NeKTPOHHLIA agpec

llanee Bbl Momy4MTe BCEe HEOOXOAWMBIE MHCTPYKLMH.

MoneTku pacuMdpoBaTs CaMOCTOATENBHO HE MPMBEOYT HWM K 4Hemy, kpoMme Be3B03BpaTHOM MOTEpPH MHPOPMALIMK.

Ecnu Bbl BCE Xe XOTHTE MOMWITATLCA, TO MPeABapUTENBHO CAeNadTe pe3epBHbie KOMWMM $ainoB, WHave B chay4ae

MX MZMEHEHMA pacuMPpOBKa CTEHET HEBOZMOXHOM HM NPU KaKWMX YCNOBMAX.

Ecnu Bbl He MONY4WNM OTEETa MO BHWEYKAZaHHOMY agpecy B TedeHue 48 4vacoe (M Toneko B 3TOM cny4ael),
BOCNONL3YHTeCE dopmoil o6paTHOW CBA3M. ITO MOXHO COenaTk ABYMA Cnocobamu:

1) Cka4aitTte u ycTtadosuTe Tor Browser no ccwnke: https://wwnw.torproject.org/download/download-easy.html.en
B appecHoit cTpoke Tor Browser-a BeBeguTe agpec:

M HaxmuTe Enter. 3arpysuTcA cTpaHWua ¢ dopmoill obpaTHOH CBA3M.
2) B nwbom Gpayzepe nepedAWTe MO OOHOMY W3 agpecoE:

ﬂf!p:j/ .onion.to
http:// Lonion.cab/

All the important files on your computer were encrypted.
To decrypt the files you should send the following code:

to e-mail address

Then you will receive all necessary instructions.

All the attempts of decryption by yourself will result only in irrevocable loss of your data.
If you still want to try to decrypt them by yourself please make a backup at first because
the decryption will become impossible in case of any changes inside the files.

If you did not receiwve the answer from the aforecited email for more than 48 hours (and only in this case!),
use the feedback form. You can do it by two ways:

1) Download Tor Browser from here:

https://www.torproject.org/download/download-easy.html.en

Install it and type the following address intc the address bar:

http://

Press Enter and then the page with feedback form will be loaded.

2) Go to the one of the following addresses in any browser:

http:// .onion.to/
http:// .onion.cab/

However, upon investigation it appears that Tor has blocked the address:
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We have blocked the requested
site

Access to this Hidden Service has been completely blocked

It may happen that omon.cab maintainers have to block proxy access
to certain explicit illegal contents in order to keep the network up
and running. In such case you can still access the content directly by
using Tor, that's because onion.cab just acts as a proxy server and
the content 1s on a Tor Hidden Service. This mostly happens if the
hidden-service i1s showing underage pornographic or using a
ransomeware-scam.

Errors have been introduced into the image that replaces the user’s desktop wallpaper (this
occurred to several samples, but not all):
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Error found on the
message

After encryption, Troldesh changes the file’s extension. In the latest update, we’ve seen it
use the following strings:

e .da_vinci_code
e .magic_software_syndicate

For example, an encrypted file might appear as follows:

-

Mame Date modified Type Size

|| oaghHJ25UnZrskxhDvzuwilubulvQuhtbLT5VgTQpk=.BF4EB33FABACI5EERTE3. da_vinci_code 772016 11:52 AM DA_VINCI_CODE File 100 KB

The list of file types that Troldesh encrypts has also increased — see the Win32/Troldesh
description for a full list.

Prevention

To help stay protected:

o Keep your Windows Operating System and antivirus up-to-date and, if you haven’t
already, upgrade to Windows 10.
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e Regularly back-up your files in an external hard-drive

o Enable file history or system protection. On Windows 10 and Windows 8.1, set up a
drive for file history

e Use OneDrive for Business

» Beware of phishing_ emails, spams, and clicking malicious attachment

o Use Microsoft Edge to get SmartScreen protection. It can help warn you about sites
that are known to be hosting exploits, and help protect you from socially-engineered
attacks such as phishing and malware downloads.

o Disable the loading_of macros in your Office programs

o Disable your Remote Desktop feature whenever possible

e Use two factor authentication

o Use a safe Internet connection

» Avoid browsing web sites that are known for being malware breeding grounds (such as
illegal music, movies and TV, and software download sites)

Detection

o Ensure your antimalware protection (such as Windows Defender) is up-to-date and
working correctly.

o Enable Microsoft Active Protection Service (MAPS) to get the latest cloud-based
ransomware detection and blocking.

Recovery

In the Office 365 “How to deal with ransomware” blog, there are several options on how you
might be able to remediate or recover from a ransomware attack, including backup and
recovery using_File History in Windows 10 and System Restore in Windows 7.

You can also use OneDrive and SharePoint to backup and restore your files:

e OneDrive for Business and SharePoint:
o Restore a previous version of a document in OneDrive for Business
o Restore Option in SharePoint Online
¢ OneDrive for home users:
o Find lost or missing files in OneDrive
o Delete or restore files and folders

Patrick Estavillo

Talk to us

Questions, concerns, or insights on this story? Join discussions at the Microsoft community.
and Windows Defender Security Intelligence.
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