Petya and Mischa: ransomware duet (part 2)
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hasherezade June 9, 2016

After being defeated in April, Petya comes back with new tricks. Now, not as a single
ransomware, but in a bundle with another malicious payload — Mischa. Both are named after
the satellites from the GoldenEye movie.

They deploy attacks on different layers of the system and are used as alternatives. That’s
why, we decided to dedicate more than one post to this phenomenon. Welcome to part two!
The main focus of this analysis is Mischa and Setup.dll (the malicious installer that
chooses which payload to deploy).

The first part (about Green Petya) you can read about it here.

UPDATE: Improved version of Green Petya is out. More details given in the new
article.

Analyzed samples

Execution flow

The main executable — a dropper protected by a crypter/FUD:
unpack and deploy: Setup.dil
= install: Petya
= alternatively — deploy: Mischa.dll

Behavioral analysis

As mentioned in the previous part of the article, both malicious payloads are dropped by the
same dropper. The choice of which one will be used for the attack is made based on the
privileges with which the sample is deployed. First, there is a request asking a user to
elevate the application’s privileges:
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% User Account Control @

| ¢ Do you want to allow the following program from an
“%/" unknown publisher to make changes to this computer?

Program name:  PDFBewerbungsmappe.exe

Publisher: Unknown
File crigin: Hard drive on this computer
v Show details Yes || No

Change when these notifications appear

In case the user answered “Yes” to the question — his/her machine was getting infected by
the Petya ransomware (described in details here).

But even in case the user was more cautious and didn’t allow to deploy payload with
administrator privileges, it didn’'t help much. Authors of the malware still found a way to
attack the system. Just by launching another payload — Mischa, that does not require
elevated privileges in order to work.

This payload works just like any other ransomware — encrypting files one by one and
dropping a ransom note: YOUR_FILES ARE _ENCRYPTED.HTML (identical name was
used before by another ransomware: Chimera). The layout is analogical to the one used by
Petya.

MISCHA Ransomware +

& D file///C:/ Usersitester/Desktop/YOUR_FILES_ARE_ENCRYPTED.HTML Szukg g

The same text we can find in a dropped TXT file.

Encryption process
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Mischa does not need to download a key from the CnC server — data can be encrypted
offline as well. Extensions given to the encrypted files are random, generated at runtime
(they are same like a part of the tor address):

Mame * Date modified Type Size

|| squarel - Copy - Copy.bmp.7QzX 2016-05-1218:47 TQZX File 141 KB
u squarel - Copy.bmp.dQzX 2016-05-12 15:47 TQZX File 141 KB
|| squarel .brmp.7QzX 2016-05-12 18:47 TQZX File 141 KB
| @ YOUR_FILES_ARE_EMCRYPTED.HTML 2016-05-12 18:47 Firefox HTML Doc... 2KB
.| YOUR_FILES_ARE_ENCRYPTED.TXT 2016-05-12 18:47 Text Document 1 KB

The atypical feature of Mischa is that it encrypts not only documents, but executables also
(only few ransomware has been observed to do it).

Entropy of encrypted samples is high and no patterns are visible. See below a visualization
of bytes.

square.bmp : left — original, right encrypted with Mischa

The same input does not produce he same otpu - ha suggest that every file is encrypted
with an individual key (or initialization vector).

At the end of every encrypted file, the unique ID is appended (like the one displayed in the
ransom note):

File Edit Format View Help

|w'l1|1:§thJ.|anUD?uq~ J7ak=Dtu  6n™t E"g}.a00[DMUBUCKM = /0, | -xAG2"D +2T00’r‘wnrel‘-flf_1$|u&ﬁlu’.iu B sZ{@'s "~ Tic"M; Ix<AGvoHOFD .
Yai >7FEf.<<ZA0 ™H° AAwEo6{gopsThge-d Gwﬁ/”dmaooﬂégq Au leAo NZ;;?l‘UV_AD;_K|§z+0)rAAB YgAh,+ q][tcﬂ'aoh#dn%» LR"4 QB w8, 1O
[QEE {742 1= - VLR L1 D40 JokFw2hBuad 1 xCUJ RDYKTNWK 1 XGRUDZL L 2dWwwFEFMEZku2416D7 7QZXi J4Y GG

Page for the victim:
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B MISCHA Ransomwa... % | %

Si @ v € @ mischapuk6hym72.onion v .

&HIEEHFI

RAWSOMWARI

Step 1: Enter your personal identifier

Enter your identifier:

Inside

The main executable (with an icon pretending a PDF document) is packed in an
underground cryptor and its only role is to deliver and deploy the malicious core — Setup.dll.
This exe’s code doesn’t make much sense for the functionality of the malware — it is only a
deception layer added to create a noise and cover a real mission of the sample. Description
of the packing will be omitted this time (it's very similar to the packing of the previous Petya).

Setup.dll

Setup.dll carry inside Petya and Mischa and decides which one of them will be dropped. This
is the part of the malware is responsible for triggering the UAC popup.

Similarly to the dropper of the previous Petya, it comes with a section .xxxx:
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This section is very important, because it contains both payloads — Petya and Mischa
(encrypted by simple XOR based algorithm). At the beginning of the execution they are being

decrypted:

100868D7EQ
18086D7E®
10068D7EQ
1808DYED
180868D7E@
1808D7ED
10068D7E@
1808D7ED
180868D7EQ
100868D7EQ
18086D7E®
10068D7EQ
1808DYED
180868D7E@
1888D7E1
18068D7E3
1888D7EG
18088D7EC
10088D7EE
180868D7F2
1008D7F3
1008D7F4
1008D7F9
1888D7FB

4 [ Setup.dll
D05 Header
@ DOoSstub
MT Headers

Signature
File Header

Opticnal Header
Section Headers

4 Sections

4 B text

=y EP = E170

uﬁ rdata
uﬁ .data
uﬁ Jreloc
uﬁ 000

drop_chosen_payload proc near

TokenHandle= dword pty -13Ch

TokenInformation= dword ptr -138h

ReturnLength= dword ptr -134h
var_138= byte ptr -136h
var_128= dword ptr -128h
var_11C= dword ptr -11Ch
var_118= dword ptr —118h
var_114= dword ptr -114h
var_118= dword ptr -118h
Filename= byte ptr -188h

push ebp

mowv ebp, esp

and esp, BFFFFFFF8h

sub esp, 1468h

mou ed=, ecx

lea ecx, [esp+14Bh+var_138]
push esi

push edi

call decode_section_xxxx
test eax, eax

jz finish

¥

5=
10000861 mou

eax, [esp+i148h+var 110]

We can see a stub similar to the previous Petya:
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[D] Dump - Setup:.sococ 73F54000..73FSBFFF o &=

TEFSEEZO| @A 28 20 44 45 53 B4 E2 4F 59 2@ 41 4C 4C 2@ 4F|, DESTROY ALL O
TEFCEESH| 46 2@ 59 4F EE G2 28 44 41 54 41 21 28 5B 4C 45(F YOUR DATAY FLE
TEFCEE4G| 41 E3 45 2@ 45 4E £3 BE G2 45 2@ 54 48 41 54 28| ASE_ENSURE THAT
TEFSEESH| B9 4F SE B2 2B S@ 4F E7 45 G2 20 43 41 42 4C 4E|VOUR POWNER CAELE
TEFSEEEH| 2B 49 53 2B 5B 4C 55 47 47 45 44 G0 DA 28 20 49 IS PLUGEED.. I
TEFSEETG|4E 21 B0 OA G0 GA DO OB 34 08 20 20 43 48 4B 44|H......4. CHKD
TAFSEESH| 53 4B 20 €9 73 20 72 65| 79 61 69 72|69 6E 67 28|5K is repairing
TAFSEESEH| 73 65 63 74| 6F 72 OO OB 5B 6C 65 &1 73 65 29 r2|sector..Please r
TEFEEERG| EE 62 F €F T4 28 79 &F 75 T2 20 63 &F &0 r@ 75| eboot wour compu
TIFCEEEG| 74 66 72 21 BB BB 28 44 65 63 r2 79 70 74 69 EE| tert.. Decryptin
TEFCEECH| 67 28 73 65 63 74 6F 72 0B 0O G0 0GR 0B B 28 59)g sector...... Y
TEFSEEDG| BF TE 2B €2 £E 63 &1 €0 6E 28 TE £9 &3 74 &9 &D|ou became wictin
TEFCEEED| 28 6F 66 2B 74 65 65 2B EB 45 B4 53 41 28 52 41| of the PETYA RA
TEFSEEFG|4E B3 4F 40 57 41 52 45 21 60 A 0F G0 A 20 C4|NSOMWARE!..... T
TAFSEFOE| 68 65 28 6861 72 64 &4 69 73 EB 73|20 &F 66 28| he harddisks of
TAFSEF16| 79 6F 75 72 28 63 6F 60| 78 75 74 &5 72 20 &8 61[your computer ha
TEFEEFZG| 7E EE 2B 62 EE 6B EE 2B 65 6E 63 V2 79 7O 74 6E|uve been encrupte
TEFCEFSGH| 64 28 77 69 74 68 26 61 6E 26 60 69 6C 69 74 £1(d with an milits
TEFCEF4G| 72 79 28 &7 72 61 64 &5 G0 BA 28 &5 &E &3 T2 79|ry grade.. encry T

In the same section a new PE file is revealed, that turns out to be a DLL of Mischa.

[D] Dump - Setup:.ococ T3F54000..73F5BFFF =R <=
i LE ]

TEFSE4EE| 2R 2A 20 2B 28 20 20 20 20 20 20 20 20 2A 20 24 *
TIFCE47EH| 24 24 24 24 24 24 24 24 24 24 20 G0 GO 08 20 24| SIESISESsEe. . 4E
TEFCE4SEH| 24 24 24 24 27 20 20 29 29 20 29 29 20 20 20 20| S55Ee

TEFSE4SGH| 2B 26 20 29 2B 20 29 29 29 29 28 2A 20 24 24 24 #HEES
TEFSA40E| 24 2A 2A G0 GA 08 24 24|24 2A 20 20| 20 20 20 SO| e, 5558 F
TAFSA4EG| B2 45 53 5328 41 4E 59|29 4B 45 59|21 29 29 28| RESS ANY KEY!
TIFCA4CH| 20 26 20 24| 24 24 24 27| 0O 0O 20 20 20 2@ B 0|  SssSe.. ..
TEFEEA00| 20 @@ 45 E2 E2 4F E2 21 GO0 GA 0O 40 SA 99 B G2 -.ERROR!...[ZE.%
FIFCRAES BB @G BB G4 BE BB BB FF FF GO GO BS G0 GO GF 0B ...+ S
PEFCAAFG BB BE BB 48 BB G5 OF GF G5 GO GO G5 0D BB OB OB .
FEFCACOS BB BE BB OB BB 05 OO GF 0D GO GD OB 0D BB OB OO . .
FEFCACIG BB BB BB BB BB GO BB ES BB BB 08 GE IF EA BE OO .......R...0%A.
TIFSEEC0| B4 @9 CO 21 B8 @1 4C CD 21 54 68 €9 72 28 78 r2(4.=t56L=tThis pr
TIFSRSo0 BF 67 72 61 60 28 63 61 6E 6E 6F 74 20 62 65 28 0gram cannot be
TIFSECAG| 72 75 6E 2B 69 6E 28 44 4F 53 28 6D &F &4 65 2E run_in DOS mode.
FEFEEEES B0 B0 BA 24 GF GO B9 GO 0D BB BB 12 76 54 52 56 L ..5....... $5R1)
FIFEECes| 17 EA B B 17 EA B EE 17 EA B1 8B ES 21 B1 53| $0OUSFGUFDIRTES
FIFEECTH 17 EA Bl B 1¥ EE B1 4A 17 EA B1 EB 45 BA B1 57| $00U$0GI$COLE. Gl
FEFEEEEH| 17 EA Bl BB 45 GB B1 5B 17 EA B1 5B 45 GE 61 50| $rOLESGP$SOLERD] ~

o

Authors tried to deceive tools for automated dumping of PE files from the memory, and
provided fake “MZ”...”PE” patterns:

(D] Dump - Setup: sccoc 73F54000..73FSBFFF o[ [

TEFSASED| 40 BA BB BE 66 39 Bl 75 G0 8B 41 SC B3 C1 81 38| MZ..F90u.GACeis
ToFSooro B@ 45 @@ @@ 74 B2 33 CB C3 55 9B EC 93 EC 18 53| PE,,t@3LHJGj3gs
TEFSESEE| 8B C2 89 4D F@ 56 G 8B CB &9 45 F4| 33 D2 ES CB|dreN-Ul§SEE~30RE
7EFSES1G|FF FF FF 85 CB 74 40 OF BY 48 14 8B DA 83 C1 18| 4 “tHeEHTE r3tt
TEFEESEO|BE CE BF BY 48 BE £9 45 FS 85 C@ 74 37 BE €0 CO| wEsEiessacr_rFit
TIFEESSH|BE 16 2B F1 88 39 2E 80 79 @1 Cr 45 FC 2E GO GO .k+-C9, 2uBAER. , .
7EFSES4E|BE 7E 15 39 E5 FC 74 1E GF BE G4 SE 99 45 FC GF | .uSoURt¥ze>eEhs
TEFSESEG|BE @7 47 39 45 FC 74 EB 83 C1 28 83 EE 25 45 2B|2. G3EATUEY(5e00;

After decrypting the payloads, an environment check is performed in order to choose which
one of them will be installed. The process token (resembling the privileges with which the
sample was run) is used for choosing which installation path to follow next.

Reading the token of current process:
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Choosing between Petya and Mischa is done in few steps. First, the token check is used to
get information if the application is deployed with administrative rights. If it is not, then the it
tries to run it's new copy with higher privileges (using runas command). If this attempt failed,

180800887
18080608 6B
1880608 8E
18000812
18000813
18800815
18000818
1880D81C
1800D822
18800824 jz

nov [esp+148h+TokenHandle], esi
MOVZX edi, word ptr [eax]

lea eax, [esp+148h+TokenHandle]
push eax ; TokenHandle
push 8 ; Desiredficcess
call ds:GetCurrentProcess

push eax s ProcessHandle
call ds :0OpenProcessToken

test eax, eax

short loc_1800D84D

A J
bl s =]
1880D826 lea eax, [esp+148h+ReturnLength]
1888D82A mov [esp+148h+ReturnLength], 4
1888D832 push eax ; ReturnLength
180880833 push 4 ; TokenInformationLength
1808D835 lea eax, [esp+158h+TokenInformation]
180880839 push eax ; TokenInformation
180680837 push 14h ; TokenInformationCGlass
1888D83C push [esp+158h+TokenHandle] ; TokenHandle
10880840 call ds:GetTokenInformation
10880846 test eax, eax
10880848 cmovnz esi, [esp+148h+TokenInformation]

J

Mischa is dropped (otherwise — Petya).

Dropper comes with a list of Anti-Malware products, which presence is checked before the

payload is deployed:

Among strings we can see URLs for Petya as well as for Mischa. The below part of code is
responsible for generating individual URLs for the particular victim and writing them into the

payload:

Address |Hex du

ASCII

TEF4FFCE| B3 SR
TIF4FFDF | FE 71
T3F4FFEF| 32 32
T3F4FFFF| 33 328
TESF4FSEF | 40 &1
7YSF4FS1F| 61 ¥2
TAF4FEZF | BE 42
TIF4FEEF | BC 4F
TaF4FE4F | 63 6B
TISF4FEEF | @@ 45
73F4FSEF | BE BB
TSF4FSYF | 43 &F
TESF4FSEF | ¥A &5
TAF4FE9F [ ¢F &1
T2F4FSAF | 61 &L
TSF4FSEF | B@ 40
TIF4FECE | F2 &F
T3F4FS0F | 43 &L
73F4FSEF | B &
7SF4FSFF| @A 51
TESF4F2EF | 62 &F
TAF4F21F[ 65 F3
TIF4FS2F | 20 28
TIF4FS3F | BF 79
TIF4F24F | F2 69
T3F4FSEF | BE 4E
TIF4F2EF | 8@ 4E
TSF4FSYE | B &
ER LS

Yeabocdefghijkmno
parstuvwEyz.  SHA
Z224. . SHAZEE. . SHA
284, .5HAS12. .Ahn
Lab. .AUAST Softw
are. . AUG. Avira..
Bitdefender.Bul
lGyard Ltd...Che
ckPaoint..COMODO,.
.ESET....F-Secur
E....6 OATA. .KE7

Computing....Kas
persky Lab...Mal
warebutes Ant i—M
alware.. .MoAfes.
HMoAfes. com. JHic
rosoft Security

Client...Horman.
.Panda Securitu.
Huick Heal..Spy
bot - Search & D
estroy 2.5pubot

- Search & Destr
oY. . Horton Secu
rity with Backup
Horton Security
HortonInstal ler
LMIPRE. .. Trend M
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7liecsnE |, | PUSH EDI Hral = OEEEFDZ24

viiacanl . |CALL Setup.v115ECES® Setup. F116ECEE

v11ec20s | . |ADD ESP, 4

711ec20% | . |LEA ED¥,DOWORD PTR DS:[ESI+11

Tliecs0c | . | MO ECH, Setup.7l16F308 ASCII "http: -~ petyaldjifp2fradi.onion~"
T116C9EL . |[EALL SEtuD.FIIEEEEB

F116C2EE | . |MOU DWORD PTR DOS:L[EBX+141,ERX

T116C9ES . | MOU ECH,Setup.rlleF9Fs ASCII "http:~<petwalsenydukoZn.onion~""
Y116C2EE | . |MOY EDH,DWORD PTR DS: [EEX+1@1]

rllacaFi . | IMC EDH

711ecsFz | . |EALL Setup.7ll1&6CEZ8

T116C2FF | . |MOY DWORD PTR DOS:L[EBX+121,ERX

T116C9FA . |MOW ECH,Setup.rll6FALS ASCII "http:~smischapuk&hwrny2.onion~""
T116C9FF | . | MOU EDH.DNDHD FTR DO5:[EBX+1@]

7116CAEZ | . | INC EDH

7116CAE2 | . |CALE Setup.7l116CEZ28

711eCAEE | . |MOU DWORD PTR DS:[EEBX+1C1,ERX

v 11&CABE . |MOU ECH,Setup.rl1&FAZSE RSCII "http:~smischaBay inZ2mrhd.onion~""
7iiecAl@ | . | MO EDH,DWORD FTR DS: [EEX+181]

7116CAlz | . | INC EDH

7116CA14 | . |CACLE Setup.7116CEZ8

AR - ninkR=] ohD CNT Tt P11ECC00

Inside the dropper, Mischa’s DLL (similarly to Petya’s stub) is being filled with additional,
unique data. Similarly to Petya, Mischa gets a random key that will be used in further
encryption process. This key is encrypted using ECC and transformed into a victim ID. Then,
part of this victim ID becomes a part of the individual web address.

This unique data is generated by the dropper and (encrypted by a simple XOR based
algorithm) stored in a new section — .xxxx — dynamically appended to the payload in the
preparation phase. (If we dump Mischa too early, without this section, we will get incomplete
data and the DLL will not run properly). See below — example of Mischa.dll with the added
section:

4 [ Mischa.dll X & 80 8B B 2
DOS Header =
@ Dos stub D 1 2 3 4 5 6 7 8 9 ABCDETF| (0123456789 ABCDETF
4 NT Headers 5600 86 00 00 00 10 00 00 00 &0 00 00 00 42 Q0 00 00 J
Signature 5610 76 57 30 &7 66 76 52 64 €7 75 35 65 4% &C B 53 ] F
File Header 5620 6D 3C 50 €4 59 €3 55 7% 3B &C 22 &3 73 3R 3B TE D ¢ 3
Opticnal Header 5630 41 75 57 48 53 4D SA 54 45 SF 6E 6B 74 &D 7A 53 W t
y Sectiﬁ?on Headers 5640 4B 58 6C 52 ZE TE 4F 61 52 &6 56 43 43 70 &3 73 1 1
P ﬁt text 5650 36 36 €3 74 05 77 4F 56 €4 OE 53 4E OE 69 &D &6E i
= EP = 3510 5660 52 45 SA 03 49 48 75 60 74 1D 45 42 40 &2 13 7F z
o .rdata 5670 69 5D 44 &4 13 67 58 73 74 46 22 2A 21 TE 56 27 D
o .data 5680 7D 60 €7 &2 2B 3F 20 &3 &4 7F 68 62 68 78 TZ &D g
o .reloc 5630 33 6C 7R 70 6F 37 B4 AS E9 E8 EF E3 ES A5 BZ D7 =
o oo 5EAD EC D7 ED CO 86 EE FZ FZ F& BC A9 A9 EB EF F5 ES i
56B0 EE E7 B3 FE FF EF FE B4 EB F4 EE E2 RS E3 E8 EF 3
56C0 E9 E& AS B2 D7 EC D7 ED CO 86 00 00 00 00 00 00 ®

5600 00 00 00 00 00 00 00 OO0 OO OO0 OO0 OO OO0 00 00 00

At this stage, the victim ID that later is being displayed in the ransom note, as well as the
onion addresses are ready.

After such preparation, Mischa.dlll is injected to conhost.exe and deployed as a remote
thread. Below, we can see the buffer containing the prepared Mischa.dll being written to the
memory allocated in the remote process:
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73F41H7F || . | TEST ESI,ESI

73F41R21 || .~ | JE SHORT Setup.73F41AGF

TEF41A22 || . |FUSH &2 pEButeshritten = HULL

73F41A25 || . |PUSH [CARGL1] ButesTollrite = S2B@ [(22528.)

73F41R5E || . | PUSH EB: Buffer = BAAAEGEAA

73F41R2% || . |MOU EBX, [LOCALIE]

T3F41ASC |] . |PUSH ESI Address = BySFABEE

“2F41020 ] . |PUSH EBH hProcess = BARAAEEA (windowl
. |CALL CWORD FTR DS:[<&KERMELZZ.WritePy bl iteFrocessiemory

72F41R24 || . | TEST ERX,ERX

7aF41R%5 || .~ | JE Setup. TSF41A8F

73F41R9C || . |LEA ERX,[LOCAL.71

T3F41A9F || . |PUSH ERH

T3F41AA@ |] . |PUSH BuB

T3F41AAZ |] . |PUSH Bu&

732F41AA4 || . |LEA ERX,DWORD PTR DS: [EDI+ESI]

73F41RA7 || . |PUSH ERX

73F41AAE || . |PUSH Bx1B08888

73F41AA0 (] . |PUSH BxA

F2F41AAF || . |PUSH EBX
. |EAEE CWORD FPTR DS:[<&KERNEL22.Createf kernel3Z.CreateRemoteThread

73F41AE& |] . |POP EDI

T3F41AEY |] . |POP ESI

7IF41AES || . |MOU ECK, ERX

73F41AEA || . |FOP EBX

72F41REE || . |MOU ESP.EBP

73F41ARED || » |POP EEP

73F41mEE (L. |BETH 9==

1 |l
DS: [V2F4FEE2]1=PaBICI0E (kernel22.WriteProcessMemory)

FAddress ~ GEAAARCE (| hProcess = BEEREEEE (window)
T A lea26rs90 | oocFanes|| Address = OxCFOREE

ERarani e 2| [ leazarsss | eadrasas|| Buffer = mEEFaGEE

EE A oo | L amepFsos | poeesoen| | ButesTollcite = SOER (22528,
BEBFEE3G ... BEZEFEAC HEBEEEEE | kpButeslleitten = HULL
GEEFEG4E| BE IF BR BE @8 B4 @9 CO 21 BS @1 4C CO 21 54 63| AW rSBl=1Th e || e

GEEFEESE| 69 73 28 7@ 72 6F &7 72|61 60 2@ 53| E1 GE 6E 6F| iz program canno e || e

GEAFOGED| 74 28 B2 65 28 72 75 G6E 28 69 EE 2@ 44 4F 53 28|t be run in DOS REEEd || ekl

HEEFEGTE| 60 6F 64 65 ZE B0 G0 BA o4 DE 00 00 59 00 G0 00| MOodE. ... Sea... .. AR || e

QEEFEGZE| 12 76 84 52 S 17 ER @1 56 17 EA ©1 56 17 EA 01| $vaRUEFOUEEEUEEE Ay || e

GEAFEGE0E| 6B ES 21 B1 52 17 EA @1 56 17 EE B1 4R 17 EA 01| GRYGSEFAUEIAIEFE HerEE || st

GEEFEEHE| 5B 45 BA 81 57 17 EA @1 5B 45 BB @1 S8 17 EA 81| [E.BU$rALEIBPErA HoHas || e

FEEFEEEG| SB 45 BE B1 S0 17 EA 81 5B 45 26 @1 57 17 EA 01| [EABI#rALEEANEEA HEEHEEE || e

GEAFOGCE| 5B 45 34 B1 57 17 ER 81 52 69 &2 68 56 17 EQ 01| [E4BU4FOR chU$ra e || e

GEAFGG0G| B9 @5 0O BE G0 GO 00 BE G0 DO G0 00 B0 BO B0 BE| ... .....ieoe....

FAEREAREGI AR AR AR AR AA QA Am an A AC An Gn A Al Ac an [=]=y 1A BBEBFECB rBBEBFGB8

Execution (including encryption) continues in the remote thread.

Mischa.dll

Again we can see a DLL using ReflectiveLoader* — just like in the case of Chimera and
Rokku (along with other similarities in the code, it may confirm the theory, that authors behind
those projects are the same):
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Offset

ACAD
ACA4
ACAS
ACAA
4CAC
4CBO
ACB4
ACES
ACBC
ACCO
ACC4

Details
Offset
4CCA

*ReflectiveLoader is a special stub belonging to the technique of Reflective DLL Injection.

Mame Value
Characteristics ¥
TimeDate5tamp >730A00E
MajorVersion 0
MinorVersion #

Mame 6402
Base 1
MumberOfFunctions 1
MumberOfNames 1
AddressOfFunctions 64Ca
AddressOfMames 64CC
AddressOfMameOrdinals 64D0
Ordinal Function RVA MName RVA

1 1112

640D

Meaning

Mischa.dll

Mame

-ReflectiveLoader@4

This technique allows to produce a DLL that can be easily injected into another process.
Similarly to a shellcode, such DLL is self-contained and automatically loads all it’s

dependencies.

What is attacked?

Mischa fetches the list of mapped drives (GetLogicalDriveStringsA) and identifies the drive
type by a Windows API function: GetDriveType. It attacks removable, fixed and remote

drives.
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ITUYHIHI H Uy
1800347E lea
18003482 push
180803483 push
10003488 call
1888348E dec
1800348F cmp
1008083494 ja

LESPT I40NTvdr _ 19% ], EdA
eax, [esp+14Bh+Buffer]

eax ; 1pBuffer

184h ; nBufferLength
ds:GetLogicalDriveStringsn

eax

eax, 183h

short loc_1080834DF

¥

FIFIE]

188083496 cmp
18003498 lea
1880349F jz

[esp+148h+Buffer], @
esi, [esp+148h+Buffer]
short loc_180034DF

vy

188834A81

18803401 loc_100834A1:

18080824701 push esi

188083402 call ds:GetDriveTypen
188834A8 cnp eax, 2 ; DRIVE_REWMOUABLE
108834AB jz short to_encrypt_drive

; 1pRootPathHame

L a
[l a5
18883440 cmp eax, 3 5 DRIVE_FIXED
10003480 j=z short to_encrypt_drive

L

; DRIVE_REMOTE

FHE
180883482 cmp eax, 4
10883485 jnz short to_next

Blacklisted paths:

Windows $Recycle.Bin Microsoft Mozilla Firefox Opera Internet Explorer Temp Local
LocalLow Chrome

Attacked extensions:

txt doc docx docm odt ods odp odf odc odm odb rtf xlsm xlsb xlk xls xlsx pps ppt
pptm pptx pub epub pdf jpg jpeg frm wdb 1ldf myi vmx xml xsl wps cmf vbs accdb ini
cdr svg conf cfg config wb2 msg azw azwl azw3 azw4 1lit apnx mobi p12 p7b p7c pfx
pem cer key der mdb htm html class java asp aspx cgi cpp php jsp bak dat pst eml
xps sqllite sql jar wpd crt csv prf cnf indd number pages lnk dcu pas dfm directory
pbk yml dtd rll 1ib cert cat inf mui props idl result localstorage ost default json
sqlite log bat ico dll exe x3f srw pef raf orf nrw nef mrw mef kdc dcr crw eip fff
iiq k25 crwl bay sr2 ari srf arw cr2 raw rwl rw2 r3d 3fr eps pdd dng dxf dwg psd
png jpe bmp gif tiff gfx jge tga jfif emf 3dm 3ds max obj a2c dds pspimage yuv 3g2
3gp asf asx mpg mpeg avi mov flv wma wmv ogg swf ptx ape aif wav ram m3u movie mpl
mp2 mp3 mp4 mpdv mpa mpe mpv2 rpf vlc m4a aac aa3 amr mkv dvd mts vob 3ga m4v srt
aepx camproj dash zip rar gzip vmdk mdf iso bin cue dbf erf dmg toast vcd ccd disc
nrg nri cdi

How does the encryption work?

Every file is encrypted with a random key. First, using WindowsCryptoAPI function
CryptGenRandom 128 random bits are fetched. Then, they are hashed and used to generate
the initialization vector.
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AFBE24EE

BFB&24EE
BFEE247E
BFEG247:2
BFE&2474
BFEE247E
BFBE2477F
BFB&2472
BFBE247E
BFB&247E
HFEE247F

BFEG2455
BFEE2420
BFEBE245C
BFEE24SE
BFEEZ45F
BFEEZ491
BFES2452
BFES2455
BFEGZ43E

Apart from the above few calls, Windows Crypto API is not used for the cryptography.

HMOL OWORD PTRE DS:[CEDI],EEX

CALL DWORD PTR DO5:[<%ADUARPIZZ.CruptAcqu ireContertAx]
TEST ER,ERX

JHE SHORT Mischa.B8FB&2477

FUSH -AxZEC

FOF ERX

JMP SHORT Mischa.BFB&E24AE

FUSH ESI

FUSH CARG. 21

MOU ESI, [ARG. 2]

FUSH ESI

FUSH CARG. 41

CALL DWORD FPTR DS: [<&ADVAFI3Z. CryptGenRandom’]
TEST ERX,ER=

JHE SHORT Mischa.BFB&Z2491

FUSH -@wzC

FOF ERH

JMP SHORT Mischa.B8FB&249F

FUSH EEX

FUSH CARG. 41

CALL DWORD PTR DOS5:[<&A0OVARPIZZ.CruptReleaseContent =]
MOU DWORD PTR DS:CEDIT,ESI

aduapiZ2. CryptAcqu ireContexrtA

BA3E32ER

Bx88 = 123

aduap i3Z. CryptGenRandom

BEZEIIER

aduapi3Z. CryptRe leaseContent

Instead, all is implemented locally (just like in case of Chimera and Rokku). Below —

fragment of the local implementation of function SHA-256, containing typical constants:

(R TEIE TS ThE ]

18882404 sub 18062474 proc near
18882404 Xor Pdx, eax

18882406 mow
18882440 movw
188824AF mov

[ecx], eax
[ecx+4], eax

dword ptr [ecx+8], GABPEGGTH

188082482 mov dword pty [ecx+8Ch], BEBGYAESBSh
10082489 mov dword ptr [ecx+108h], 3CHEF372h
180824CH mov dword ptr [ecx+14h], BAS4FFS53Ah
100024C7 mov dword ptr [ecx+18h], S18E527Fh
188824CE mov dword ptr [ecxZ+1Ch], 9B85688Ch
18882405 mov dword ptr [ecx+28h], 1FE3D2ABh
188824DC mov dwvord ptr [ecx+24h], SBEBCDA%h

1880824E3 mov
108024E6 retn
108024E6 sub_ 188824A4 endp

[ecx+68h], eax

File content is read in portions — 1024 bytes at once:

and then, encrypted by the locally implemented algorithm:
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crypt_next:
lea
wor
add

edi, [ebp+BuFffer]
e, edx
edi, ebx

vy

Encryption process is divided in 2 phases.

Phase 1:

Each 16 bytes of the read chunk is preprocessed by XOR with a 16 byte long buffer:

BFEEZEFE
BFEEI7EL
BFLEIVEF
AFSE2FES

HAFEESTEE
AFEE37F 16
AFEESTF12
AFEEZ7 15
HAFEES7 17

Mol ELEEAL, 23, ESI
%0R EDX, EDX
ADD _EOI, EEX

CL,EBYTE FTR
CL,EBYTE FTR
ERx, EBX

ED

BYTE PTR =5

rLEA EOI,CLOCAL.433]

LER ER=,[C[LOCAL.Z283]
ERH, ED=

05: CEDI+EAR]

0Z: [EAX]

: [EEP+ER=-B=DEG], CL

il it 2
100037 B
1HRREFAE loc 1AAAIFEE :
10003780 1ea eax, [ebprwar_5S@]
1000GTBE add eax, edy
1ARBA718 now cl, [editeax]
10003713 xor cl, [eax]
10003715 add eax, ebx
10083717 inc eds
10003718 now [ebpreaxrencBuf Fer], cl
1000371F cap edx, 18h
100023722 jl short loc_10@@E37 08
| -
h |
[l e
100083728 add esi, ebx
1003724 lea vcx, [ehpruar 208)
1000372C push esl
10003720 now edx, es5i
1000372F call _crgpt_block
10003730 lea edi, [ebpruar_%@]
ARBBATAT add ehx, 18h
1000373A sub [ebp*readiize], 10h
T00U37IE nowsd
1000373F pop BLX
10003748 novsd
AARBAT7 Y nowsd
10002742 nowsd
1H0BBATHE now esi, [ebprvar #]
100374 jnz short crypt_next
| |
L

content_buffer

content[il]
random_buflil

outputlil = content_bufferlil ™~ random _buflil
i« 167

HF&EESF1F CHP EDOX, b= 18

BFeE37a2 JL SHORT Mischa.BbF&&avER

4

CL=C4 [("-"

55: [0E310EDE]=20 (* "]

Address |Hex dump ASCII _
HE1SFE3E| B3 F2 BF 8A 31 CH CZ2 EA 4E 5E 22 87 F& OH OC &38| | 2017 0H™" "o+ rmh
BO1SFE48|C3 53 30 @8[ 23 05 98 DA( 23 0% 09 9909 B9 B9 9| Sim. ($.. (f......

At first, as the XOR key a random buffer is used. For next portions of data, the output of the
second phase becomes the XOR key (it is a characteristics of Cipher Block Chaining — CBQC)

Phase 2:

The output of phase 1 is passed to another encrypting function:
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ereczerr || . || HEG EBX
aFeczers |- || LEA ERy. CLOCAL 2@
areszeFc | . || AOD ESI.ERR
GFessEFE (|- || HOU CLOSAL 23, EST
Greas7al (| 5 || pLEA EOI, [LOCAL. 4581 content_buffer
aFeazver || . ¥OR EDX,EDX
aFE&ZTas || . ADD EDI, EEX
GFESSTEE || & LEA ERY, CLOCAL.2E]
GFESSTEE || . AOO ERX, EDN
GFe6a7ia || - MOU CL,BYTE PTR D5:[EDI+EAX] next_character
eFeaa71a || . ®OR CL,EYTE PTR DS:LERXI
aFE&ZTE (] . ADD ER, EEX
aFEazri7 (| - THC EDX
GFESsris (] - HOU EYTENFTRISSILEEF+ERR=EROED] , CL out_buffer
GFe6a7iF (] - CHP EDX, Fi 16
aFeazrez (| .~ JL SHORT Mischa.BFEGETEE
aFE&zvz4 || . ADD ESI,EEX
aFEasrze || . LEA ECH,[LOCAL.1E2]
GFESsrEC || - FUSH EST
GRESS7E0 ] - ML EO%, EST
. CALL Mischa.BFBE195E crypt_block
BFE&aTad (| . LEA EOI.CLOCAL.2&]
gFEesrar || - AOD EBR Sel0 L.
4
BFEG1956=Mi=cha. DFEG] 956
Address |Hen dump ASCII - + BE1BES90
BEIEESoH| 6H B C1 LE|4F FB 40 88| rl £ AC FA) 20 O Br 10| J.Sp0ul foece—E# Sgiggggg :Sggggggé
GE1BESAE| BF 07 &R EE|EF AE 59 BF|A7 CO 51 14| 9E EE BS B9|®Ij0Zd&wd Lot L
BAIBESEE|4F FF 48 24| @ 04 2C 92|25 BE CD 01| 2B 94 26 Fi|orms o, rs=0 SOIEEIEE | pamoREnE Mee o9 He
9B1BESCE|DE FE A2 GE|AR 29 25 A3|CE ER 62 28|03 B4 Fe 28| 08sd LHEACSL FT3E ARIREAER | FRarFReE

This block cipher processes 16 bytes of the input and gives as a result 16 bytes of encrypted
output. Encryption involves a 16 byte long key (that was hardcoded in the appended section)
—in a given example it is vW2ebtSboq7gBdUU.

Notice the same key saved inside the .xxxx section (client ID — stored just after that —
represents the encrypted form of this key, that only the attackers can decode):

[D| Dump - Mischa:scoo OFB6B000..OFBEBFFF =R <=

AFECEOEE| 86 HE B G610 BE B8 A0 60 BE 00 OO 40 B8 B0 B0 c.. k.. ..
BFEEEALIE 6 BY 82 65 62 74 B2 &2 6F 71 27 &7 42 &4 55 EE| uli2ebtSbogfoBdUl
GFECEOZE 62 34 Bl 6H E1 6B 46 77 32 68 38 V5 61 34 31 78 bdlilkFwehSuadle |
GFECEBZE) 43 55 48 52 44 59 4B 54 4E 57 6B 62 58 47 52 75| CUJRDYETHUWE LEGRY —
AFECEA4E| 6F TR 4C 4C 32 64 57 77 46 74 46 40 45 7H 6B 75| ozLL2dWWFtFMEzku
AFECEASHE| 32 34 62 36 44 37 7@ 63 59 32 658 74 3¢ 51 SH 53| 24 i607phY2htPRE R
BFEEEBEE| 67 Y1 &3 21 ¥8 v8 EA 4E 59 31 6E &2 69 40 34 59| gqiluusMyinh iddy
BFBEEEVE| 40 79 &7 46 22 47 47 &7 69 BH 29 238 28 66 41 21| LugF2GG69id 9823FA1
BFEEEAZE) 62 74 74 7B SR 2F ZF &0 69 v3 &2 62 61 7B Y5 &B|http:s-mischapulk
BFEBEEATE| 26 68 73 V2 6E 37 22 2E 6F SE &9 &F 6E 2F 24 51| 6huwrn72. on ion 4
GFECEBRE| 6R 51 B 46 B8 52 Y4 74 ¥8 ZH 2F 2F &0 &9 v3 &3] jBkF.httpi-smisc
AFECEBEE| 65 61 35 78 ¥9 62 V3 32 6D 72 63 &4 2E 6F 6E &%| haSsy isZnrhd.oni
AFECEACHE| 6F 6E 2F 34/ 51 6 51 6B 46 OO 68 88 88 68 68 88| on-dLitkF.......

As long as Mischa is running, this key is in memory in open text. But once it finishes, this
data is being destroyed and only the encrypted form of the key is left — user receives it in the
ransom note. (It is somehow similar to the logic of Petya).

Encrypted chunks are being written into the file one by one:

10083765 mow esl, eax

10083767 mov edi, 1024

10083760 lea eax, [ebp+0Overlapped]

1008376F mov [ebp+0verlapped . .hEvent], esi

10083772 push eax + lpOverlapped

10083773 push " 3 lpHumber0FBytesiritten
10083775 push edi + nHunpber0fBytesToWrite
10083776 lea eax, [ebp+*encBuffer]

10883770 push 2ax y lpBuffer

10083770 push [ebp+hFile] ; hFile

10083780 call ds:iriteFile

After the full file is encrypted and the content stored, additional data is appended at the end.
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Yy

i
10063850
1008385C inline strlen:
1000385C mov al, [ecx]
10083B5E inc BLCX
1000385F test al, al
10083861 jnz short inline_ strlen
| |
"™E
18083863 sub ecx, edx
10003865 lea eax, [ebp+0verlapped]
18083868 push Eax 7 lpOverlapped
10003869 push ebx » lpHumberOfBytesWritten
1806386R mov ebx, [ebp+hFile]
10003860 lea eax, [ecx+1%5h]
10083870 push Bax ; nHumberOfBytesTolWrite
10003871 lea eax, [ebp+Buffer]
10083877 push Bax ; lpBuffer
10083878 push ehx y hFile
10063879 call ds:WriteFile
1000387F test Bax, Bax
10063881 jnz short loc_ 10083899

Then, file is moved under the new name.

[T AT

BF &6 3800
BFEE2EDS

LER EAi, CLOCALYSES
FUSH EA%
FUSH EST

BFEE2205
HF&&320E
BFEE380n

Moy E0, EDI
gy, ECK!EST

CALL DWORD PTR DS [<%KERMELZ2.MoweFileA:]

Mewrame = "Ciswpinssentrastpinaddi-vepluginsreadng. tet . 050
Enistinglame = "Cixspinssedtrassspinadi-vwspluginssreadme. tHt""
MoweF L LeA

Let’s have a look at the appended data and it’s role in decoding the file. At the end of the

encrypted file we can find:

1. Length of the original file (0x528 -> 1320)

& readmett4QjQ

Cffset (h) 00 01 02 O3
00000700 SB 9A Fe 15
Q00000TED AR AFE E& B3
Q000007TFD &2 8D CF C1
Q0000800  pasEuvE-RiTeE iy
00000810 Feo DA DC &2
00000820 61 34 31 T8
00000830 g 47 52 75
00000840 45 TA 6B TS
00000850 37 51 S5A S8
00000860 69 4R 34 59
00000870 38 ee 41 Z1

04

a1
E7
SF
B3
Bl
43
eF
32
a7
4Cc
el

05

BS
33
TF
Fz
34
55
TR
34
T1
79

06
04

07 08
1F EE
el TF Bk
g 13 E4
BF 84 Z1
51 a4 51
4k 52 44
4C 4C 32 o4
6% 36 44 37
8% 31 T8 T8
&7 46 32 47

09 o0&

24 DF
04
45 48
Cz E&
4e TT
4B 54
57T 77
70 &8
S 4E

47 &7

a7
2F
Ch
&b
59

oc

37
BB
0B
4E
32
4E
46
59
59
a3

oD
BC

Se
SE

=]
{n]

a7
T4
32
31
SR

OE

23
31
21
22

=]
(=]

&b
46

=]
{n]

6E
39

oF

31
DF
oo

=]
(=]

TS
a3
4D
T4

=]
{n]

30

»38, 'm. . "=SBTL) L
«BEEL3 L i—T.=tlR
bTDA w3.3/E°.V!,
[[.. JzazS1Efen~":
EU0nb4QiQkFw2han
a4 1xCOJRDYETNWkL
¥GRuozLLZ2dWNwFCFM
EzkuZ4ieDTph¥Zht
TQZXogilxxZNY1inh
iJ4YLygF2GGgiZa0
BfRl-

2. Initialization vector — the random buffer of 16 bytes, that was used to initialize the XOR

cycle:
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&) readmetdtdAQjQ |

Cffsec(h) 00 01 02 03 04 05 06 07 08 09 04 OB OC OD QOE OF

000007CO 3D F2 56 3B 79 87 €D 7D AD C3 FA 98 D4 66 59 89 =AV;yim}.Ea>0fvs
00000700 9B 9A F6 15 91 B5 04 1F 5E AB 24 DF 37 BC 29 31 »35. 'm.."=$57L)1
000007E0 AB AE E6€ B3 F7 33 60 7F 6A 97 FE 04 BB FE 31 DF «®233".3—L.»tlB
00000TFO €2 8D CF C1 5F 77 9A 13 E4 2F 45 A8 0B 56 21 00 bIDA ws.8/E".V!.
GLLLLEL L R R L ll=s F2 BF 62 31 CA C2 ER 4E SE 22 &7j RNt e
00000810 62 34 51 GA 51 6B 46 77 32 68 38 75 [FUUNb4QiQkFw2hsu
00000820 €1 34 31 78 43 55 4R 52 44 59 4B 54 4E 57 6B 69 a41xCUJRDYRTNWki
00000830 58 47 52 75 6F TR 4C 4C 32 64 57 77 46 74 46 4D XGRuozLL2dWwEFrEM
00000840 45 TR 68 75 32 34 69 36 44 37 70 68 59 32 68 74 Ezku24iéDTph¥2ht
00000850 37 51 5B 58 €7 71 €9 31 78 78 5& 4E 59 31 6E 68 7TQZXggilxxZNYlnh
00000860 €9 4R 34 59 4C 79 67 46 32 47 47 67 €9 5A 39 30 iJ4YLygF2GGgizZoo
00000870 38 66 41 31 €0 8fA1"

3. Client ID (as mentioned before) — that is encrypted key which was used for the second
encryption operation. In the above example, this key was: viW2ebtSboq7gBdUU

&) readmett4QjQ |

Offsec(h) 00 01 02 03 04 05 06 07 08 09 04 OB OC OD QE OF

000007C0 3D F2 56 3B 79 87 6D 7D AD C3 FA 9B D4 &6 59 89 =aAV:yim}. fa»0fvk
Q0000700 9B 94 F& 15 91 BS 04 1F S5E AB 24 DF 37 BC 29 31 »35. 'p. . =S%B7L)1
Q00007ED AB AF E& B3 F7 33 60 7F 64 97 FE 04 BB FE 31 DF «®¢3:3°.j—%.»%t1B
000007TEFD &2 8D CF C1 5F 77 594 13 E4 2F 45 48 OB 56 21 00 bTﬁﬁ_wE.ﬁfE".v!.

00000800 {...2A251EAeN"~"%
00000810 GU0hb407 QkFw2hsay
00000820 41 xCUJRDYETHWk
00000830 GRuozLL2dWwFtFM
00000840 zku24i6DTph¥2ht]
00000850 TQZXgailxxZNY1inh
00000860 i J4YLygF2GGgiZad
00000870 BEAL"

Having the important pieces of data — initial XOR buffer and the decrypted key — full process
of encryption can be reversed by the attackers.

Conclusion

Mischa, in contrast to Petya, is yet another typical ransomware. It is well packed and written
cleanly, but the core looks simple. We didn’t find any novel or unexpected features inside. It
seems like the main focus of the authors was Petya, and Mischa was added just as a
failsafe. However, even if it is simple, it plays the planned role pretty well. When the user
rejected the request of elevating application privileges, he/she will probably not expect the
application to be running at all. But this is the event that makes Mischa deploy it's sneaky
attack. In fact it may have more painful consequences than the attack of Petya. In case of
Petya, some part of the disk content can be recovered using forensics tools — but with
Mischa it is not possible.
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Appendix

http://www.bleepingcomputer.com/news/security/petya-is-back-and-with-a-friend-named-
mischa-ransomware/ — Bleeping Computer about Mischa

[blog/threat-analysis/2016/04/petya-ransomware/ — about the previous version of Petya

Petya and Mischa — Ransomware Duet (Part 1):

/blog/threat-analysis/2016/05/petya-and-mischa-ransomware-duet-p1/
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