Petya — Taking Ransomware To The Low Level
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Malwarebytes Labs April 1, 2016

Petya is different from the other popular ransomware these days. Instead of encrypting files
one by one, it denies access to the full system by attacking low-level structures on the disk.
This ransomware’s authors have not only created their own boot loader but also a tiny
kernel, which is 32 sectors long.

Petya’s dropper writes the malicious code at the beginning of the disk. The affected system’s
master boot record (MBR) is overwritten by the custom boot loader that loads a tiny
malicious kernel. Then, this kernel proceeds with further encryption. Petya’s ransom note
states that it encrypts the full disk, but this is not true. Instead, it encrypts the master file table

(MFET) so that the file system is not readable.

[UPDATE] READ ABOUT THE LATEST VERSION: GOLDENEYE

PREVENTION TIP: Petya is most dangerous in Stage 2 of the infection, which starts when
the affected system is being rebooted after the BSOD caused by the dropper. In order to
prevent your computer from going automatically to this stage, turn off automatic restart after
a system failure (see how to do this).

If you detect Petya in Stage 1, your data can still be recovered. More information about it is
[here] and in this article.

UPDATE: 8-th April 2016 Petya at Stage 2 has been cracked by leo-stone. Read more:
https:/Ipetya-pay-no-ransom.herokuapp.com/ and https://github.com/leo-stone/hack-

petya. Tutorial helping in disk recovery is here.

Analyzed samples

Main executable from another campaign (PDF icon)

a92f13f3a1b3b39833d3cc336301b713

Special thanks to: Florian Roth — for sharing the samples, Petr Bene$ — for_a constructive
discussion on
Twitter.

Behavioral analysis
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This ransomware is delivered via scam emails themed as a job application. E-mail comes
with a Dropbox link, where the malicious ZIP is hosted. This initial ZIP contains two
elements:

e a photo of a young man, purporting to be an applicant (in fact it is a publicly available
stock image)

e an executable, pretending to be a CV in a self-extracting archive or in PDF (in fact it is
a malicious dropper in the form of a 32bit PE file):

Bewerbung
smappe-ge
packt.exe

In order to execute its harmful features, it needs to run with Administrator privileges.
However, it doesn’t even try to deploy any user account control (UAC) bypass technique. It
relies fully on social engineering.

When we try to run it, UAC pops up this alert:

@ User Account Control @

e

@ Do you want to allow the following program from an
" unknown publisher to make changes to this computer?

Program name:  Bewerbungsmappe-gepackt.exe

Publisher: Unknown
File crigin: Hard drive on this computer
(v Show details Yes || Mo

Change when these notifications appear

After deploying the application, the system crashes. When it restarts, we see the following
screen, which is an imitation of a CHKDSK scan:
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Repairing file system on C:

The type of the file system is NTFS.

One of you ks c g erro 1 o be repaired. This process
may take ral hours to complete.It i g ly recommended to let it
complet

ING: DD NOT TURN OFF YOUR PC?! IF JU ABORT THIS ¥ YOU COULD
0¥ ALL OF YOUR DATA' PLEASE ENSURE THAT YOUR FO E IS PLUGGED

CHEDSE is repairing sector 53754 of 132096 (40:x)

In reality, the malicious kernel is already encrypting. When it finishes, the affected user
encounters this blinking screen with an ASCII art:

*#5595uug9s  555uugssS=
=5599999=  =5555559=
u$555995u9955555u
UGG G %G GGl
uuu 55u5 5 5 5 Su5S uun
u$599 $5595uSuSusss u$599
9959%uu =559955555= uu$99959
u55995995555uu *xxxk uuuu§59555555
$559=xx955555555%uuu  uuGS5555559%xx555=

233 #x55955995555un sxGarx
uuun *=*5555555555uun
uS59unugsss55555un ==5555555599%uundss
5559999999 =m== ==35999999995=
=59555% #%5555

PRESS ANY KEY! 5555

Pressing a key leads to the main screen with the ransom note and all information necessary
to reach the Web panel and proceed with the payment:

You became victim of the PETYA RANSOMWARE?!

The harddisks of your computer have been encrypted with an military grade
encryption algorithm. There is= no way to restore your data without a special
key. You can purchase this key on the darknet page shown in step 2.

To purchase your key and restore your data, please follow these three easy
steps:

. Download the Tor Brouwser at "https://www.torproject.orgs”. If you need
help, please google for “"access onion page”.
. Visit one of the following pages with the Tor Browser:

http:--petyad?hStbhyvki.onion/MunHgz
http:- spetyaSkoahtsf?sv.onion/MunHgz

. Enter your personal decryption code there:

afMF5Z-C83MZq-Nu3uR1-gIGZXY-a4il47?-c5R4i T-xR1WZk-nX4HmW-rnc1Kg-HMekdy-
WBWDRr-rXz6TZ- jo69HJ-preSRy—Myg9rt

If you already purchased your key, please enter it below.

LIETH
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Infection stages

This ransomware have two infection stages.

The first is executed by the dropper (Windows executable file). It overwrites the beginning of
the disk (including MBR) and makes an XOR encrypted backup of the original data. This
stage ends with an intentional execution of BSOD. Saving data at this point is relatively easy,
because only the beginning of the attacked disk is overwritten. The file system is not
destroyed, and we can still mount this disk and use its content. That’s why, if you suspect
that you have this ransomware, the first thing we recommend is to not reboot the system.
Instead, make a disk dump. Eventually you can, at this stage, mount this disk to another
operating system and make the file backup. See also: Petya key decoder.

Local Disk (D)
T — —
= 649 MB free of 2,99 GB

The second stage is executed by the fake CHKDSK scan. After this, the file system is
destroyed and cannot be read.

E;;;? Local Disk (D)

However, it is not true that the full disk is encrypted. If we view it by forensic tools, we can
see many valid elements, including strings.

02BBADS0 04 00 00 00 O1 OO OO0 OO0 7B 36 44 46 44 37 43 35 ........ {6DFD7CS
0ZBBAD40 43 2D 32 34 35 31 2D 31 31 64 33 2D 41 32 39 385 C-2451-11d3-A29%5
02BBADSD 2D 30 30 43 30 34 46 38 45 46 36 41 46 7D 00 00 -00CO4FSEF6GAF:..
02BBADED FO FF FF FF EO 02 TC 00 20 03 7C 00 88 05 7C 00

02BBADT70 D8 FF FF FF 76 6B 10 00 04 00 00 80 00 00 00 00

02BBADE0 04 00 00 00 01 00 71 DB |53 68 75 74 64 &F 77 &E

02BBADSO EE 65 &1 73 6F 6E 55 QQ EOQO FF FF FF 7& &B 08 00 .
02BBADAD 12 00 00 OO0 B8 03 7C 00 01 OO0 OO0 OO0 01 00 00 00 ..ve,elevvunnnnn
02EBADBO 30 30 30 30 33 43 30 41 E8 FF FF FF 2A 00 32 00 OO0003COA& " "*.2.
02BBADCO 35 00 30 00 2C 00 31 00 36 OO0 35 00 OO OO OO0 OO0 5.0.,.1.68.5.....
02BEBADDD EO FF FF FF 76 6B 08 00 12 00 00 00 FO 03 TC 00 £ "~ "wk...... d.|.
02BBADEDO 01 OO0 00 00 01 OO0 01 OO0 30 30 30 30 34 30 30 31 ........ 00004001
02BEBADFO E& FF FF FF 2A 00 32 00 35 00 30 00 2C 00 31 00 & ~"%,2.5.0.,.1.
02BBAEQD 38 00 36 00 OO OO0 01 00 80 FE FF FF D8 D& 7B 00 8.6..... €t "RO{ Sector 89559

Website for the victim

We noted that the website for the victim is well prepared and very informative. The menu
offers several language versions, but so far only English works:
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PETYA RANSOMWARE - Start - Tor Browser e 60
/ A PETYA RANSOMW... % | %

S @ v | € @ petya37hStbhyvki.onion = Search .

*
&E’Eluﬁg A Start B payment ©ra0 A Ssupport EEEnglish =

&3 English

1 Pyccknii
™= Deutsch

= Espafiol

Your computer |

[El Portugués

0 B italiano
been encrypte g
B Turkee
The hard disks of your computer have been encryp T REe
military grade encryption.algorithm. It's.impossible To:recaver
your data without an.special key-This page will help-you with.the
purchase of this key.and:the complete.decryption.of.your

computer.

O The, price'will be doubled-in:

6day5 9hour’s 1 9minutes 48 seconds

(& Start the decryption process

It also provides a step-by-step process on how affected users can recover their data:
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PETYA RANSOMWARE - Payment (Step 1) - Tor Browser e 0 0
/ A PETYARANSOMW... x | #

S @ v (' petya37h5tbhyvki.onion/MvnHgz/payment/stepl ¥ || Q Search | =
:QgElImHnﬂ A start B payment @ FaQ A support B Tirkee -

Step 1: Enter your personal identifier

First you have to enter your personal identifier. This code contains impaortant informations for the decryption process
t's important that you enter it exactly like shown on the encrypted computer. The code contains a checksum, which

prevents typos and ensures a successfull decryption.
You became victim of the PETYA RANSOMWARE!

The harddisks of your computer have been encrypted with an military grade
encryption algorithm. There is no way to restore your data without a special
key. You can purchase this key on the darknet page shown in step 2.

To purchase your key and restore your data, please follow these three easy
steps:

. Download the Tor Browser at “https://www.torproject.orgs". If you need
help, please google for “access onion page".

. Visit one of the following pages with the Tor Browser:

http:s/petya3d?h5Stbhyvki.onion/WT4HUr
http:sspetya3Boelkiehgt .onion/WT4HUr

. Enter your personal decryption code there:

02QoYR-kJgrNe-rGUcbR-CBxpXG-nMrxT5-758GXz-8JbgLn-L iKYC2-JM3Z2Fb-e3ZumR-
FRgyyp-3f iZtW-S2yg22-6TLaSw-7a jUFa

If you already purchased your key, please enter it below.

Key:

Enter your identifier:

o Step1: Enter your personal identifier
o Step2: Purchase Bitcoins

o Step3: Do a Bitcoin transaction

o Step4: Wait for confirmation

We expect that cybercriminals release as little information about themselves as possible. But
in this case, the authors and/or distributors are very open, sharing the team name—"Janus
Cybercrime Solutions”—and the project release date—12th December 2015. Also, they offer
a news feed with updates, including press references about them:
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News

24.03.2015
Do not restore the MBR with the Windows Recovery Tools. This could destroy your data completly!
There are a lot of wrong informations online. If you are looking for reliable informations, please visit https://blog.gdata.de

[2016/03/28222-ransomware-petya-verschlusselt-die-festplatte

16.12.2015

Petya launched

Today we launched the Petya Ransomware Project.
Copyright © 2016 Janus Cybercrime Solution:

In case of questions or problems, it is also possible to contact them via a Web form.

*&FETH” A Start B Payment © Fag A support

RAHMSOHMWARI
Inside

Stage 1

As we have stated earlier, the first stage of execution is in the Windows executable. It is
packed in a good quality EUD/cryptor that's why we cannot see the malicious code at first.
Executions starts in a layer that is harmless and used only for the purpose of deception and
protecting the payload. The real malicious functionality is inside the payload dynamically
unpacked to the memory.

Below you can see the memory of the running process. The code belonging to the original
EXE is marked red. The unpacked malicious code is marked blue:

H
o]
=]
=]
=]
=]
a8
5]
5]
o]
=]

The unpacked content is another PE file:
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However, if we try to dump it, we don’t get a valid executable. Its data directories are
destroyed. The PE file have been processed by the cryptor in order to be loaded in a
continuous space, not divided by sections. It lost the ability to run independently, without
being loaded by the cryptor’s stub. Addresses saved as RVA are in reality raw addresses.

| have remapped them using a custom tool, and it revealed more information, i.e. the name
of this PE file is Setup.dlI:

Offset Mame Value Meaning

A0 Characteristc :

ATE4L TimeDateStamp S6F2F77D

ATEE MajorVersion 0

ATEA MinorVersion #

ATEC Mame FE12 Setup.dll
ATFO Base 1

ATF4 MumberOfFunctions 1

ATFS MumberOfNames 1

ATFC AddressOfFunctions FEO&

ABOOD AddressOfMNames FEOC

AB0D4 AddressOfMameOrdinals  FELO

Details

Offset Ordimal Function RVA MName RVA Mame

AB08& 1 1DCOo FE1C -ZuWQdweafdsg345312@0

UPDATE: if we catch the process of unpacking in correct moment, we can dump the DLL
before it is destroyed. The resulting payload is: 7899d6090efae964024¢e11f6586a69ce

As the name suggest, the role of the payload is to setup everything for the next stage. First, it
generates a unique key that will be used for further encryption. This key must be also known
to attackers. That’s why it is encrypted by ECC and displayed to the victim as a personal

8/19


https://blog.malwarebytes.org/wp-content/uploads/2016/03/petya_payload_mem2.png
https://blog.malwarebytes.org/wp-content/uploads/2016/03/setup_dll.png
https://virustotal.com/en/file/542a38bf52afa6a4a008089a6fbf22c9d68ef5d6c634dd2c0773d859a8ae2bbf/analysis/

identifier, that must be send to attackers via personalized page.

Random values are retrieved by Windows Crypto API function: CryptGenRandom. Below, it
gets 128 random bytes:

ptAcqu ix

. CruptGenFandom

AAS0SFFE

Address

ASCII ™/@  http
[ FFFFFFFF)
FFFFFFF ]

soomm

Retrieving parameters of the disk using DeviceloControl
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*G.P.U* - main thread, module Petya

|serzsn

FUZH Petywa.B0843123E8
PUSH Bx1@3

FPUSH Bx1@4

FLUSH ERX

CALL Petua, BE4274559
AOD ESP,E-14

LEA ERX,[CLOCAL. 1343
PUSH &xiE

FPUZH &x@

PUSH Bx3

FPUSH &x@

Bu 7
PUSH 8228600066
ERx

CALL DMDRD FTR DS: [<&%KERHEL3Z2.CreateFiL¢
MO ESI,

HMaL [LDEHL 1447,E51

CHP ESI, —Hxl

JHE SHORT Petwa.dBd41z2855
CALL Petva.B04E7FELS

JMP Petya.@@8412948

FUSH Exe

FOF ECH

FUSH @xiE

LER ER:,CLOCAL. 1427

MOL CLOCAL. 1471, fx101mA1E1
FUSH ERA

FUSH ECH

LER ERX,/[CLOCAL.2]

MO [CLOCAL. 1421, ECH

FUSH EHH

FUSH Gmd

LEA ERX, [LOCAL. 1471

FUSH EHH

FUSH Bz 17EE6Ez2

FUSH ESI

CALL DWORD PTR DS:[<&KERMELZ2Z.Dewiceloly
TEST EAX,ERX

JE PetyalBadizsse

Read/write to the disk:

After overwriting the beginning of the disk,

undocumented function NtRaiseHardError:

BE4212E8
BEaaa 183
BEEaa 184
BE1Z2FF2Ra
LPetya. BR4274E9

HULL

a
DPEH_EHISTIHE
HULL

FILE_SHARE_READIFILE_SHARE_WRITE !4

GEMERIC_RERD

LCreateFilel

HULL

LOswviceloContral

kerne |32, FEE2204E
3 HULL

Ba1z2FFaa

HEGIFECC [—15@3529263.)

881 2FFaa
SHE

BE12FFSa

B:17Baaz

iHARE_WRITE

it intentionally crashes the system, using an
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5}
A
=}
5]

At this point, first stage of changes on the disk have been already made. Below you can see
the MBR overwritten by the Petya’s boot loader:

Offzet (h)

[
[

01 02

(=]
Lad
=]
S
=]
i
(=]
o
=]

-
=]
m
=]
o
[
HE
=]
Wi}
=]
(]
=]
=)
=]
=1
=]
=]

000000000 [FR 31 CO B8E DO B8E CO 8E D8 BC 00 7C FB 88 1d [Ral:FEr:raianian Sector 0
000000010 |3 7C &6 BE 20 00 00 00 66 EE 22 00 00 00 B2 00 |G N
000000020 B0 E8 14 00 66 48 66 83 F8 00 75 F5 66 Al 00 &0 &, .fHE.F.udf~.
000000030 EA 00 80 00 00 F4 EB FD 66 50 66 31 CO 52 56 57 FEEANNLELSd-bab:i:Auu
000000040 |66 50 66 53 89 E7 66 50 66 53 06 51 6A 01 64 10 dididad=bd-iey e
000000050 |89 E6 BA 16 93 T7C B4 42 CD 13 89 FC 66 5B 66 58 pekiali:ig=ital
000000060 [73 08 S0 30 E4 CD 13 58 EB D6 66 83 C3 01 66 83 : Gf . B
000000070 DO 00 81 C1 00 02 73 07 8C C2 80 C6 10 B8E C2 5SF

000000080 [SE SR 66 58 C3 &0 B4 OE AC 3C 00 74 04 CD 10 EE

000000090 [FT7 61 C3 00 00 00 00 00 00 OO0 00 00 00 00 00 OC

0000000R0C DO 00 00 OO0 00 00 OO0 00 OO0 OO 00 OO0 00 00 OO0 OC

0000000B0 O 00 00 OO0 00 00 OO0 00 OO0 OO 00 OO0 00 00 OO0 OC

0000000CO PO 00 00 OO0 00 00 00 00 00 OO0 00 00 00 00 00 Of

0000000D0 PO 00 00 OO0 00 00 00 00 00 00 00 00 00 00 00 O

0000000EC DO 00 00 OO0 00 00 00 00 00 00 00 00 00 00 00 Of

0000000F0 PO 00 00 OO0 00 00 00 00 00 OO0 00 00 00 00 00 Of

000000100 PO 00 00 OO0 00 00 OO0 00 00 OO0 00 OO0 00 00 OO0 OC

000000110 O 00 00 OO0 00 00 OO0 00 OO0 OO0 00 OO0 00 00 OO0 OO

000000120 O 00 00 OO0 00 00 OO0 00 OO0 OO 00 OO0 00 00 OO0 OC

000000130 O 00 00 OO0 00 00 00 00 00 OO0 00 00 00 00 00 Of

000000140 DO 00 00 OO0 00 00 OO0 00 00 OO0 00 00 00 00 00 Of

000000150 DO 00 00 OO0 00 00 00 00 00 OO0 00 00 00 00 00 Of

000000160 DO 00 00 OO0 00 00 00 00 00 OO0 00 00 00 00 00 O

000000170 O 00 00 OO0 00 00 OO0 00 OO0 OO0 00 OO0 00 00 OO0 OC

000000180 O 00 00 OO0 00 00 OO0 00 OO0 OO0 00 OO0 00 00 OO0 OO

000000150 O 00 00 OO 00 00 OO0 OO0 OO0 OO0 OO0 OO0 00 00 OO0 OC

000000120 O 00 00 OO0 00 00 00 00 00 OO0 00 00 00 00 00 Of

0000001B0 PO 00 00 OO0 00 00 00 00 DS EE &F 3D 00 00 80 20

0000001C0O 21 00 07 DF 13 OC 00 08 00 00 00 20 03 00 00 DF

0000001D0 {14 OC 07 FE FF FF 00 28 03 00 00 DO 1C 03 00 00

0000001EC DO 00 00 OO0 00 00 OO0 00 00 OO0 00 OO0 00 00 OO0 OC

0000001F0 DO 00 00 OO0 00 00 OO0 00 00 OO0 00 00 00 00 55 AR

000000200 37
000000210 37
000000220 37
000000230 37

i Ld L
1 =1 -]
LaLd L
=1 -]
LA LS L
S S
i Ld L
SIS S
LaLd L
d =1 -]
Ld Ly L
J =] -
LA LS L
SIS S
L Ld L
=1 =1 =]
Ld Ld L
J =] -
LA LS L
S S
L Ld L
1 =1 -]
LaLd L
=1 -]
LA LS L
S S
i Ld L
1 =1 -]
LaLd L
=1 -]

Lad
-1
[¥3)
1
Ll
-1
Lad
-1
[¥3)
.|
L
-1
L
-1
Lad
-1
Lad
-1
L
-1
Lad
-1
[¥3)
1
Ll
-1
Lad
-1
[¥3)
1

Next few sectors contains backup of original data XORed with ‘7’. After that we can find the
copied Petya code (starting at 0x4400 — sector 34).
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We can also see the strings that are displayed in the ransom note, copied to the the disk:

000005DE0 74 68 &5 20 EE 45 54 55 41 20 52 41 4E 53 4F %ﬂ
000005DT0 |57 41 52 45 21 OD OA 00 OD OA 20 54 &8 €5 20 &8
000005DE0 61 T2 64 64 €9 T3 6B T3 20 6F €6 20 TS €F 75 72 arddisks of your

000005De0 20 63 &F 6D 70 75 T4 65 T2 20
000005DRA0 65 65 6E 20 65 6E 63 T2 T8 TO
000005DBO T4 68 20 61 6E 20 6D 69 &C &9
000005DC0 72 61 &4 65 0D OA 20 65 &6E &3
000005DD0 eE 20 &1 &C &7 &F 72 63 74 &8
000005DED 20 63 73 20 6E &F 20 77
Q000005DF0 72 65 73 74 &F 72 &5 20 79 &F 7
Q00005EO0D 61 20 7T 69 T4 &3 6F TS5 T4 20

Te &5 20 B2 computer have b
65 64 20 77 &89 een encrypted wi
61 T2 79 20 &7 th an militarv g
70 74 69 6F rade.. encryptio
ZE 20 54 68 65 n algorithm. The
20 74 6F 20 re i= no way to
T2 20 64 61 T4 restore your dat
20 T3 70 65 63 a without a spec

=1 =]

R S R s
oy
[y

-
3
=1
V=]

8]
o
n
oo =1 mom -
[ETI I
1
w

L
m
0
it
]
1
E
1

Stage 2

Stage 2 is inside the code written to the disk’s beginning. This code uses 16 bit architecture.

Execution starts with a boot loader, that loads into memory the tiny malicious kernel. Below
we can see execution of the loading function. Kernel starts at sector 34 and it is 32 sectors
long (including saved data):

segBod:ge12 mow eax, 42 ;: sectors_number
seqBea:ge18 mnoy ebx, 34 ; start_sector
ceqB8ea: ag1E moy c¥, BABAh ; output address
seqBod: ge21
seqBd@:d821 loc_21: ; CODE XREF: seqB88:8082A]j
:“ seqBdd: aa21 call read sector
1 seqB@a: gez2y dec eax
1 |seqbBe:pez6 cmp eax, @
== |seqdod:aozn jnz short loc_21
segB0@:aezc mov eax, ds:B@86H
seqB@B: @038 jmp far ptr [(EEBEER ; jump to the copied code

Beginning of the kernel:

seqB0fd:268008 loc_8000:
segBdfd:20008
seqBfd-2000 jmp loc_ B64B

Checking if the data is already encrypted is performed using one byte flag that is saved at

the beginning of sector 54. If this flag is unset, program proceeds to the fake CHKDSK scan.
Otherwise, it displays the main red screen.
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: seqAaa:g6eDo push a » read

| seqAdB:g6eDE push 1

: seqAaa:g6ebD push a

| seqAaB:g6aDF push LY s sector

: seqBaa:86E 1ea ax, [bp-286h] s out_buf

i seqB@B:86ES push ax

! seqABB:B6EG moy al, [bp-2]

: seqBAB:86ED push ax

! seqBBA:86EA call disk read or_write

. ceqBaa:86ED add Sp, HBCh

! seqdaB:86Fa@ ar al, al

\ - [seqBBB:B6F2 jz short loc 86FF ; is data encrypted?

. seqBaB:86Fy

Lo seqB@Bd:86FY error2: ; CODE XREF: EEgﬂﬂﬂ:BﬁD?Tj

4 seqBBA:86FY jmp error
| seg@e6@:8%6r¢7 ; ---—--—--------------------—-—«"""""“""“""""""“"¥“""—""—~"~"—~"—~"—~"——————————————
! seqABB:B6F7
: seqBeB:86F7 loc_ B6F7: ; CODE XREF: seqB@B:86F2Tj
* seqABB:B6F7 cmp byte ptr [bp-286h], 1 ; is data encrypted?
r- [seqB@B:86FC jb short to_fake_ chkdsk

The fake CHKDSK encrypts MFT using Salsa20 algorithm. The used key is 32 byte long,
read from the address Ox6CO01. After that, the key gets erased.

SalsaZ20 is used in several places in Petya’s code — for encryption, decryption and key
verification. See the diagram below:

|EEgDDD:ETDT: call main_rEd_EErEEﬂ|

main_red_screen

m*decr}lptl |EEE|I]I]I]:E|"|'1D: call fale_chldsk
fal:e_chl:dsk Il sub _916E
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Inside the same function that displays the red screen, the Key checking routine is called.

First, user is prompted to supply the key. The maximal input length is 73 bytes, the minimal is

16 bytes.
ABBBE612 push 73
00008614 lea ax, [bp+key buf]
A8088617 push ax
800088618 call read_input
AAave861B add sp, 4
A888861E push ax » key_len
A008861F lea ax, [bp+key_buf]
A0088622 push ax
ABBBR623 mov al, [bp+arg_2]
A0088626 push ax
A088BB627 push si
A0aBe8628 call check_ key
AAAB862EB add sp, &
AB0BB862E dec al
a00088630 jz short finish
. J
M
88868632 push 9BFCh ; "Incorrect kKey...'| |80088638
AAAA8635 call display string A808863B finish:
Aa068638 pop bx 800888638 pop 5i
A0AA8G639 jmp short loc 85F3 88088863C pop di
88068630 leave
B088863E retn
A8088863E main_red screen endp
A0088863E

Debugging

Of course, we cannot debug this stage of Petya via typical userland debuggers that are the
casual tools in analyzing malware. We need to go to the low level. The simplest way (in my

opinion) is to use Bochs internal debugger. We need to make a full dump of the infected disk.

Then, we can load it under Bochs.

| used the following Bochs configuration (‘infected.dsk’ is my disk dump): bochsrc.txt

This is how it looks running under Bochs:
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Bochs Enhanced Debugger

Commands  Misw  Ontians  Haln

USER Copy Fo

Bochs x86-64 emulator, http://bochs.sourceforge.net/ e 0o

Reg Name

® The harddisks of your computer have been encrypted with an military grade
ecx B encryption algorithm. There is nwo way to restore your data without a special
B key. You can purchase this key on the darknet page shown in step 2.

To purchase your key and restore your data, please follow these three easy
steps:

: . Download the Tor Browser at "https://www.torproject.orgs"”. If you need
ebp : help, please google for "access onion page”.
: . Vizsit one of the following pages with the Tor Browser:

esp

i ; http: - petyad?hStbhyvki.onion/bA?SLE
P ; http: - petyaSkoahtsf?sv.onion/bA?SLE
eflags :

. Enter your personal decryption code there:
4fPtke-rZB4LG-—ngqcz?r-?JkPAJ-uRbuc?-5TDk4F-Mf UL=f -7 jeAMG-ogfsJm-MiD1t=z—
wYIHFs-ZuDICk-6UXPHT-YUrtWb-kWAiHy

If you already purchased your key, please enter it below.
[
Key:
Running  Clips; 14,7031 bt Jeees fscre bozowl T T 1 1 1

Key verification

Key verification is performed in the following steps:

1. Input from the user is read.
o Accepted

charset: 123456789abcdefghijkmnopqrstuvwxABCDEFGHJKLMNPQRSTUVWX
— if the character outside of this charset occurred, it is skipped.

o Only first 16 bytes are stored

2. The supplied key is encoded by a custom algorithm. Encoded key is 32 bytes long.
3. Data from sector 55 (512 bytes) is read into memory // it will be denoted as

verification buffer

4. The value stored at physical address 0x6¢21 (just before the Tor address) is read into
memory. It is an 8 byte long array, unique for a specific infection. // it will be denoted as

nonce

5. The verification buffer is encrypted by 256 bit Salsa20 with encoded key and the

nonce

6. If, as the result of applied procedure, verification buffer is fully filled with 7’ — it means

the supplied key is correct.

Example: encoded key versus supplied key:.

P.Address g 1 |2 (3 |4 |5 |6 (F |& (9 |A (B |€ |D |E |F [Ascii
(o qulelolelrisInlel OO 00 00 :00 00 00 00:00:00 00 00:00:00:00

O0x000076EORAC 64 AD 66 AE 68 AF 6A BO 6C B2 70 Bl :6E:B2:70
AE 68 AD 66 AB 62 AC 64 AC 64 AD 66 AE 68§31 32

0x000076F0

------------

Ox00007700833 34:35:36 38 37 38:34:33 31 32:32 33:34)10:00 |34568?84312234.

The algorithm for encoding the supplied key is very simple:

supplied Key
(first 16 bytes)
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This file contains bidirectional Unicode text that may be interpreted or compiled differently
than what appears below. To review, open the file in an editor that reveals hidden Unicode
characters.

Learn more about bidirectional Unicode characters

Show hidden characters

bool encode(char* key, BYTE *encoded)

{
if ('key || 'lencoded) {

printf("Invalid buffer\n");

return false;

}

size tlen = strlen(key);

if (len < 16) {

printf("Invalid key\n");

return false;

}
if (len > 16) len = 16;

char k = keyl[i];

encoded[j] = k + 'z}

encoded[j+1] =k * 2;

}
encoded[j] = 0;

encoded[j+1] = 0;
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return true;

}

view raw
petya_encoder.cpp

hosted with ®® by GitHub

Valid key is important for the process of decryption. If we supply a bogus key and try to
pass it as valid by modifying jump conditions, Petya will recover the original MBR but other
data will not be decrypted properly and the operating system will not run.

When the key passed the check, Petya shows the message “Decrypting sectors” with a
progress.

The harddizks of your computer have been encrypted with an military grade
encryption algorithm. There is no way to restore your data without a special
key. You can purchase this key on the darknet page shown in step 2.

To purchase your key and restore your data, please follow these three easy
steps:

1. Download the Tor Browser at “https: /s www.torproject.orgs”. If you need
help, please google for "access onion page".
Z. Visit one of the following pages with the Tor Browser:

http: - petya3d?hStbhyvki.onion-PIVUR3
http:- - petyaSkoahtsf?sv.onionsPIUUR3

. Enter your personal decryption code there:

cdSPP4-JUZrRr-pMSxia-—gXpmf B—uGUWoRf -Ff Mphl1-XTUzUn-mFeelU-of b94y-HuScaa-
rBlgmU-d jYAEH-BWEakz-wrQ85W-BbsCzw

If you already purchased your key, please enter it below.

Key: 8x3grMH jmkrN9 jfd
Decrypting sector 83234 of 126464 (65:)

After it finishes, it asks to reboot the computer. Below is Petya’s last screen, showing that
user finally got rid of this ransomware:
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Conclusion

In terms of architecture, Petya is very advanced and atypical. Good quality FUD, well
obfuscated dropper — and the heart of the ransomware — a little kernel — depicts that authors
are highly skilled. However, the chosen low-level architecture enforced some limitations, i.e.:
small size of code and inability to use API calls. It makes cryptography difficult. That's why
the key was generated by the higher layer — the windows executable. This solution works
well, but introduces a weakness that allowed to restore the key (if we manage to catch Petya
at Stage 1, before the key is erased). Moreover, authors tried to use a ready made Salsa20
implementation and make slight changes in order to adopt it to 16-bit architecture. But they
didn’t realized, that changing size of variables triggers serious vulnerabilities (detailed
description you can find in CheckPoint’s article).

Most of the ransomware authors take care of the user experience, so that even a non
technical person will have easy way to make a payment. In this case, user experience is very
bad. First — denying access to the full system is not only harmful to a user, but also for the
ransomware distributor, because it makes much harder for the victim to pay the ransom.
Second — the individual identificator is very long and it cannot be copied from the screen.
Typing it without mistake is almost impossible.

Overall, authors of Petya ransomware wrote a good quality code, that, however — missed the
goals. Ransomware running in userland can be equally or more dangerous.

Appendix

About Petya by other vendors:

Read also:
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e http://www.invoke-ir.com/2015/05/ontheforensictrail-part2.html — Master Boot Record

e http://sysforensics.org/2012/06/mbr-malware-analysis/ — MBR malware analysis

 https://socprime.com/en/blog/dismantling-killdisk-reverse-of-the-blackenergy-
destructive-component/ — Dismantling KillDisk: reverse of the BlackEnergy destructive
component (another malware attacking hard disk)

This was a guest post written by Hasherezade, an independent researcher and programmer
with a strong interest in InfoSec. She loves going in details about malware and sharing threat
information with the community. Check her out on Twitter @hasherezade and her personal
blog: https://hshrzd.wordpress.com.
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