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Unit 42 has collected multiple spear phishing emails, weaponized document files, and payloads that targeted
various offices of the Mongolian government during the time period of August 2015 and February 2016. The
phishing emails and document files leveraged a variety of geopolitically sensitive subject matters as attractive
lures, such as events in Beijing, the Dalai Lama, North Korea relations, the Zika virus, and various legitimate
appearing announcements. As we began to analyze and tear down the various samples we collected, we found
significant overlaps with previously reported and documented adversary groups, attack campaigns, and their
toolsets, exemplifying the concept of the Digital Quartermaster.

The concept of the Digital Quartermaster is not a particularly new one; it is the idea that there is a group, or
groups whose mission is to supply and maintain malicious tools in support of cyber espionage operations. The
existence of a Digital Quartermaster has been discussed within the intelligence community for some time, but it is
not often that sufficient overlaps exist between what appear to be separate toolsets to confidently claim this idea
is indeed in use. The data Unit 42 has collected and analyzed however, does strongly point to the possibility that
while there may be multiple operations groups, a Digital Quartermaster may be the one supplying and
maintaining the tools used.

Attack Analysis

While investigating new BBSRAT instances discovered using the AutoFocus tool, Unit 42 was able to collect
additional samples, weaponized documents, and phishing emails uploaded to VirusTotal between August 2015
through February 2016. Each of the samples collected via WildFire and VirusTotal contained significant overlaps
in tactics used, tools used, as well as infrastructure for command and control channels. In addition, a large
majority of the samples gathered from VirusTotal were uploaded from a single entity in Mongolia.

The attacks themselves followed a consistent playbook throughout the observed timeframe; using weaponized
Microsoft Word documents initially containing an exploit for only CVE-2012-0158, appearing to use the highly
popular ‘Tran Duy Linh’ toolkit, then adding in an additional exploit for CVE-2014-1761 in the three newest
samples we collected. The newer documents containing exploits for both vulnerabilities appeared to use a
publically available PoC authored by ‘HCL’, with little to no modifications made. All of the weaponized documents
except two executed the Cmstar loader or a lightly modified variant of Cmstar onto the victim host while
displaying a decoy document or a legitimate appearing document that is generated and presented to the user to
make it appear that the weaponized document that had been executed was indeed, legitimate. Once Cmstar was
loaded onto the victim hosts, it would attempt to retrieve a final payload. Unfortunately, at the time of analysis, we
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were unable to retrieve the majority of the payloads the Cmstar loaders were attempting to download, but those

that were available were variants of BBSRAT. The two samples not using Cmstar simply had BBSRAT embedded

directly into to the weaponized document.

Furthermore, examining the data from August indicates that this campaign had started earlier and the adversary

may have alread

y achieved initial footholds, due to the use of what appears to be compromised legitimate email

accounts from within the Mongolian government.
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SHA256 5beb50d95¢c1e720143ca0004f5172cb8881d75f6¢c9f434ceaff59f34fa1fe378
Date 8/12/2015

Filename AnanTteiH 6asipbiH ap gaxe ync tep.doc (Victory in the back of the government)
Vulnerability CVE-2012-0158

Targeted

Tools Used  Cmstar

Description  Two spear-phishing emails originating from likely compromised account

'altangadas@energy.gov.mn' targets multiple other Mongolian government officials. The
subject and file attachment are titled 'AnanTeiH 6aspeiH ap gaxb ync tep' (Victory in the back of
the government). CVE-2012-0158 exploit used, dropping new variant of Cmstar. The dropped
decoy document talks about a Russian festival known as 'Victory Day' and Mongolian's
participation in this event.
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Mazilla Thunderbird

File Edit View Go Message Jools Help
From altangadas@energy.gov.mn’ m[ﬁ“melv IFNN‘I] HWV|
Subject ANaRTeH GaRpLIK ap AAXL YAC Tep OB/1H2015 11:31 PM
o davaa_begz@yahoo.com 7, khongorzul@mod.gov.mn 7, dava: 6 more

Cails Galma yy
medes Xypryyns Gaana

b @ 1 attachment: AnanThiM BaRpsin 4P Aaxk yNC Tep.doc 119 KB ] Save |~

AnanTew GaApeH ap OaXe ync Tep

Mapraaw rasal <oy depw OXY-tiH HERCNIN XOTHOO OPOCKEH apyg Tyiasg Murnepiti
Fepamanes apaaniir Gyt yoxwcows: 70 wunmiid 0 €CNON TErenaep TIMa3rnIx raw HaiHa.
Opocyya 343 Banpur Ayraa ux 3x 0pHL AaliHe ANANTLH GaRPLIH 808P ras HIPN3AST
HAnanTein GaApsr TIMOIrN3E npcas 1945 oxooc xofw xamnniy ux Dyoy 16 makra rapyi
usprwits anbad xaary mapraawwii GarpeH napagan oponuoHo. Mes Xyypai JamsiH WIprisis
194 rexsine, 143 oxrow HMCH3r T3par oponuoHo. MuTnepiiy Mepuaduar ByT WOXHXO] OPOCHH
AP TYMIHTIA MBD IIPINLIM TYNANDANK ABCAN apaB rapyil opHsl UIpriiH Tensanan Ynaaw
ranBaiy xen Tasuxek HIT He Mokron uspryya Gaioom. OXY-em yaepaarung sk Baspaap
L3prits WiHH3 33BCICNANYYAIS ONHL eMHe N raprax rax Baika. Mapagws Gamranuir
Mocxea xoTHoO WekiiH yaraap xuix Gafdiraa Gerseg 343 A0N00 XOHOTDOC XaN TABK UIPTHIH
WArCAANAAC FAAHE YIPMIIH XyHD TEXHIEYYANEH y3yynG3pwir Cypryynums 3xanmas
Tasayraap capis 3-Huil Daspei warcaansr Ar gasrad GanTraw Gairaa yupaac WiHxIHa”
napagwr Tenean1asp Guw “auLQaap” He XAPAX r3CIH MOoCKBAYYYa Ynaas Tanbaig uxssp
uyrnapy Baiiraa as Opocuk WaprimK Cyyminid Takk Bonox "Apuara” onkel aMrKaapnkir Woap
varaay Gaiiraa Dereap xapcad xyH Gyp “yHIXII0 CANXAH AMETEH OM” XIMIIH WyyPC angas
Bairaa Tanaap Opocws x3anamyya Guvns Baitva

Kpen Bonou Yipanss x3par apgnaac xoiw OXY-ww GapyyH ayr fax xapunyaa xonboo
XYATIEN, yne Tepilix Bonood 3400H 3acriuiy XyeR] 3yYH 3T Py Xapanyas sylaarraxaap
sopew Gafiraa Ius 3y OX¥-wm xamrnin Tom Ty Bon XaTag Burepced milnssc
OXY-EHXAY-wH x00poHa 340RH SACTIHIH TOM TOM TECH AW X3p3My Y N3K F3p33Hy R
IYPX, XIPITKYYNIX WaTaK a3 REw Gaitraa

MyTis yr He 343 ANaNTeH Ganper Counnniy eaniity OMUMAITH TOTNONTEM H3F3H A4uN
aryy Opoc opHe Cyp Xyuiilr xapyynax #arsd Bonows Bonroxoop I0peCOH 4 XyCCIHIIP He
Bonoxryii e Jamois 0NoH OpHE TEPRIH TIPTYYH H3PT RNANTWH GaApT OpONUoX YPINnEr
BHISDCEH ML IATI3CIH U SUCHITH MBI MyY XYPEXryIl OpHE TEPWITH TIMyYH Mapraaw Ynaax
Tanbaity AnanTeM napag yasa. AHY Gonow EBponsii xonbooHs: opHyysH nXamx He
Kpemniith ypinraac Iengarkss TATTANICaH 4 yH3H x3parT3s Kpum Gonow Yepamse
acyyanaap OXY-uin Gapuw Gairaa Gaip cyypuir 3c3pryyUcas v ToAOpxOA. Tasgyraap
capuH 9-Ha Ynaad Tanbaig x3H X3 OYMx TAN3ap ragaadsi XIBNINYYA WeaaxaH G,
AHXAZPAN xaHAyyncaHd KpeunwiH 3yT33c 4 3H3 ACyyNTaa xapiynaxan Tessrmsi GaiicaH He
Togopxoi. Amap cafivgaa n ewrepces Marmap rapurt OXY-w Manaan x3prwiik cailg Cepred
Naspos AscTpiitd Tagaaq x3prwiH calgran XamMT XWiCIH XIBNINWAH Bara xypnsiH yesp “Ins
Ban Gignini Basp. Ypuwnra Bon yspnnid 3apnad QyyAax xyyaac B, x3pa3s X34 HIr He
Bugmil ypunmer xyn3ax asax Gonowsryil Gon Gig yWisir ofnros: GaiHa” KIMIIH MIZITLIN
Baiixas. Xoig ConoxrockH 3anyy yanpaary K Yed Ye-wr Ynaan Tanbaia sorcox xamriie
cofoH 3ounH Baiina rax Tooyoork Gaicad v sucwitn weung ouwnx Gonowwryii ragras
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SHA256 10090692ff40758a08bd66f806e0f2c831b4b9742bbf3d19c250e778de638f57

Date 8/28/2015

Filename BaaxunH xoToa usprunH EcnonbiH xarcaarn.doc (Military ceremonial parade in Beijing)

Vulnerability CVE-2012-0158
Targeted

Tools Used Cmstar

Description  Spear-phishing email originating from 'ganbat_g@bpo.gov.mn'. A single target is discovered in
the collected sample. Subject and filename are titled 'Baa)xunH xoTog UAPrMNH ECONbIH
xarcaan' (Military ceremonial parade in Beijing). CVE-2012-0158 exploit used, dropping new
variant of Cmstar. The decoy document contains a flight itinerary from Ulaanbaatar, Mongolia
to Beijing, China.

= Mozilla Thunderbird -0 o=
file Edit Miew Go Message Tools Help

From ganbat_g@bpo.gov.mn |Fieply || Reply || Followup |+ | Forward| | More~
Subject BISMWH XOTOR USPIWAH SCAOALN Warcaan 08/28/2015 04:46 AM

To enkhbaatar_d@mil.gov.mn

Damxwin 11 pade myyocawd 7O manais OAr TOXBONOYYNEH XRTAQ YO WRAX @COYr3sp CApR ENENTHH
fiaRp TaMnarnax ram Gyd. BaApes WIpreis marcaan wpax ecoyraap CapeH 3-Hp Gonox o, Earcaann
bBanapyc, Erwnet, Hasaxctaw, Kepreactas Mewcwk, Mowron, Mawectaw, Ceple, Tamexecras, 0XY,
Apramnctan, Kambom, Swmi, Naoc, Bawyaty, Bewecyans, KyBa aspar 17 opu 1006 opumd uspar
Oponunx am,

b @ 1 attachment: B33xHH X0ToA USPrMAH Bcnonsi xarcaan.doc 126 KB [ Save | w
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BOOKING REFERENCE: HNYZ55
ITINERARY FOR:

1 JAMBAA/ALTANSUKH

CANKDHGN

TKNOC: 999-9383194366

AIRLINE COMPANY:AIR CHINA

FLGHT NO:CAS02

DEP CITY:ULN-BUYANT UHAA

DEP DATE/TIME :D2SEP 1250

FLYING TIME:

MEAL:L

AIRLINE COMPANY AIR CHINA

FLGHT NO:CAS955

DEP CITY:PEK-BEWLING

DEP DATE/TIME:05SEP 1510

FLYING TIME:

MEAL:B

DATE: 2015-8-17

CLASS:M

ARR CITY:PEK-BEUING

ARR DATETIME: 02SEP 1405

STATUSHK

AIRCRAFT TYPE:T2K

CLASS:M

ARR CITY:ULN-BUYANT UHAA

ARR DATETIME: 05SEP 1830

STATUSHK

AIRCRAFT TYPE: 73K

SHA256 44dbf05bc81d17542a656525772e0f0973b603704f213278036d8ffc999bb79a

Date 9/15/2015

Filename MyTnHbl ypunra.doc (Putin's Invitation)

Vulnerability CVE-2012-0158

Targeted

Tools Used  Cmstar

Description  Weaponized Microsoft Word document found titled TlyTuHbl ypunra.doc' (Putin's Invitation).

CVE-2012-0158 exploit used, dropping new variant of Cmstar. The following decoy image,
embedded within a Word document, is displayed to the victim upon opening the malicious file.
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SHA256

91ffe6fab7b33ff47b184b59356408951176¢c670cad3afcde79aa8464374acd3

Date 9/16/2015

Filename 1.doc

Vulnerability CVE-2012-0158

Targeted

Tools Used  Cmstar

Description = Weaponized Microsoft Word document with unknown title found. Likely delivered via spear-

phishing. CVE-2012-0158 exploit used, dropping new variant of Cmstar. The decoy document,
which is 13 pages in length, talks about the interference of the United States in other countries
across the globe.
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BMEINATETRCTE BO BHYTPCHHEE MOTHTHEY TyamEs cipas. OIHEM M) MPHMEpoB
IOCe MOEHG CIHETE “O0CPCIHHICCENC INPCEOPOTN=. B NOIC  EOTOPHN
AMEPHIEHIE! OTEOJAT B JOPMATEHEIY THISQSM POTE MOCPEIHHEDE B
PEATHIANHE COSCTBEHHOF MO
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OEPEROpPOT  OT PEBOTIOWEN, EOTOpaN  CoBspmsercy  GIAr0ZapA  VEILTIEM
M IARTARADETO (0 THIEHHC TER TPEETAE.
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SHA256 6f3d4fb64de9ae61776fd19a8eba3d1d828e7e26bb89ace00c7843a57c5f6e8a

Date 9/29/2015

Filename [anan nambir aM4 Hap ampaxbIr 3eBrexaa.doc

Vulnerability CVE-2012-0158

Targeted

Tools Used  Cmstar

Description  Spear-phishing email originating from 'bilguun@masm.gov.mn'. Nearly two thousand recipients

found to be targeted, all within the Mongolian government. Email subject and filenames titled
'Nanan nambir aM4 Hap ampaxbIr 3eBnexa3’ (Dalai Lama doctors advised rest). CVE-2012-
0158 exploit used, dropping new variant of Cmstar. The decoy document discusses the latest
health of the Dalai Lama, as well as a number of US-based trips he made in late 2015.
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- Mozilla Thunderbird

Eile Edit View Go Message Tools Help
From MOud1/2014 <bilguun@masm.gov.mn: Reply Reply| Followup ~  Forward | Morew
Subject fanal NAMBIT 344 HAP AMPAXET ISEASNIY 09/29/2015 03:50 AM
To armagnai_b@mil.gov.mn ', bayarmagnai_z@mil gov.mn’ 1940 more
medes
.-1'-|nu ncements COMPANY!! ! IATT
b @ 1 attachment: ANAA NaMBr MY HAP AMpAET deanenaadoc 127 KB [ Save |~

[anail nameir aMy Hap aMpaxbir 38BNewaa

AMEDHE 304 HAPLIH 38ENSCHHA garyy [anai nam apasayraap capn
TENAENSCEH APra XIMKIIHYYAIACA3 TaTraninaa. Bypx el WallHe TIpryyHHA
anfaH &CcHel CARTAN 3H3 TYXaH MAN3NHKI3.

Bnres B0 nacrai Nanai nam AHY-biH Hoio-Fpok My#mik Pouectep XoTbiH
MaRo rafar SMHINIT EPANAH IANHMT IMHINTUAH Y3NIT Opwas. "Iy Hap
JAapXWAH raraaHTaHn X3ah3H AoNo0 XOHOT AMPaxLIr 38BNeceH M, BUA naapx
WWALBIPMIAH YNMAAC apra X3MHMoEar 30XM0H Banryynaxa xyduH YapMmainT
rapracad XyMyycT XyHOpsn yupyyncasaaa xynuysn eyse” rak anbad Magargsng
BrYYMKIS.

Apagayraap capg Qanaf nam  Konopagorwin WX cypryynisd afnygnad yr xanax,
meH Cont-Nefk-Cutn Ga dunagensdm xoTyynan apra xameaarad baninaa
[anai namsii X38NaNWAKH Tensanarn nam Ganuwie  Suen annae 30enyp GaRxnw
A NYP38 rapuim MagaracHniar Associaled Press aredtnar QyMxyynas.

Oanai nam TyBanAH Bocnorsir Baasny 1950 ol Xapuranad QapcHsl fapaa
XATALLIN OPXMH Fapy JHITRAHT ameaapy Gadraa iom, XATanan TyyHHAr TYBAHAH
canaH TycraapnarabiH NWoep rax yagar oM. Tyea He 1851 oHooc
XOWW  XATAALIH 3aXKpraasn aeTOHOMBIH Fax 3paTan Ganraa oM. byciidk
XYMYYCHIAN ragaanan Apax, ragaan Magaa apax spx Gapar xaanTran. Facamy
TYBAYYO YHARCHHAR BORMATEs TONOPXOANON APXARKXID TONDES TIMLOIN JH
TIMUNAAH HOT X3NG3P Hi IYNLIK 10N GONOX ABLAN OM

SHA256 e88eabeb642eaf832f8399d0337ba%eb1563862ddee68c26a74409a7384b9bb9
Date 10/2/2015

Filename Sudalgaa avah zagvar.doc

Vulnerability CVE-2012-0158

Targeted

Tools Used  Cmstar

Description  Spear-phishing email originating from 'davaa_ayush@yahoo.com'.

'‘davaa_ayush@mod.gov.mn' was a target in the August 12, 2015 attack, indicating the user
may have had their personal email account compromised as well. Single target found. Email
subject is 'Fw:_Fwd:_@_BEXA-Haac' (Defense Ministry). Filename is titled 'Sudalgaa avah
zagvar.doc', a possible Romanization of Mongolian. CVE-2012-0158 exploit used, dropping
new variant of Cmstar. The decoy table provides information about the rank, class, date of
birth, and experience of individuals in the Mongolian armed forces.
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SHA256 68f97bf3d03b1733944c25ff4933e4e03d973ccdd73d9528f4d68806b826735e

Date 10/22/2015

Filename anbaHylwaanTHyyablH capbliH LanuHrnHxaa 30 xysuir xacax.doc

Vulnerability CVE-2012-0158

Targeted

Tools Used  Cmstar

Description  Weaponized Microsoft Word document found titled 'EpeHxuin cang anbaHywaanTHyyabIH

capblH yanuHrnnHxaa 30 xysuir xacax.doc' (Prime Minister albanushaaltnuudyn monthly

salary minus 30%.doc). Likely delivered via spear-phishing. CVE-2012-0158 exploit used,
dropping new variant of Cmstar The document discusses changes made to the salaries of
government officials within the Mongolian government
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SHA256

M7Ap ANBaHYLUBANTHY Y/ILIH CaPIH UanimniioEa 30 xyswir xacax

SneaapiiH Gafgnaap Tecanin opnore 600 rapyll TapDyuaap Tacapcan, oMbl 3UIC Cywy
BpLAS XOEPXOH CAPRIH JAPAA 3HY TOO HN 1B HARAAA xypy Sormowryil Hexlen Sanaan yyeay
GaiHa. Twiaac Eperoi caibiH 3yT33C Gyiomi N SONMoKns SWsirnaH, TECSET K3MHIIT aprax
LiaapanaraTanr Canrieii caigan aaanracas. Yyma

Eperoaminery, Eperoani cang, YWX-uin 4apraac rag+a ninsyya. Hnicrenimin Gonow afmrisin
3acar Qapra Hap, OpNorY HapbiH xaMT, MTX4H Qapra 33p> Sarax . Tosywoop X3ndan yno
TepuiiH TOMUNMOOreop Tepuin evgep anban Tywaana ccos Gyx Xy yanuunwirgaa 30 xyswr
TOCHET HIMIPNSHG FIC3H ¥F. JHL HY SYINET TOQ0ToXaD TepiiiH andaH TYLWaanTaH rixxap
Tepuii anbaH xaar-d T3p AyKAaa, Cypryymiis 3aapan GarTasa rax oinroog Hairaa we Gypyy
GCereen TepuiH yiMUArssHWA anfad TYaanTHyyd uamsdaa xacyynaxyil XapuH ofoo
UEMWHF 23 Xacyynax syyycTi TaminyeA Tepiis anbases xyyNk] 333cH3ap TepuiH exgep
anfaH TywaanTaH 224 xyx Gaisa Yy
TE-1 Eperucniners
TG 1l ¥WX-0i1 aapra. Epeeoan caiia,

Te- Il YHX-biH o34 aapra, YHACIH xyymieid Lswes aapra, YncoH 0330 wyyxiiH Epeqxui
LyyrY

TE- IV

YHX6H riuyyd, 3acrieii ras-peid caiy wap, Ymoos Epstooill Npokypop, HURCIENMAH
WTX-sin Tapryymeriguiie gapra. swic-nannim 3acar gapra Gereag YnaasGaatap xomem
saxmpard, Wyyxnin eperxnil 3ssnenmis qapra, Mosron Ynces Eperoni aygumop, AT -wiH
Aapra,

TE- Vg8

Eperximinarduitd Tamres raspsiv 43pra, 3acnsis raspes Xapor 3poomx raspsie 43pra,
YUXe TamrsiH raspes Epsromil Hapie Gursriin 23pra, YHIcas xyy msis yaumiH riuyyH lecl,
YMoeiH 4330 WhyXHAH wiyrd, ainiie MTX-em Tapryyroryye gapra 21/, afuriis 3acar
papra 21/, Tepuim anfame 3saneniis gapra, Uyyows: epesoosh 3eaneniiis rwyyH (nepee,
YHAICHIA aynryll GaianeiH 3eBnaniin Hapiin Ginandis gapra, MowronGarre Epedxinery,
Camxyyridii 3ouyyynax xopooHsl gapra, Yugacssl crancnsidiv raspes gapra, Mouron
Ymowa Epaxxiin mpokypopbi opnord, X3YK-sm gapra, CEX-smd gapra, AT -bM 430 Aapra
Ta-vI /50

N2 caig 117/, Eperonitner i 3eanex /Haime’ YHX-se gaprum 3eenax (gepes’. Eperoail
calfeH Jsenes (gonos, Wy epesxinl JsEnemssis ryiuyTd Hapiwie Suurvie 4apra,
Tepii anbamsl IGENENIH OPOH TOOMS! MLNYH oep/ MosronGame! 430 epeHxminer,
Momran Yaose Eperoil ayantopsin opnory, Yrascmsl cramncTisols raspein 430 Aapra,
XIYK-biH FULLYYH [Typan/, CaHXyYIANH 3000 YyMax XopOos! 0POH TOOHE! FHLLYYH /18pas/,

CoHryyrwiiH epeHxXiil XOpooHs HapH Gudrwie gapra 3spar Garmax Gaima TE-l-Vig
333CAH TEDINIH SHAeD anGan TywaanTHel yane T3-14 repinis 3aopraa’ Gywoy Tepiss wapiwis
Gurariie JapreH UaANNHG oyypinas, Tooyos Gogq0or oM Gadsa Xapis antan TyLLaanss Capb
AN WTTINLYYYPIIAH LAYy TOOL00s Y 38T

Tl yarw 2 319 274 Terper

Tl yarww 1748110 Terper,

Tl warwm 1341371 Terper, mwim gepaed anbaH TywaanTas 5 365 484 Terper
TEIV yarwe 1289447 Tarper wair 99 anfan Tywaantax 127 655 253 terper
TO. Vyamm 1194253 terper mait 68 anban Tywaantas 81 209 204 Terper
TE-VI yanim 1142329 terper, maitt 50 anfiam rywaantax 57 116 450 terper

IHA39C yImN TEpH eHaep andan TYLLAANTHY M Capes Lamne mutt 2TT 161 B85 rerper
Gonaor Gaima. 3naxyy MEHNWT rypBas capaap ypwyynGan B31 485 855 rerper Gaix Gereen
Epatixini caniem CAHAN rapracad Tepiin enisp AnGan TyWaaMTred yamned rypsas cap 30
AyBiap xacaxan 249 can 445 MAHAH TErper XIMHIXN TOOUOOD xaparnas Gairaa s Xyyned
TEPINH S1a6p anGaH TYLAAMTEH e XOHINIM XINCHISC Xaps. TooyoonSon i To0 rapy Garaa
oM. M3asy asneH ¥y 433p T HV xypranx anfad TYWwSanmHes Oponyyynax o
XAMAAPY QIPX TOOHA BEPYNANT rapax maragnanmail Auaprai 4 IopX TOM|OONNOOC Xapean
300-raaq can rerperyir xaaxax GonososTod Ganna. [laapx wseeres gysr asnes ocyr Hara Gaima
3% Y3830 TepuiH oHASD anban TYLAANTHYYALE HINDK TOOYCOHOOD THCOBT Opi MPIX MSHISH
Ay R TOOr R3M3rAYY N3x GononosTod e

00ddaeb5bbc2ddf29954749519ecfb3978a68db6237ebea8e646a898c353053ce
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Date 10/22/2015
Filename Ync tepuiiH www.politik.mn cant Ha3ranaa.doc
Vulnerability CVE-2012-0158
Targeted
Tools Used  Cmstar
Description  Weaponized Microsoft Word document found titled 'Ync TepuiiH www.politik.mn cant
Hoargnaa.doc' (States opens state www.politik.mn site.doc). Likely delivered via spear-
phishing. CVE-2012-0158 exploit used, dropping new variant of Cmstar. The decoy document
dropped by the malicious file discusses a new website being launched by the Mongolian
government.
Yo Tapiiid waw poliikomn caiit Hasxranes
YW-aap 2015 omel Tecawih Togorran, 2016 oHe Teceidiy Tecmuir xananumw, T YAWE raygm
Eperaitil CARQmWT orypyyNaxaap FrapeH e Lyrmyyme, yncTep qoscomne Gyl 303 xamy
BAPY A3 MoHransH XEMIITH OTroH wWiwiw. polilik mn M3a3anmity CaT yHILWNGaL M3 s
TYramw 3xaennas. Monronsk ync Tepuiii asbpanss Gymi n yiln ABLITIPan, CyyaspTHI He
©NOH T3 s J3nrsx, eep esp Baiip cyypir 3CEBMLYYIGH XaPyynax SOpUNoToR wiH3
CAIT YIC TEPMAH 34X HE TEPSIDFECEHMAIINTIAH X30IMCIN 34133003 SPCANIeN1eeces
ANrapansr 3opex Gy oM Daiva
Ty caiimer MOoHronsiH Xamrisiii 0noH YHLLATYTEE WWW. NEWS_ M CaliTeH TORMY, HRiTNanwap
xnnax Gaiican 3 Bopruruaa vapes cayy mugwitH Gar canaaunan Gairyyneas. LWews caiitn
MagEnaITHA Tanunuax Gon www poltkomnxasraap xangax bonomsrod. Tyxainban, eweeapuiis
OHLNOX CH3ETI5 JacriniH rasput GyTweiii eepunanTiiy TAnaap xeHgeH GeecsHmir IHINYY
XonGo0Coop B3T3y YTIH YHILMHE YV
SHA256 c2ebaf4366835e16f34cc7f0b56f8eaf80a9818375¢c98672bc678bb4107b4d8c
Date 10/28/2015
Filename Unknown
Vulnerability CVE-2012-0158
Targeted
Tools Used  Cmstar
Description  Weaponized Microsoft Word document with unknown title found. Likely delivered via spear-

phishing. CVE-2012-0158 exploit used, dropping new variant of Cmstar. The decoy document
talks about a 2016 budget discussion in the Mongolian Parliament.
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Uanun xacaxer BX gamoscanryd

YN Xyym 3yiie Galiunds K0poDE sEoeLpeH TYPAngasEaap Jacreis raopasc spres
magyyncak 2018 oo Toooniin XoEP 53X XININLY AN Keknd.

Xypangaans 3x3e YHX-w iy [ Mysaacosangar “Cyynmin yeg wyyraeis: gamearad
TAUAATYYIN XYYk XAKANTRN GAMryyNAATEMOHL AN SHASD F3C OLAMCAT Meirius
veaaa Gahma Buesaep Rau, Tauns rajap axianas Gahraa oywyyceis gans S00E0
sannran Terper n G axs. Lammn Gyypyynas Scyyanur 388 esureec 384y ScTod
Tyxainfan, Hacaapaa xAHENT xuits Bafraa xyvei anies BogIT suns pan S0 caaaep Syype
Gade'aa B3 7 ra8.

¥r acyymman Camnmitn cai B Bonop Nyynuibs canbap moc yammnis xacammar
ANEEAPMEE SCYYLAR Bailxryi. XAHSNs HEDH UAMIH Synawasp S50 wheris Terper Gaias
Hpa soun xakary mapan yanuer Syypyynaorydh 3ua s Tysuiegy s Gapesa Tepesis
A anBan Tywaantan Gancs yic Tepuie sngsp anbax Tssantws yanmr Syypyynan
ACYYRAN Apurgax Gaidrasr yNCTepsEnD cais olnrox ecTod Tepail JAXHpTaARHMIDN AT
Gypyyneas be BAIE UOWXOTION ABYY M GAICHESE TOAOMCHR Tooes SNl tabr s
yarsr Byypyynaas Anax Wi 380 rI yIcE e

Setn yenp ATT, WALNET, XXE 33par xyy N XAHANMTSE Gailryynnaryyiss yispananyys
apoons GaiANaap KIEH TErPenaiH UANMH SR0ET , YT UANHE Hk BPOX OHLW TECHET TIraces
wmar Byypyynaxaap Gonlbon xansn xysuap Byypax rysaia Tainbap nece ow Kyyme
ryyEniin Badiryy nnaryy s yampanaryysus ke Gyil ralinBapaap Bon moe Sxliryynmanes
Teces W xyanap Gyyps opes npas rana. Sus yeap Y nwyyn C Baulaucr gares xacax
il e paiit 3wy Saliraaraa naspaniinxan “Atap” Tanme i 2012 ong 630 Terper
Gakcan Gon agoo 1150 reqper Gone sctes Gaiea Wissc yenitn SCRNTTN Ry yrme Lage:
o 0odp GAKHH MW Yy Nax SCTON rama

Canmiin caiy B Goenop xansanss, “3nmis 1acar xywa Saires vel ganes Gyypyyn s
ABLA N Apca xaukdd. Mewe caroryy calisupcan yeg ecrex Sonma. Digoonmin Sallgsaag Geg
¥Peran 2apaner 2017 o Tyaumug asunpcas’ xausem TainBapnanas
Tyywunan YHX:mn gapra 3 Shadbong gaopx Gadeyymaryyauy FAMDEnRArag Xasgaon, Oy
BPERH WNPWRH N)THUREHYL TCEE Me EXDIH THEN WDCHMRT TOODYYNCEM Mheriend yyme
xnanTen Gafnyynnanyyiun Teces s wpox Gyp ecoee gywToil Gade Moo YiDCwm gapra
32uxbong, "OereposE  ApESH  WOANG  XYYNR  Wypoeioesl  raATTGE el TRCSET
Gaiyynnaryyism Teces 500 gaew wousigesn Tyxainban, Yooww GypTrseis spssoosd
ra3ap TYL mawan cyypefyymeas Wi Gailtan opos Tooros Takkaryin Sadawr Oamso
oprorotail Gafix yewi TInc Japgnaa xymsn o Gaiiwa Ogoo wpnes 90 xyseap
Gyypyynaxas Soncorgd syAnngE® racas caHanTad Galiraaras oanas. Memog ganer
xacakfyd Gailx Tyxdd PuryyAISE FEDFACAN 3APuMEsd 360VYTHI CAHANARS CIAS TySRAST
ARYYNAXAY CNOHX UANHH EACAX SEapgnararyl i yanss

SHA256 aa86f4587423c2ff677aebae604614030f9f4d38280409501662abdedfe20c2a

Date 12/23/2015

Filename COHOPLOYVYITA.doc

Vulnerability CVE-2012-0158

Targeted

Tools Used  BBSRAT

Description  Weaponized Microsoft Word document found titled 'COHOPLYVYITA.doc' (Announcement).

Likely delivered via spear-phishing. CVE-2012-0158 exploit used, with BBSRAT embedded.
The document translates to an announcement of a loan agreement signed with foreign banks

and financial institutions on October 16th, 2015.
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COHOPOYYTIITA

CeayTonrofn gang yypxads Jonwin rapeer 2015 s 12 myTaap capem 161w
enep MY Ja0WAM  fAXDEM HIDWAH  Aeeac fagaaneid  Gane  caMXyYTAAM
GafdryynnaryyaTad yaamacaeTsd  xonbormyynas  Mosroness 8pa Tymoed  Gonod
TAfAafbIH NOPBHTS OPYYNANILH aHEapan My.usi Vil oyynuap SaTanragscad
MOHIONBIH BP0 TYMHWA YHIT gary, GEANAT OwyTOMNMOfs TASHLIHE MM, XRHANTA
YRl RABWPYYTAS ODYYMAX WOUTOR XOp yDEeArTER, xyMh SGENCOH  YRNMNEAT
Y Catcanmanardfs JAcTHAH rasap xafCmeil 3pC Gypyyusias JCIDNYIEm, M3y
r3p3asT XYyN3oH 3aaleeper Gonousryir Magsrnax Gaisa

mie IACTAAN XYMEPN XAMDEN Mk anfas TywaanTeyyn THICE Xyynk DHraag
Gycan xyyne TOMTOOMMWAT J0pat 3px Magme oTpyyes Mosronsms apn Tymmssi
Ay ecHEl BWanAr YWX, 8pa mpragasc wyyuasp Gyooag ewyynax yMaacnan,
WA TION, KAALAANAN Gonm iy om

“ChoyTonroin QAN yypouie GyToom Gadnyymant, CasnymanTein Tornsanoms”
waprafraag 2015 ows 05 gyraap Chpiie 18- agep AHIY e [ylad xotod wyyysip
ARG XYYTI SOEMCHN TOMMPONUOKND0 TORA. 1A TYMMG TYRV s WaRRIAx, DK TN
AW IR GATRNCAANYYTIAN SOQWNTOTON  SeINYY XXl FI000 e XN TOT0N100
Gyc wanuan Ganosr oMo axaapyyrs Gedes

My TONTOAT TOMPODH XYy SB{RIO6H IHR0G, KA 300 Sapuniisil oy Gyc
winanyya sk M. onod Toplyw JONMEpESD CROGMEIN CEHKYY, J0MAH IACTHIH
ANJATAAN, XOXKMpNBT Aaryynaan Gyh Gerean wo rad Ganar yasusay ymas wEop
HIMIEIE He HACIHT TOROPHOR Gonooy BafHa Wi GyCapuar L3par ABANGIT XYTS0H
Innwespay GonousryAr MY-oiH BP0 ONoM ST EVBAANUAN OUEMHEWAT YDHAnE
Gafua

OuayTONrodn Oper yic i o mgery Al TONDS 3R 00D
YA ICKACTON BMIMAX SCYYTILE amax yenis Ga sseaninin 3px Gapursy ome yig
HUALYMIH 368 WWAnox vanaryd Ga xycwngt Gafrasrss XSHCAMTTEA HOTNOH
MAPYYIICEH Ty O0yTONMOAH e, BERANNAAT YHICS oyyTesis Baryy ap TyMEMA M3gan,
TepuitH GaMraENANTay Oyyass SEAX 3CH ACYYAMSAD ADE WHATWAH CAHAN ACYYNra
RBYYTEE, GpA TYMHWA OPONYOOTORNG0D SYSCMSH ARSI WAAPANATATER XIMIH
e DAmraaras Magagas Didua

SHA256 fc21814a5f9ed2feébef9e15b113d00f9291a6553c1e02cc0b4c185c6030ecads

Date 1/4/2016

Filename ©BnuiiH eBreHniiH yr.doc

Vulnerability CVE-2012-0158

Targeted

Tools Used  BBSRAT

Description  Weaponized Microsoft Word document found titled '©BnuinH eBreHunH yr.doc' (Santa's word).

Likely delivered via spear-phishing. CVE-2012-0158 exploit used, with BBSRAT embedded.
The decoy document, which had spacing removed for an unknown reason, provides a series of

children holiday season songs and poems.
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SHA256

EEARD BT R

YayypTaAMOAHDOCASAN YR

Lianm1HI B saHM D0y Haaa
magonanynaHGyscep

LiagurmyyxisanTanxyynacionco:

AMNTOY AN

ANAapTaaLRSHEIORMAN

SopurThioHroneIHYPCAR

S0EKHHEER16ET BHADTEIATBEY Y N3ANA7

BEeH Yy PANAARHL

YHIXIIPCITraNaanetanHa

BipsaHbHACIA3 PO

BeExaHNEaGaDHIARNY HAAHARATOMK

EpanT W CTRAHON0N 0P

OO SRR AHXEIYY A5

LiBCMBCHACDOHK AAG A ALIMTAHADM 3N 30T

LiacaHynapanCaRADKTHIEINGEANaM

LiacHExaRNaaTY fEXrYAADDIGON0KHE

LA M MMM AR NS ANANT A0 MXEOH

TR T G2 KOMONATRHTAM LA TapT o

NanrapsyTaraiHsUentonstamamrtaiHa

¥ (AN YT BHADHAMSATSENMAHBBMSHr XY

YeaHnananrascupeanTycaroaasr e

¥ R ORTY AN HMOC KRN SR G s

Y P AT LAIAMRIATIM i AL T A S0EANH

ATy HEOETBHG O C OHADDARTY Y TISEMAIHD

Xagyy nraimi muncaHbam By apanny s pacbisis

T x0T Esapy AT M AXaaN oL aM TTER

T AT S LM AT CAH AR

T ATy G AN My A

T EapTerconBanrMATHEYTYANHI

XyparanGafcasbonamapcaioanta

XM AEnEaT:

AR

7e031a04e570cddda907d0b4b7af19ce60dc481394dfb3813796ce0e6d079305 Date

2/17/2016

Filename

Xong ConoHrocT xopur apra xaMxa3 aBHa.doc

Vulnerability
Targeted

CVE-2012-0158 and CVE-2014-1761

Tools Used

Cmstar and BBSRAT

Description

SHA256

Weaponized Microsoft Word document found titled "Xong ConoHrocT xopur
apra xamxaa aBHa.doc' (North Korea sanctions). Exploits for both CVE-2012-
0158 and CVE-2014-1761 used, dropping a separate, newer variant of Cmstar
which downloaded BBSRAT as its final payload. The decoy document talks
about a recent speech made by the South Korean President regarding
sanctions made against North Korea.

Xoiig ConoHrocT Xopur apra X3sss asHa

MxeHsAH YEMWAH 33BCTHIH X8TENDEPeBp XBBYBINZEX Hb “JEBXEH MEXN88a N XypaacraHa”

X333 Sunen ConoHrockH apedxmMinery Nar Kus Xe Magargess. Nag Kud Xe Xoig Conokrocey
CYYNHAH L8 XaTranrtH Tense BHCY MeessAnsr weitraxal Byx apraa x3parnass ragrir SMHen
ConosrockiM yHIICHWA accamBnediy xancaiK yradgas osuoncod Gaika.

TyyHUNIH BHrEPCEH LON0C XOHOM X0EP CONOHMoeIH XaMTapcad KecoHs ax yinaeapuitk
yorgonSoper xaacaM vis MoexsANs ICPIT XOpWrHAH Jemxed 3nan rax Mak Ked Xe xanas. Kecow ax
YHAABIPUAH OPNOFsIH HIM330 XYBUAr M esban LSMMHIH 338CIUAH Jl:a'renﬁsp. Y YHHHCIH TEXHONOM
xerxyynaxan awwrnak Gafiraar Swmeeg Conoxroe Magasncad om. Ax yiingeapuis yoryenSopooe
Xoiig Conorroc edrepced ok 120 can opunm am. gonnapsH opnono oncod rans. Xapd Kecod ax
YANABIPUAH Yoryonbopesr HIICHIZC Xomume 12 =unmiln xyrayaads Xodn Conosroct 360 cas opusm
am.gonnapek BanaH MeHreHNil OpNon OpcoH ax. BHreposH Xyrayaaxg xoEp CoNOHroceH yIC TepiH
IBPUNESC WaANTraanax ax yAnasapuiin wongonboper xag X343+ yaaa xaak Gafican ow.

YiHill 2apanyzs Anos yne Xofn Conosrocsild 3cpar Xopuroo yadratraag Byt o Anod vs Xoig
Conosrochid xaner oHrogHyyALr SoomMT awnrnax Sonod 800 am aonnapaac 433 MEHreH Ny sy ynnur
xopurnoxss. Xapnd AHY-sH ayrasc Xoig Conourockis 3cpar WHH3 XOpur Taes Xyynk, epesinen
Bapak Ofama rapum yosr sypaxsir xynass Gaiiraa ax

5c7e3cded4d286909154e9a5ee5a5d061a1f0efaa9875fb50c9073e1e8bbcfaef

Date

2/19/2016

Filename

3nka MoHrong oviptcoop.doc
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Vulnerability
Targeted

CVE-2012-0158 and CVE-2014-1761

Tools Used

Cmstar and BBSRAT

Description

SHA256

Weaponized Microsoft Word document found titled '3uka MoHrong onptcoop' (Zika closer to
Mongolia). Exploits for both CVE-2012-0158 and CVE-2014-1761 used, dropping a separate,
newer variant of Cmstar which downloaded BBSRAT as its final payload. The translated
Mongolian text found within the decoy document discusses how the Zika virus has been
witnessed in both China and Russia, as well as other countries across the globe.

3ura Mourang oliprcoop

Yprmite raeer yyoragar 3uea sapyced xangeap xepw OXY-q war, Xatagan xoép xyHg unpaag
baina [omunmkas yncag aMpad WpcIs IMIrTIArasc 31Ka BUpYC MN3pcH3ap OpocT aHxke
ToxMongon BypIrargcan oM. Xapus XATaAa xHui XangBapTan XyH 3Ar3apy IMHINCIIC rapuany
80P HAr XyHA Jnka Bupyc nnapcay ax. Bewecyan yncag aAnaag wpcak 34 wacTail 3psrman
(LiWHIIH H3TIHG XAMYYPY, TONMON Hb BEACEH WHHY TIMAMIZP IMHINT XAHACEH He JUKa BUPYC
Bonox e oHOWNOrANSS. TyyHIAr HAHCH MyRWIH IMHINIIT XIETIH IMUMY N334 rapcHs Mapraaw
His M. 15/ xo#p faxs ToXMONAON MN3PCIH ax. Ogooroop XATa0a Juka BUPYCHH Xangeap ascad
XOEP faKe XyHUA TAN3apx M3g3anan Gaixryd Gaina.

Jypart IuKa BUPYCHIH XANMEAP XIPXIH HYYX MARraap Tapxax Gafiraar xapyymwaa

3uEa BUPYC BHrepCeH apasayraap capn Bpamnea rapcuaac xoiiw Marus Amepuk, Kapuber
20 rapyi opowp Tapxax, 1.5 car xyH xangeap ascHaap [Janwwlis 3pyyn manguik Gairyynnara
oy bangan sapnacas Bunas. 3Juka BUPYC He XHPIMCIH IMIMTIAY XANJBAPNACHAAD ¥PIAilH
TapXUHbl XOMENMAT 30MCO0M, 0OYHE XOMCAONTON, FICKUN TAPXUTAN Xyyxan Tepaer o, Him
XYYXAYyA HACAM TYPUWA3a acapraa, CyBHNraan] amsapax waapanararai Gongor. Konywmb yncag
nraxag 4000 ®UpIMCIH IMITIRG IWKa BUPYCHH XANABAD HNIPCHIIP YP XeHOYYNIX
38BWEBpANIr Jacriild raspaacaa waapaax Gaina

Ob0e6b40a63710b4f7e6d00d7a4a86e6db2df720fef48640ab6d9d88352a4890

Date

2/19/2016

Filename

Xaragag “3uka” BUPYCbIH X0€p Aaxb TOXMONA0N unap4yaa.doc

Vulnerability
Targeted

CVE-2012-0158 and CVE-2014-1761

Tools Used

Cmstar and BBSRAT

Description

Weaponized Microsoft Word document found titled "Xatagag “3uka” BUpyCbiH X0€p Aaxb
Toxmonzgon unapyaa' (China "Zika" viruses in two cases). Exploits for both CVE-2012-0158 and
CVE-2014-1761 used, dropping a separate, newer variant of Cmstar which downloaded
BBSRAT as its final payload. The dropped decoy document contains a press release dated on
February 16", 2016. The press release discusses changes made to the coal industry in inner
Mongolia, The G-20 meeting in China, a five year plan for economic and social development,
and two cases of the Zika virus.
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The Digital Quartermaster: Tool Overlap

The tools we observed being used in this attack campaign remained consistent throughout the six months of data

we were able to collect and analyze. Yet, prior to the findings in this report, none of the tools used in this
campaign had been observed being used in conjunction with each other. In their 2013 report, Kaspersky
theorized that NetTraveler may have had connections to the Lurid/Enfal adversaries due to some similarities in
command and control infrastructure and targeting of minority groups in China, but no strong evidence was
discovered since then. CMStar is a variant of Lurid discovered by us in May 2015, with similar targeting as

previously observed as NetTraveler, but again, with no strong connections. BBSRAT is a relatively new Trojan we
had discovered and publicized in December 2015 and had attributed it to a campaign dubbed ‘Roaming Tiger’ by

ESET in 2014, which specifically appeared to target Russia and Russian speaking nation state. None of these
tools have been publicly observed in use together, in a singular campaign, until now:

¢ The initial dropper embedded in the weaponized document files were obfuscated using a subtraction cipher
previously used to obfuscate strings in the NetTraveler malware family.

¢ A BinDiff comparison of the newer Cmstar variant with a previously reported on NetTraveler sample shows
an 80% code similarity
o The first stage loader used in the attacks was Cmestar, or lightly modified variants. Cmstar is closely related

to Lurid which is associated with the Enfal trojan

¢ The final payload for the newest weaponized documents retrieved was BBSRAT, which was previously
associated with an attack campaign called "Roaming Tiger", targeting Russia and other Russian speaking

nations speaking

The one commonality that does appear amongst these seemingly different tools used by different operators is
their geolocational nexus: China. In 2011, TrendMicro strongly attributed Lurid/Enfal to operators based out of
China, although they stopped just short of claiming it. In Kaspersky’s 2013 report on NetTraveler, another strong
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attribution was made to a China-based operator. ESET’s “Roaming Tiger” reporting did not attribute the attack to
any specific nation-state, but examining the command and control infrastructure and WHOIS data again
suggested a China-based operator.

These facts begin to lead us to the following possible conclusions: the previous attack campaigns associated with
their specific tool were all actually conducted by one, large, all encompassing operations unit. The previous
attack campaigns were conducted by separate, but related operations unit with access to a common Digital
Quartermaster for tools, or some combination of either scenario.

Technical Analysis of Tools Used

All of the Microsoft Word documents leveraged in these attacks used the CVE-2012-0158 and CVE-2014-1761
exploits. All of the exploit documents, in addition to targeting the same organizations and relying upon the same
exploit techniques, ultimately dropped a version of the BBSRAT. A large number of the encountered samples
used a new version of the Cmstar downloader to accomplish this, while some documents dropped and executed
BBSRAT directly. Upon successful exploitation, the exploit documents would drop and execute a payload using
one of the following techniques:

1. The exploit document drops and executes a file with a path of % TEMP%\xpsfiltsvcs.tmp. This file contains
an original Cmstar downloader that was discussed in a previous blog_post.

2. The 'MSOProtect.acl', 'offcln.log’, and 'offcin.pip' files are dropped in the %APPDATA%\Microsoft\Office\
directory. The MSOProtect.acl file contains a new variant of the Cmstar malware family. The offcin.pip is a
DLL that is responsible for opening a legitimate Microsoft Word decoy document. The offcIn.log file contains
a command that will open this decoy document. The offcIn.log file is used by offcin.pip in order to
accomplish this.

3. The %APPDATA%\comctl32.dll file is dropped and subsequently loaded. This file contains either a new
instance of the Cmstar downloader, or a copy of the BBSRAT malware family, which was discussed by Palo
Alto Networks in December 2015.

New Cmstar Downloader

The maijority of the spear-phishing attachments leveraged variants of the previously discussed downloader
named 'Cmstar’. Much of the functionality remained consistent in the newest variants, which were compiled in
July and August of 2015. For reference, the original Cmstar downloader malware samples were compiled in
February 2015.

The new samples appear to have minimal changes made, and in fact a number of the debugging statements
mentioned in the original samples are seen in a number of the newest variants. The obfuscated routine that is
responsible for downloading the payload has increased in size from 779 bytes to 943 bytes. This increase in size
is due to additional error controls put into place. This routine is still encrypted using a single-byte XOR operation.

However, the newest Cmstar variants use a different routine to obfuscate important strings within the binary. The
following code, represented in Python, accomplishes this:

1 def decode(data):

2 out="

3 ¢=0

4  fordin data:

5 out += chr(ord(d) - ¢ - 10)
6 c+=1

7  return out
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Malware analysts may recognize this routine, as it's identical to the one witnessed in previously discussed
NetTraveler samples that were found to be targeting an individual working for the Foreign Ministry of Uzbekistan
in China. As witnessed in the following diagram, the new Cmstar downloader’s obfuscation routine has a 100%
code match to the NetTraveler downloader previously encountered:

[ITHITITTR] SECONITY

Figure 1 Code Overlap Between Cmstar and NetTraveler Downloaders
The following URLs were identified to be used by these Cmstar samples:

« http://thbaw.ofhloe[.Jcom/cgl-bin/conime.cgi
http://dolimy.celeinkec|.Jcom/cgl-bin/upl.cgi
http://question.eboregi[.Jcom
http://pplime.savecarrots[.Jcom/cgl-bin/upsd.cgi
http://dolimy.celeinkec[.Jcom/bin/r0206/update.tmp

The majority of these URLs were not responsive at the time of analysis, with the exception of the last one. This
returned file is an encoded executable that contains a dropper, which in turn loads BBSRAT.

BBSRAT

Much of BBSRAT's functionality has remained consistent in the newest variants. Like previous versions, the
malware will build an Import Address Table at runtime and uses the following mutex to ensure a single copy of
BBSRAT is running at a given time:

Global\\GlobalAcProtectMutex

Additionally, the network structure, URL pattern, and other characteristics of the malware remain consistent.
BBSRAT will ensure persistence by setting the following registry key:

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\comctl32 - rundil32.exe %APPDATA%\comctl32.dll,
Enter
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The largest modification has been the addition of four commands to the command and control handler. These
commands are still being researched and full functionality of them has yet to be determined. We have identified
the following BBSRAT command and control servers:

e cocolco[.Jcom
o ofhloe[.Jcom
¢ housejjk[.Jcom

Infrastructure Analysis

Mapping out the first stage command and control infrastructure for the analyzed Cmstar samples revealed an
infrastructure that was most likely deployed specifically for this attack campaign:
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Figure 2 Cmstar Command and Control Infrastructure

A single domain, question.erobegi[.Jcom, was found to be reused. This domain had previous been identified as a
first stage command and control in May 2015 when we initially discovered CMStar. However, the payload was not
identified at the time. The WHOIS data revealed heavy usage of resellers by the adversary, likely as an evasion
technique. Analyzing the historical WHOIS data however, revealed one of the 'clean’ personas used by the
adversary as a registrant 'HELENEHELEN@EXCITE.CO.JP', was used to register one of the command and
control domains for CMStar, celeinkec[.]Jcom as well as one of the primary command and control domains for
BBSRAT, housejjk[.Jcom, further supporting the links between CMStar, and BBSRAT.

The BBSRAT command and control infrastructure remained exactly the same as previously reported in
December 2015:
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Figure 3 BBSRAT Command and Control Infrastructure

Unfortunately, we were unable to retrieve all of the final payloads from every sample at the time of analysis. One
interesting fact to note is the use of the primary domain ofhloe[.Jcom; BBSRAT uses pagbine.ofhloe[.Jcom as a
primary command and control, while we also observed Cmstar thbaw.ofhloe[.Jcom as a first stage command and
control to likely retrieve BBSRAT.

Conclusion

Unit 42 often speaks of sharing threat intelligence, tools, and procedures amongst the security industry, often
times pointing to the fact that the adversaries we are up against on an everyday basis are doing the exact same.
Still, as a community, when we do publicize adversary groups or campaigns, there is a tendency to encapsulate
each and place them in their own isolated bubbles, directly contradicting the message of sharing amongst the
adversary. The reasoning behind this is not meant to be hypocritical — it is simply more straightforward for
identification and ingestion purposes to be able to silo each group or campaign rather than come to the
conclusion that every group or campaign is somehow related due to the sharing nature of the adversaries. We
must acknowledge the fact however, that in general many attacks are related, even if they do appear significantly
different or do not share the same TTPs as observed previously

The collection of data we have analyzed strongly points to the fact that a Digital Quartermaster may exist
amongst the adversary. The strong overlaps within the tactics used in the toolsets as well as links in
infrastructure indicate it is likely that a singular entity is responsible for deployment and maintenance of the tools
used, in conjunction with a separate operator group responsible for the actual execution of the cyber espionage
operations.

Palo Alto Networks customers are protected through our next-generation security platform:

o WildFire successfully detects BBSRAT, Cmstar, and the weaponized documents as malicious
o AutoFocus identifies the tools used under the Cmstar and BBSRAT tags

« Traps actively detects and prevents exploitation of both CVE-2012-0158 and CVE-2014-1761
¢ The C2 domains and files mentioned in this report are blocked through Threat Prevention

Indicators of Compromise

Exploit Document SHA256 Hashes
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5beb50d95¢c1e720143ca0004f5172cb8881d75f6¢c9f434ceaff59f34fa1fe378
10090692ff40758a08bd66f806e0f2c831b4b9742bbf3d19¢c250e778de638f57
44dbf05bc81d17542a656525772e0f0973b6037041213278036d8ffc999bb79a
91ffe6fab7b33ff47b184b59356408951176c670cad3afcde79aa8464374acd3
6f3d4fb64de9ae61776fd19a8eba3d1d828e7e26bb89ace00c7843a57c5f6e8a
e88eabeb642eaf832f8399d0337ba9eb1563862ddee68c26a74409a7384b9bb9
68f97bf3d03b1733944c251f4933e4e03d973ccdd73d9528f4d68806b826735¢e
00ddae5bbc2ddf29954749519ecfbh3978a68db6237ebea8e646a898c353053ce
c2ebaf4366835e16f34cc7f0b56f8eaf80a9818375¢c98672bc678bb4107b4d8c
aaB86f4587423c2ff677aebae604614030f9f4d38280409501662ab4edfe20c2a
fc21814a5f9ed2f6bef9e15b113d00f9291a6553c1e02ccOb4c185¢c6030ecads
7e031a04e570cddda907d0b4b7af19ce60dc481394dfb3813796ce0e6d079305
0b0e6b40a63710b4f7e6d00d7a4a86e6db2df720fef48640ab6d9d88352a4890
5¢c7e3cde4d286909154e9a5ee5a5d061a1f0efaa9875fb50c9073e1e8b6cfaef

BBSRAT SHA256 Hashes

567a5b54d6¢153cdd2ddd2b08411f66fc87587dd691cd2ba8e30d689328a67 3f
cd3b8e4f3a6379dc36fedf96041e292b4195d03f27221167bce7302678fb2540

BBSRAT C2 Servers

jowwlIn.cocolco[.Jcom
pagbine.ofhloe[.Jcom
cdaklle.housejjk[.Jcom

Cmstar SHA256 Hashes

¢3253409cccee20caa7b77312eb89bdbe8920cdb44f3fabfe5e2eeb78023¢c1b8
3e2c0d60c7677d3ead690b1b6d4d7c5aaa2d218679634ac305ef3d75b5688e6a
3a7348d546d85a179f9d52ff83b20004136ee584993c23a8bfe5¢c168c00fbaa9
19bad40a7fa332b750c7d93385dd51bd08ee63f91cedb4ae5a93f9f33ecb38c44
4e1d59042336¢3758e77c5¢c521f60ae262aad01bf7265581de54e869a02b65bc

Cmstar C2 Servers

http://thbaw.ofhloe[.Jcom/cgl-bin/conime.cgi
http://dolimy.celeinkec[.Jcom/cgl-bin/upl.cgi
http://question.eboregi[.Jcom
http://pplime.savecarrots[.Jcom/cgl-bin/upsd.cgi
http://dolimy.celeinkec[.Jcom/bin/r0206/update.tmp
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