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Ransomware authors seem to love mythological creatures. We have seen Chimera, now we
will take a look at Cerber. Both are named after powerful beasts and both are prepared in a
professional way. As SenseCy states (source), Cerber is sold to distributors on underground
Russian forums.

This malware is often distributed via Exploit Kits (read more here).

UPDATE: Checkpoint released a decryption tool working for some cases of Cerber

Analyzed samples

o f5146a3bbe6c71e5a0ef2f04f955b1a1
o 2f7059d7b1dda3080e391d99788fff18
payload: 9a7f87c91bf7e602055a5503e80e2313 <- main focus of this analysis

Behavioral analysis

After being deployed it disappears and runs its dropped copy (renamed to [a random
word].exe from the hidden folder created in %APPDATA%. Name of the folder is specific to a
particular sample — in the analyzed one it is: {BD674CFA-429A-0ACF-A3F2-

1/16


https://blog.malwarebytes.com/threat-analysis/2016/03/cerber-ransomware-new-but-mature/
https://www.malwarebytes.com/ransomware
https://blog.malwarebytes.org/intelligence/2015/12/inside-chimera-ransomware-the-first-doxingware-in-wild/
http://blog.sensecy.com/
https://twitter.com/SenseCyBlog/status/705418447283429377
https://blog.malwarebytes.org/cybercrime/2016/04/magnitude-ek-malvertising-campaign-adds-fingerprinting-gate/
https://www.cerberdecrypt.com/RansomwareDecryptionTool/
https://www.virustotal.com/en/file/2d08ffeba708fb833404d2c320ea4f29365c791d504181e08e3e9b529f5cf096/analysis/
https://www.virustotal.com/en/file/a5ff5f861bbb1ac7c6fd44f303f735fac01273ce2ae43a8acb683076192fcfcc/analysis/
https://www.virustotal.com/en/file/e8c6741d3d21068535fb6bb7fe676ecaa74eee06a655c7aa915fc39c0ee7ee16/analysis/1457032020/

C895D363964E}.

Some observed file names: csrstub.exe, dinotify.exe, ndadmin.exe, setx.exe, rasdial.exe,
RelPost.exe, ntkrnlpa.exe

The dropped file has an edited creation timestamp.

AppData » Reoaming » {BDET4CFA-420A-0ACF-ASF2-CE950363964E) - |¢.,. | r

library = Share with = Mew folder

o

Marne Date modified Type Size

0] csrstub.exe 2010-11-20 22:29 Application 112 KB

It also creates a link to the dropped malware in: %APPDATA%/Microsoft/Windows/Start
Menu/Programs/Startup:

AppData » Roaming » Microsoft » Windows » Start Menu » Programs » Startup v|4’v’-||

library = Share with = Mew folder

-

Mame Date modified Type Size
| csrstub 2016-03-0717:30  Shortcut 2K8|
desktop.ini 2015-06-18 22:24 Configuration sett... 1KE

Looking via Process Explorer we can see the dropped sample deploying new instances (it is

used in order to divide the work of encrypting files).

= 7 ntkmipa.exe 047 1896 K G443K 5868
X 4834 2276K
i 167 752K
i 11.63 1972K

Registry keys

The malware makes changes in the Windows registry.

Two entries (Component_00, Component_01) are dropped in Printers\Defaults:

nters = || Mame Type Data

Connections il 3!,] (Default) REG_S7 {(value not set)

Defaults L 35'9'] Component_00 REG_BIMARY 9304 01 01 82 b3 93 940 02 00 00 01 00 00 00 db 5...
ll_J\ _{E?_F?E]E?E:??D_EHE_S e - _?5'5] Component_01 REG_BIMARY 424574 4b 77 76796b 6345031703947 31 38 6.

Computer\HKEY_CURRENT_USERNPrinters\Defaults\{67F80680-E780-2436-5FCA-81 CBAD43DAED}
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Compont_01 contains some binary data in base64:

Edit Binary Value ==

Value name:
Component_01

Value data:

0100 64 4D 68 47 €B 48 53 78 dMhGEHYx =
0108 4C 41 6B 65 6B 38 61 &9 LAkik8ai

0110 T2 T2 &F 31 2F 4E 57 &aD rrol/NWm
01138 4D T0 66 4E 4F TO0 &8 TA MpfNCOph=
0120 56 52 3T 585 eB 2B TO &8 VETYk+ph
0128 48 2B 61 45 T8 46 44 T8 K+aExFD=x
0130 66 78 53 51 T3 45 6D &8 fx5Q0sEmh
0138 4E 44 51 &F 50 T4 &4 &9 NJQoPtdi
0140 73 39 45 77 &% 68 T4 44 s8EwihtdJd
0148 43 42 43 6D 4C &7 35 49 ITECmLg5I
0150 41 53 5A 42 51 41 3D 3D AS5ZBQL4==

[ |

1

| ok || Cancel |

Registry keys for the persistance are added in various places, i.e:
HKEY_USERS -> [current user’s SID]:

o “Software\\Microsoft\Windows\\CurrentVersion\\Run”

o “Software\\Microsoft\Windows\\CurrentVersion\\RunOnce”

o “Software\\Microsoft\Windows\\CurrentVersion\\Policies\\Explorer” -> “Run”
o “Software\\Microsoft\Command Processor” -> “AutoRun”

However, when the encryption finishes successfully, the dropped sample is deleted.

Encryption process

Cerber can encrypt files in offline mode — it means it doesn’t need to fetch the key from the
CnC server. Files that have been encrypted are fully renamed and appended with the
extension typical for this ransomware: .cerber. Pattern of the name: [0-9a-zA-Z_-]
{10}.cerber
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|£ # DECRYPT MY FILES #html  2016-03-0517:55 2KB

|| # DECRYPT MY FILES £ it 2016-03-05 17:55 1KE
2| # DECRYPT MY FILES #vbs  2016-03-0517:55 1KB
|| 0jkKC-nHS.cerber 5 KB
|| 73elbQ21uQ.cerber 1KE
|| DiGf3mzEar.cerber 141 KB
|| gHFAZAL wh. cerber 49 KB
|| wsthBVhkSs.cerber 7 KB
|| wwexluXpE6.cerber 14 KB
|| ¥nUoDIHXfE.cerber 24 KB
|| yqBCPGKBDU.cerber 2 KB

The encrypted content has a high level of entropy and no patterns are visible. Below:
visualization of bytes of square.bmp : left — original, right encrypted with Cerber:

Content of the encrypted file is different on every encryption — probably keys are dynamically
generated. After encryption size of the file content is increased about 384 bytes* — it may
suggest, that the RSA encrypted AES key is appended to the file (*depending on the file this
value may vary a bit, probably because of various padding).

After executing it displays a ransom note in two forms: HTML and TXT. The note is available
only in English. Example below:
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€ CERE ER - Windows Internet Explarer EI@

'\:,"L;' |g, C#\Users\tester\Desktop'# DECRYPT MY FILES 2 htrl - | ¢¢| X | | 1 Bing o -

77 Ulubione @ CERBER

CERBER

Your documents, photos, databases and other important files have been encrypted!

To decrypt your files follow the instructions:

1. Download and install the «Tor Browser» from https://www.torproject.org/

2. Runit

m

3. Inthe «Tor Browser» open website:

http://decrypttozxybarc.onion/FE0D-9A67-0099-0006-4671

4. Follow the instructions at this website

«...Quod me non necat me fortiorem facit.»

CERBER

Your documents, photos, databases and other important files have been encrypted!

At the bottom of the ransom note attackers added a quote in Latin: «...Quod me non necat
me fortiorem facit.» (“What doesn’t kill me, makes me stronger”). We can only speculate
what they wanted to convey — to share their own motto, or to console the victim of the
attack?

It comes also with a VB macro that is supposed to speak up the message with the help of a
local text-to-speech emulator:

Set SAPI = CreateObject("SAPI.SpVoice")

SAPI.Speak "Attention! Attention! Attention!"

For i =1 to 5

SAPI.Speak "Your documents, photos, databases and other important files have been
encrypted!"

Next

Website for the victim

Each victim has a Web page that can be accessed via Tor. Although the ransom note is
available only in English, the Tor website can be customized to several languages:
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CERBER DECRYPTOR-Tor Browser e 0 0

ICERBER DECR.. x |+

Si @ v (€)@ decryptiozxybarc.onion/CIB2-2220-08A5-0042-F482/language v &|[Q search | = |

Select your language

(@& Tlrkce E dayell — Nederlands

These pages contain further instructions to the victim and support for managing payments.
The time to an increase in the ransom price is counted from the first access to this website.

CERBER DECRYPTOR-Tor Browser e 6 0
/CERBER DECR.. x | #
S | @ v [ € @ decryptiozxybarc.onion/CIB2-2220-08A5-0042-F482 v &|[Q Search .
Tor Enabled
CERBER DECRYPTOR L

Your documents, photos, databases and other important
files have been encrypted! e

To decrypt your files you need to buy the special software — «Cerber Decryptor».
All transactions should be performed via @bitcoin network only.
Within 7 days you can purchase this product at a special price: B1.2a (= $521).

After 7 days the price of this product will increase up to: 182.48 (= $1043).

The special price is available:

06 . 23:59:42

To decrypt your files you need to buy the special software - <<Cerber Decryptor>>.

Network communication
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Cerber can manage well without CnC and accomplish its task offline. However, if given

opportunity, it can communicate with CnC in order to send statistics from encryption process.

First, it fetches geolocation info (in JSON format) of the local computer by querying a
genuine service: http:/ipinfo.io/json

Then, we can observe sending UDP requests to a predefined range of IP addresses:

Destinatlon

B7.98.
B7.58.
87.98.
B7.98.
B7.98.
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87.98.
B7.98.
B7.58.
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B7.98.
B7.98.

Inside

128.
128.
128.
128.
128,
128.
128.
128.
128.
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128.
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=
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Protocol Length

LDP
LDP
LDP
LDP
LoP
LDP
LDP
LDP
LDP
LDP
LDP
LDP
LoP

(53]
51]
68
68
511
513]
51=]
512]
(53]
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Info

Source
Source
Source
Source
Source
Source
Source
Source
Source
Source
Source
Source
Source
Source

port:
port:
port:
port:
port:
port:
port:
port:
port:
port:
port:
port:
port:

33919
33918
33919
33919
33815
33919
33919
33919
33919
33918
33919
33919
33815

Destination

Destination port:
Destination port:
Destination port:
Destination port:
Destination port:
Destination port:
Destination port:
Destination port:
Destination port:
Destination port:
Destination port:
Destination port:
Destination port:

6891
6891
6891
5891
6891
6891
5891
6891
6891
6891
6891
5891
6891

Cerber samples come packed by some crypters/FUDs, so the code is not readable at first.

Even when we unpack the core (i.e. 9a7f87c91bf7e602055a5503e80e2313), only a few

strings are readable. It is caused by the fact that the authors decided to encrypt the strings

and decrypt them just before the usage. Example:

The decrypting function takes the following parameters:

decrypt_string(char* input_buffer, DWORD input_lenght, DWORD key, BOOL is_unicode)

HES4EBED |F5% | PUSH _EEF
EEZ4EBEE (] . |MOU EBFP,ESF
BEZ4EEFR FUSH ECX cerber_p. BE34E21E
HEZ4EEF1 FUSH ECH cerber_p. B834E21E
BEZ4EEFZ FUSH EEX
BEZ4EEFS FUSH ESI
BES4EEFS FUSH EDI
HES4EEFS FUSH &l
HES4EBFT PUSH @xECEBSFZ0
HES4EBFC FUSH &ue
HEZ4EEFE FUSH cerber_p. BE3SESAC
CALL cerber_p.B@34A1Z2A decrypt_string
FUSH ERX L*"CEREER™
4
ER¥=H155BBEHR, [(UWNICODE ""CEREER™)
Hddress |Hex dump ASCIT |
BEZEEEAC| YS 01 AF D1|©E ES @@ @@ 21 51 AEB FE|E? 1A DD 47| ubEDFh. .URE0G +TG
HESEESEC|ES 23 10 19 BE EZ2 9E 2C| 12 58 AS EEB|ZA &E 2F CEB|RSH#+20x, tPal#n-r
HASSESCC|9F AZ 61 BC| 50 41 FZ2 ES| Y2 CEB @8 B@|EC B2 1F &B|&da. JA.frF. . v@TE
AESSEE0C| 74 BF 36 41|EBLl 31 OF CF|CF 44 E4 EF|9A 10 B4 EZ| tECHELTOS00 - el
BEZEEEECIER EB PS5 CAID4 AR 51 BF /40 AS CA &6/ 688 B8 @8 88| foy=t B-ME=f....
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One of the few strings that hasn’t been encrypted was a check against anti-malware vendors
(one of them is Malwarebytes). The list of vendors is in JSON — this format have been used
extensively by Cerber.

W1192679 - | MUY EHR, LHEE. 2]

aii2zee7 || |CHP OWDRD PTR DS: LERXI, BxE
Bi192evA || o~ | JHE cerber p.B11927EF
ailozesa || > | WOR EBR, EBX

Bi192652 || « | PUSH EBX

Ai19zes2 || . |MOU ESI, cerber_p.@11ASCZ2E ASCII "{~Tuwendorss~t: [-"UirysE lokAda", ~"Malwarebytes~1¥"
B1192622 || . |PUSH ESI [Strlng = MULL

A119265% ||« |CALCL OWORD FPTR DS: [<&KERHEL3Z.lstrlenA»]|klstrlenA

A119265F |1 . |PUSH ESI

Another interesting unencrypted string was a log, showing the statistics from encryption (the
feature used if the malware is deployed in the debug mode):

B1195E94 || PUSH _ERX <Hdr = FEE23C3E (1971469363, )
B119EEE || MOV ERX,ECH

B1195E897 || #OR ED®,EDH cerber_p. {Modu leEntryPoint
81195693 || DIV EDI

A1195E9E || FUSH ER= <Adx = FEE23C33 (1971469363, )

B1195E9C || PUSH DWORD PTR DS:CEx11R| <id> = @z
A1195EAZ || LER ERX,[[LOCAL.Z7]
B1195EBAS || PUSH cerber_p.B11ASEES Format = "Kewsize: Hd, Encryption time: Hd..Total files found: Hd, Files crypted: Hd™
B1195EHAH || PUSH EAX = = kernel32.BaseThreadlnitThunk

B1195EAE || CALL OWORD FPTR DS:[<&USELwsprintfll

B1196EEL (| HOD ESP,BH18
B119cEE4 (| PUSH BxdiE FStyle = MB_OKiME_ICONASTERISKME_APFLMOOAL

B1126EEE || FUSH cerber_p.@11R55AE Title "donet’
@112:EEE || LEA ERX,CLOCAL.Z27]

B1195EEE (| PUSH EHH Tent = "?????"
A1195EEF || FUSH EB hOwner = PFFDGEEA

B113seCa (| EREE DNDRD PTR DS: [<&USEkHessageBoxll
B1196ECE || PUSH 811

Configuration file

Cerber comes with an encrypted resource, stored as RC Data. It is decrypted by a dedicated

function:
HEz41820 . FUSH EBE=X
HEZ4 183E . FUSH EDI
bE34183F . FUSH CLOCAL.Z23 cerber_p. BB350855
HE341892 . MaL ESI, EAA
HEz4 1894 . FUSH CLOCAL.3] String = "ocerber'
HE34 1897 . CALL DWORD PTR D5:[<%KERMEL3Z2. lstrlenAx]|klstrlenA
HEZ241890 . FUSH ERH
HEZ4 1 69E . MO ERX,ESI
BE34 1806 o CALL cerber_p.BA34R244 decrypt_resource
HE24 1 BAS . LEA ERX.CLOCAL.E]

4
HE24A2dd—cerber_p. BAS4H244

Address |Hen dump RASCII ~ Ba2418A5
BOSLOBSE| 71 fU Bl 2B IS CE GO OB 12 E4 28 ED| 8¢ 17 B2 FF| 0 H+S—0en thotan SSEEE;B; Sggggggg
BB3E0BES| 96 B3 7F C9) 34 AD A BE 95 Ce SF 7e|BC 3F 8A SC) Peapsszaca v oo~ |l RSFRepRRiSOEERTREn
BAIE0EFE| 04 22 20 26 9F 02 FB 03|06 1 F2 98|62 BO Ge £1|d2, 276-0i09<hb. s

BESFFFEE B15SE2ES
go3coote|on OF ES AA|44 £5 68 25|52 8¢ cB 68|0a c3 AR e8| 8 benkstmes® o[ BOREETED | Gladaanal

After decryption, it turns out to be a configuration in JSON format (you can see it full here):
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EEz4182E || . | PUSH EDI

Gaz4i@sF (| . | PUSH CLOCAL. 23

Eaz4iasz (| . | Mow ESI,EAX

EEs4iEs4 || . | PUSH CLOCAL.S3 String = "nosj"
EEs41@s7 (| . |EACE DWORD PTR DS:[{&KERMELZZ.lstrlenA*]|klstrlenA
EEs41@s0 (| . | PUSH ERX

EEs41E%E (| . |HOW ERX,ESI

HEZ4 1 BRE . CALL cerber_p.Ad34A244 decrypt_resource
EEz41605 || . |LEA ERH, [LOCAL.E]

Gazd4ians [| . | PFUSH EAX

[ElEl=RENEInl=] ol icy Covw

™
_
Address |Hen dump ASCII |
BIECBZES[YE 22 &1 EE|74 &9 &1 V&[22 2R 21 2C[ 22 62 EC &l {™antiav™:1,"bla
B1ECE=FS( 62 6B EC 69|73 74 22 SA|YE 22 &3 &F| 7S 6E 74 72| cklist™:i{"countr
BIECESAS( 69 65 F3 22| 3H 5B 22 61|60 22 2C 22|61 YR 22 2C) ies":["am™, "az™,
B1ECE3158( 22 62 72 22| 2C 22 &F 65|22 2C 22 6B| &7 22 2C 22| "bw™,"ae™,"ka™, "
BIECESZR(ER VR Z2 2C| 22 6D &4 22| 2C 22 72 75|22 2C 22 74 ka™, "md™, "ru™, "t
GiECBa22(eD 22 2C 22|74 6B 22 2C) 22 7& &1 22| 2C 22 75 7RI W™, "4, fua", Muz
BIECRo4R 22 ED 20 22|66 &9 60 65|72 22 2H GB| 22 &2 &F &F|™1,"Files™: [Mboo
BIECRSER( 74 72 £E &2 74 2E &2 €1\ 6B 22 ZC 22|69 &2 6F £E|tsect.bak™, "icon
BIECBSER( 62 61 &2 &2 65 2E &4 E2| 22 2C 22 74| &8 75 &0 &2| cache.db™, "thumb
BIECESPS 72 2E &4 62|22 20 22 vr| &l 60 &C &5 74 ZE &4 61| s.db”,"wallet.da
A1E5E325[ 4 22 50 2C| 22 66 &F 6Ll &4 65 72 V3|22 SA BB 22| £7]1,"folders":["

Configuration is rich in options. Contains i.e:

a blacklist used to exclude some countries, languages, file names and directories from

the attack

« a list of attacked extensions

» environment checks that are enabled

o whether or not to deploy the sample in a debug_mode

e encryption settings and output extension

e public RSA key in base64 (decoded).

« files with ransom note to be dropped

o list of services used to obtain geolocation

» range of IPs where to send statistics (compare with IPs described in the section
‘Network communication’)

» format of statistics to be sent

Distributors can customize many things with the help of the config file. Changing the full
look-and-feel of the malware — attacked extensions, ransom note and even extension of
encrypted files — can make it appear like a new product. This flexibility made me wonder if
the same package is not being distributed in a different campaign — not as a Cerber, but
under some other name.

The distributor of the analyzed sample decided to exclude several countries form the attack
(Armenia, Azerbaijan, Belarus, Georgia, Kyrgyzstan, Kazakhstan, Moldova, Russia,
Turkmenistan, Tajikistan, Ukraine, Uzbekistan). It will also spare your default Windows
directories, Tor browser and Bitcoin wallet.

Loading the key

The sample comes with a public RSA key_shipped in the configuration file (described in the
previous section).

Below — decrypting public key from Base64:
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BEZ00AEF | . | PUSH @1

BES00AES | . | PUSH ESI
AAS00AER | . |LEA EAX, DWORD FTR S5: LEEF-8:7E2]
AESO0AED | . | PUSH ERH
. CALL OWORO PTR DO5:[<&CEYPT32.Cryp crupt32.CruptStringToBEinaryA
BES0O0AFS | . | TEST ERX.ERX
AES00AFE | .w | JE SHORT cerber_p.@BS00B16E
HEZ00AFS | . | HMOU EAX, OWORD PTR S55:[EBP-GB=2C1
[aconnnco nhnn ALADR DTD CC. FCOD_AG 207 CovY

4
EFH=RESBF BES, (ASCIT "UDUGEEUF PREF ROEF HEU [ CH2dLREF RRUF 2aSREHAF ooUUSZ F 1SHDcERMUZchowd 1 om T

Address | Hex dump ASCII

A1e472EE[4C E2 3@ 74 4C 52 31 42 52 EE 64 48 54 &9 42 E1 |LSEtLSICRU4JTiER
H1e472FE[ 56 EE 48 40 52 B 40 &7 52 2@ 56 BA 4C 52 38 74 | UUJMSUMgSBUZLSE:
Aicd7amE|4C B3 38 4B B4 B5 &C 48 51 6B &C 71 51 55 35 43 |LSEETULJSK LgRUSC

Key is imported using function CryptimportPublicKeylnfo.

08484DD3 1ea eax, [ebp+plInfo]
88484006 push eax

08484DD7 push esi

88484DD8 push 88688h

88484DDD push [ebp+buf]
B8494DEA mow [ebp+pInfo], esi
08484DE3 push edi

BB4B4DEL push 8

BB4B4DES push 186881h

88484DEB mov [ebptvar_18], esi
B84B4DEE call ds:CryptDecodedbjectEx
884B4DFL test eax, eax

info

a
CRYPT_DECODE_ALLOC_FLAG
size = Bx126

decoded_key stage?
X589 _PUBLIC_KEY_INFD
X589 ASN_ENCODING | PKCS 7 ASHM ENCODING

apuB4DF6 jz short loc_L4B4E16
.*.
a84a4DFE lea eax, [ebp+phKey]
B0404DFB push eax ; phKey
B8484DFC push [ebp+pInfo] ; pInfo
B0404DFF push 1 ; duCertEncodingType

8048L4EB1 push hCryptProv ; hCryptProv
BO404EB7 call ds:CryptImportPublicKeyInfo

AoLaLEan oL FeL . _T_r_n1 -

Configuration mentioned: “rsa_key size®: 576 — but it turns out to be a 2048 bit key (BLOB
size — 276 bytes)

BLOBHEADER {PUBLICKEYBLOB, , B, CALG_RSA KEVYX}
RSAPUBKEY {"RSAL", len=2843, public_exponent=85537}
%
Address : : RSCIT
BEZEACED |He] ] 1 +3...0..
BEIBECCE = : . Lk - =EVEkSH: 98
gazEacDE SIEteN--C#laaEcl
BEZEACER + EASpIEC+IEST
BEZEACFE (30% E{RET| YA
BEZEA0EE An%l $02usSE, = iEEE
BEZBA01A CAE00n [ AHAGXed$M
BE2BADZE YLUCHOE s 5 BEC
BE2BA02E 8=C0%2n+e & FRd'o

BE2EAD4E A VHGRFCE 35=doRe
BEzEADSE BH [, As-B2, | S jx
BEZEA0EE —; OR*SEFEI-LEL M
BEZEADVE| DC 6B BC 293 57 Y2 BS 19 64 32 OE Cl 9E C6 E7 40|mk.ilcrA+d28+-=FEN
BEZEADSE| 3F 8Y @1 92 38 YF B8R Y8 EB BS 4E @7 21 D2 SA DE| 7oB<80. pdAM«-iECH
BEZEADZE) DE 48 BF BF HB 42 AB C1 80 Cl1 EV 4F 4F 9C 12 24| i hq SC3L0-LE00045
BEZEEADAE| B2 46 22 D2 65 21 E1 44 41 SF Bl 82 48 CD 20 40(@F FEf 1EDACEREN
BEZEADEE| 86 EC BF E2 D2 ES EB 15 FA 4E FF 51 27 12 &R AZ| cod=d000rE M, " I§E
BEZEBA0CH| ES 72 4B BE SrkzE

Installation
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A file name of the dropped sample is created in a pretty interesting way. It is not fully random,
but based on name of some file existing in the system, that is searched in the system using a
random filter (format: “[random char]*[random char]. exe”, i.e “p*h.exe”):

AlAFE189 (] . LEA ERX,CLOCAL.4111
B1EFE1EF (] .« FUSH ERX pFindFilebata = BA3BEFIS
AlAFE193 (] . LEA ERX,CLOCAL. 2631
. FUSH ER= FileMams = "Crwsllindowss~systendz2~~pkh.ene"
aiaFsls? (] . CALL DWORD PTR DS:[<%KERMHEL3Z.F indFirst|bFindFicstFilell
aiaFs120 (] . CHF ERX, —E:1

aieFelfg |1 .~ |1 JE SHORT cerber_p.818Fcld4d

The found file is compared with some built-in blacklist. When it pass the check, it is chosen
as the new name of the dropped copy of the malware.

In order to prevent user from finding the malicious file by its creation timestamp it is changed
to the timestamp of kernel32.dll existing on the local system.

After the successful installation, the initial malware sample terminates and deploys the
dropped copy instead.

BIBFESIE| PCALL to CreateProcessil from cerber_p.B1BFEELE
BASFEERA| | Modu LeF i leMame = "CrssUserssstester-~Applat a~~Roaming-~{BOAF4CFA—429A-AACF -A3F 2—-C89502363964E P osrstub. exe®
BEBEEEEE| | Commandl ine = HULL

BEBEEEED| | pFProcessSecurity = MULL

BAEasaaa | | pTheeadSecurity = MULL

Baaacaad | InheritHandles = FALSE

B1lEaagaaa | Creat ionF lags = 10EEEEE

BEBEEEED| | cEnw ironment = MHULL

BEEEEHED| | CurrentDic = HULL

BAIZEEBSS || pStartuplnfo = BB3ISEEGS

BAIBERSS | LpProces=Info = BE3SEBSE

UAC Bypass

Cerber uses tricks to bypass Windows User Account Controll (UAC) and deploy itself with
elevated privileges. It is achieved by the following steps:

1. Search an executable in C:\Windows\system32, that can auto elevate it’s privileges.

2. Search in it’s import table a DLL that can be hijacked

3. Copy the DLL into % TEMP% folder and patch it — add a code in a new section and
patch entry point in order to redirect execution there. It will be used in order to run the
cerber sample with elevated privileges. It uses: WinExec(“[cerber_path] -eval 2524,
SW_SHOWNORMAL)

4. Inject the code into explorer.exe — it is responsible for executing the UAC bypass.
Creates a new folder in C:\Windows\system32 and copy there both files — an EXE and
the patched DLL — under original names, then it deploys the EXE causing DLL to load
and execute the malicious code.

5. When the UAC bypass is executed successfully, it is signalized to the original cerber
sample by setting a property cerber_uac_status — added to a Shell_TrayWnd. Then,
the original sample deletes dropped files and exits. Otherwise, it tries the same trick
with different pair of EXE + DLL.

See below how it looks in action:
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First, it searches an application that can be used to elevate privileges. The check is based on
the fields in application manifest:

<autoElevate>true</autoElevate>
<requestedExecutionLevel level="requireAdministrator"/>

BEDESSED | . HMOU BYTE PTR £5:[EEF-8219],EL
BEDESSES | . FUSH Guz Flag=s = LOAD_LIBRARY_AS_DATAFILE
HHDESEES | . FIISH EBX hFile = HULL
HHDESEES | . FUSH CWORD PTRE S55: [EEF+EXE] FileMame = "Cr~Windows~system32~~AdapterTroukb leshooter, ene™
HHDESSED | . CALL CWoORD PTR D5:[<%KERMELZZ.LoadlL ibralkLoadl ibcacyEx
HHDESSEF | . Moy EDOI, EAX
BEDESEC L 0 MOY DWORD FTR SS5:[CEEF-E=ZC1,EDI
BODESSCY | . CHF EOI,EEX
BEDESSCE | Wv |JE cerber_p.BEDESALF
HEOESSCC o PUSH Gxis FesourceTups = Br18
HEOESSCE o PLUSH =1 ReanurceHame Exl
AADESS0E | . FUSH EDI hModu le = 88398881

o CALL CworD PTR OS5:[<%KERMELZ2Z2.FindResou|LF indResourcell
BHDESE0T | . MOW ESI, ERX
BEHDESEDD | . CHF ESI,EBH
HHDESE0E | .~ [JE cerber p. BEDESA1E
HHDESSEL 0 FUSH ES hResouroe = BEZIZEES
BODESSEZ | . FLISH EDI [hﬂndule = BAZ7E861
BODESSES | . CALL CWORD FTR DS:[<&KERMELZZ.SizeofRes kSizeofResource
BODESSER | . CHP ERA, EBHX
BEDEEZEE | Wv |JE cerber_p.BEDESA1E
BHDESEF 1 o FUSH ESI hResource = BE392EES
BEDESEFZ | . FUSH EDI [hﬂodule = BRZ968E1
HHDESEFE | . CALL CWORD PTR D5:[<&%KERMELZZ.LoadResou|kLoadResouroe
HHDESSF? | . CHF ERA,EBX
HHDESEFE | .~ [JE cerber p. BEDESA1E
HHDES9E 1 0 FUSH EA hRezouroce = BE31TFES
BODES9EZ | . CALL DNDRD FTR D5: [<&KERMELZ2.LockResou| kLockResonroe
BODES9EE | . HMOU DWORD FTR S5: CEEF-8:281, EAX
BODES9EE | . CHP ERA, EBX
BEDEESE0 | W |[JE cerber_p.BEDESA1E
BEDEE912 | . MOU DWORD PTR S5:CEEBF-G8:281, EEX
BEDES91G | . MOU DWORD PTR SS5:[CEEBF-E=41,EEX
BEHDEE919 | . FUSH b= 7&AZBEBEE
BHDES91E | . FUUSH BB
BEHDESSZE | . FUSH cerber_p.BB0OF&ZGE
BHDES9Z2S | . CALL cerber_p.880ERZ16
BEDESSZA | . AOD ESF, @40
BEOES2Z0 o FUSH ERX Fattern = "autoElewvate™
HEOESSZE o FUSH CWORD FTE S5: [EEF-E:221 [Strlng = "{Miml wersion=-"1.6-" encoding="""UTF-3-" standalone=

o CALL CWORD PTR DS:C<&SHLWAPI.StrStrIA>] LStoStroIA
BEHDEES2T | . HMOU DWORD PTR S5:[CEEBF-B:28], EAX
BEDES92A | . OF OWORD PTR SS5: [EEF-B8241, 0-FFFFFFFF
BEADESSZE | .~ [JMP SHORT cerber_p.BBDES940

Among it’s imported DLLs it searches a candidate suitable to be hijacked. This DLL is copied
into % TEMP% folder

BECESTCE || -« LEA EAX,CLOCAL. 1317

HECESTCE 0 FUSH ERX MewF i leMams = ™C: \\Users\\tester\\ﬂppData\\anal\\Temp\\1443 trp'
o PUSH L[ARG.Z2] Existinab L leMame = "Crsxsllindowssssystem32~~d3d9.dl L

BECESYCC |] » CALL COWCORC PTR DS: C<&KERMELZZ2. CopwF i lell} kCopyF i Lell

BECESYDZ |] - LEA EAX,CLOCAL. 1213

BECESYDS |] » FUSH ERX

BECESYDD |1 . CALL cerber_p.B@@DES3FC

Then, it creates a suspended process of explorer.exe, allocates memory in it's context and
injects there own code. Details given below.

Injection into explorer is performed in several steps. First — malware is coping memory from
the context of current process into the context of explorer.exe. Current image of Cerber
sample is replicated into a memory allocated in explorer at 0x70000. Similarly, the page
containing filled data is copied at offset 0x91000 in explorer.
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BEOE4FD2
BEOE4FDC
BEOE4FDO
BE0E4FDE
BEOE4FEL
BEOE4FET
BEOE4FES
BEOE4FER
BEOE4FED
BEOE4FF@
FEOE4FF 1
HE0E4FF 4

BEOE4FF 7
BEOE4FFA

BEOE4FFD

LEA ERX, [LOCAL. 2]

FUSH ERX

FUSH ESI

FUSH CARG. 21

MOW ESI, OWORD PTR D5:[<&KERMELZZ.lri
FUSH EBX

FUSH [ARG. 11

CALL ESI

LEA EAX, CLOCAL. 2]

FUSH ERX

[ARG.5]
LARG. 41
C[LOCAL.41]
[ARG. 11
ESI

FpButeslicritten = BAZGOF3E
EBytesTallrite = FSEACIDE (1971372518.)
Buffer = cerber_p.@00DEGDDE
kernel32. Wr iteProcessHemory

Address = BxrEEE0

hProcess = BOEEE143

Ly i teProcessMemory

FpByteslicritten = BAZEOF3S
ButesTollrite = 18BC [(4284.1]
Buffer = cerber_p.@00FALTE
Address = Bx91860
hProcess = BOEEE143

Lllr i teProcessHemory

In order to run the injected code when the explorer.exe is resumed, malware performs
patching of the carrier’s Entry Point:

BEDEEAEE
BEDESAEC
BE0DESABE
BE0ESALL
BEDEEAL:Z
BEDEEALZ
BEODEEALE
BEDEEA1RA
BEDESAZE
BEDEEAZ2
AAOES A=

BEDESE=F
BEDEEAZ1
BEODESAZS
BEDEEAZE

[ Tx Lo ol L Tt

4

PUSH ER:

FUSH B:E

LER ERX, [LOCAL.S]

FUSH ER:

FLUZH EDI

PUSH [ARG.11

MOU BYTE PTR S5: [EBP-B:241, A:ES
MOU WORD PTR S5: [EBP-E=1F1, A:B2CA
MOU OWORD PTR S5: [EEP-E: 101, EBX
MOU WORD PTR SZ: [EEP-8:191, 8:08FF
MOV BYTE FPTR 55: [EEF-B=171,A:C2
CALL ESI

FUSH @ni@

PUSH BExi

PUSH [ARG.11

MO BT BTh Ss. FERR S

FoButesllcitten = BAZE0FZE
ButesTaollrite = E (14,1

Euffer = BBZEOFZE
Address = BUEZEEFA
hFrocess = BEOEEEL143

Lt iteProcessMemory
FRegionSize = BHE
FegionBase = HULL
hFroceszs = HHEEE143

CALL DOWorRD PTR DS:E<&KEE§E%3?.Fluthnitructlnr-FluEhInEtructlnnCache

Stack 55

: [BEZE0FER]=EE0EAEEE (cerber_p. BA0EBREE]

Address

Comment

BEZE0F =28
BE2E0F 25
BEZEOF2E
BE2E0FZE
BEZE0F20

Hen dump Dizassembly
EBE @E188768 HMOL ERE, Br9 1666
[=15] FUSH ERX
ES E1EEE7EE HMOL ERK, B FEEE]L
FFD& CALL ERX
c3 RETH

Now, Explorer’s execution starts from the call to injected code. It is a function of Cerber
sample — at RVA 0x55E1, called with a parameter 0x91000 — pointer to the memory page
containing various dynamically loaded data, like function’s handlers, paths of the files to be

used, etc.

From inside this code injected to explorer, the DLL patched for UAC bypass is copied under
the original name — along with the appropriate EXE. The executable is deployed (using
ShellExecuteExW) and along with it, the patched DLL also runs.

+ Local Disk (C:) » Windows » System32 » 9GUDISDzYoEcYUglfL

rary -

Mame

B, AdapterTroubleshooter.exe

|% d3d9.dll

Share with =

Mew folder

-~

Date modified

2009-07-14 03:14
2016-03-10 16:53

-4 ][

Type Size
Application 38 KB
Application extens... 1790 KE

The d3d9.dll is used in order to run the Cerber sample with elevated privileges. Entry Point of
the DLL is patched with a jump to the new section.
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4 [ d3dadil NI L
DOS Header g
EDOSStLIb 01 2|3 4 5§ &6 7 8 %9 A B C D E F 01232 456 7 8
F] MT Headers E45 E3 Ce 17 1C 00 B3 7D 0C 01 75 05 E& 0B 05 00 00
Signature ES5 5D 90 S0 90 30 50 &R ZC &8 Z0 1B 41 75 E8 C& FB
File Header FER FE_EE 28 AN O N2 A7 599 S5 T4 - 49 75w

Optional Header

Section Hdrs Exports

Section Headers

Disasm: .text | General | DOS Hdr | File Hdr | Optional Hdr

4 Sections

4 B ted

(=P EP=E45

o data
o rsrc
i
o

reloc

Hex Disasm

The new section contains the code that is supposed to execute the Cerber sample:

E *G.P.U* - main thread, module d3d9

PTR S5:[EBF+E8:2]
PTR 55:[EEF+@:5]
PTR D5: [EHA+@:3C]
S5: [EEF-B:21,ECH
PTR 55:[EEP-@:2]
0O PTR D5z CEHA+Ex14]
PTR S5:[EEP-G:2]

LEA ERX,DWORD FTRE D5: CEAR+ECH+EN1

E20E221m FUSH EEBFP
EaDaz211 Mo EEF,ESP
E30Rz21= SUB ESF,E-C
Ea0E321s MOL ERH, DWORD
E30E3z19 HMOW ECH, DWORD
E30@3z21c AOO ECH, DWORD
E20@zz21F MOU DWORD FTR
Ea0@z222 MOL ERX, DWORD
E20E2225 MOUZE EFH, WOR
Ea0azz229 ML ECH, DWORD
E3DR3220
E20E3220 MO DWORD PTR
E30a3z233 MOL ERE, DWORD
E30B3236 HMOWUZ s EH: . WOR
E20@222A DEC ER=A
E20@222B IMUL ERX,ERX,
E20E222E AOO ERX, DWORD
EaDaz241 MOU DWORD PTR
E30A3244 MO ERX, DWORD
EaDEz247 ML ECH, DWORD
E30E324A AOO ECH, DWORD
E30@a3z240 MOU OWORO FTR
E20E2250 FUSH @Ewil
E20@2252 MO ERX, DWORD
E20E22E5 AODO ERH, Hx2
E20az22E8 FUSH ERX
ES0RZ259 MOW ERX, DWORD
CALL DWoRD FT
E30B3Z2EE FUSH BEuxiE
E30E32EH HMOL ERX, DWORD
CALL DWorD FT
E20BE22E66 #OR ERX, ERX
E20E2262 IMC ERX
E20Ez2269 LEAVE
S30p326A | | BETN_gxc

SS: [EEF-B85C1, ERX
PTR 55: [EEF-@558]
O PTR D5:[EHA+BHE]

[ 28

PTR S5:[EEP-@xC]
S5: [EBP-B:C1, ERX
PTR S5:[EEP-@xC]
PTR S5:[EBF+E8x2]
PTR D5: CEAR+A5C]
S55:[EBF-8:41,ECH

PTR 55:[EEP-@:4]
PTR 55:[EEP-@:4]
R DS: [ERA]

PTR 55: [EEF-@:4]
R DO5: [EAX+ER4]

d3d?. 52E48800
d3d?. 53E488ER

d3d3. E20A3EER
d2d9. E3B4BRER

d3d3. E3B4BRER

d3d?2, 520aze00
d3d?. 53B488ES

d3d3. E20A3EER
d2d2. E30A2EEA
d2d2. EIB4E280
d2d2. E30a2E6E6
d3d2. E3B4E280
d3d2. 53E48800

d3d2. 530A386EA
Si_SHOWHORMAL
d2d9. 53082866

PO swsamp leswwcerber_sample.ene™ —ewal 2524™
d3d9. 530830680
kernel32. WinErec

d3d9. 5308380a
kernel32.Ex itProcess
d3d9. 530820680
d3d9. 530823060

Successful UAC bypass is signalized by setting a property named “cerber_uac_status” in a
found window of the class “Shell_TrayWnd". The initial Cerber sample waits for this status to
change. If the timeout passed and it didn’t changed it makes a new attempt of UAC bypass —
using a different pair (EXE+DLL). Otherwise it cleans up the environment and terminates.
Infection proceeds from inside of the elevated sample.
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BEDESVTEF
AEDOES P 1A

BEODEEF1Y
BEDEEF1S
BEODEEFI0
BEDEEFIE
BEDEEFIF
BEDEET24
BEDEST2H
BEDEST2F
BEODEST2A
BEDES V35
AEOELS P27

BEDEEF42
BEDEET4S
BEDES V4R
BEDESV4E
BEOES 74
AECEL 740

BEDES Yoy
BE0DESFEA
BEDEEVEC
BEDESVSE
BEDESTERA
BEDEETE]L
BEDEEFET
BEODEEFED
BEDEEFEF
BEDEEFF1
BEDEEFPE
BEDESTPC
BEDESTFD
BEODEETERA
BEDES V2
BEDES V24
BEDEET2E

In case if UAC level is set to default (or lower), Cerber can bypass it silently. However, in

e

FUSH EBX
HMal EBP, cerber_p.BE0FBE24
FUSH EEFP
FUSH ERX
MOL OWORD PTR DS:[E«0FALYE], EAX
CALL OWORD PTR DO5:C<&USERZZ2.SetProplhl:]
Mol EOI, cerber_p.BE0ESSEL
FUSH EDI
CALL cerber_p.@@0EDOCERA
MO EST, EAX
CHLL cerber . HA0EDCD4
HMaL OWaRO PTR 551 [ESPJ Bx 1HEC
PUSEH cerber_p.B880FA1
SUE EOI,ESI
FUSH EOI
FUSH ERX
FUSH ESI
FUSH cerber_p.B@@0FB236
CALL cerber_p.H@@0EEESZ
RAOD ESP, A ls
TEST ERH,ERH
JE SHORT cerber_p.B8@0ESFEE
#OR ESI,ESI

FUSH EBF

FUSH DOWORD FPTR O5:[G@=0OFA17E] [
CALL DWORD PTR DO5:[<%USER3Z.GetPropll:]
TEST ERX,ERX

JHE SHORT cerber_p.BOB0DESYE4

PUSH Ex3ES

CALL DWoORD PTR D5:[<&%KERMELZZ.5leepi]
IMC ESI

CHP ESI, ExsC

JE SHORT cerber_p.BO0ESTEE
JMP SHORT cerber_p.BE0ESTEE
ML BL, @+ 1
FOF EDOI

FUZH EE= Title = NULL
FUSH ER= [Elaaa = BEaz188a T
CALL DWORD PTR DS:C<&USERZZ.F indll indowl &F indll indowll

hbO=ta = MULL

UNICOOE "ocerber_uac_status™
Froperty = "ocerber_uwac _status™
hmnd = 8821668

SetPropl

image_base

AraS = BE0OFALVE

cerber_p. BE0EEEED

Arad HEEESEE 1

Ara3 HEEZ 1 BEa

HrgZ = ARDEAREES

L ~dlindows s seuplorer. exe™
inject_into_explorer

cerber_p. BE0EBEER

Froperty = "cerber_uwac _status™
hllnd = BEE1AE4E (class="5Shel l_Trawlind®]
GetProphl

is_uac bypassed?
Timzout = 1888, ms
Sleep

cerber_p. BE0EBEED

SUCCESS
cerber_p.B80FB23H

case if it is set to the highest, the following alert pops up:

@' User Account Control

—

Do you want to allow the following program to make

changes to this computer?

Program name:  File Operation

[H

CLSID:

Verified publisher: Microsoft Windows
[3AD05575-8857-4850-9277-11B85BDBEENS}

Show information about this publisher's certificate

(~) Hide details

Yes || nNo |

Change when these notifications appear

It keeps reappearing till the user click “Yes”:

Conclusion

Cerber is a pretty powerful ransomware written with attention to details. This analysis

highlighted only some of the elements. It has rich customization options and various tricks to
make analysis harder. Although this product appeared recently, for sure its authors are not
new in the field of malware development. We can expect it will be gaining popularity and may

carry some new tricks in the future.
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