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A few days ago we published a post about a new ransomware — DMA Locker (read more
here). At that time, it was using a pretty simple way of storing keys. Having the original
sample was enough to recover files. Unfortunately, the latest version (discovered February 8)
comes with several improvements and RSA key. Let’s take a look at the changes.

DMA Locker in recent campaigns have been found installed by the attackers via Remote
Desktop (similar distribution method was used by LeChiffre ransomware).

[UPDATE] READ ABOUT THE LATEST VERSION OF DMA LOCKER: 4.0

UPDATE: version 3.0 (discovered 22-th Feb) fixed the bug in the cryptography
implementation. Due to this fact, encrypted files cannot be recovered by external tools
(although it was possible in case of the earlier version, described in this article). Sorry,
but our decryptor can no longer help!

PREVENTION TIP: Create these files to protect yourself from this version of DMA Locker.
Content doesn’t matter. In presence of these files, the program will go by other path of
execution and display the red message only — but not deploy the encryption.

e C:\Documents and Settings\All Users\decrypting.txt
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C:\Documents and Settings\All Users\start.txt
o C:\ProgramData\decrypting.txt
C:\ProgramData\start.txt

This trick works only as a PREVENTION — once your files are encrypted, it is not going
to help. For more info about why it happens, please read this post.

Analyzed sample

28b44669d6e7bc7ede7f5586a938b1cb

Behavioral analysis

Again we are alerted by a red window — almost identical like before, only the locker image is
added:

DMA Locker

All your personal files are LOCKED!

WHAT'S HAPPENED?
* all your important files{including hard disks, network disks, flash, USB) are encrypted.
* all of files are locked with asymetric algorithm using AE5-256 and then RSA-2048 cipher.

* You are not possible to unlock your files because all your backups are removed.

* Only way to unlock your files is to pay us 1072 GBP in Bitcoin currency { 4.0 BTC ).
After payment we will send you decryption key automatically, which allow you to unlock files .

HOW TO PAY US AND UNLOCK YOUR FILES?

1. To pay us, you have to use Bitcoin currency. You can easily buy Bitcoins at following sites:
* https: f fwww.bitcoin.de/f
* https: f fwwwiwe kraken.com/
* https: / fwww . bitstamp.net/

2. If you already have Bitcoins, pay us 4.0 BTC (1072 GBP) on following Bitcoin address:

166vHLnGB1pCAGxdBkRiMkHWSWGQDbswhs

3. After payment, necessarily contact with us to get your decryption key:
team4004@gmx.com . In mail title write your unique ID:

DMALOCK 43:41:90:35:25:13:61:92

4. We will automatically send you decryption key file after bitcoin transfer .
When you receive your decryption key file, press "OPEN" button and choose your received
decryption key file.
Then, press the "UNLOCK FILES™ button and it will start unlocking all your files.

KEY STATUS:

This time the key necessary to decrypt files must be supplied not as a text, but as RSA key
file. Author added also key validation.
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DECRYPTIOMN KEY FILE:

KEY STATUS:

Similarly, it drops files in C:\ProgramData\ (or C:\Documents and Settings\All Users\).
Now, the dropped copy is named svchosd.exe.

b Local Disk (C:) » ProgramData »

Include in library - Share with - Mew folder

-~

p: Mame Date modified Type Size

1 S —— S R

[ 2 Temnplates 2009-07-14 06:53 File folder
|| cryptinfo.td 2016-02-08 20:32 Text Docurmnent 1 KE
|| date 1.t 2016-02-08 20:32 Text Docurment 1 KB
|| start.bet 2016-02-08 17:48 Text Docurment 0 KB

- B sychosd.exe 2016-02-08 13:34 Application 364 KB

And created registry keys to autorun the file and to autodisplay ransom note via notepad at
system startup.

Encrypted files again have unchanged extensions — they can be only recognized by 8 byte
long prefix at the beginning of the content. In the previous edition it was “ABCXYZ11, in
current it is ““DMALOCK":

Experiment

Let’s compare how the encrypted files look

From the left we can see visualizations of raw bytes of following files: original, encrypted by
previous DMA Locker, encrypted by current DMA Locker
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Previous DMA Locker(middle picture) was encrypting files by AES-256 ECB mode, applied
on 16 byte long chunks of input. Now (last picture), also repetitive patterns exist — so
probably AES-256 ECB mode was used again.

However, pay attention to the strips in the BMP — in a new file they are shifted a bit more. It
would suggest that the header is longer than previously. Let’s visualize the same files with a
different width, to make sure that this impression is right. The header of the file is visualized
as a line at the top left corner — it ends where the vertical line starts.

Now it is visible clearly — the header is really longer. Why? To answer this question, code
analysis is required — but it can signify, that some additional data have been stored there (it
can be for example the AES key, encrypted by RSA).
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Inside

When does the encryption start?

At the beginning of execution, (as in the previous version) the malware terminates
applications used for backups. Also, adds registry keys for its persistence.
Then, execution of the main function may follow 3 alternative paths.

o if system is already infected -> do not deploy encryption, only display the red window
with ransom note

o system is not yet infected, malware is not yet installed (current file name is different
than the expected one — svchosd.exe) -> install the malware in ProgramData and
then deploy again the dropped file

» system is not yet infected, but malware is installed -> deploy encryption, after
finishing display the red window with ransom note

The recognition, in which state is the system, is performed basing on the presence of some
predefined files. Presence of file decrypting.txt informs that system is already infected. File

start.txt informs that encrypting started (and no need to start it again):

BBLBLITY mou eax, dword B1GBED BBLBES66 retn
B4 B4ITE push offFset aRb v bt BdyBYS66 main endp
BBLB4YIED push Eax ; char = BBLBLS 66
BoLBYIRE call Fopen 3 decrypting.txt
[O4B4IE? mov es5i, eax
BOLBYIED add esp, 8
BOLBYIBE test esi, esi
pouBN3n j2 short decrypting_not_found
h |
e
LLETLRT
POLB43B? decrypting _not Found:
BBLBLIBD mov ecx, dword B18BES
BBYBYIBF push offFset aRkb : "rb"™
BBy B43CY push BCX ; char =
BBLBYICS call Fopen ; start.txt
BBLBLICA mou esi, eax
BBy BYICE add esp, 8
BBLBYICF test esi, esi
BBLBYIDT jnz short Found
'Y I —
Ll i i
BBLBLI92 ABLBL3DT mov
A04B48392 Found: BBLBN3DT mov
B4 04392 call display message_only B4 843DD moy
BBLAI97 push Bsi 7 FILE = BBLBLIED mov
ABLBLI98 call fclose BOLBNIED moy

Knowing this fact, we can easily drop those files by our own and fake that our system is
infected. It will prevent this version of DMA Locker from attacking our system (it will display
the ransom note but not touch our files).

How does the encryption work?
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This time the author decided to practice what he preached and really used RSA key
(previous version supplied to the encrypting function just a text key, read from the end of the
original sample).

LT sl Dol D e L T

BHEZ244CTF (] - FUSH ERX
ARE244CE (] . CALL swchosd. BEEZESED
ARE244C0 (] . AOD ESF, @l
BEEZ24408 (] . LERA ERX,OWORD PTR S55: [ESP+EHEE]
ARE=4404 (] . PUSH &n&
o FUSH ERX
. CALL swchosd.BEEZZ2EZ20 encrypt_logical_drives

AEEZ4400C
4

Stack address=BU14FD34
ERx=8814FDZS

AOD ESF,@8:5

Address |Hex durmp ASCII
AE14FDE4| 1A BR BB BB A5 B2 B8 BB @B A4 B8 A8 52 53 41 31 ...QE...H..RSHI
AE14FD%4 (A8 B4 B8 @8 @l AR @1 @8 2F OO &6F FE|F& AE &E C1 « @, 8, < Tol+ent

AE14F0A4 | 66 OB EE C1 BS 4R FC 22 76 3B &6 12 B2 B2 BY FE FIU*ﬁdRsu ;1L
BE14F0B4 | DF 4C 85 GB 1A F4 2R 72 93 EB OF 25 B2 26 1F O1(™LALC+-dq<0™d [6FE
BE14FOC4 | DE 45 A2 AL BB BY 22 282 ¥1 90 FE F5 D2 &2 2H EF| BEg il E#SqiiiiZdo*”
AE14F0O04| 5F B4 D7 EC A2 29 91 15 A9 24 B2 70D EC A2 FA SA| _4 I9E9CEeSSMid 2
BE14FDE4 | 45 B7Y 46 &3 B2 72 2E 6B 16 62 24 C2 78 B4 6B 74| E-Fhjl s kacifpkt
GE14F0F4| EF ES B2 E6 FB 45 D2 C8 6E A7 90 BB ¥e D@ CS El| "RESUEE nZkauwiHE
AE14FEA4| @A Ee 35 02 ES DB FY 37 FF SF 95 21 80 44 36 71| .35'REl. 7 ClPL.J6q
HE14FEI4|BH 73 C8 38 30 81 31 3E B8 FE 14 88 62 &1 EZ 84 HELC:EIH.Iﬂ.baG.
BE14FEZ4 | E2 22 F1 42 ¥8 FE 14 @88 SH SE EZ 68 8] 00 08 88| j2-Bpmq.Z"0.8.
AET4FEZ4 ) B2 19 86 @8 22 19 26 88 BH 31 F1 42 88 60 00 88 Ee. 24 17B....
BE14FE44 Gitm.
BE14FES4 cimfl, .2 hbad,
AE14FEE4 | 68 &2 EZ2 @8 BA SA G5 42 B8 60 00 88 FC FE 14 00| “im_sSeB.... in1
HE14FEF4| 45 3C 32 76 88 EB FD 7F BC FE 14 88 FS 37 58 77 E<9u GFee m ), T7PW
AE14FES4| B8 EA FOD 7PF B4 CA 1C 77 B8 B0 68 88 88 B0 68 88| .0t We s s nnnns

In contrast to the previous edition, where one AES key was used for all the files, here a new
random key is generated per every file.

As you can see — in example below the randomly generated key was
MRNW9KSC5JRCeT4uJVmI2A0S7JUjPQc6

BEll1EEs (] . |ADD ESP, BxE
EE111EEE |) . |LER EDI,CLOCAL.FE]
EE111EEC |} . | MOV BMTE FTE S5: [EEF-E:1381,EBL
EE111EFZ |} . | MOU DWORD FTRE SS5: [EBF-E2137F], EAX
AEA111EFS |} . | MOU DWORD PTRE SS5:[EEBP-B21332],EAX
HEE111EFE |} - | HMOU DWORD PTRE SS5: [EBP-B=12F1, EAX
GaiiliEs4 || . | HOU DWORD FTR S5: [EEP-8=12E], EAX
@EailiESA || . | MOU DWORD FTRE S5: [EBF-B821271, EAX
EElliE?@ |} . | MOY DWORD PTR S5: [EBEF-B:1231, EAX
EE111EZE |} . | MOV DWORD PTR SS: [EEF-BE:11F1, EAX
EE111EZC |) . | MOU WORD FTE S5: [EEF-E=11E], AX
AA111EAZ |) . | MOV BMTE FTE SS5: [EEF-E:1191, AL
. |CHLL swchosd.Bd11457H make_randaor_HES_key
. |MOU CLOCAL.18@&7, EEX
HA111FR4 - CHP Tlharal C1Aa17. FRY

4
88114578=svchosd. 88114570

Address |Hex durmp ASCII

HEZAESFE|[ 40 §2 4E EF 29 4B B3 43 35 4A 52 43 65 54 34 75| MRHWSKSCEJRCeT4uy
HEZAE4EE| 4R 56 60 49 32 41 4F 53 37 4A 55 6A 5@ 51 63 36| JUmIZAOSFIIIPRCE
AEZAE41E|( 74 ED 2R @A A2 @R 1S CA 7@ EY 20 8@ 1B 60 A8 88| tv#. D.Etpde.+, .,
BEZAE426| B8 BB F& 76 E4 E4 2A B8 54 E4 20 8@ SE TC B2 FF| . unns Trs. ™ 8w

Then, the key is used in the same way like the previous one — to encrypt 16 byte long chunk
with AES ECB mode.

Below — buffer before encryption (fragment of the input is selected on the hex dump —itis a
header of a PNG file):
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CALL suchosd.@E1113B8
MU EAK, ECH
FUSH ERX

CALL swchosd.@@111408
AOD ESP, E:d

MOU ECK, Bu 23

v || M SHORT svchosd. eet1ipze

LEA ECH,OWNORD FTR S5:[ESF+Ex18]
MOU OWORD PTR SS: [ESP+ERS2A], EDX

LEA EZI,OWORD FTR S5:[ESF+E:7E]

'
LEA EAX,OWNORD FTR SS5:[ESF+ExZE]

init
[Hrgl = A1TYFFFF2

encrypt_chunk

ECX=@177FFag
EQX=@177F7F2

Address |Hex dump

B17FEFAZ| B@
B17FFFES| 4D
B1FFFFCE) 4A
B17FFFO2| 7A
B17YFFFES| 29
B1YFFPFS| A
B177Faas g9
B1¥FFE12| 58
B17FF222) BC

[ 270000l [Am

54 24 P MRHWIKSCE.IRCET4u
E1 &2 36| UmIZA0SFIUIPECE
50 BA 13| 25| d2FeEF141 4+ JEN
S8 25 2E| 1al-FP=ul#[FI2 0.
B8 B8 B0 . ... EPHG. c#..aas

3C 17 77| IHORUASIL " wAE$uw
dE GH BE| ea™ e L
4E @ 88| .t ... ... M

co 27 &l oA

The same chunk encrypted (result in bytes -> “55 OF 94 4C B0 98 81 DB F4 57 8A 98 92 2C

09 14”)

BE1119Fa
AE1119F4

BE111AGE
BE111AE2
HE1lipas

BAl 1 1RAaF
BE111A12
B2111A18

4

LEA ECX, DWORD FTRE SS: [ESP+EM1E]
MOL OWORD PTE SS5: [ESP+8-8@7, EDX
CALL =swchosd.BEl112B8

MO ERX, ECH

FUSH ERX

LEA ESI,OWORD FTR S5: CESF+ER7E]
CALL =wchosd.BElll408

AOD ESF, B4

LEA ERX,.DWORD FTRE SS: [ESP+Ex3E1
M ECH, Hx2@

JHE SHORT suchosd.Bai1inze

init
[Hrgl = B177FFFC

sncrYpt_chunk

ESP=B177F 724

Address |Hex dump

ASCIT

B177FAAS| 29 61
B177FFES| 40 B2
B17FFFCE| 4A 56
B1FYFFDE| FA BY
B1FYFFES| 29 61
B1FYFFFS| 8@ B8
B17rF2as EENED
B177F212| 52 4E
B177FE2s|6C Fa

After use, the random AES key is RSA encrypted:

25 ZE|1a0-F™yU$[FI2 fCH.
24 75| MRHWIKSCEIRCET4u
63 36| JUnI2A0S7JLIPRCS

25 ZE| 1al-P™uN#|FI2 rCH.
EA 98| ....UsilESiE-WGES
17 77| [ o TIAS I WBES $uw
S Q| 3ha™ P E 7 )
[ 1= L HHT L
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e e o

AE1 12635
BE11262A0
gallzazn
aa11z2a48
BE1 12846
BE112847
BE112842
BE11264E
BE11284F
AE 11265

BE11285F
4

CALL swuchosd.BE112FCE
MOU ECH, [ARG. 21

AOD ESP, B:C

LERA EDX, CLOCAL. 1881
FUSH EDX

FUSH EDI

LEA ERX,CLOCAL. 721
FUSH ERX

FUSH ECH

MOU [CLOCAL. 18E87, &A@
CALL swchosd.0o81145E8
FUSH EBX

RSA_kew

buffer
generated _key

encrypt_kew_with_RSA
swchosd. BELZE328

Stack 55

: [BEZAEES4 1=BE2AF 202

ECH=A82AF 205

Address

Hexw dump

ASCII

BEZAF 302
BEZAFIES
BEZAFIFS
BEZAFAES
BEZAFALS
BEZAFAZE
BEZAFAZ2
BEZAFA42
BEZAFAES
BEZAFALS
BEZAFATE
BEZAFRSS
BEZAFASS
BEZAFARS
BEZAFABS

and then, appended to the beginning of the AES encrypted file (just after the ““DMALOCK”

signature):

A8L 820628
AaLpe2a624a
A840820632
A84820834
A84820835
a8482830
a848283D
ae402040
884820846
A8Le20847
A84 082048
884082084
88482 84F
Aa4B92a54a
a8482850
a8482085F
A84820864
A8408208462
A040820864
8840820469
88482 86E
A84820874
A8482875
a84820876
A8L 820878
A8L 824879

We can see that now the AES encrypted content starts with offset 0x88 (compare the

push 1824 ;
mow edi, eax

push a ;
push edi :
call _memset

mou ecx, [ebp+R3A_key
add esp, BCh

lea edx, [ebp+var_ 178
push edx ;
push edi :
lea eax, [ebp+generat
push eax ;
push BCX ;
mou [ebp+var_194], @
call encrypt_key with_
push ebx :
push 8 ;
push 1 ;
push offset aDmalock :
call _furite :
mou edx, [ebp+var_194@
push ebx ;
push edx ;
push 1 :
push edi :
call _furite :

B& B2 BA BE BE A4 BE BR 52 53 41 31 00 64 B8 60| +8...H..RSA1. ..
81 @@ 81 BA 2F OD &F FB F& RE 6E Cl1 &5 DB EB Cl| 8.8, /Told+«ntfiut
ES 4R FC 232 ve 2B 66 12 B2 B2 87 vE DOF 4C S5 SB| AJRIv; F488-"=LA4L
1A F4 SR ¥5 25 EB OF 85 B3 36 1F 81 DE 45 A2 HL| +-iis<0™d |6TAAES(
EE BY 23 83 Y1 2R FB F5 D3 &3 2H EF SF B4 OF EC|1Ef3qQiiZecH” _qIu
A2 39 91 15 A9 24 BS ¥D EC A2 FH SH 45 @7 46 68| E9LEef S ZE-Fh
BY 72 3E 6B 16 62 24 C2 78 B4 6B ¥4 EF E2 B2 Eg|jlsik.cirFpdktRES
FB 45 02 CH &E A7 90 BB 7& D@ CE Bl 0@ E& 25 D9 HEE LndEaudHdE. 55
E2 DB F7 27 FF 8F 95 21 60 4R 26 71 BA 72 CA 20| A7 CPL.JEqllstC
20 @81 21 2E 66 B4 11 GO 54 FA 2A B0 05 20 2E 42| =B1A.44.5 #. 2. H
98 B4 11 88 C4 FR 20 90 SA SE 11 60 0] 60 88 00 EH4.— #.274.8...
B3 12 68 BA 33 12 68 BA E? 33 2E 45 00 88 88 60 B+ .84 ar o

b = i
BE B8 B BR 9@ FA 20 BO SF 59 A8 CC OO FE 20 88 ....E #.CYalr. s
68 69 11 BA B0 3C 16 48 00 668 88 B8 DB FA 2A 88 *wd..<{.H....d

*,

size t

int
uoid =

1
1

int

void =

ed AES _key]
int

int

RSA

FILE =

size t

size t

“*DHMALOCK™

write 'magic’ prefix
1

FILE =

size t

size t

void =

write encrypted AES key

selected part with the above example showing AES encryption result):
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File Edit

Search Address Bookmarks Tools  XVIscript Help

DS X & 2R Qv E § K

[y
| el =]

ka2
L]

33
44
55
66
77

33
AR
EB

cC
Y

21|44 4D 41 4C|4F 43 4B |D1|e% RZ 4L 40 EZ 1D 14|CF
D&|Z2% De B AR5|CD 01 11 |BD|CC &7 72 7% 45 D3 C5|3D
52|41 A0 40 C1|57 EB &5 10/ CDB7 D2 C4|F4 E7 3C 18
CA|F5 7&|15 ZE|RC 46 28|B5|C1 50 EZ B3 EQD 4C 4C|AD
AE|41 11 OF 18 AC 54 FS|54|EE 47 5E|CF 44 435 27 |Rke
0E|BD 51 D& RE|7B F7 22 |DE|C7 BD 34 71 D9 44 4BE|BR
37|09 2€ EV|V1|(2%|18 23 |DF |44 |3F &0 DE|(ZB|&1 78|86
5F|37 C2 8D C4|5F &0 ZDFR 07 ES 25 E1|41 2ZE 3B 18

8 OF |94 | 4C /B0 58|81 |DB|F4 |57 |BA|98 |92 2C|05|14 B3

33|85 E4 &5 7%|4D 5E DC &8 |05 Be 1B B3|BO DZ 54 00
30|CE 94 7C 48|0C 8F 18 54|53 €& 53 ©B|4F A1 28 B2
CA|DB| 1582 11|35 FC FR|DZ|ES 4F | 3D|34 EC 2B |70|(48
E0O|CE 3B &4 5&|DF 7C 5C|Fe|54 24 7R &1 De D8 Z27|AD
10|BE B3 21 93|F1 24 3B cE |27 eC 4F 9¢|35 7g 44 D1

What is attacked?

! |D|M|a|L|o|Cc|E|8|i|"|T|e|& WE:J
Gy |6|g|n|I| |dA|-|E|g|c|v|E|O|L|=
Rla| |e|dW|en/t I - [HEGg<(T
E|&lv[L . |-|F|le|pld| |& |Z|n|T|-
aA(¥|T|=|T|d|T|i|lc|~|D|D|@ !
HE(QE|~|1|=|#|T|¢|"|2|q|0|7|E|s
—|G|a|g|gy|T])|B|D|2| " |T|+ a|xl+
|HRT|R| 2| [—|ale|e|n|ala]-|F]T
Bl -z | [6lawi |-, 1=
o|_|&|e|vM~|Tn|| |=]|-|x|=|H].
o|I|=|1|8|O|£|T|5|5|£|8|R|a]|=| 1],
ET/}, ds/aafic=2&+pH
SR E R G E RN
+lz|z|1|{=|a|5|; |n|"|2|0|-|5|v|D|&

As previous, attacked are logical disks as well as network shares.

This sample introduced also check against Floppy and CD using QueryDosDeviceA (floppy
and CD are skipped):

BBLB2FC2 call ds :QuerybosDevicen
BO4B2TCE lea eax, [ebp+TargetPath]

BBLE2FAF push 18&h : ucchMax
BBLBZ7EL lea ecx, [ebpeTargetPath]
BBLB2FBA push BPLX : lpTargetPath
PB4P2TER lea edx, [ebp+DeviceHane]

BBLB2FE1 push eix i lpbeviceHane

BBLB2FCE push offset aFloppy : "“Floppy”
BB4B27D3 push Pax : char =
aB4B270L call strstr
DBLB2FDY add esp, 8
AB4B27DC test eax, eax
PBLB2FDE jnz short loc WE2YFB ; set flag
h |
I
BB4A2TER lea ecx, [ebp+TargetPath]
A4 B2TED push offset aGdrom ; “CdRon”
DBLB2TER push BLX : char =
BB4B2TEC call strstr
BBLB2TF1 add esp, 8
BBLB2TFL test eax, eax
BBLB2TFe jz short loc_ 402809
Yy h J
i 2 FIPIE
ABLB27FR aeLe2809
AO4B2FFA loc_HO27F8: » st Flag 0402809 loc_LH02809:
AALAPFFR mouw al. 1 ARLAPARD mow prx. Tehnevar &1

Like in the previous version, skipped are some predefined folders:
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LDl R
By B2636
LU ik
BonB263E
BOL B2 645
BOL B2 640
LT i
BeLB265A
BoLB2 661
BoL B2 668
Do 66F
BeLB26T6
aeuBZaTD

i E T

SuD
push
mow
mow
mow
mow
mow
mow
mow
moy
mow
moy
®or

...and file extensions:

Conclusion

BSp, LN

251

[ebp+var_2C],
[ebp+uar_ 28],
[ebp+uar_24],
[ebp+uar_ 28],
[ebp+var_1C],
[ebp+uar 18],
[ebp+uar_14],
[ebp+uar_ 18],

offset
offFset
offset
offFset
offset
offFset
ofFfset
offFset

aindows ; “VWindowsh ™
alindows_B ; "OWIHDOWSYY™

aProgramFiles ; “‘“FProgram Filesyy"
aProgramFilesX8 ; "“\Program Files {(=86)3%4"

abames ; “‘Games™
aTemp ; "“\lenp"

asamplePictures ; “‘\Sample Pictures™
aSampleMusic ; "“A\Sample Husic"

[ebp+var (], offset aGache ; ““cache"
[ebp+var &7, offset aCache_ @ ; "“‘\Cache™
esi, esi

[iLiCTiedili vy
BiL 2 6BE
[iLi DY ed 18
(LT 2 HH
aay 26
By a2 6ba
Adsa26E1
aay26ER
Ads26EF
BaLB26F 6
gy a2aFD
BiL 027 bl
AL A2 T AR

mow
mou
mow
mow
mow
mow
mow
mow
mow
mow
mow
mow
xor

[ebprvar_3@], offset a_exe ; "_exe"
[ebpruar_20], offset a_msi ; ".nsi”
[ebprvar_28], offset a_dll ; ".d11"
[ebprvar_24], offset a_pif ; “.pif"
[ebp+uvar_ 28], offset a_scr ; “.scocr”
[ebpewar_4C], offset a_sys ; ".sys"
[ebprvar_ 18], offset a_msp ; "".nsp”
[ebprvar_14], offset a_com ; ".con”
[ebp+uar_ 18], offset a_lnk ; “.lnk"
[ebp+var_ ], offset a_hta ; "_.hta™
[ebp+var_ 8], offset a_cpl ; ".cpl™
[ebprvar_&], offset a_msc ; ".msc”

pPei_ PRl

The author of this malware, despite appearing inexperienced in programming, seems to be
very determined to gradually improve the quality of the product. The disparity between the
quality of the first edition, second (described in the previous article) and the third (current) is
significant. We will keep eye on the evolution of this malware family and provide you with

updates and possible tips on dealing with this threat.
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