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Ever since the ZeuS cyber crime toolkit source code leaked in 2011, malware authors have
used its cogent malware development tools for generating new custom versions of the
Trojan; examples include the ICE-IX and Citadel variants. Trusteer security research team
identified a series of attacks carried out by a new ZeuS variant since January 2014. Seeing
that this variant mainly targets customers of Canadian banks, IBM Trusteer security research
team has named it “ZeuS.Maple.”

Trusteer researcher Avidan Avraham, who conducted a thorough analysis on the new
variant, explains that ZeuS.Maple is a heavily modified version of ZeuS 2.0.8.9. It
implements unique browser re-patching techniques (browser patching is a method of stealing
information from browser sessions; re-patching ensures the patch stays in place), an
alternative naming generation algorithm, different anti-debugging and new anti-VM
capabilities. It uses an encrypted configuration stored in the Windows registry, and in order to
remain stealthy, ZeuS.Maple distribution in the wild is limited and controlled.

Avraham adds that the enhancements introduced in ZeuS.Maple are improvements of known
ZeuS capabilities, but they don’t really add new functionality. This is why it is interesting that
the malware author designated this variant as ZeuS version 3.3.6.0 (as seen in the
configuration).

Dissimulating the Executable in a New Installation Path

Most of the ZeuS-based Trojans generate a randomly named executable file and place it in a
newly created folder under a randomly generated name; this makes it difficult to detect the
file in the file system. ZeuS.Maple takes a different approach for naming the newly generated
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file: First it enumerates the %APPDATA% directory and chooses an existing folder for its
dropped executable location. It then generates a file name from the combination of the
directory name and a hard-coded string (a few string options exist). The new executable file
is then dropped in the selected directory.

For example:

If the selected directory is c:\users\user\appdata\roaming\microsoft\

And the hard-coded string is: ‘win’

The result will be: c:\users\user\appdata\roaming\microsoff\winmicrosoft.exe

This technique of dissimulating the malicious executable within existing system paths makes
the file look legitimate and enables it to stay stealthy.

The code used for the dissimulation is shown in Figure 1:
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loc_432936:

An additional piece of code found in ZeuS.Maple generates an ordinary ZeuS file name
using Windows’ GetTickCount (a Windows function used by ZeuS to generate a random file
name); however, it doesn’t write it to disk. It could be a leftover action from ZeuS source

code.
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call
xor
moy
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call
moy
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push
call
lea
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lea

ebx

eax, offset alocallow ; “Locallow™
path_combine

ebx

find first file

ebx

esi

esi, offset unk 43AFA8

eax, esi

path_combine
[esp+68Bh+1pFileName]

eax, offset aRoaming ; “Roaming™
ebx

path_combine

ebx

find first file

; CODE XREF: name_generation+82Tj

ebhx

edi

eax, esi

path_combine

edi

sub_41D9CH

14h

offset a_exe ; U.exe”
eax, file name[eax#2]
eax

sub_41CD61

ECx, ECX

[eax+14h], cx

esi

eax, BFFFFFFFFh
ed®, offset unk_43ADAA

sub_41D192

esi, 2A6h

esi

]

eax, [esp+688h+var_A658]
eax

sub_41CDDE

eax, [esp+68Bh+var_64C]
eax

registry fetch
eax, [esp+68Bh+pclsid]
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re3 1 I0 UIBALLY..
NAME NOT FOUND Desired Access: Read Attibutes, Disposition: Dpen, Opl

364 ERUUSYUpEN
3704 Bk CreateFile

LOAUEers WY IIam S appLr ata L ocale 1i2oorn - ” " T r E -
CAlUsers\WillamiappData\localElzoor =8¢ i il e

3U4 ERLIEAErIE LIAUSErS W M ApPU Al3 AL OCaILOW aULLEDD UIESIiE ACCESS, Mead Uata’LIst UIIecory, 3pncnionize,
3704 B.QuelyDirectory C:A\Users\wiliam'appDataiLocallowh” SUCCESS Filter: =, 1: .

3704 !:-}QuelyDirectory C:AUsers\wiliamippDatailocallow SUCCESS 0: ... 1: Microsoft

3704 BﬂualyDireclury C:AUsers\wiliam'éppDataiLocallow MO MORE FILES

3704 Eg’.l:lnseF\Ie C:hlzers\WiliamsappDatail ocallow SUCCESS

3704 (A CreateFile C:AUsers\wiliamtéppDatatlocallow Zeus.Maple searches existing directories SUCCESS Desired Access: Read Data/List Directary, Synchronize,
3704 B.QuelyDirectory C:A\Users\wiliam'appD ataiLocalLow!” 5 SUCCESS Filter: =, 1: .

3704 EzlﬂuelyDlrectory C:AUsers\wiliamippDatailocallow SUCCESS 0: ... 1: Microsoft

3704 EglﬂualyDirectory C:AUzers\wiliamppDatatLocallow MO MORE FILES

3704 Bﬁlnseﬁle C:hlsers\wiliamappDatailocallovw SUCCESS

3704 atlealeﬁle C:AUzers\wiliam'appData\Roaming SUCCESS Desired Access: Read Data/List Directony, Sunchronize,
3704 B.QuelyDirectory C:AUsers\wiliam'appD ata\Roamingy* SUCCESS Filter: =, 1: .

3704 EﬂﬂuelyDlrectory LA sers\illamappData\Roaming SUCCESS 0: ... 1: Identities, 2 Media Center Programs, 3: Microsoft
3704 BQualyDirectory C:AUzers\wiliam'ippData\Roaming MO MORE FILES

3704 Eg‘l:lnseﬁle C:hlsers\wiliamappData\Roaming SUCCESS

3704 ;ﬂElealsFlle CAUszers\wiliam'ppD ata\Foaming SUCCESS Desired Access: Read Data/List Directory, Synchronize,
3704 g-ﬂuelyDirectnry C:AUsers\wiliam'appD ata'\Roamingh* SUCCESS Filter: =, 1:

3704 ':-}E!uelyDlrectory C:AUzers\williamappD ata\Foaming SUCCESS 0: ... 1: Identities, 2 Media Center Programs, 3: Microsoft
3704 é}CIoseF\le C:Alzers\wwiliamappD ata\Roaming SUCCESS

3704 5 GueryOpen
3704 A Createfile

3704 Sk QuenB asicinfor..

3704 S CloseFile
3704 B.E!uewtlpen
3704 [ CreateFile

3704 5. QuenBasiclntor..

3704 [k CloseFils

C:AU zers\wiliamhappD ataRoamingtl dentitiesh dentities\Win. exe
C:AU zers\wiliamhappD atabRoaming®l dentitiesh dentities\Win. exe
LU sers\william'appD ata\Foaming'l dentities| dentities\Win.exe
C:Adsers\wiliamiappData' Roamingsl dentitiesh) dentitieswin. exe
C:Asers\willamiappData' Roamingsl dentitiesh) dentities'win. exe
C:Adsers\wWillamiappData'Roamingsl dentitiesh] dentitieswin. exe
LU sers\William\appD atahRoaming' dentiiess dentitieswin. exe
C:AU sers\MwiliamhAppD atatFoamingl dentitiesh dentities'win. exe

Zeus. Maple writes file into selected directory

FAST 10 DISALLOD...

SUCCESS Desired Access: Read Attibutes, Disposition:
SUCCESS CreationTime: 2/27/2014 4:00:14 PM, Lastéc
SUCCESS

FAST 10 DISALLO..

SUCCESS Desired Access: Read Attributes, Dispogition:
SUCCESS CreationTime: 2/27/2014 4:00:14 PM, Lasté:
SUCCESS

/

C:AU sers\wiliamAppD ataFoamingl dentitiesh) dentities'win. exe SUCCESS Desired Access: Read Data/List Directory, Ex

3704 [k CreateFils
ef|

0 I ] Lenath: | E
3704 = C:MU sers\william*bppD atatFoamingtl dentities\| dentities'in.exe SUCCESS End0fFile: 319,708
3704 Bk CreateFileMapp.. C:AL sers\willam'AppD atatFoamingh dentitiest dentities\w/in exe SUCCESS SyncType: SyncT ppelther
3704 Bk CreateFileMapp... C:AL sers\willam'AppD atatFRoamingh dentitiest dentities\w/in exe FILE LOCKED */1... SyncType: SyncT ppeCreateSection, PagePro
3704 aﬂuelystandardl C:AU zersMwiliamhappD atatFoaming dentitiesh dentities'win. exe SUCCESS AllocationSize: 323,584, EndOfFile: 319,708,

Barriers for Malware Researchers: Anti-VM, Anti-Debugging

Malware researchers will often try to run the malware in a synthetic environment and debug it
to understand how it operates. ZeuS 2.0 variants are already designed with anti-debugging
features that make the malware analysis more difficult. In most cases, the variants use well-
known packers that can be easily identified with common tools. ZeuS.Maple uses a unique
packer that is written in Visual Basic, which is notoriously complex to debug and makes the
analysis more difficult.

In addition, to prevent malware researchers from debugging the malware, ZeuS.Maple
checks the value of two known Windows flags: PEB!IsDebuggedFlag and
PEB!NtGlobalFlags. The code section that checks the flag value seems to be absent at first
glance, but ZeuS.Maple unpacks this code section right before it uses it. In order to enable
debug mode, we had to manipulate the flag value checks during runtime.

The screenshot below shows the obfuscated code prior to the unpacking function at
unk_710:
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seqment byte public 'CODE' use32

assume cs:seqgdi@

assume es:nothing, ss:nothing, ds:nothing, fs:nothing, gs:nothing
nop

nop

nop

nop

push ebp

mou ebp, esp

[call near_ptr_unk 710

int 3 ; Trap to Debugger
mou ebx, 1AABT 444N

xlat

xor al, 98h

call  far ptr [
scash

sbhb bl, [eax+edx+?]

sub bl, [esp+esi*2-58h]

nop

sbh al, 1Ch

mouy [edz+&6h], gs

add al, 8A¢h ; *_°

sahf

lea esi, [edx-58h]

sbb ah, ah

jnz short near ptr EEEEEEEEER
sbh bl, [ebx+edi*2+8Ah]

xchq eax, ebx

After the call at unk_710 is completed, the code is readable and executable — see below. It
is clear that this code section looks for flags inside the PEB and raises an exception if the
process is being debugged.
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segment byte public 'CODE' used2
assume cs:segddg
assume es:nothing, ss:nothing, ds:nothing, fs:nothing, gs:nothing

nop
nop
nop
nop
push ebp
mou ebp, esp
call sub_718 ; anti-debugging code building function
mouv eax, dword ptr fs:loc 15+3
mov eax, [eax+20h]
s DATA XREF: segﬂﬂﬂ:ﬂﬂﬂﬂﬂﬂucTr
cmp byte ptr [eax+2], 1 ; PEB!IsDebugged
jz loc_ 783 | ; jmp to division by zero
mov eax, dword ptr fs:iloc_2C+4
mov al, [eax+62h]
and al, 7@h ; PEB'NtGlobalFlags
cmp al, 7ah ; "p°’
; DATA XREF: segBBB:BBBBBB1FTr
; seqdgf:enee604ALr ...
jz loc_703 ; jmp to division by zero

mov eax.- 1

; START OF FUNMCTION CHUNK FOR sub_62

loc_783: ; CODE XREF: segB0@:00008008197Tj
; seqgBB@:loc_2CTj
=or ebx, ebx
loc_7@5: ; CODE XREF: sub 2BE+A47CTj
idiv ebx
idiv eax

The new anti-VM capabilities that were added to this variant of ZeuS are not so impressive:
The malware simply checks if VMware Tools is installed on the machine (VMware Tools is a
free, optional suite of utilities that enhance the performance of the virtual machine’s guest
operating system and improves management of the virtual machine). To bypass this check,
malware researchers can simply uninstall VMware Tools.

Browser Patching and Web-Injection

ZeuS.Maple uses browser patching to implement Web-injection functionality, which facilitates
information stealing and financial fraud. Browser patching on its own isn’t new to Zeus;
however, ZeuS.Maple is the only variant that also re-patches the browser in order to protect
its patches and ensure that they stay in place.

In the figure below, the code repeatedly goes over some function addresses and writes the
patched function over the function address.
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loc 42A471: ; CODE XREF: .text:88842AaD56Y)

mouv eax, [edi]

lea esi, [ebx+eax]

mouzZx eax, byte ptr [esi+i4h]
mou ecx, [esi]

push eax

mov eax, [esi+BCh]

call sub_S531BF

test eax, eax

jz short loc 42ACA

1lea eax, [ebp-4]

push eax

MmouzZx eax, byte ptr [esi+14h]
push 48h

push eax

push dword ptr [esi]

mou esi, ds:BFFCA61228h ; UirtualProtect
call esi

test eax, eax

jz short loc_ 42ACAH

mou eax, [edi]

MoUZx ecx, byte ptr [eax+ebx+14h]
push eCx

push dword ptr [eax+ebx+8Ch] ; patch_addr_to copy
push dword ptr [eax+ebz] ; fuction to patch_addr
call copy buff

Important patch list on Internet Explorer:

‘iexplore. exe[ Z304]) WINHINE T_ditinteinetClozeH andle 7TE0CEE4 5 Bytes JMP D0043EBF
higsplone. e[ 2904]) WININE T difHupOuednlod T750E134 5 Byles JMP QDO49FSE
‘iexplore. exe[Z304] WINIHE T.df IntematR eadFis JTE0FE0E 5 Bytes JMP OOD4SEEC
\ierplore, exe Z304] WIMINE T.dit rtesmetluenD stafvalable T7513184 5 Bytes JMP DOD4SFT3

‘iesplore. exa[ Z304]) WINIME T_diFHipS endP equesfv 7836320 5 Bytes JMP OO04SCES
\iewploe ene[2304] WININE T dilinteme R eadFisE xd FTS3FAA3 5 Bytes JMP O0049F 24,
\iespore. exe[Z304] WININE T_dIPHitpS endR equestE dw FTSAFSEA 5 Bytes JMP 00049083
Siexplore exe[Z304] WININET dBHepS endR equests, TTSESE5A 5 Bytes JMP 00043036
\iespdore. exe[Z304] WINIME T_dIFHipS endPR equestE ub, FTSAECES 6 Bytes JMP 00043 24
‘uexplore. exs[Z304] W5 2_ 32 diclosesock et TEOZINE S Bytes JMP D00414EC
Yiesphore exa[Z304] WS 232 dWSASend FEOZ4405 5 Bptas JMP 0041545

hiewplone. ne Z304] WH2_32 difsend TEOZEFON 5 Bybes JMP 00041524

The Encrypted Configuration

Like other ZeuS variants, ZeuS.Maple’s configuration is stored in the Windows registry.
However, unlike other variants, it uses the executable name, or a GUID format string, as the
name for the registry key (instead of the regular generated name). The data is encrypted with
AES-128 instead of RC4 which is commonly used with other ZeuS variants. However this
isn’t unique since AES-128 has been previously used with other variants. After decrypting
the malware configuration, we’ve noticed that the ZeuS version ID is 3.3.6.0, which indicates
that this is a brand new variant of ZeuS, as previously mentioned.

As for the targets, the main targets include 14 leading financial institutions located in
Canada. In addition, it contains some “universal” attacks on URLs that consist of generic
strings for e-commerce targets.

A sample of the financial institutions targeted as seen in the configuration (shown in IBM
Trusteer’s format):
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</WeblInjectsBlock=
- <=Urls compressed="1">
- =Url index="1" action="Inject| POST|GET" =
- <TargetUrl=
<![CDATA[https://*. y.com/™]]=
=/TargetUrl=
<fUrl=
- =Url index="2" action="Inject| POST|GET" =
- <TargetUrl=
<![CDATA[https:// == & wl*.com/*]]=>
=/TargetUrl=
= fUrl=
- <Url index="3" action="Inject| POST|GET"=
- =TargetUrl=
< ![CDATA[https:/, =
=/TargetUrl=
< /U=
- <Url index="4" action="Inject| POST|GET" =
- «=TargetUrl=
<![CDATA[https://www= we .com/onlinebanking/*]]=>
</TargetUrl >
< /U=
- =zUrl index="5" action="Inject| POST|GET">
- «<TargetUrl=
< I[CDATA[http™: /fwww™* ~com/gls/~/index.html]] =
= /TargetUrl=
< fUrl=
- <Url index="6" action="Inject| POST|GET">=
- <TargetUrl=
<![CDATA[https://www*_ === s comyfonline/*]] >
=/TargetUrl=
< fUrl=

In addition to the listed financial institutions, ZeuS.Maple targets general e-commerce
transactions but looks for URLs that contain strings like: ‘order,’ ‘cart,” ‘account activity’ and
more:

- <l indexe =2 1" action= “Inject| POST IGET >
cTargatlirl>
<1 [COATA[hEtpS: /M= “hack=ut®]]>
< /Targetiirl>
<S>
- Ul index="22% action="Inject| FPOST |[GET" >
- gTargetUrl>
<![CDATA[hEps: /= “order=]]>
< [Targatiirs
</ Ul
= <lrl index="23" action="Lnject| FOST IGET™ >
- «TargetUrl>
<![COATA[https: /= fcart/=]]=
[ Targatiir>
i Ul
- <Url index="24" action="Inject| POST |GET">
=TargetUrl»
< [COATA[hEtps: /M= Account=Activity=]]>
o« fTargatiirl»
£ F Ul
- U Index="25%" action="Inject| POST |[GET">
- sTargetlrls
< I[CDATA[https: /= AccountDatail.=]] =
</Targetibrl>
< Ul
= Ul index="26" action="Inject| POST |[GET™ >
= «TargetUrl
<! [COATA[https: /" =ban™.*f~card=]]=
</ Targetidrs
< /Ul

9/12



Command and Control Communication

ZeuS.Maple uses nginx-based C&C. Each server has the .in DNS suffix, and the
communication is directed to the /www/ folder. The ‘.in’ suffix should be an indicator of the
location of the server (India); however, when looking up the server details, we see it is
located in Russia. The domain is registered under a fake name and address.

The latest active sample we analyzed communicated with C&C
b1estchooseweearesame2014.in/www/ — this resolved to the IP address 62.76.190.115 —

Domain ID:DE326553-AFIN

Domain Name:BlESTCHOOSEWEEARESAMEZ014.IN
Created Cn:22-Apr-2014 12:28:40 UTC

Last Updated COn:1&6-May—-2014 07:08:46 UTC
Expiration Date:22-Apr—-2015 12:28:40 UTC
Registrant ID:DI 22392516

REegi=strant Name:

Registrant Organization:Private Person
Registrant Streetl:

Registrant City:Moscow

Registrant State/Province:

Registrant Postal Code:

Registrant Country:RU

Registrant Phone:+5%17.

Registrant Email:

Admin ID:DI_ 22392516

Name Server:NS1.ESE3ESHHSG6.IN

Name Server:NSZ.ESFE3FESHHS6.IN

The server IP address seems to be registered to a Russian Internet service provider.

inetnum: 62.76.176.0 — 62.76.191.2535
netname: Clodo—Cloud
de=scr: IT House, Ltd
country: RO
admin-c: MD14687-RIFEE
admin-c: SF6573-RIFE
tech—c: SEEBEG—RIFPE
status=s: LSSTGENED PA
mnt-lby: ROSNITROS—MNT
mnt—domains: ITHOUSE—MNT
mnt—routes: ROSNITROS-MNT
changed: ip—box@ripn.net 20110617
Source: RTFE
Conclusion

The base code of ZeuS 2.0 remains a central source for malware authors as it continues to
enable the evolution of the ZeuS malware family. The ZeuS.Maple variant provides an
interesting example of new and improved methods used by malware developers to bypass
automated security controls as well as human malware researchers.
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We expect this trend to continue as we find more sophisticated, stealthy variants of ZeuS
targeting specific geographical regions.

Read the white paper: Accelerating_growth and digital adoption with seamless identity trust

Dana Tamir
Director of Enterprise Security at Trusteer, an IBM Company
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