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CVE 2014-0322 Malware - Sakurel (Feb 21, 2014)

Description

The Dell SonicWall Threats Research Team has spotted the latest malware being served in the recent CVE
2014-0322 attack. We have already shared our analysis on the exploit behavior so we will now discuss the
behavior of the malware payload, Sakurel.

This malware has many features and contains multiple levels of embedded files. The malware ultimately seeks
to steal information and provide a backdoor to the infected system, and uses different modules to accomplish
its tasks.

The file that gets dropped after exploitation, 'stream.exe’, has fairly basic dropper behavior. The file contains an
XOR-encoded binary which gets decoded and executed in memory.
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Template Results - EXETemplatez, bt

Mame Yalue Start Size Color
struck IMAGE_DOS_HEADER dos_he... 0h 40h Fq:  Ba:
IICHAR doscode[64] 40h 40h Fq:  Ba:
DWORD MSlinkersignaturerich[ 18] aah 4gh Fq:  Ba:
struck IMAGE_MT_HEADERS nt_head... EOh Fah Fg: B
struck IMAGE_SECTION_HEADER sec... 1D8h a0h Fg: B
BYTE textsection[2043] 4000 2000 Fq:  Ba:
BYTE rdatasection]1024] 0ok 4000 Fq:  Ba:
BYTE datasection[512] 1000h 200k Fao:  Ba:
BYTE relocsection[512] 1200h Z00h Fg:  Ba:
BYTE QOwerlay[135954] 1400k Z1330h Fa:  EBm

The decoded malware contains additional embedded modules, including one that provides for privilege
escalation if the current user is not an administrator.
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call ds:IsUserAnAdmin

test eax, eax

jz short loc_ 188811B1
®or eax, eax

inc eax

jmp loc_1080881373

After checking if the current process is running as an administrator, the escalation module is extracted and

dropped with a .dat extension, then executed via 'rundll32".
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kernel 12 | CreateProcessInternalW (75e807a2)
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dword ptr [ebp+ZCh]
dword ptr [ebp+:Z8h]
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This DLL contains a well-known technique for escalating user privileges via the 'sysprep' tool. This uses a UAC
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bypass which affects 32-bit versions Windows 7 and Windows 8.

-text:10801139
-text:1888113E
text:1880113F
-text:18881145
-text:10801146
-text:1888114B
-text:1888114C
-text:18881152

text:1088128F
.text:10881210
text:1088121%
text:10881216
.text:10888121B

text:10881221

text:10881227
text:1088122E

push offset aSysprep

push esi
call ds:lstrcati
push esi

edz=00000065% e=1=0000005%= =di=000000
nv up 21 pl nz na pe 1
efl=0000021(

rundll3iz "C: ~U=e
re~ “AppDataLoc
al~Temp~E67228098
.dat" Plawyver C:-
T=ers™ “AppData™
Local~Temnp~Hicro
Hedia~MediaCente

; U\\sysprepiit”
; 1pString1

; 1lpsString2
mou edi, offset word_100083438

"Elevation:Administratortnew:{3ad@s575-8"...

push edi ; 1pString1

call ds:1strcpyll

push offset aSysprep_exe ; "'sysprep.exe "
push eax s ppv

push offset riid ; riid

push edx ; pBindOptions

push offset pszHame

may dword_18883024, edx

mow dword pty [edx], 24h

mow

call ds:CoGetObject

dword pty [edx+14h], 4
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Once the malware has administrator privileges, it extracts an OCX file from its resources and moves a copy of
its original dropped incarnation into "MicroMedia" underneath "%APPDATA%\Local\Temp" and creates the
following registry key to execute when the system boots up:

Once the malware has acquired sufficient access and achieved peristence on the machine, the Windows 'hosts’

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\MicroMedia:
%APPDATA%\Local\Temp\MicroMedia\MediaCenter.exe

file is modified to redirect a number of domains to IP addresses controlled by the attackers. These strings from
the binary show the domains the attackers are redirecting:
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DATA XREF: sub_100026A7+38To
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which include command and control domains and paths, are encoded in the binary with

iEooo00a [=F-PE-
metekaen. com: 443
I
.............. ‘o
IBEEY 0ccoooooooo

Overall the main motive of this malware is to steal user credentials from the targeted domains. The malware
also provides full backdoor access to the system via the command and control structure. We will continue to
monitor this threat and provide updates on its capabilities.

Dell SonicWALL Gateway AntiVirus provides protection against this threat via the following signature:

GAV: Sakurel.EX (Trojan)
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