Analysis of VirTool:Win

NT/Exforel.A rootkit

artemonsecurity.blogspot.com/2012/12/analysis-of-virtoolwinntexforela-rootkit.html

A few days ago guys from MMPC reported about rootkit [backdoor]

called VirTool:WinNT/Exforel.A.

https://blogs.technet.com/b/mmpc/archive/2012/12/06/the-quot-hidden-quot-backdoor-virtool-

winnt-exforel-a.aspx?Redirected=true

https://twitter.com/artem_i_baranov/status/278806291076497408

Review has included information in terms of network communication. But rootkit also

contains some internal noteworthy features. First of all, startup processes from context of

trusted services.exe. This is done with help of shellcode which injected into services.

Code injection:

SDest I ARATRABTY B9 A5 DO noy

LJEexkb i OARTHEABA A% FU CD 0D 00 j‘nlﬂh
ek ranatHARE G5 BE BYo0R 0N push
JPexbraaatRach ®E aD Do may
Bk cBAEETHALS A push
JEpxk cEAETHALE HE 1% EC OO e iy
FrxnkcaaatiniE %2 push
Eext:A00THALE ES 4O W1 00 ou wall
Bexl : dEdTHALE

Texk :@0ETHADL A3 FO CD 0D 08 i
JMexlc@0@18ADY A1 EC CD 0D 00 Y
JLexl:OAE1RADE S0 push
Stext:0@@18A0F EX 2C FE FF FF call
Cexb:oaataanr

MesTi0BBTEACYH 89 45 FO Lg
TexCiOR@1AACT 8B 0D 1C CE 0D oy
StextiOA@IRAED 8B 14 8D DE CZé may
JgexbiaR@iaary a1 EC Ch 0D 00 may
SexbiaaRiEAFY S8 BC 10 Lol
Stexk i OARATHAFC &9 4D F& may
ek ranatRARF BB 1% ER OO QD+ many
i el [ L T e l1l|':|"|
JEpxbroaEtHEBS ER SD D R 00 wall
JErxk s aaatHEBG

Erabra@aiHEE &8 S0 C2 11 mn sk
Brexk OEETHHIE 20 45 ER dea
BexkOEETHHTE S0 push
Rexl:auatsgdIy FF 1% &2 BN 01+ wall
Rexl :QAETHEIA 28 uD FR2 mun
Jtext:0@@18810 28 51 0C mau
texC:0@@18020 208 42 14 mau
STesC:OBA1AD2D 89 45 EN moy

[ebpsUirtual pddress_Pool], eas
affset Hidl ; Mol

LT ; Length

ecx, [ebp+Uirtualnddress_Ponl]

[l = Uirtun1nﬂdrrﬂ<_Pnn!
edx, pFrocess_sereices

e HI L

FntapigstentennrylntoProcessiddeessSpace ; cax-sadilress

pHappediys tenfiddr InProcess , vax
AR, pPruuuhh_huruiuuh
Bax

FnLookupflertableServices Theead

[ebprAlertablefervicesThread] , eax

ecx, Htler

edy, EFROCESS_0b]_Peb_Field_ofFs[ecxsli]
eax, pProcess_seruices

eoE, [eaxredy]

[ebp*Feb], BrCx

edx, pProcess_services

edx

KeattachProcess

offset SourceString ; “kerHeld? di1v
cax, lrhp+51riuu!]

wax = Urntiuutiunﬁlring
ds:Rt1InitUnicodestring

BCE, [EbP+PEH]

edx, [ecwe PEE.Ldr]

eax, [edsPFEE_LDPA_DATA. InHesoryOrderfodulelist . Flink]
[ebpervar 1G], eds

cantext
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Shellcode logic:
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push
call

I FHELdrLIHjuclcdSuruicubﬂuduUlaﬂpu*ﬁﬁTj

ec¥, pProcess_services
BCy
FoLookuphlertableSereicesTheead

[ebp+pAlertablefervicesThread], eax
[ehp+pRlevtablefiervicesThread], @

short loc_188FE

ede, [ebpruwar_k]

dword ptr [eds+1Ch], 1

rax, [ehp+arg_@]

2ax ; char =

ecx, [ebp+var_h]

edx, [ehpruar_H]

edx, [ecx+ZCh]

edx, pHappediypstemidde TnProcess
By ; char =

stropy

esp, d

e2an, pHappediystenfdde InFrocess
Bax

1

ey, [ehpruvar_Hl]

eds, [ecxrdih]

edx

]

aftset sub_187F@

A

eax, [ebprpAlertableseroicesThread)

Bax
eCK, [ehp+pipe]

Boy
ds:iKelnitializefpc
4]

5}

A

edx, [ebprpApe]

edx

ds :KeInsertQuensipo
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Open \W\Pipe'x141_stdin
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FnllserHodeShellCode proc near ; DATA XREF:

Startuplnfo
¥

hitdout
hitdin
var_1h
ProcessInfo
arg_8

; woid fnlserModeShellCode

FnfrepareihellCode+BEC o
11Code+D1 )0

; FnPrepar

= STARTUPINFD ptr -7ih
= SECURITY_ATTRIBUTES pbtr -28h

dword ptr -1Ch
dword pLtr -18h
duword pLtr -14h
PROCESS_IHFORMATION pLe -18h

dword plr 8
push ebp
mow ebp, esp
s esp, Tih
push edi
moy fax, [ebpearg_i]

mi [ehpeuar_14], eax

mou [ehpestartupinfn.ch], L&h

mau ek, 1ih

wor Pax, Pax

lea edi, [ebprEtartupinfo.lpReserved |

rep stosd

mou [ebprsa.nLength], @Ch

mow [ebptsa.blnheritHandle], 1

mou [ebprsa.lpfecuritylbescriptor], @

push B ; Tineout

mou ecy, [ebprvar_14]

moy eds, [ecuE+38n]  : AAVAFLpeix1l_stdoul
push edx ; HanedPipeHane

moy edi, [ebprvar_14]

call [eam+shelleode_inports. pherneld3?_WaitHamedPiped]
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Driver listens input and output pipes in two special threads. Purpose of each of them writing
data into pipes and reading it. Scheme of working stdin dispatcher thread:

Another interesting feature of rootkit - method with help of which it do pages of process

fh AR SRaA
CFRAETAAR
FORETELE
SFORGSEST
R
CFHASTETE
CFORETETH
H LR
HETTE
FRRETETR
cFORSTEERD
Ha LR L
SFhasTaHR
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Ha E R
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CFARETARE
CFORSTARE
Ha LT ]
L
Ha EErLE T
CFORET NN
s ORGSR
SF hasraan
Ha Bl
CFoRETENF
Ha LSRR
sFhasaia
tFHRSTAET

writable.

Al B0OAD an cun
BR HS FI
EH hE Ak
51

al 55 CE
FF 53 &%
e b5 08
C? WS RC On o1+
BB W5 ES
By bL LR
AN s CH
B9 WD C
EH 55 EX
HY LL O
D WS rn
La

BD B 20
51

fill 20

Gh 20

G 20

Hi E1
LT

on 2o

BH 55 EC
an a2 26
La

Gnoen

BH Alx EC
Iro51 i

push
s
mou
push
o
call

iy
iy
row
i)

TR

#ak, [ehpruar_14]

wcd, [eax+3bh]

L

eldx, [ebhpruar 14

[edesstel Tooie_impoess  plerael 52 pteeatefilen]

lvhp-h\!ﬂiu_x1h1_n1ﬂiu]. PAE
[ehp+startuplnFo.duflags], 18
ean, [ebp+hEtdin_k1ui_stdin]

[ebpestartupinbo hstdinput ], max "LHFI[:]E\J(‘I 41_51.[1"1

[T
nni

i, lvllplll\!l!lllll ESER] \ll'll.lrJ

[rhp+$rnrtn;lnin.ﬂﬁrdtﬁ1puf], PLX

mou
mow
Lea
push
Lea
push
priish
push
push
sk
pish
push
mow
miy
push
push
noy
call

e, [Fhp+hStdnut_winl_s bdout ]
[ebpeStartuplnbo WS LdErrer ], edx

Eax, [ehpiProcessinfn]
Fax 3 lpProcessinformation
ecu, [ebp+Startuplnfu]

EGH iolpsEtartuplnto

n i IpturrentDirectary
1] 7 1pEnuvironment

] 7 dubreationf Lags

1 : blnber iCHand e

n : 1pThreeaddttrihutes

i : lpProcessAttributes process
e, [ebpruar_1a]

K, LFII'I l?':ll]

waK 1 IpConnandl ine

] 7 lpnpplicaticnHane

eCd, [ebprvar_14]
[FHKIHHHLIFHHF_inHFIH.karﬂHlH?_HFFJIHFrHIFh\ﬂj

Waiting signal

Write data into pipe
{NtWriteFile)

Disconnect pipe
(FSCTL 0x110004)

Wait pipe

{ZwWaitForSingleObj

ect)

Listen pipe
(FSCTL 0x110008)

W.\Pipe\x141_stdout

std streams redirection for
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text cHAMSCEE 74 1A
Jtext:@ditSSCE
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StextimdmsSES 89 A5
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text:@dmSSED 80 11
SEextIANEISSED BE 55
text:BOMSSFE 80 A%
Jtexti@aBtLLEES BY 1R
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an ans
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g @i

FnDﬂijytESIﬂtﬂPFﬂEESEllEI‘II}I‘y proc near

HIE = duard
var_i = duasd
pPTE = duard
WritahleHask = fuarid
I]EIJFFE'P" = duord
prunc = dunrd
SizedFFunc = duard

push

maoy

suh

nay

=hr

1ea

CODE XREF: |‘n]ntercepthﬂllﬂtI_Cnnpal'emnnryﬂ:ZMp
Fnlnlpr'unptmﬂj_IHr_ll,:nnp.arrrhlpnnr'yﬂ':ﬂ'p

pEr -1k
ptr -fch
ptr -&
ptr -k
pEr B
pEr  HGh
ptr 1

whp
eh::-, Esp
S0 o direct acces to process

eax, [ebprpluffer]

eax, 12 page table

eex, s :Acpankan |'|h[|-..1:|c -111

Ry [ebp+pFIC], ECH
iy [ebp+UritableMasic] , 1RARBABRAATAL ; Uritable bils nask for PTE
i eck, [ebprpluffer]
naw eax, [eox]
mau ean, crh
iy |ebprwar L[], eax
iy vl [L-I||r+u.|r_l':]
and adx, 10RODED + R4 .FRE
jz short jlEsHotPAEHade
nay eax, [ebprpbutter]
shi eax, ACH
lea ek, ds:ACRAUERdNn]eax=8]
iy [ebp+pPTE], rex
JItsHotPREMDde & ; CODE KREF: FnCopybytesIntoProcesstenory+2ET)
nay edx, [ebp+pFiE]
iy e, [edx]
nay [ebp+FTE], eax
iy wcx, [ehp+pPTE]
oy edx, E'I:H.] .
T i TenpTanienask)  diFe@ct access to PTE of
TS eax, [ehpsplfTE
B B target page

Pages translation scheme:
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Undocumented kernel objects offsets table:

.data:@0miczon FF FF
Jdata:dusIc2EN

data:aneic?eEy S8 8
.data:@oniczoe &4 @l
Jdata:BUEICZHEE S8 OO
dataz@neIc2ce S8 a0
.data:@nmic2cy FF FF
data:aic2cy

Hata:ERRIC2EE SA
data:@nmic2ce 66 a1
Jdata:aopiczon a9 ¢
Jata:@0BIC20N 3F 60
.data:anpiczpe FF FF
data:aumicInge

Jdata:@enIczoc e e
dataz@nmIcEN BE a1
.data:oonic2Ey 90 o
Jdata:aeeIcZES Al oM
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QLFFTFEFFF i ]
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JCFFEFFFFF TCI3MAFFC
PDE1823 (P00

(uFFFFETFE

FF FF
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an an
au s
L
FF FF

L
an an
o
L
FF FF

[
e ne
an on
gy e

PIED i) PTED LEatieii]
- (aFFF XTI Az400FFF DR

MEL faligg PTE] GmA01400
P — DxLFFF QDO (x40 1FEF (=010

o p] 2030 BTED Q402400
mIFFF GO0 Ox403FEF CmCa00L 0

el 023090 PIES Q40300

[w3FFF Qx403FFF
AxTH0FFS O CR00EFF

PRI DaSETEAD PTEIOZ] 2TFD0E
[ 3FDFFF IECOMIOFEE I TFOEFF IxCI00LEF]

FIELDI2 0x3FEL0 FIE1NN 1 TFEHA
[ 3FEFFF GxCODIIFFD 12 7FEFFF [EOH00LEFC

PIELDIS [3FPHY PIE1023 TR0

o S mSFFEFF (T FEFEF
Tasle™43 G0 a0 TakleTt% DeCaE0L00)

| wemn 20500300 | o= BTN
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MEL mCA001000 PIE] (nIH01000
(RCSO0IFFF | a=CO300008 OxCMOIFFF | DacC30M0ed

FE2 [OHHI 0 PFTED QxCHO2000
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FIES 00300 FIE3 Q2CD403300

[OHDSEFF QETHO3FEF
CxCOIHIFFL [OG30LEFS

PRI OCRFDNOD FTE102] b el
(=CSIFDFFR | xCO300FFE (xCUTFOFFF | (mOCO50LEFT

PTELOZ2 [OESFEDM FIE1Q QT TFEND
OLCRSFEFFE | amOCO300FFC OnCHIFESFF | DmOOSDLEFC

PIELDIS et FIZ1023 G TFR0D

02CHIFFFFF QT IFFFRF

ETHRERD_Obj_Alertable Field DFFs dd @FFFFFFFFh

id 1580
dd 164h
dd 5Bh
dd SEh

; DATA XREF: FnLookuphlertableServicesThread+YCTr

ETHRERD_Obj_Apciueusable Field_ofFs dd @FFFFFFFFR

dd 15Ah
dd 1660
dd 109h
dad dFh

: DATA XREF

FPROCESS_O0j_Peb_Field_oFfs dd OFFFFFFFFR

dd 1E8h
id 1E@ER
dd 1%8h
dd 1pEh

posted by https://twitter.com/artem_i_baranov

: DATA XREF

FnLookupilertableServicesThread+RETr

FninjectCode IntoservicessAbtr
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