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Analysis of VirTool:WinNT/Exforel.A rootkit
artemonsecurity.blogspot.com/2012/12/analysis-of-virtoolwinntexforela-rootkit.html

A few days ago guys from MMPC reported about rootkit [backdoor]
called VirTool:WinNT/Exforel.A. 
https://blogs.technet.com/b/mmpc/archive/2012/12/06/the-quot-hidden-quot-backdoor-virtool-
winnt-exforel-a.aspx?Redirected=true

  
https://twitter.com/artem_i_baranov/status/278806291076497408

  
Review has included information in terms of network communication. But rootkit also
contains some internal noteworthy features. First of all, startup processes from context of
trusted services.exe. This is done with help of shellcode which injected into services.
 
Code injection:
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Shellcode logic:
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Driver listens input and output pipes in two special threads. Purpose of each of them writing
data into pipes and reading it. Scheme of working stdin dispatcher thread:
 

 
 
Another interesting feature of rootkit - method with help of which it do pages of process
writable.
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Pages translation scheme:
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Undocumented kernel objects offsets table:
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