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OSX/Dockster.A and Win32/Trojan.Agent.AXMO Samples, pcaps, OSX malware analysis
tools

contagiodump.blogspot.com/2012/12/osxdockstera-and-win32trojanagentaxmo.html

Img.baronet4tibet. Tibetan furniture
  featuring a leopard and a lion

Better late than never. Here are the samples of the recent twin newsmakers OSX/Dockster.A and Win32/Trojan.Agent.AXMO.  The malware
was already described and hashes published but I thought I would add traffic captures and samples themselves.
 I ran these samples on Thursday, November 29  (OSX) and Friday, November 30 (Agent.AXMO) when the C&C servers were still online.
Intego mentioned the address itsec.eicp.net was not registered and it was possibly a test but it is a dynamic DNS address and it was down by
the weekend.Credit for the sample goes to an anonymous Santa. 

I have to admit that my knowledge of  OSX malware leaves much to be desired. When we deal with Windows malware, range of choices for
capturing, logging, recording, and analyzing is similar to this. I cannot name more than a few for MAC OSX - Wireshark, native Apple syslogs,
IDA, Macmemoryze from Mandiant, and a few more below. If you have some good recent papers and tools lists for OSX malware analysis
please share.

Read more here
 http://www.f-secure.com/weblog/archives/00002466.html

 
 
Papers and tools for OSX malware analysis
Some OSX malware analysis tools and links

Activity Monitor (Max OSX Utilities folder)
MacMemoryze (support for Mountain Lion) free, 
Volatility (partial support for Mountain lion) free
fseventer (graphical event representation) - works on Mountain lion 
Wireshark
IDA pro
http://osxbook.com/ OSX internals
2009 Mac OS X Malware Analysis Author: Joel Yonts
Apple OS X ABI Mach-O File Format Reference  
FileXray $79 but looks like it is worth it if you do OSX forensics

 
Download

Download all files (email me if you need the password)
 

 
Files
 hxxp://www .gyalwarinpoche .com /destmac.jar
 
File: file.tmp    
Size: 241621

MD5:  C6CA5071907A9B6E34E1C99413DCD142

http://contagiodump.blogspot.com/2012/12/osxdockstera-and-win32trojanagentaxmo.html
http://4.bp.blogspot.com/-WPcJw9N3DLI/UL61jcLAddI/AAAAAAAAFts/s6Li-5PoUR4/s1600/disney.png
http://www.flickr.com/photos/baratunde/3032506878/
http://www.f-secure.com/weblog/archives/00002466.html
https://www.mandiant.com/blog/archives/2866
http://code.google.com/p/volatility/wiki/MacMemoryForensics
http://www.fernlightning.com/doku.php?id=software:fseventer:start
http://osxbook.com/
http://computer-forensics.sans.org/community/papers/gcfa/mac-os-malware-analysis_2286
https://developer.apple.com/library/mac/#documentation/DeveloperTools/Conceptual/MachORuntime/Reference/reference.html
http://filexray.com/
http://3.bp.blogspot.com/-QWi7lS_gbfo/T8ipCvOkCsI/AAAAAAAADRM/5klAlK5LmNg/s1600/rednag.png
http://www.mediafire.com/?cjzihxrfbgs7pw4
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https://www.virustotal.com/file/8da09fec9262d8bbeb07c4e403d1da88c04393c8fc5db408e1a3a3d86dddc552/analysis/

File: destmac.jar
Size: 109200
MD5:  5415777DB44C8D808EE3A9AF94D2A4A7
https://www.virustotal.com/file/d4f69285fcb8d669b9ff950f4d52c66628d797f7d58ede416945bcf4d6a1d265/analysis/
==============================================

File: c3432c1bbdf17ebaf1e10392cf630847_file.tmp 
Size: 61435
MD5:  C3432C1BBDF17EBAF1E10392CF630847
http://www.virustotal.com/file/4d89364a1ee4c3d14102631d9807764dc538df4e85c91912252baca0c45ea484/analysis/
 
File: install.jar
Size: 39181
MD5:  44A67E980F49E9E2BED97ECE130F8592
https://www.virustotal.com/file/f1556cc907262986bb6991a7785078f838ab5215409f8fbd14b99717956b09c9/analysis/
 
OSX/Dockster.A
 
File: file.tmp    
Size: 241621

MD5:  C6CA5071907A9B6E34E1C99413DCD142

File: destmac.jar
Size: 109200
MD5:  5415777DB44C8D808EE3A9AF94D2A4A7

Jar files contents

 

Unhide hidden files 

 

defaults write com.apple.Finder AppleShowAllFiles 1

https://www.virustotal.com/file/8da09fec9262d8bbeb07c4e403d1da88c04393c8fc5db408e1a3a3d86dddc552/analysis/
https://www.virustotal.com/file/d4f69285fcb8d669b9ff950f4d52c66628d797f7d58ede416945bcf4d6a1d265/analysis/
http://www.virustotal.com/file/4d89364a1ee4c3d14102631d9807764dc538df4e85c91912252baca0c45ea484/analysis/
https://www.virustotal.com/file/f1556cc907262986bb6991a7785078f838ab5215409f8fbd14b99717956b09c9/analysis/
http://2.bp.blogspot.com/-OMGi2pns6A0/UL7VYVOXLfI/AAAAAAAAFvg/Y0HB2Ue5SfA/s1600/jar.PNG
http://4.bp.blogspot.com/-c4wz4SA9j_I/UL7VWnggV_I/AAAAAAAAFvM/e8QxEefPT4M/s1600/dockset.png
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Hidden .Dockset file

Mac OS Activity Monitor (Utilities)

Mac OSX Activity Monitor
-------------------------------------------------------------------------------------------------------------

Mac OS Activity Monitor (Utilities) -click on process

Mac OS Activity Monitor (Utilities) - process sampling

 

MacMemoryze 
MacMemoryze (support for Mountain Lion) free
 
Macmemoryze is very easy to use  - read more here

Launch the app and click Dump It. Takes a minute or so to dump the file

Memoryze Walk process list. 
 
proclist -f dump.mem 2>err.txt

http://3.bp.blogspot.com/-YQOyESm_HZA/UL7VWV281BI/AAAAAAAAFvE/h3QTpKn-o9Q/s1600/activitymon.PNG
http://3.bp.blogspot.com/-H1k3TfE5eso/UL7VY-skE5I/AAAAAAAAFvo/S7YDyyUsKR8/s1600/launchagents.PNG
http://4.bp.blogspot.com/-zbeU3I_lcZw/UL7VZSth9UI/AAAAAAAAFv0/_r5k4m3AhFw/s1600/sampleprocess.PNG
https://www.mandiant.com/blog/archives/2866
https://www.mandiant.com/blog/archives/2866
http://4.bp.blogspot.com/-Vz-wtDqw07g/UL7VXZiBM1I/AAAAAAAAFvQ/No3fMoyUP8I/s1600/dumpit.PNG
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.Dockster process seen

                                                        proclist -s -p 1545 -f dump.mem 

Analyze memory sections, see where file is located

 
see more commands
usage: macmemoryze [dump|proclist|kextlist|syscalllist] options
-h  help screen
-f filename  previously dumpped memory (otherwise uses physical memory and driver) 
-x xml output
dump
-q quiet (dont display % complete) 
-f name of file to dump to
proclist
-w parse process file handles with process 
-s parse process section info with process 
-t dump process sections [requires -s option] 
-c carve processes (dont walk list) 
-r walk mach task list 
-p pid pid to process
-n name name of process to process 
kextlist 
-c carve kexts from memory 
syscalllist 
-s syscall table 
-m mach_trap table

http://3.bp.blogspot.com/-OQ1VSR67jr4/UL7doBQX--I/AAAAAAAAFwk/i4R2IaU178U/s1600/proclist.PNG
http://1.bp.blogspot.com/-jr70cvhYo1Q/UL7ffa-I16I/AAAAAAAAFws/7DtfW1ncDGo/s1600/sections.PNG
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FSEventer.app
 fseventer (graphical event representation) 

FSEventer  Before the infection

FSeventer  after the infection

hexdump -C  <file> (mac.Dockset.deman.plist)

Add caption

strings  <file> (mac.Dockset.deman.plist)

http://www.fernlightning.com/doku.php?id=software:fseventer:start
http://3.bp.blogspot.com/-iREXqNmVFUo/UL7LnpEQFOI/AAAAAAAAFuU/IE9sfisz-j0/s1600/before.PNG
http://2.bp.blogspot.com/-qhfZeY6Wzxk/UL7Ln1FpWQI/AAAAAAAAFuY/36XLSf1IiHQ/s1600/after.PNG
http://2.bp.blogspot.com/-TXHbSTLCDpk/UL7VXn-NWvI/AAAAAAAAFvY/P-EhLgUNge0/s1600/hexdump.PNG
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IDA Pro
In addition to keylogging, the trojan functions reveal other actions the trojan can perform such as search for files, upload them, encrypt traffic

, receive commands, get information on the infected computer.

Keylogger function

File: file.tmp    
Size: 241621

MD5:  C6CA5071907A9B6E34E1C99413DCD142
 

__Z18RunKeyLoggerThreadPv
__Z9RunThreadPFPvS_ES_

__Z11consultCS_Qic
__Z11cousultCS_Ric

__Z15WorkThreadEnterPv
__Z16initworksocket_Si8sockaddri

__Z17createworkendportPcs
__Z16createworksocketv

__Z22CreateSocketAndConnect8sockaddri
__Z5mainDiPKPc
__Z10configinitv

__Z10SearchFileiPcS_
___tcf_0

_main
__Z5_recviPciili
__Z4SendiPcii
__Z4RecviPcii

__Z8SendFileiimm
__Z8RecvFileiimm
__Z8SendVoidiPcic

__Z8RecvVoidiPPcPiS_
__Z9SendOrderic

__Z10SendHeaderibbbbh
__Z6SetOSKi

__Z8SendDataiPcii
__Z11SendFile_ExiimmP11aes_context

__Z11SendDataEndi
__Z12RecvDataHeadi

__Z11RecvFile_ExiimmP11aes_context
__Z8RecvDataiPcii

__Z10SendDataExiPcii
__Z10RecvDataExiPcii

__Z11COutDataBufi
__Z10CInDataBufPv

__Z8COutDataPviS_iS_
__Z7CInDataPviS_iS_

__Z13AccountVerifyP8WorkDataP11WorkSession9LoginData

http://3.bp.blogspot.com/-f6BQdiHAidc/UL7VaO-pS2I/AAAAAAAAFv8/NJDOOWaGEFA/s1600/strings.PNG
http://3.bp.blogspot.com/-yoSmYOi8ddY/UL7jYjkldKI/AAAAAAAAFxU/eaVP7PQ2xSI/s1600/keylogger+function.PNG
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__Z10VerifyLoopP8WorkDataP11WorkSession
___tcf_0

__Z6ip2macv
__Z10gethostkeyPhi

__Z8gethdataPhPiS_iii
__Z12gethdatasizePhPii
__Z8sethdataPhPiS_iii
__Z13API_fileexistPc
__Z12API_filecopyii

__Z17API_filecopy_modePcS_
__Z12API_copyfilePcS_

__Z10API_mkdirsPcit
__Z11API_finddirP7regex_tP3DIRi

__Z10API_dircatPcS_S_
__Z15API_findnextdirP3DIR

__Z10API_mkpathPKcPc
__Z3mixPci

__Z13MainLoopEnterP8WorkDataP11WorkSession
___tcf_0

__Z9ik_malloci
__Z10uploadfileP8WorkDataP11WorkSession

__Z14CMD_uploadfileP8WorkDataP11WorkSession
__Z12downloadfileP8WorkDataP11WorkSessionPc

__Z9countfilePcc
__Z7listdirP8WorkDataP11WorkSessionPc

__Z8rmdirallPc
__Z6mkdirsPcit
__Z8filecopyii

__Z13filecopy_modePcS_
__Z8copyfilePcS_
__Z7copydirPcS_b
__Z8copytreePcS_

__Z18CMD_getprocesslistP8WorkDataP11WorkSession
__Z15CMD_killprocessP8WorkDataP11WorkSession
__Z14CMD_getserviceP8WorkDataP11WorkSession
__Z13CMD_keyloggerP8WorkDataP11WorkSession

__Z16CMD_downloadfileP8WorkDataP11WorkSession
__Z25API_getfilepathfromsocketP8WorkDataP11WorkSessionPhiiii

__Z12CMD_filecopyP8WorkDataP11WorkSession
__Z12CMD_filemoveP8WorkDataP11WorkSession
__Z14CMD_fileattribP8WorkDataP11WorkSession
__Z14CMD_filedeleteP8WorkDataP11WorkSession
__Z13CMD_dircreateP8WorkDataP11WorkSession
__Z13CMD_dirdeleteP8WorkDataP11WorkSession
__Z11CMD_dircopyP8WorkDataP11WorkSession
__Z11CMD_dirmoveP8WorkDataP11WorkSession

__Z8CMD_listP8WorkDataP11WorkSession
__Z18threaddownloadfilePv

__Z17_CMD_downloadfileP8WorkDataP11WorkSession
___tcf_0

__Z15FileSystemEnterP8WorkDataP11WorkSession
_shift_sub_rows

_inv_shift_sub_rows
_aes_set_key

_update_encrypt_key_128
_update_decrypt_key_128
_update_encrypt_key_256

_mix_sub_columns
_inv_mix_sub_columns

_aes_decrypt_256
_aes_encrypt_256
_aes_decrypt_128
_aes_encrypt_128

_aes_decrypt
 
 

Wireshark (download pcap)

http://www.mediafire.com/?jsbkkn6immax3la
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Encrypted traffic to 123.120.110.212 itsec.eicp.net

itsec.eicp.net has been around on various ips for a year or so
list of all IPs
1.203.100.232
1.203.102.251
1.203.102.63
1.203.103.227
1.203.104.45
1.203.106.150
1.203.107.125
1.203.107.200
1.203.108.46
1.203.109.193
1.203.112.147
1.203.112.178
1.203.113.2
1.203.114.165
1.203.118.19
1.203.123.29
1.203.123.68
1.203.123.83
1.203.125.201
1.203.125.248
1.203.132.236
1.203.132.54
1.203.135.238
1.203.137.25
1.203.139.148
1.203.139.94
1.203.142.100
1.203.142.111
1.203.98.98
1.203.99.111
1.203.99.36
111.194.101.196
111.194.104.129
111.194.104.220
111.194.105.63
111.194.106.206
111.194.106.225
111.194.107.0
111.194.108.247
111.194.109.202

http://3.bp.blogspot.com/-C-HJ2fgh8Es/UL7mqu3xPiI/AAAAAAAAFx8/tGIoxuuNxW8/s1600/ws.PNG
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111.194.109.36
111.194.111.0
111.194.111.16
111.194.116.110
111.194.116.160
111.194.119.106
111.194.120.159
111.194.123.34
111.194.92.111
111.194.92.203
111.194.93.187
111.194.93.62
111.194.93.67
111.194.94.141
111.194.94.188
111.194.94.99
111.194.96.100
111.194.96.194
111.194.96.44
111.194.97.128
111.194.97.55
111.194.98.34
111.194.99.29
114.248.100.174
114.248.100.22
114.248.102.191
114.248.103.1
114.248.103.54
114.248.104.3
114.248.105.118
114.248.107.233
114.248.107.97
114.248.108.73
114.248.109.170
114.248.80.175
114.248.80.241
114.248.80.81
114.248.80.84
114.248.81.127
114.248.81.151
114.248.81.155
114.248.81.157
114.248.81.230
114.248.81.247
114.248.81.253
114.248.81.30
114.248.81.42
114.248.82.128
114.248.82.195
114.248.82.66
114.248.83.161
114.248.83.28
114.248.83.98
114.248.84.134
114.248.84.170
114.248.84.171
114.248.84.180
114.248.84.201
114.248.84.64
114.248.84.79
114.248.85.150
114.248.85.154
114.248.85.159
114.248.85.188
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114.248.85.189
114.248.85.197
114.248.85.204
114.248.85.21
114.248.85.236
114.248.86.108
114.248.86.206
114.248.86.232
114.248.86.240
114.248.86.59
114.248.86.76
114.248.87.142
114.248.87.150
114.248.87.227
114.248.87.28
114.248.88.125
114.248.88.142
114.248.88.144
114.248.88.166
114.248.88.173
114.248.88.225
114.248.88.230
114.248.88.232
114.248.88.241
114.248.88.35
114.248.88.39
114.248.88.44
114.248.88.46
114.248.88.98
114.248.89.12
114.248.89.144
114.248.89.189
114.248.89.221
114.248.89.6
114.248.89.63
114.248.90.143
114.248.90.185
114.248.90.189
114.248.90.216
114.248.90.28
114.248.90.60
114.248.91.103
114.248.91.145
114.248.91.168
114.248.91.180
114.248.91.194
114.248.91.244
114.248.91.27
114.248.91.28
114.248.91.51
114.248.92.10
114.248.92.106
114.248.92.128
114.248.92.188
114.248.92.197
114.248.92.225
114.248.92.51
114.248.93.106
114.248.93.112
114.248.93.138
114.248.93.150
114.248.93.169
114.248.93.192
114.248.93.199
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114.248.93.223
114.248.93.225
114.248.93.29
114.248.94.157
114.248.94.207
114.248.94.208
114.248.94.220
114.248.95.122
114.248.95.252
114.248.95.49
114.248.95.59
114.248.95.76
114.248.98.177
114.249.17.36
114.249.192.233
114.249.192.240
114.249.193.21
114.249.193.224
114.249.198.34
114.249.200.189
114.249.201.179
114.249.202.183
114.249.202.186
114.249.203.14
114.249.204.158
114.249.204.231
114.249.204.84
114.249.205.239
114.249.207.180
114.249.21.11
114.249.23.24
114.249.26.166
114.249.30.18
114.249.30.231
115.170.0.45
115.170.0.72
115.170.1.206
115.170.10.130
115.170.10.225
115.170.100.226
115.170.102.194
115.170.102.206
115.170.102.87
115.170.103.103
115.170.103.21
115.170.103.64
115.170.104.14
115.170.105.173
115.170.105.238
115.170.105.79
115.170.106.113
115.170.106.227
115.170.107.103
115.170.107.36
115.170.108.94
115.170.109.87
115.170.11.251
115.170.110.15
115.170.110.230
115.170.112.223
115.170.113.118
115.170.114.108
115.170.114.17
115.170.114.6
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115.170.115.199
115.170.117.59
115.170.118.48
115.170.120.127
115.170.122.87
115.170.124.23
115.170.125.97
115.170.126.173
115.170.128.140
115.170.128.43
115.170.128.72
115.170.129.116
115.170.129.176
115.170.129.181
115.170.129.183
115.170.130.74
115.170.131.191
115.170.131.4
115.170.132.122
115.170.132.123
115.170.133.151
115.170.133.165
115.170.133.245
115.170.134.107
115.170.134.136
115.170.134.225
115.170.135.90
115.170.136.213
115.170.137.130
115.170.138.132
115.170.138.16
115.170.139.90
115.170.14.14
115.170.140.232
115.170.142.183
115.170.146.231
115.170.146.253
115.170.153.134
115.170.153.135
115.170.157.205
115.170.162.122
115.170.163.131
115.170.163.155
115.170.166.132
115.170.166.133
115.170.166.32
115.170.168.33
115.170.170.122
115.170.171.171
115.170.172.161
115.170.173.42
115.170.173.75
115.170.173.8
115.170.174.246
115.170.174.85
115.170.175.206
115.170.176.233
115.170.177.113
115.170.177.198
115.170.183.100
115.170.185.163
115.170.187.43
115.170.188.46
115.170.188.77
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115.170.189.57
115.170.19.79
115.170.191.71
115.170.191.95
115.170.194.179
115.170.194.66
115.170.195.248
115.170.197.19
115.170.197.38
115.170.197.82
115.170.199.39
115.170.20.200
115.170.200.88
115.170.202.130
115.170.203.242
115.170.204.136
115.170.205.46
115.170.206.142
115.170.209.192
115.170.209.203
115.170.21.112
115.170.210.246
115.170.211.134
115.170.211.51
115.170.212.115
115.170.212.157
115.170.212.68
115.170.212.70
115.170.212.86
115.170.215.138
115.170.217.225
115.170.219.235
115.170.219.89
115.170.221.125
115.170.23.254
115.170.231.191
115.170.236.178
115.170.237.235
115.170.238.56
115.170.24.217
115.170.24.219
115.170.24.220
115.170.3.87
115.170.30.49
115.170.31.215
115.170.32.127
115.170.32.58
115.170.32.65
115.170.33.1
115.170.34.247
115.170.35.169
115.170.35.185
115.170.39.112
115.170.39.228
115.170.4.125
115.170.4.175
115.170.40.230
115.170.41.43
115.170.43.78
115.170.45.173
115.170.46.2
115.170.47.39
115.170.48.38
115.170.49.223
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115.170.5.17
115.170.52.198
115.170.57.211
115.170.6.11
115.170.6.203
115.170.6.252
115.170.60.1
115.170.61.137
115.170.61.218
115.170.62.54
115.170.63.149
115.170.63.221
115.170.66.117
115.170.67.116
115.170.67.98
115.170.68.177
115.170.69.142
115.170.69.155
115.170.70.102
115.170.96.119
115.170.96.32
115.170.97.137
115.170.97.141
115.170.97.235
115.170.97.50
115.170.99.132
115.170.99.217
115.170.99.40
115.171.10.216
115.171.100.183
115.171.112.80
115.171.114.160
115.171.116.27
115.171.118.227
115.171.119.50
115.171.121.27
115.171.124.245
115.171.127.215
115.171.128.17
115.171.132.26
115.171.132.46
115.171.135.11
115.171.138.110
115.171.139.104
115.171.141.206
115.171.143.109
115.171.15.22
115.171.15.58
115.171.17.183
115.171.18.98
115.171.34.145
115.171.37.160
115.171.37.32
115.171.38.40
115.171.4.134
115.171.4.239
115.171.40.114
115.171.41.235
115.171.45.117
115.171.46.36
115.171.47.154
115.171.47.8
115.171.49.46
115.171.5.76
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115.171.51.175
115.171.61.159
116.69.194.241
116.69.44.161
120.50.35.60
122.147.136.56
123.117.16.231
123.117.16.92
123.117.19.168
123.117.20.202
123.117.22.18
123.120.100.101
123.120.100.205
123.120.100.41
123.120.100.90
123.120.101.100
123.120.101.162
123.120.101.189
123.120.101.204
123.120.101.23
123.120.101.94
123.120.102.114
123.120.102.160
123.120.102.212
123.120.102.25
123.120.102.252
123.120.103.147
123.120.103.242
123.120.103.50
123.120.103.6
123.120.103.8
123.120.104.16
123.120.104.49
123.120.104.77
123.120.104.93
123.120.105.159
123.120.106.139
123.120.106.234
123.120.106.70
123.120.106.92
123.120.107.130
123.120.107.173
123.120.107.211
123.120.107.6
123.120.107.63
123.120.107.82
123.120.108.147
123.120.108.176
123.120.108.180
123.120.108.2
123.120.108.212
123.120.108.245
123.120.108.46
123.120.108.71
123.120.108.75
123.120.108.98
123.120.109.150
123.120.109.158
123.120.109.88
123.120.110.172
123.120.110.212
123.120.110.233
123.120.110.25
123.120.110.4



16/81

123.120.110.49
123.120.110.52
123.120.110.78
123.120.111.168
123.120.111.201
123.120.112.147
123.120.112.180
123.120.112.218
123.120.113.120
123.120.113.17
123.120.113.245
123.120.113.251
123.120.113.45
123.120.114.185
123.120.114.207
123.120.114.208
123.120.114.228
123.120.114.242
123.120.114.46
123.120.114.90
123.120.115.194
123.120.115.210
123.120.116.168
123.120.116.181
123.120.116.185
123.120.116.52
123.120.116.95
123.120.117.100
123.120.117.189
123.120.117.214
123.120.117.47
123.120.117.74
123.120.117.83
123.120.118.101
123.120.118.107
123.120.118.127
123.120.118.132
123.120.118.139
123.120.118.155
123.120.118.180
123.120.118.225
123.120.118.98
123.120.119.128
123.120.119.144
123.120.119.41
123.120.119.62
123.120.119.82
123.120.120.154
123.120.120.174
123.120.120.235
123.120.120.252
123.120.120.3
123.120.120.35
123.120.120.79
123.120.120.82
123.120.120.86
123.120.121.149
123.120.121.164
123.120.121.51
123.120.121.53
123.120.121.56
123.120.121.6
123.120.121.80
123.120.122.102



17/81

123.120.122.118
123.120.122.141
123.120.122.146
123.120.122.158
123.120.122.201
123.120.122.3
123.120.122.46
123.120.122.88
123.120.123.125
123.120.123.184
123.120.123.186
123.120.123.229
123.120.123.46
123.120.123.82
123.120.124.149
123.120.124.16
123.120.124.165
123.120.124.168
123.120.124.197
123.120.124.33
123.120.124.41
123.120.124.43
123.120.124.55
123.120.124.74
123.120.125.156
123.120.125.225
123.120.125.226
123.120.125.245
123.120.125.4
123.120.126.103
123.120.126.116
123.120.126.127
123.120.126.139
123.120.126.140
123.120.126.163
123.120.126.186
123.120.126.225
123.120.126.23
123.120.126.56
123.120.126.60
123.120.126.86
123.120.127.143
123.120.127.160
123.120.127.210
123.120.127.23
123.120.127.59
123.120.127.87
123.120.96.128
123.120.96.150
123.120.96.159
123.120.96.235
123.120.97.101
123.120.97.156
123.120.97.193
123.120.97.27
123.120.98.116
123.120.98.161
123.120.98.22
123.120.99.110
123.120.99.151
123.120.99.159
123.120.99.190
123.120.99.30
123.120.99.39



18/81

123.120.99.74
123.120.99.86
204.16.193.12
209.11.241.144
42.90.16.38
42.90.21.154
42.90.213.155
42.90.224.201
60.194.1.105
65.19.157.229
 
pDNS

count 35883
first seen 2012-01-01 04:33:53 -0000
last seen 2012-12-03 23:00:20 -0000
itsec.eicp.net. A 0.0.0.0

count 43
first seen 2012-05-27 01:16:35 -0000
last seen 2012-05-27 02:25:19 -0000
itsec.eicp.net. A 1.203.0.145

count 188
first seen 2012-05-13 01:31:07 -0000
last seen 2012-05-13 06:09:04 -0000
itsec.eicp.net. A 1.203.1.2

count 51
first seen 2012-05-16 14:31:01 -0000
last seen 2012-05-16 17:13:18 -0000
itsec.eicp.net. A 1.203.1.31

count 96
first seen 2012-06-12 04:14:16 -0000
last seen 2012-06-12 16:43:38 -0000
itsec.eicp.net. A 1.203.1.74

count 111
first seen 2012-05-26 00:19:17 -0000
last seen 2012-05-26 15:49:18 -0000
itsec.eicp.net. A 1.203.2.67

count 4
first seen 2012-05-24 04:21:46 -0000
last seen 2012-05-24 06:19:19 -0000
itsec.eicp.net. A 1.203.2.104

count 2
first seen 2012-06-13 04:20:05 -0000
last seen 2012-06-13 05:20:05 -0000
itsec.eicp.net. A 1.203.2.146

count 276
first seen 2012-06-08 17:19:11 -0000
last seen 2012-06-09 00:19:10 -0000
itsec.eicp.net. A 1.203.2.180

count 1
first seen 2012-06-13 11:50:04 -0000
last seen 2012-06-13 11:50:04 -0000
itsec.eicp.net. A 1.203.3.50

count 38
first seen 2012-03-21 15:48:49 -0000
last seen 2012-03-21 19:16:29 -0000
itsec.eicp.net. A 1.203.3.53



19/81

count 23
first seen 2012-03-30 04:30:09 -0000
last seen 2012-03-30 05:42:41 -0000
itsec.eicp.net. A 1.203.7.121

count 15
first seen 2012-10-21 07:24:44 -0000
last seen 2012-10-21 15:00:55 -0000
itsec.eicp.net. A 1.203.7.234

count 33
first seen 2012-04-10 04:32:49 -0000
last seen 2012-04-10 06:05:03 -0000
itsec.eicp.net. A 1.203.9.204

count 33
first seen 2012-05-25 04:19:20 -0000
last seen 2012-05-25 06:19:17 -0000
itsec.eicp.net. A 1.203.10.5

count 10
first seen 2012-09-25 03:03:33 -0000
last seen 2012-09-25 08:40:07 -0000
itsec.eicp.net. A 1.203.10.99

count 1141
first seen 2012-09-08 14:15:40 -0000
last seen 2012-09-09 23:35:19 -0000
itsec.eicp.net. A 1.203.10.220

count 14
first seen 2012-07-30 11:00:01 -0000
last seen 2012-07-30 23:40:01 -0000
itsec.eicp.net. A 1.203.11.44

count 13
first seen 2012-04-26 14:33:48 -0000
last seen 2012-04-26 15:15:38 -0000
itsec.eicp.net. A 1.203.12.38

count 4
first seen 2012-05-21 13:19:20 -0000
last seen 2012-05-21 15:49:20 -0000
itsec.eicp.net. A 1.203.13.190

count 5
first seen 2012-10-01 13:16:07 -0000
last seen 2012-10-01 13:47:24 -0000
itsec.eicp.net. A 1.203.14.147

count 6
first seen 2012-05-13 01:25:21 -0000
last seen 2012-05-13 01:30:06 -0000
itsec.eicp.net. A 1.203.15.95

count 20
first seen 2012-07-16 13:44:57 -0000
last seen 2012-07-16 23:14:57 -0000
itsec.eicp.net. A 1.203.15.234

count 231
first seen 2012-05-15 13:46:15 -0000
last seen 2012-05-15 23:56:53 -0000
itsec.eicp.net. A 1.203.17.16



20/81

count 7
first seen 2012-11-21 11:59:57 -0000
last seen 2012-11-21 17:39:55 -0000
itsec.eicp.net. A 1.203.17.192

count 6
first seen 2012-06-03 07:19:14 -0000
last seen 2012-06-03 12:19:13 -0000
itsec.eicp.net. A 1.203.18.5

count 18
first seen 2012-05-17 14:17:24 -0000
last seen 2012-05-17 15:37:32 -0000
itsec.eicp.net. A 1.203.18.11

count 251
first seen 2012-09-10 11:40:08 -0000
last seen 2012-09-10 23:40:58 -0000
itsec.eicp.net. A 1.203.18.65

count 1
first seen 2012-09-24 04:20:07 -0000
last seen 2012-09-24 04:20:07 -0000
itsec.eicp.net. A 1.203.19.156

count 2
first seen 2012-08-04 14:59:59 -0000
last seen 2012-08-04 15:19:59 -0000
itsec.eicp.net. A 1.203.19.210

count 5
first seen 2012-03-13 16:36:58 -0000
last seen 2012-03-13 17:31:37 -0000
itsec.eicp.net. A 1.203.20.121

count 11
first seen 2012-09-13 04:13:25 -0000
last seen 2012-09-13 05:00:10 -0000
itsec.eicp.net. A 1.203.21.177

count 2
first seen 2012-06-05 04:49:13 -0000
last seen 2012-06-05 05:49:13 -0000
itsec.eicp.net. A 1.203.24.239

count 2
first seen 2012-07-24 06:20:04 -0000
last seen 2012-07-24 06:40:03 -0000
itsec.eicp.net. A 1.203.25.244

count 10
first seen 2012-10-20 03:45:20 -0000
last seen 2012-10-20 07:40:10 -0000
itsec.eicp.net. A 1.203.26.24

count 441
first seen 2012-06-18 13:29:03 -0000
last seen 2012-06-19 04:22:45 -0000
itsec.eicp.net. A 1.203.29.42

count 2
first seen 2012-09-03 13:58:24 -0000
last seen 2012-09-03 15:31:36 -0000
itsec.eicp.net. A 1.203.30.194



21/81

count 5
first seen 2012-07-17 04:44:57 -0000
last seen 2012-07-17 06:29:57 -0000
itsec.eicp.net. A 1.203.30.207

count 302
first seen 2012-08-30 16:29:53 -0000
last seen 2012-08-30 23:00:03 -0000
itsec.eicp.net. A 1.203.30.209

count 16
first seen 2012-07-22 04:00:05 -0000
last seen 2012-07-22 23:30:06 -0000
itsec.eicp.net. A 1.203.30.222

count 374
first seen 2012-04-14 13:53:35 -0000
last seen 2012-04-15 12:34:27 -0000
itsec.eicp.net. A 1.203.31.150

count 13
first seen 2012-11-05 12:40:04 -0000
last seen 2012-11-05 23:20:03 -0000
itsec.eicp.net. A 1.203.31.195

count 121
first seen 2012-06-15 04:50:03 -0000
last seen 2012-06-16 00:20:03 -0000
itsec.eicp.net. A 1.203.32.224

count 18
first seen 2012-11-23 12:59:55 -0000
last seen 2012-11-24 01:59:55 -0000
itsec.eicp.net. A 1.203.34.234

count 8
first seen 2012-05-13 06:19:30 -0000
last seen 2012-05-13 07:42:35 -0000
itsec.eicp.net. A 1.203.35.154

count 62
first seen 2012-06-23 00:33:11 -0000
last seen 2012-06-23 13:20:03 -0000
itsec.eicp.net. A 1.203.39.175

count 9
first seen 2012-10-31 13:40:07 -0000
last seen 2012-10-31 23:00:09 -0000
itsec.eicp.net. A 1.203.39.230

count 23
first seen 2012-11-02 22:40:06 -0000
last seen 2012-11-03 07:00:11 -0000
itsec.eicp.net. A 1.203.40.174

count 115
first seen 2012-05-27 02:26:19 -0000
last seen 2012-05-27 11:19:17 -0000
itsec.eicp.net. A 1.203.40.184

count 277
first seen 2012-10-06 09:20:03 -0000
last seen 2012-10-07 00:03:51 -0000
itsec.eicp.net. A 1.203.42.67



22/81

count 3
first seen 2012-05-07 04:19:35 -0000
last seen 2012-05-07 05:49:34 -0000
itsec.eicp.net. A 1.203.43.157

count 15
first seen 2012-06-23 13:50:03 -0000
last seen 2012-06-23 23:50:03 -0000
itsec.eicp.net. A 1.203.43.198

count 28
first seen 2012-07-07 21:59:59 -0000
last seen 2012-07-08 11:59:59 -0000
itsec.eicp.net. A 1.203.44.197

count 4
first seen 2012-05-25 10:19:18 -0000
last seen 2012-05-25 14:49:18 -0000
itsec.eicp.net. A 1.203.45.36

count 1
first seen 2012-09-11 15:00:11 -0000
last seen 2012-09-11 15:00:11 -0000
itsec.eicp.net. A 1.203.47.53

count 37
first seen 2012-07-10 08:29:58 -0000
last seen 2012-07-10 22:44:59 -0000
itsec.eicp.net. A 1.203.48.243

count 23
first seen 2012-10-14 11:44:13 -0000
last seen 2012-10-14 13:41:36 -0000
itsec.eicp.net. A 1.203.50.146

count 2
first seen 2012-01-23 18:33:43 -0000
last seen 2012-01-24 00:33:07 -0000
itsec.eicp.net. A 1.203.51.149

count 368
first seen 2012-04-02 13:57:02 -0000
last seen 2012-04-03 13:58:25 -0000
itsec.eicp.net. A 1.203.53.41

count 116
first seen 2012-10-23 13:47:03 -0000
last seen 2012-10-23 23:58:05 -0000
itsec.eicp.net. A 1.203.54.227

count 5
first seen 2012-09-03 04:18:31 -0000
last seen 2012-09-03 04:22:18 -0000
itsec.eicp.net. A 1.203.56.206

count 13
first seen 2012-11-23 04:39:55 -0000
last seen 2012-11-23 11:59:55 -0000
itsec.eicp.net. A 1.203.56.239

count 239
first seen 2012-09-18 10:40:08 -0000
last seen 2012-09-18 23:51:31 -0000
itsec.eicp.net. A 1.203.59.47



23/81

count 1
first seen 2012-07-14 11:29:58 -0000
last seen 2012-07-14 11:29:58 -0000
itsec.eicp.net. A 1.203.60.36

count 4
first seen 2012-07-06 14:45:00 -0000
last seen 2012-07-06 15:45:00 -0000
itsec.eicp.net. A 1.203.60.113

count 7
first seen 2012-02-24 13:49:53 -0000
last seen 2012-02-25 00:49:52 -0000
itsec.eicp.net. A 1.203.65.120

count 212
first seen 2012-04-15 12:51:55 -0000
last seen 2012-04-15 23:51:42 -0000
itsec.eicp.net. A 1.203.68.172

count 3
first seen 2012-11-07 14:20:03 -0000
last seen 2012-11-07 16:00:11 -0000
itsec.eicp.net. A 1.203.69.112

count 1
first seen 2012-02-16 04:42:42 -0000
last seen 2012-02-16 04:42:42 -0000
itsec.eicp.net. A 1.203.69.142

count 45
first seen 2012-09-17 04:18:23 -0000
last seen 2012-09-17 06:13:55 -0000
itsec.eicp.net. A 1.203.72.159

count 31
first seen 2012-05-07 12:52:52 -0000
last seen 2012-05-07 15:02:11 -0000
itsec.eicp.net. A 1.203.74.176

count 7
first seen 2012-02-28 17:19:48 -0000
last seen 2012-02-29 00:49:48 -0000
itsec.eicp.net. A 1.203.74.187

count 213
first seen 2012-09-30 00:40:05 -0000
last seen 2012-09-30 07:40:05 -0000
itsec.eicp.net. A 1.203.80.110

count 2
first seen 2012-10-28 10:20:08 -0000
last seen 2012-10-28 11:20:07 -0000
itsec.eicp.net. A 1.203.84.191

count 194
first seen 2012-04-05 04:52:30 -0000
last seen 2012-04-05 13:53:34 -0000
itsec.eicp.net. A 1.203.86.130

count 13
first seen 2012-10-30 14:00:08 -0000
last seen 2012-10-30 19:20:07 -0000
itsec.eicp.net. A 1.203.89.139



24/81

count 42
first seen 2012-03-21 03:01:47 -0000
last seen 2012-03-21 07:05:04 -0000
itsec.eicp.net. A 1.203.91.18

count 59
first seen 2012-03-09 15:42:46 -0000
last seen 2012-03-10 00:03:05 -0000
itsec.eicp.net. A 1.203.95.163

count 110
first seen 2012-03-30 14:54:39 -0000
last seen 2012-03-30 21:14:00 -0000
itsec.eicp.net. A 1.203.97.206

count 8
first seen 2012-11-06 04:20:04 -0000
last seen 2012-11-06 08:40:03 -0000
itsec.eicp.net. A 1.203.98.98

count 22
first seen 2012-03-29 04:49:54 -0000
last seen 2012-03-29 05:56:09 -0000
itsec.eicp.net. A 1.203.99.36

count 1
first seen 2011-10-13 15:49:33 -0000
last seen 2011-10-13 15:49:33 -0000
itsec.eicp.net. A 1.203.99.111

count 59
first seen 2012-03-19 15:49:59 -0000
last seen 2012-03-20 01:18:52 -0000
itsec.eicp.net. A 1.203.100.232

count 21
first seen 2012-04-08 14:24:11 -0000
last seen 2012-04-08 15:24:43 -0000
itsec.eicp.net. A 1.203.102.63

count 1
first seen 2011-12-04 14:33:49 -0000
last seen 2011-12-04 14:33:49 -0000
itsec.eicp.net. A 1.203.102.251

count 359
first seen 2012-09-24 13:40:06 -0000
last seen 2012-09-25 03:02:32 -0000
itsec.eicp.net. A 1.203.103.227

count 21
first seen 2012-04-30 09:49:41 -0000
last seen 2012-04-30 14:20:13 -0000
itsec.eicp.net. A 1.203.104.45

count 61
first seen 2012-05-09 04:12:56 -0000
last seen 2012-05-09 06:36:53 -0000
itsec.eicp.net. A 1.203.106.150

count 355
first seen 2012-10-12 09:29:20 -0000
last seen 2012-10-12 23:38:36 -0000
itsec.eicp.net. A 1.203.107.125



25/81

count 1
first seen 2011-12-27 20:34:41 -0000
last seen 2011-12-27 20:34:41 -0000
itsec.eicp.net. A 1.203.107.200

count 1
first seen 2012-05-08 04:19:34 -0000
last seen 2012-05-08 04:19:34 -0000
itsec.eicp.net. A 1.203.108.46

count 108
first seen 2012-09-21 08:00:09 -0000
last seen 2012-09-21 22:40:06 -0000
itsec.eicp.net. A 1.203.109.193

count 10
first seen 2012-11-20 10:39:56 -0000
last seen 2012-11-20 22:59:56 -0000
itsec.eicp.net. A 1.203.112.147

count 2
first seen 2012-01-26 04:33:23 -0000
last seen 2012-01-26 06:34:49 -0000
itsec.eicp.net. A 1.203.112.178

count 7
first seen 2012-10-25 02:42:39 -0000
last seen 2012-10-25 06:00:10 -0000
itsec.eicp.net. A 1.203.113.2

count 11
first seen 2012-11-16 08:19:59 -0000
last seen 2012-11-16 17:19:58 -0000
itsec.eicp.net. A 1.203.114.165

count 13
first seen 2012-12-01 04:40:20 -0000
last seen 2012-12-01 13:40:21 -0000
itsec.eicp.net. A 1.203.118.19

count 1
first seen 2012-01-04 14:35:20 -0000
last seen 2012-01-04 14:35:20 -0000
itsec.eicp.net. A 1.203.123.29

count 1
first seen 2012-10-19 14:40:12 -0000
last seen 2012-10-19 14:40:12 -0000
itsec.eicp.net. A 1.203.123.68

count 213
first seen 2012-10-22 12:20:09 -0000
last seen 2012-10-22 23:20:09 -0000
itsec.eicp.net. A 1.203.123.83

count 38
first seen 2012-04-13 04:19:45 -0000
last seen 2012-04-13 05:57:52 -0000
itsec.eicp.net. A 1.203.125.201

count 62
first seen 2012-03-07 16:43:44 -0000
last seen 2012-03-08 00:10:18 -0000
itsec.eicp.net. A 1.203.125.248



26/81

count 11
first seen 2012-03-08 06:09:11 -0000
last seen 2012-03-08 07:26:47 -0000
itsec.eicp.net. A 1.203.132.54

count 1
first seen 2012-03-15 17:50:03 -0000
last seen 2012-03-15 17:50:03 -0000
itsec.eicp.net. A 1.203.132.236

count 3
first seen 2012-03-22 09:49:57 -0000
last seen 2012-03-22 10:49:58 -0000
itsec.eicp.net. A 1.203.135.238

count 1
first seen 2011-12-29 10:31:41 -0000
last seen 2011-12-29 10:31:41 -0000
itsec.eicp.net. A 1.203.137.25

count 448
first seen 2012-04-19 04:37:55 -0000
last seen 2012-04-19 23:41:20 -0000
itsec.eicp.net. A 1.203.139.94

count 110
first seen 2012-03-25 14:41:20 -0000
last seen 2012-03-26 03:58:37 -0000
itsec.eicp.net. A 1.203.139.148

count 179
first seen 2012-03-29 14:25:09 -0000
last seen 2012-03-29 23:32:29 -0000
itsec.eicp.net. A 1.203.142.100

count 604
first seen 2012-03-31 04:49:14 -0000
last seen 2012-04-01 13:25:24 -0000
itsec.eicp.net. A 1.203.142.111

count 759
first seen 2012-08-11 02:45:34 -0000
last seen 2012-08-14 02:39:56 -0000
itsec.eicp.net. A 42.90.16.38

count 2
first seen 2012-08-07 09:59:58 -0000
last seen 2012-08-07 12:39:58 -0000
itsec.eicp.net. A 42.90.21.154

count 1
first seen 2012-08-14 02:59:56 -0000
last seen 2012-08-14 02:59:56 -0000
itsec.eicp.net. A 42.90.213.155

count 892
first seen 2012-08-14 04:59:56 -0000
last seen 2012-08-21 12:00:07 -0000
itsec.eicp.net. A 42.90.224.201

count 914
first seen 2012-08-27 03:45:50 -0000
last seen 2012-09-05 02:46:27 -0000
itsec.eicp.net. A 60.194.1.105



27/81

count 12
first seen 2011-09-22 21:54:21 -0000
last seen 2011-10-09 01:59:50 -0000
itsec.eicp.net. A 65.19.157.229

count 6
first seen 2012-02-25 07:19:52 -0000
last seen 2012-02-25 11:49:52 -0000
itsec.eicp.net. A 111.194.92.111

count 81
first seen 2012-03-06 01:40:11 -0000
last seen 2012-03-06 16:05:07 -0000
itsec.eicp.net. A 111.194.92.203

count 8
first seen 2012-03-13 01:50:05 -0000
last seen 2012-03-13 04:11:27 -0000
itsec.eicp.net. A 111.194.93.62

count 5
first seen 2012-03-31 01:23:41 -0000
last seen 2012-03-31 01:38:31 -0000
itsec.eicp.net. A 111.194.93.67

count 103
first seen 2012-03-19 02:03:14 -0000
last seen 2012-03-19 15:39:57 -0000
itsec.eicp.net. A 111.194.93.187

count 18
first seen 2012-03-27 02:40:30 -0000
last seen 2012-03-27 03:31:49 -0000
itsec.eicp.net. A 111.194.94.99

count 4
first seen 2012-03-01 12:49:48 -0000
last seen 2012-03-01 15:49:47 -0000
itsec.eicp.net. A 111.194.94.141

count 20
first seen 2012-03-13 05:50:05 -0000
last seen 2012-03-13 15:46:49 -0000
itsec.eicp.net. A 111.194.94.188

count 50
first seen 2012-03-30 06:42:06 -0000
last seen 2012-03-30 09:16:46 -0000
itsec.eicp.net. A 111.194.96.44

count 10
first seen 2012-03-17 02:15:39 -0000
last seen 2012-03-17 03:12:28 -0000
itsec.eicp.net. A 111.194.96.100

count 2
first seen 2012-02-22 10:36:03 -0000
last seen 2012-02-22 12:34:48 -0000
itsec.eicp.net. A 111.194.96.194

count 2
first seen 2012-02-27 13:49:50 -0000
last seen 2012-02-27 14:49:50 -0000
itsec.eicp.net. A 111.194.97.55



28/81

count 48
first seen 2012-03-10 03:00:42 -0000
last seen 2012-03-10 12:51:14 -0000
itsec.eicp.net. A 111.194.97.128

count 71
first seen 2012-03-12 01:52:19 -0000
last seen 2012-03-12 15:46:40 -0000
itsec.eicp.net. A 111.194.98.34

count 59
first seen 2012-03-17 03:32:00 -0000
last seen 2012-03-17 12:59:43 -0000
itsec.eicp.net. A 111.194.99.29

count 22
first seen 2012-03-15 01:29:19 -0000
last seen 2012-03-15 05:08:40 -0000
itsec.eicp.net. A 111.194.101.196

count 8
first seen 2012-03-07 04:09:14 -0000
last seen 2012-03-07 05:19:44 -0000
itsec.eicp.net. A 111.194.104.129

count 30
first seen 2012-03-16 07:16:56 -0000
last seen 2012-03-16 12:52:19 -0000
itsec.eicp.net. A 111.194.104.220

count 8
first seen 2012-02-27 02:49:51 -0000
last seen 2012-02-27 10:19:50 -0000
itsec.eicp.net. A 111.194.105.63

count 242
first seen 2012-03-03 01:54:54 -0000
last seen 2012-03-05 00:19:45 -0000
itsec.eicp.net. A 111.194.106.206

count 14
first seen 2012-03-08 01:26:10 -0000
last seen 2012-03-08 05:26:20 -0000
itsec.eicp.net. A 111.194.106.225

count 1
first seen 2012-02-23 08:39:14 -0000
last seen 2012-02-23 08:39:14 -0000
itsec.eicp.net. A 111.194.107.0

count 23
first seen 2012-03-29 06:12:56 -0000
last seen 2012-03-29 07:39:08 -0000
itsec.eicp.net. A 111.194.108.247

count 13
first seen 2012-03-26 04:03:39 -0000
last seen 2012-03-26 05:26:40 -0000
itsec.eicp.net. A 111.194.109.36

count 70
first seen 2012-03-14 01:55:25 -0000
last seen 2012-03-14 16:21:20 -0000
itsec.eicp.net. A 111.194.109.202



29/81

count 17
first seen 2012-03-22 01:33:54 -0000
last seen 2012-03-22 04:53:07 -0000
itsec.eicp.net. A 111.194.111.0

count 2
first seen 2012-02-25 02:49:52 -0000
last seen 2012-02-25 03:49:53 -0000
itsec.eicp.net. A 111.194.111.16

count 1
first seen 2012-02-28 16:19:50 -0000
last seen 2012-02-28 16:19:50 -0000
itsec.eicp.net. A 111.194.116.110

count 139
first seen 2012-03-22 13:49:58 -0000
last seen 2012-03-23 14:29:46 -0000
itsec.eicp.net. A 111.194.116.160

count 35
first seen 2012-03-07 12:19:44 -0000
last seen 2012-03-07 16:28:07 -0000
itsec.eicp.net. A 111.194.119.106

count 90
first seen 2012-03-08 13:07:02 -0000
last seen 2012-03-09 01:14:27 -0000
itsec.eicp.net. A 111.194.120.159

count 3
first seen 2012-03-21 12:50:45 -0000
last seen 2012-03-21 12:52:49 -0000
itsec.eicp.net. A 111.194.123.34

count 26
first seen 2012-09-03 23:51:42 -0000
last seen 2012-09-04 00:17:28 -0000
itsec.eicp.net. A 114.248.80.81

count 141
first seen 2012-08-27 23:57:15 -0000
last seen 2012-08-28 05:39:57 -0000
itsec.eicp.net. A 114.248.80.84

count 133
first seen 2012-04-17 09:23:55 -0000
last seen 2012-04-17 15:07:00 -0000
itsec.eicp.net. A 114.248.80.175

count 2
first seen 2012-06-24 07:50:03 -0000
last seen 2012-06-24 09:20:03 -0000
itsec.eicp.net. A 114.248.80.241

count 76
first seen 2012-09-14 01:09:22 -0000
last seen 2012-09-14 02:13:45 -0000
itsec.eicp.net. A 114.248.81.30

count 1
first seen 2012-06-19 07:50:02 -0000
last seen 2012-06-19 07:50:02 -0000
itsec.eicp.net. A 114.248.81.42



30/81

count 3
first seen 2012-09-11 08:00:10 -0000
last seen 2012-09-11 09:40:10 -0000
itsec.eicp.net. A 114.248.81.127

count 8
first seen 2012-10-19 00:18:36 -0000
last seen 2012-10-19 01:55:44 -0000
itsec.eicp.net. A 114.248.81.151

count 14
first seen 2012-05-04 01:22:31 -0000
last seen 2012-05-04 08:19:36 -0000
itsec.eicp.net. A 114.248.81.155

count 2
first seen 2012-12-04 00:00:19 -0000
last seen 2012-12-04 00:40:20 -0000
itsec.eicp.net. A 114.248.81.157

count 1
first seen 2011-09-28 10:01:39 -0000
last seen 2011-09-28 10:01:39 -0000
itsec.eicp.net. A 114.248.81.230

count 72
first seen 2012-05-16 23:37:36 -0000
last seen 2012-05-17 03:41:39 -0000
itsec.eicp.net. A 114.248.81.247

count 22
first seen 2012-04-12 02:16:28 -0000
last seen 2012-04-12 03:41:24 -0000
itsec.eicp.net. A 114.248.81.253

count 4
first seen 2012-09-29 00:20:06 -0000
last seen 2012-09-29 02:20:06 -0000
itsec.eicp.net. A 114.248.82.66

count 61
first seen 2012-09-02 14:14:46 -0000
last seen 2012-09-02 15:28:25 -0000
itsec.eicp.net. A 114.248.82.128

count 48
first seen 2012-05-16 06:10:05 -0000
last seen 2012-07-17 09:44:57 -0000
itsec.eicp.net. A 114.248.82.195

count 17
first seen 2012-04-24 02:49:37 -0000
last seen 2012-04-24 13:49:36 -0000
itsec.eicp.net. A 114.248.83.28

count 2
first seen 2012-08-31 03:00:07 -0000
last seen 2012-08-31 03:00:10 -0000
itsec.eicp.net. A 114.248.83.98

count 6
first seen 2012-08-27 07:43:44 -0000
last seen 2012-08-27 09:40:04 -0000
itsec.eicp.net. A 114.248.83.161



31/81

count 9
first seen 2012-09-04 02:36:12 -0000
last seen 2012-09-04 02:43:46 -0000
itsec.eicp.net. A 114.248.84.64

count 5
first seen 2012-07-23 01:00:05 -0000
last seen 2012-07-23 04:20:04 -0000
itsec.eicp.net. A 114.248.84.79

count 7
first seen 2012-11-09 01:00:02 -0000
last seen 2012-11-09 07:00:03 -0000
itsec.eicp.net. A 114.248.84.134

count 7
first seen 2012-06-21 06:20:03 -0000
last seen 2012-06-21 13:25:21 -0000
itsec.eicp.net. A 114.248.84.170

count 80
first seen 2012-05-09 06:41:46 -0000
last seen 2012-05-09 09:52:58 -0000
itsec.eicp.net. A 114.248.84.171

count 1
first seen 2012-11-30 09:59:54 -0000
last seen 2012-11-30 09:59:54 -0000
itsec.eicp.net. A 114.248.84.180

count 48
first seen 2012-05-14 23:45:21 -0000
last seen 2012-05-15 03:43:13 -0000
itsec.eicp.net. A 114.248.84.201

count 1
first seen 2012-02-08 07:03:41 -0000
last seen 2012-02-08 07:03:41 -0000
itsec.eicp.net. A 114.248.85.21

count 2
first seen 2012-06-26 08:50:01 -0000
last seen 2012-06-26 09:20:02 -0000
itsec.eicp.net. A 114.248.85.150

count 1
first seen 2011-12-07 04:38:28 -0000
last seen 2011-12-07 04:38:28 -0000
itsec.eicp.net. A 114.248.85.154

count 3
first seen 2012-06-26 00:50:03 -0000
last seen 2012-06-26 03:20:02 -0000
itsec.eicp.net. A 114.248.85.159

count 1
first seen 2011-12-29 06:32:16 -0000
last seen 2011-12-29 06:32:16 -0000
itsec.eicp.net. A 114.248.85.188

count 3
first seen 2012-05-24 09:49:20 -0000
last seen 2012-05-24 13:49:18 -0000
itsec.eicp.net. A 114.248.85.189
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count 4
first seen 2012-09-18 06:20:08 -0000
last seen 2012-09-18 09:00:10 -0000
itsec.eicp.net. A 114.248.85.197

count 5
first seen 2012-09-04 08:00:10 -0000
last seen 2012-09-04 09:45:27 -0000
itsec.eicp.net. A 114.248.85.204

count 2
first seen 2012-07-18 07:30:09 -0000
last seen 2012-07-18 09:00:06 -0000
itsec.eicp.net. A 114.248.85.236

count 7
first seen 2012-08-29 06:34:10 -0000
last seen 2012-08-29 11:40:04 -0000
itsec.eicp.net. A 114.248.86.59

count 3
first seen 2012-07-11 04:00:00 -0000
last seen 2012-07-11 04:29:59 -0000
itsec.eicp.net. A 114.248.86.76

count 3
first seen 2012-09-26 07:40:05 -0000
last seen 2012-09-26 09:40:07 -0000
itsec.eicp.net. A 114.248.86.108

count 50
first seen 2010-12-02 06:10:06 -0000
last seen 2010-12-02 09:31:29 -0000
itsec.eicp.net. A 114.248.86.206

count 6
first seen 2012-09-10 01:43:08 -0000
last seen 2012-09-10 02:40:08 -0000
itsec.eicp.net. A 114.248.86.232

count 21
first seen 2012-09-18 23:52:16 -0000
last seen 2012-09-19 06:20:09 -0000
itsec.eicp.net. A 114.248.86.240

count 662
first seen 2012-10-27 00:55:01 -0000
last seen 2012-10-28 05:40:07 -0000
itsec.eicp.net. A 114.248.87.28

count 2
first seen 2012-05-07 02:49:35 -0000
last seen 2012-05-07 03:49:35 -0000
itsec.eicp.net. A 114.248.87.142

count 23
first seen 2012-12-03 00:20:21 -0000
last seen 2012-12-03 19:00:19 -0000
itsec.eicp.net. A 114.248.87.150

count 3
first seen 2012-05-23 01:24:41 -0000
last seen 2012-05-23 03:44:54 -0000
itsec.eicp.net. A 114.248.87.227



33/81

count 1
first seen 2012-04-10 03:33:27 -0000
last seen 2012-04-10 03:33:27 -0000
itsec.eicp.net. A 114.248.88.35

count 7
first seen 2012-05-22 08:19:20 -0000
last seen 2012-05-22 13:19:20 -0000
itsec.eicp.net. A 114.248.88.39

count 3
first seen 2012-06-25 01:20:02 -0000
last seen 2012-06-25 03:50:03 -0000
itsec.eicp.net. A 114.248.88.44

count 37
first seen 2012-05-09 01:45:00 -0000
last seen 2012-05-09 04:08:33 -0000
itsec.eicp.net. A 114.248.88.46

count 19
first seen 2012-05-16 00:47:35 -0000
last seen 2012-05-16 04:21:10 -0000
itsec.eicp.net. A 114.248.88.98

count 1
first seen 2012-11-02 00:40:06 -0000
last seen 2012-11-02 00:40:06 -0000
itsec.eicp.net. A 114.248.88.125

count 3
first seen 2012-05-17 06:12:47 -0000
last seen 2012-05-17 06:30:31 -0000
itsec.eicp.net. A 114.248.88.142

count 34
first seen 2012-11-19 01:19:57 -0000
last seen 2012-11-20 10:19:57 -0000
itsec.eicp.net. A 114.248.88.144

count 3
first seen 2012-08-28 07:40:05 -0000
last seen 2012-08-28 09:20:04 -0000
itsec.eicp.net. A 114.248.88.166

count 170
first seen 2012-04-18 06:36:49 -0000
last seen 2012-04-18 13:50:17 -0000
itsec.eicp.net. A 114.248.88.173

count 133
first seen 2012-09-10 03:21:50 -0000
last seen 2012-09-10 05:20:08 -0000
itsec.eicp.net. A 114.248.88.225

count 294
first seen 2012-06-20 10:11:41 -0000
last seen 2012-06-20 15:04:34 -0000
itsec.eicp.net. A 114.248.88.230

count 5
first seen 2012-11-11 00:40:01 -0000
last seen 2012-11-11 03:00:00 -0000
itsec.eicp.net. A 114.248.88.232



34/81

count 2
first seen 2012-07-24 03:20:04 -0000
last seen 2012-07-24 04:00:05 -0000
itsec.eicp.net. A 114.248.88.241

count 2
first seen 2012-08-31 02:20:04 -0000
last seen 2012-08-31 02:40:02 -0000
itsec.eicp.net. A 114.248.89.6

count 25
first seen 2012-11-13 02:20:01 -0000
last seen 2012-11-13 22:39:59 -0000
itsec.eicp.net. A 114.248.89.12

count 282
first seen 2012-06-11 06:50:07 -0000
last seen 2012-06-11 23:35:49 -0000
itsec.eicp.net. A 114.248.89.63

count 5
first seen 2012-06-18 06:11:35 -0000
last seen 2012-06-18 09:20:04 -0000
itsec.eicp.net. A 114.248.89.144

count 2
first seen 2012-07-12 02:29:59 -0000
last seen 2012-07-12 03:14:59 -0000
itsec.eicp.net. A 114.248.89.189

count 3
first seen 2012-11-29 12:00:00 -0000
last seen 2012-11-29 13:40:00 -0000
itsec.eicp.net. A 114.248.89.221

count 2
first seen 2012-05-03 07:19:38 -0000
last seen 2012-05-03 08:19:36 -0000
itsec.eicp.net. A 114.248.90.28

count 5
first seen 2012-09-20 00:07:59 -0000
last seen 2012-09-20 03:43:09 -0000
itsec.eicp.net. A 114.248.90.60

count 1
first seen 2011-12-19 02:35:13 -0000
last seen 2011-12-19 02:35:13 -0000
itsec.eicp.net. A 114.248.90.143

count 17
first seen 2012-11-26 23:59:54 -0000
last seen 2012-11-27 13:19:54 -0000
itsec.eicp.net. A 114.248.90.185

count 6
first seen 2012-04-09 01:49:48 -0000
last seen 2012-04-09 02:03:52 -0000
itsec.eicp.net. A 114.248.90.189

count 22
first seen 2012-10-19 01:56:29 -0000
last seen 2012-10-19 09:44:36 -0000
itsec.eicp.net. A 114.248.90.216



35/81

count 5
first seen 2012-05-23 06:49:23 -0000
last seen 2012-05-23 10:19:19 -0000
itsec.eicp.net. A 114.248.91.27

count 1
first seen 2012-05-28 06:49:16 -0000
last seen 2012-05-28 06:49:16 -0000
itsec.eicp.net. A 114.248.91.28

count 1
first seen 2012-01-11 06:35:15 -0000
last seen 2012-01-11 06:35:15 -0000
itsec.eicp.net. A 114.248.91.51

count 4
first seen 2012-06-08 06:19:10 -0000
last seen 2012-06-08 09:19:10 -0000
itsec.eicp.net. A 114.248.91.103

count 1
first seen 2012-05-02 08:49:37 -0000
last seen 2012-05-02 08:49:37 -0000
itsec.eicp.net. A 114.248.91.145

count 8
first seen 2012-09-27 23:51:38 -0000
last seen 2012-09-28 03:44:56 -0000
itsec.eicp.net. A 114.248.91.168

count 1
first seen 2012-07-05 03:15:01 -0000
last seen 2012-07-05 03:15:01 -0000
itsec.eicp.net. A 114.248.91.180

count 19
first seen 2012-06-11 23:36:50 -0000
last seen 2012-06-12 03:42:27 -0000
itsec.eicp.net. A 114.248.91.194

count 1
first seen 2012-09-24 08:00:07 -0000
last seen 2012-09-24 08:00:07 -0000
itsec.eicp.net. A 114.248.91.244

count 114
first seen 2012-04-09 02:18:41 -0000
last seen 2012-04-09 08:49:46 -0000
itsec.eicp.net. A 114.248.92.10

count 1
first seen 2012-06-13 01:52:50 -0000
last seen 2012-06-13 01:52:50 -0000
itsec.eicp.net. A 114.248.92.51

count 9
first seen 2012-07-16 07:44:57 -0000
last seen 2012-07-16 12:59:57 -0000
itsec.eicp.net. A 114.248.92.106

count 14
first seen 2012-09-05 06:16:41 -0000
last seen 2012-09-05 09:57:21 -0000
itsec.eicp.net. A 114.248.92.128



36/81

count 26
first seen 2012-10-11 00:46:03 -0000
last seen 2012-10-11 03:51:46 -0000
itsec.eicp.net. A 114.248.92.188

count 3
first seen 2012-10-31 09:20:06 -0000
last seen 2012-10-31 10:40:07 -0000
itsec.eicp.net. A 114.248.92.197

count 6
first seen 2012-07-10 01:30:00 -0000
last seen 2012-07-10 03:29:59 -0000
itsec.eicp.net. A 114.248.92.225

count 46
first seen 2012-06-19 09:50:03 -0000
last seen 2012-09-19 11:40:08 -0000
itsec.eicp.net. A 114.248.93.29

count 3
first seen 2012-07-09 07:30:00 -0000
last seen 2012-07-09 08:00:00 -0000
itsec.eicp.net. A 114.248.93.106

count 10
first seen 2012-04-05 03:27:23 -0000
last seen 2012-04-05 03:53:57 -0000
itsec.eicp.net. A 114.248.93.112

count 13
first seen 2012-05-07 06:49:34 -0000
last seen 2012-05-07 12:19:34 -0000
itsec.eicp.net. A 114.248.93.138

count 8
first seen 2012-07-23 07:00:06 -0000
last seen 2012-07-23 13:00:05 -0000
itsec.eicp.net. A 114.248.93.150

count 4
first seen 2012-10-15 00:20:18 -0000
last seen 2012-10-15 01:33:34 -0000
itsec.eicp.net. A 114.248.93.169

count 21
first seen 2012-06-24 00:20:03 -0000
last seen 2012-06-24 04:06:32 -0000
itsec.eicp.net. A 114.248.93.192

count 35
first seen 2012-04-11 00:21:05 -0000
last seen 2012-04-11 04:20:54 -0000
itsec.eicp.net. A 114.248.93.199

count 1
first seen 2012-06-20 06:28:31 -0000
last seen 2012-06-20 06:28:31 -0000
itsec.eicp.net. A 114.248.93.223

count 3
first seen 2012-11-15 00:59:59 -0000
last seen 2012-11-15 01:40:00 -0000
itsec.eicp.net. A 114.248.93.225



37/81

count 1
first seen 2012-07-19 08:00:06 -0000
last seen 2012-07-19 08:00:06 -0000
itsec.eicp.net. A 114.248.94.157

count 3
first seen 2012-07-20 03:00:06 -0000
last seen 2012-07-20 03:03:12 -0000
itsec.eicp.net. A 114.248.94.207

count 8
first seen 2012-10-02 06:20:04 -0000
last seen 2012-10-02 13:40:04 -0000
itsec.eicp.net. A 114.248.94.208

count 8
first seen 2012-11-15 23:59:59 -0000
last seen 2012-11-16 07:19:58 -0000
itsec.eicp.net. A 114.248.94.220

count 3
first seen 2012-05-28 06:05:51 -0000
last seen 2012-05-28 06:19:16 -0000
itsec.eicp.net. A 114.248.95.49

count 1
first seen 2011-09-07 14:31:57 -0000
last seen 2011-09-07 14:31:57 -0000
itsec.eicp.net. A 114.248.95.59

count 88
first seen 2012-09-04 00:33:12 -0000
last seen 2012-09-04 02:34:42 -0000
itsec.eicp.net. A 114.248.95.76

count 2
first seen 2012-07-19 08:30:06 -0000
last seen 2012-07-19 10:00:06 -0000
itsec.eicp.net. A 114.248.95.122

count 4
first seen 2012-05-17 07:19:20 -0000
last seen 2012-05-17 07:49:23 -0000
itsec.eicp.net. A 114.248.95.252

count 8
first seen 2012-05-16 12:05:48 -0000
last seen 2012-05-16 12:45:20 -0000
itsec.eicp.net. A 114.248.98.177

count 11
first seen 2012-05-02 13:19:37 -0000
last seen 2012-05-02 13:51:40 -0000
itsec.eicp.net. A 114.248.100.22

count 28
first seen 2012-05-09 12:01:20 -0000
last seen 2012-05-09 13:26:36 -0000
itsec.eicp.net. A 114.248.100.174

count 3
first seen 2012-09-10 06:40:08 -0000
last seen 2012-09-10 09:00:08 -0000
itsec.eicp.net. A 114.248.102.191



38/81

count 3
first seen 2012-08-03 07:00:01 -0000
last seen 2012-08-03 08:40:00 -0000
itsec.eicp.net. A 114.248.103.1

count 5
first seen 2012-06-24 13:50:03 -0000
last seen 2012-06-24 17:20:03 -0000
itsec.eicp.net. A 114.248.103.54

count 14
first seen 2012-09-02 02:58:14 -0000
last seen 2012-09-02 03:44:25 -0000
itsec.eicp.net. A 114.248.104.3

count 12
first seen 2012-06-28 13:50:01 -0000
last seen 2012-06-28 21:20:01 -0000
itsec.eicp.net. A 114.248.105.118

count 3
first seen 2012-07-25 08:20:03 -0000
last seen 2012-07-25 09:00:03 -0000
itsec.eicp.net. A 114.248.107.97

count 13
first seen 2012-11-11 03:40:01 -0000
last seen 2012-11-11 15:40:01 -0000
itsec.eicp.net. A 114.248.107.233

count 1
first seen 2012-04-27 09:19:34 -0000
last seen 2012-04-27 09:19:34 -0000
itsec.eicp.net. A 114.248.108.73

count 2
first seen 2012-11-29 09:39:53 -0000
last seen 2012-11-29 10:39:59 -0000
itsec.eicp.net. A 114.248.109.170

count 10
first seen 2012-02-28 03:19:50 -0000
last seen 2012-02-28 13:19:49 -0000
itsec.eicp.net. A 114.249.17.36

count 32
first seen 2012-03-28 11:59:24 -0000
last seen 2012-03-28 13:44:38 -0000
itsec.eicp.net. A 114.249.21.11

count 74
first seen 2012-03-05 01:41:15 -0000
last seen 2012-03-05 15:02:57 -0000
itsec.eicp.net. A 114.249.23.24

count 21
first seen 2012-03-21 13:35:45 -0000
last seen 2012-03-21 15:13:14 -0000
itsec.eicp.net. A 114.249.26.166

count 8
first seen 2012-03-10 13:52:18 -0000
last seen 2012-03-10 15:16:01 -0000
itsec.eicp.net. A 114.249.30.18



39/81

count 53
first seen 2012-03-20 01:25:21 -0000
last seen 2012-03-20 10:34:03 -0000
itsec.eicp.net. A 114.249.30.231

count 15
first seen 2012-03-15 12:11:48 -0000
last seen 2012-03-15 14:45:57 -0000
itsec.eicp.net. A 114.249.192.233

count 50
first seen 2012-03-09 07:19:43 -0000
last seen 2012-03-09 14:53:10 -0000
itsec.eicp.net. A 114.249.192.240

count 56
first seen 2012-03-30 00:17:00 -0000
last seen 2012-03-30 04:22:44 -0000
itsec.eicp.net. A 114.249.193.21

count 1
first seen 2012-02-28 01:49:50 -0000
last seen 2012-02-28 01:49:50 -0000
itsec.eicp.net. A 114.249.193.224

count 28
first seen 2012-03-09 01:21:32 -0000
last seen 2012-03-09 05:55:27 -0000
itsec.eicp.net. A 114.249.198.34

count 7
first seen 2012-03-27 01:24:16 -0000
last seen 2012-03-27 02:29:48 -0000
itsec.eicp.net. A 114.249.200.189

count 23
first seen 2012-03-16 01:30:34 -0000
last seen 2012-03-16 05:26:15 -0000
itsec.eicp.net. A 114.249.201.179

count 30
first seen 2012-03-24 01:53:23 -0000
last seen 2012-03-24 05:37:36 -0000
itsec.eicp.net. A 114.249.202.183

count 58
first seen 2012-03-28 00:33:12 -0000
last seen 2012-03-28 03:51:41 -0000
itsec.eicp.net. A 114.249.202.186

count 8
first seen 2012-02-29 08:49:49 -0000
last seen 2012-02-29 16:19:50 -0000
itsec.eicp.net. A 114.249.203.14

count 9
first seen 2012-03-26 08:22:42 -0000
last seen 2012-03-26 08:54:46 -0000
itsec.eicp.net. A 114.249.204.84

count 30
first seen 2012-03-21 07:19:59 -0000
last seen 2012-03-21 09:26:15 -0000
itsec.eicp.net. A 114.249.204.158
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count 3
first seen 2012-03-12 01:35:41 -0000
last seen 2012-03-12 01:51:21 -0000
itsec.eicp.net. A 114.249.204.231

count 3
first seen 2012-03-27 08:27:16 -0000
last seen 2012-03-27 14:19:55 -0000
itsec.eicp.net. A 114.249.205.239

count 8
first seen 2012-03-01 04:19:49 -0000
last seen 2012-03-01 10:19:47 -0000
itsec.eicp.net. A 114.249.207.180

count 70
first seen 2012-06-21 13:26:52 -0000
last seen 2012-06-21 14:34:21 -0000
itsec.eicp.net. A 115.170.0.45

count 5
first seen 2012-06-30 00:20:07 -0000
last seen 2012-06-30 04:40:02 -0000
itsec.eicp.net. A 115.170.0.72

count 192
first seen 2012-04-18 14:12:26 -0000
last seen 2012-04-19 00:11:06 -0000
itsec.eicp.net. A 115.170.1.206

count 287
first seen 2012-06-16 11:20:05 -0000
last seen 2012-06-17 11:50:04 -0000
itsec.eicp.net. A 115.170.3.87

count 391
first seen 2012-09-12 15:40:10 -0000
last seen 2012-09-13 00:50:52 -0000
itsec.eicp.net. A 115.170.4.125

count 13
first seen 2012-06-14 04:19:58 -0000
last seen 2012-06-14 14:20:05 -0000
itsec.eicp.net. A 115.170.4.175

count 4
first seen 2012-08-31 04:56:29 -0000
last seen 2012-08-31 06:20:07 -0000
itsec.eicp.net. A 115.170.5.17

count 136
first seen 2012-05-28 12:49:16 -0000
last seen 2012-05-29 00:49:16 -0000
itsec.eicp.net. A 115.170.6.11

count 26
first seen 2012-07-01 02:02:20 -0000
last seen 2012-07-01 13:45:02 -0000
itsec.eicp.net. A 115.170.6.203

count 71
first seen 2012-03-05 16:10:54 -0000
last seen 2012-03-06 01:16:27 -0000
itsec.eicp.net. A 115.170.6.252
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count 24
first seen 2012-04-27 13:40:04 -0000
last seen 2012-04-27 14:42:03 -0000
itsec.eicp.net. A 115.170.10.130

count 112
first seen 2012-06-09 01:39:17 -0000
last seen 2012-06-09 09:49:09 -0000
itsec.eicp.net. A 115.170.10.225

count 5
first seen 2012-07-26 13:20:02 -0000
last seen 2012-07-26 15:40:02 -0000
itsec.eicp.net. A 115.170.11.251

count 32
first seen 2012-05-15 23:58:08 -0000
last seen 2012-05-16 00:46:49 -0000
itsec.eicp.net. A 115.170.14.14

count 3
first seen 2012-09-11 04:40:10 -0000
last seen 2012-09-11 05:40:11 -0000
itsec.eicp.net. A 115.170.19.79

count 12
first seen 2012-06-27 12:50:01 -0000
last seen 2012-06-28 03:50:00 -0000
itsec.eicp.net. A 115.170.20.200

count 20
first seen 2012-07-07 13:45:00 -0000
last seen 2012-07-07 21:44:59 -0000
itsec.eicp.net. A 115.170.21.112

count 26
first seen 2012-05-08 14:19:33 -0000
last seen 2012-05-08 15:23:49 -0000
itsec.eicp.net. A 115.170.23.254

count 380
first seen 2012-05-27 13:19:17 -0000
last seen 2012-05-27 22:56:10 -0000
itsec.eicp.net. A 115.170.24.217

count 51
first seen 2012-06-20 05:22:38 -0000
last seen 2012-06-20 06:28:00 -0000
itsec.eicp.net. A 115.170.24.219

count 3
first seen 2012-05-16 04:38:28 -0000
last seen 2012-05-16 05:08:20 -0000
itsec.eicp.net. A 115.170.24.220

count 354
first seen 2012-06-30 05:40:04 -0000
last seen 2012-07-01 02:02:03 -0000
itsec.eicp.net. A 115.170.30.49

count 303
first seen 2012-05-18 05:53:37 -0000
last seen 2012-05-19 11:19:21 -0000
itsec.eicp.net. A 115.170.31.215
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count 328
first seen 2012-05-12 02:10:10 -0000
last seen 2012-05-13 01:24:06 -0000
itsec.eicp.net. A 115.170.32.58

count 2
first seen 2012-07-03 10:15:01 -0000
last seen 2012-07-03 10:45:01 -0000
itsec.eicp.net. A 115.170.32.65

count 1
first seen 2011-12-30 04:33:08 -0000
last seen 2011-12-30 04:33:08 -0000
itsec.eicp.net. A 115.170.32.127

count 13
first seen 2012-08-30 11:00:02 -0000
last seen 2012-08-30 16:17:22 -0000
itsec.eicp.net. A 115.170.33.1

count 3
first seen 2012-07-02 04:30:01 -0000
last seen 2012-07-02 05:15:01 -0000
itsec.eicp.net. A 115.170.34.247

count 240
first seen 2012-07-11 13:59:58 -0000
last seen 2012-07-12 00:55:06 -0000
itsec.eicp.net. A 115.170.35.169

count 5
first seen 2012-04-07 08:28:38 -0000
last seen 2012-04-07 08:49:09 -0000
itsec.eicp.net. A 115.170.35.185

count 2
first seen 2012-06-17 12:50:04 -0000
last seen 2012-06-17 15:20:07 -0000
itsec.eicp.net. A 115.170.39.112

count 509
first seen 2012-08-22 07:40:06 -0000
last seen 2012-08-23 01:17:48 -0000
itsec.eicp.net. A 115.170.39.228

count 245
first seen 2012-07-01 15:00:02 -0000
last seen 2012-07-02 00:08:49 -0000
itsec.eicp.net. A 115.170.40.230

count 501
first seen 2012-06-20 15:05:35 -0000
last seen 2012-06-20 22:34:16 -0000
itsec.eicp.net. A 115.170.41.43

count 1
first seen 2012-01-14 16:35:28 -0000
last seen 2012-01-14 16:35:28 -0000
itsec.eicp.net. A 115.170.43.78

count 2
first seen 2012-06-24 04:20:06 -0000
last seen 2012-06-24 04:50:04 -0000
itsec.eicp.net. A 115.170.45.173
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count 2
first seen 2012-07-25 05:00:03 -0000
last seen 2012-07-25 06:00:03 -0000
itsec.eicp.net. A 115.170.46.2

count 2
first seen 2012-07-27 14:00:03 -0000
last seen 2012-07-27 15:20:01 -0000
itsec.eicp.net. A 115.170.47.39

count 1
first seen 2011-12-26 14:33:05 -0000
last seen 2011-12-26 14:33:05 -0000
itsec.eicp.net. A 115.170.48.38

count 33
first seen 2012-03-07 06:03:05 -0000
last seen 2012-03-07 11:39:13 -0000
itsec.eicp.net. A 115.170.49.223

count 13
first seen 2012-05-17 04:21:44 -0000
last seen 2012-05-17 05:49:23 -0000
itsec.eicp.net. A 115.170.52.198

count 7
first seen 2012-10-06 06:00:04 -0000
last seen 2012-10-06 08:40:03 -0000
itsec.eicp.net. A 115.170.57.211

count 3
first seen 2012-07-03 05:00:01 -0000
last seen 2012-07-03 05:45:01 -0000
itsec.eicp.net. A 115.170.60.1

count 51
first seen 2012-04-11 13:46:41 -0000
last seen 2012-04-11 16:19:13 -0000
itsec.eicp.net. A 115.170.61.137

count 34
first seen 2012-05-09 10:10:56 -0000
last seen 2012-05-09 11:54:41 -0000
itsec.eicp.net. A 115.170.61.218

count 1
first seen 2011-10-17 21:37:17 -0000
last seen 2011-10-17 21:37:17 -0000
itsec.eicp.net. A 115.170.62.54

count 9
first seen 2012-11-01 15:40:07 -0000
last seen 2012-11-01 23:40:06 -0000
itsec.eicp.net. A 115.170.63.149

count 22
first seen 2012-07-09 14:14:59 -0000
last seen 2012-07-10 01:14:59 -0000
itsec.eicp.net. A 115.170.63.221

count 4
first seen 2012-05-13 07:49:17 -0000
last seen 2012-05-13 08:11:58 -0000
itsec.eicp.net. A 115.170.66.117
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count 4
first seen 2012-07-16 04:30:00 -0000
last seen 2012-07-16 06:44:58 -0000
itsec.eicp.net. A 115.170.67.98

count 5
first seen 2012-09-06 04:08:28 -0000
last seen 2012-09-06 05:00:09 -0000
itsec.eicp.net. A 115.170.67.116

count 63
first seen 2012-05-11 03:57:26 -0000
last seen 2012-05-11 15:31:09 -0000
itsec.eicp.net. A 115.170.68.177

count 17
first seen 2012-07-21 14:30:05 -0000
last seen 2012-07-22 03:00:06 -0000
itsec.eicp.net. A 115.170.69.142

count 624
first seen 2012-08-21 14:00:06 -0000
last seen 2012-08-22 06:20:06 -0000
itsec.eicp.net. A 115.170.69.155

count 11
first seen 2012-06-29 04:50:00 -0000
last seen 2012-06-29 17:19:59 -0000
itsec.eicp.net. A 115.170.70.102

count 13
first seen 2012-11-26 12:39:53 -0000
last seen 2012-11-26 22:59:53 -0000
itsec.eicp.net. A 115.170.96.32

count 1
first seen 2012-01-09 04:34:10 -0000
last seen 2012-01-09 04:34:10 -0000
itsec.eicp.net. A 115.170.96.119

count 247
first seen 2012-10-04 00:08:32 -0000
last seen 2012-10-04 07:40:04 -0000
itsec.eicp.net. A 115.170.97.50

count 11
first seen 2012-11-09 15:20:02 -0000
last seen 2012-11-09 21:40:01 -0000
itsec.eicp.net. A 115.170.97.137

count 16
first seen 2012-11-18 12:19:57 -0000
last seen 2012-11-18 23:19:57 -0000
itsec.eicp.net. A 115.170.97.141

count 20
first seen 2012-11-03 08:20:05 -0000
last seen 2012-11-04 01:20:05 -0000
itsec.eicp.net. A 115.170.97.235

count 37
first seen 2012-11-17 14:51:40 -0000
last seen 2012-11-18 11:19:58 -0000
itsec.eicp.net. A 115.170.99.40
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count 8
first seen 2012-09-18 04:18:57 -0000
last seen 2012-09-18 06:00:09 -0000
itsec.eicp.net. A 115.170.99.132

count 316
first seen 2012-10-16 18:51:32 -0000
last seen 2012-10-16 23:47:57 -0000
itsec.eicp.net. A 115.170.99.217

count 3
first seen 2012-02-29 03:49:49 -0000
last seen 2012-02-29 07:49:49 -0000
itsec.eicp.net. A 115.170.100.226

count 457
first seen 2012-09-30 08:20:05 -0000
last seen 2012-10-01 11:00:04 -0000
itsec.eicp.net. A 115.170.102.87

count 3
first seen 2012-09-21 05:20:07 -0000
last seen 2012-09-21 06:40:08 -0000
itsec.eicp.net. A 115.170.102.194

count 1
first seen 2011-12-25 06:33:22 -0000
last seen 2011-12-25 06:33:22 -0000
itsec.eicp.net. A 115.170.102.206

count 225
first seen 2012-09-22 14:29:13 -0000
last seen 2012-09-23 01:25:41 -0000
itsec.eicp.net. A 115.170.103.21

count 3
first seen 2012-09-28 12:40:06 -0000
last seen 2012-09-28 14:20:06 -0000
itsec.eicp.net. A 115.170.103.64

count 1
first seen 2011-11-14 04:33:35 -0000
last seen 2011-11-14 04:33:35 -0000
itsec.eicp.net. A 115.170.103.103

count 2
first seen 2012-09-27 05:20:06 -0000
last seen 2012-09-27 05:40:06 -0000
itsec.eicp.net. A 115.170.104.14

count 543
first seen 2012-10-04 08:00:04 -0000
last seen 2012-10-04 23:24:53 -0000
itsec.eicp.net. A 115.170.105.79

count 65
first seen 2012-10-25 17:00:09 -0000
last seen 2012-10-25 19:46:28 -0000
itsec.eicp.net. A 115.170.105.173

count 77
first seen 2012-12-01 14:00:20 -0000
last seen 2012-12-02 23:00:20 -0000
itsec.eicp.net. A 115.170.105.238
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count 15
first seen 2012-11-22 10:59:56 -0000
last seen 2012-11-22 23:19:55 -0000
itsec.eicp.net. A 115.170.106.113

count 268
first seen 2012-10-04 23:25:26 -0000
last seen 2012-10-06 04:54:53 -0000
itsec.eicp.net. A 115.170.106.227

count 15
first seen 2012-08-01 08:40:01 -0000
last seen 2012-08-01 23:00:01 -0000
itsec.eicp.net. A 115.170.107.36

count 1
first seen 2011-09-01 21:32:44 -0000
last seen 2011-09-01 21:32:44 -0000
itsec.eicp.net. A 115.170.107.103

count 1
first seen 2012-09-26 14:00:07 -0000
last seen 2012-09-26 14:00:07 -0000
itsec.eicp.net. A 115.170.108.94

count 17
first seen 2012-12-04 14:00:20 -0000
last seen 2012-12-04 23:40:20 -0000
itsec.eicp.net. A 115.170.109.87

count 30
first seen 2012-07-08 12:15:00 -0000
last seen 2012-07-09 02:14:59 -0000
itsec.eicp.net. A 115.170.110.15

count 18
first seen 2012-07-28 08:00:04 -0000
last seen 2012-07-29 00:00:02 -0000
itsec.eicp.net. A 115.170.110.230

count 116
first seen 2012-03-27 14:57:51 -0000
last seen 2012-03-27 23:27:01 -0000
itsec.eicp.net. A 115.170.112.223

count 1
first seen 2012-01-15 18:33:01 -0000
last seen 2012-01-15 18:33:01 -0000
itsec.eicp.net. A 115.170.113.118

count 163
first seen 2012-10-12 23:39:37 -0000
last seen 2012-10-13 11:00:16 -0000
itsec.eicp.net. A 115.170.114.6

count 3
first seen 2012-10-09 01:40:31 -0000
last seen 2012-10-09 01:41:16 -0000
itsec.eicp.net. A 115.170.114.17

count 30
first seen 2012-05-14 11:08:56 -0000
last seen 2012-05-14 15:36:08 -0000
itsec.eicp.net. A 115.170.114.108
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count 102
first seen 2012-04-13 11:28:25 -0000
last seen 2012-04-13 16:51:11 -0000
itsec.eicp.net. A 115.170.115.199

count 106
first seen 2012-04-16 10:32:47 -0000
last seen 2012-04-16 15:16:54 -0000
itsec.eicp.net. A 115.170.117.59

count 5
first seen 2012-05-13 15:45:51 -0000
last seen 2012-05-13 15:53:24 -0000
itsec.eicp.net. A 115.170.118.48

count 0
first seen 2011-12-12 16:31:31 -0000
last seen 2011-12-12 16:31:31 -0000
itsec.eicp.net. A 115.170.120.127

count 4
first seen 2012-07-18 14:30:06 -0000
last seen 2012-07-18 16:00:06 -0000
itsec.eicp.net. A 115.170.122.87

count 5
first seen 2012-10-12 04:04:33 -0000
last seen 2012-10-12 08:40:15 -0000
itsec.eicp.net. A 115.170.124.23

count 6
first seen 2012-08-23 05:20:06 -0000
last seen 2012-08-23 08:20:09 -0000
itsec.eicp.net. A 115.170.125.97

count 2063
first seen 2012-08-23 09:20:06 -0000
last seen 2012-08-27 00:12:31 -0000
itsec.eicp.net. A 115.170.126.173

count 3
first seen 2012-05-23 04:15:56 -0000
last seen 2012-05-23 05:49:21 -0000
itsec.eicp.net. A 115.170.128.43

count 2
first seen 2012-07-20 04:30:06 -0000
last seen 2012-07-20 06:00:06 -0000
itsec.eicp.net. A 115.170.128.72

count 19
first seen 2012-11-02 04:20:07 -0000
last seen 2012-11-02 18:00:13 -0000
itsec.eicp.net. A 115.170.128.140

count 2
first seen 2012-09-20 04:19:43 -0000
last seen 2012-09-20 04:40:08 -0000
itsec.eicp.net. A 115.170.129.116

count 8
first seen 2012-05-19 11:49:24 -0000
last seen 2012-05-19 16:11:29 -0000
itsec.eicp.net. A 115.170.129.176
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count 380
first seen 2012-06-01 04:49:15 -0000
last seen 2012-06-02 00:45:26 -0000
itsec.eicp.net. A 115.170.129.181

count 1
first seen 2011-08-23 14:35:18 -0000
last seen 2011-08-23 14:35:18 -0000
itsec.eicp.net. A 115.170.129.183

count 16
first seen 2012-11-04 13:20:05 -0000
last seen 2012-11-04 23:20:06 -0000
itsec.eicp.net. A 115.170.130.74

count 1
first seen 2012-05-22 14:19:20 -0000
last seen 2012-05-22 14:19:20 -0000
itsec.eicp.net. A 115.170.131.4

count 108
first seen 2012-09-19 12:40:09 -0000
last seen 2012-09-20 00:07:44 -0000
itsec.eicp.net. A 115.170.131.191

count 7
first seen 2012-05-23 15:49:23 -0000
last seen 2012-05-23 21:49:18 -0000
itsec.eicp.net. A 115.170.132.122

count 12
first seen 2012-06-19 04:23:58 -0000
last seen 2012-06-19 04:50:04 -0000
itsec.eicp.net. A 115.170.132.123

count 6
first seen 2012-10-14 05:49:38 -0000
last seen 2012-10-14 09:40:14 -0000
itsec.eicp.net. A 115.170.133.151

count 2
first seen 2012-02-04 00:35:03 -0000
last seen 2012-02-04 02:34:21 -0000
itsec.eicp.net. A 115.170.133.165

count 12
first seen 2012-03-02 15:38:25 -0000
last seen 2012-03-02 16:51:22 -0000
itsec.eicp.net. A 115.170.133.245

count 70
first seen 2012-10-07 00:04:14 -0000
last seen 2012-10-07 06:40:03 -0000
itsec.eicp.net. A 115.170.134.107

count 7
first seen 2012-11-06 09:20:03 -0000
last seen 2012-11-06 13:00:07 -0000
itsec.eicp.net. A 115.170.134.136

count 8
first seen 2012-07-10 04:45:00 -0000
last seen 2012-07-10 07:45:00 -0000
itsec.eicp.net. A 115.170.134.225
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count 2
first seen 2012-04-24 14:45:39 -0000
last seen 2012-04-24 14:56:05 -0000
itsec.eicp.net. A 115.170.135.90

count 196
first seen 2012-06-16 01:14:30 -0000
last seen 2012-06-16 08:50:05 -0000
itsec.eicp.net. A 115.170.136.213

count 16
first seen 2012-11-10 11:00:01 -0000
last seen 2012-11-10 23:00:00 -0000
itsec.eicp.net. A 115.170.137.130

count 51
first seen 2012-05-04 15:11:02 -0000
last seen 2012-05-04 18:18:19 -0000
itsec.eicp.net. A 115.170.138.16

count 470
first seen 2012-06-22 01:49:51 -0000
last seen 2012-06-22 13:54:33 -0000
itsec.eicp.net. A 115.170.138.132

count 1
first seen 2012-06-27 04:50:02 -0000
last seen 2012-06-27 04:50:02 -0000
itsec.eicp.net. A 115.170.139.90

count 1
first seen 2012-06-28 06:20:01 -0000
last seen 2012-06-28 06:20:01 -0000
itsec.eicp.net. A 115.170.140.232

count 105
first seen 2012-05-24 18:49:19 -0000
last seen 2012-05-25 00:28:11 -0000
itsec.eicp.net. A 115.170.142.183

count 204
first seen 2012-06-02 00:46:39 -0000
last seen 2012-06-03 06:19:13 -0000
itsec.eicp.net. A 115.170.146.231

count 9
first seen 2012-06-21 04:06:20 -0000
last seen 2012-06-21 05:50:02 -0000
itsec.eicp.net. A 115.170.146.253

count 17
first seen 2012-06-22 13:55:37 -0000
last seen 2012-06-22 16:13:33 -0000
itsec.eicp.net. A 115.170.153.134

count 1
first seen 2012-06-25 04:20:03 -0000
last seen 2012-06-25 04:20:03 -0000
itsec.eicp.net. A 115.170.153.135

count 54
first seen 2012-03-06 16:49:44 -0000
last seen 2012-03-06 23:20:30 -0000
itsec.eicp.net. A 115.170.157.205
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count 17
first seen 2012-09-21 23:51:18 -0000
last seen 2012-09-22 13:00:08 -0000
itsec.eicp.net. A 115.170.162.122

count 13
first seen 2012-06-25 11:50:02 -0000
last seen 2012-06-25 23:20:02 -0000
itsec.eicp.net. A 115.170.163.131

count 2
first seen 2012-06-26 04:50:02 -0000
last seen 2012-06-26 05:20:04 -0000
itsec.eicp.net. A 115.170.163.155

count 165
first seen 2012-08-31 11:00:03 -0000
last seen 2012-08-31 21:26:31 -0000
itsec.eicp.net. A 115.170.166.32

count 12
first seen 2012-07-07 07:45:00 -0000
last seen 2012-07-07 12:29:59 -0000
itsec.eicp.net. A 115.170.166.132

count 1
first seen 2012-07-09 04:14:59 -0000
last seen 2012-07-09 04:14:59 -0000
itsec.eicp.net. A 115.170.166.133

count 1
first seen 2011-09-19 15:58:28 -0000
last seen 2011-09-19 15:58:28 -0000
itsec.eicp.net. A 115.170.168.33

count 39
first seen 2012-05-10 04:17:06 -0000
last seen 2012-05-10 06:11:55 -0000
itsec.eicp.net. A 115.170.170.122

count 26
first seen 2012-07-05 10:45:00 -0000
last seen 2012-07-06 02:15:00 -0000
itsec.eicp.net. A 115.170.171.171

count 2
first seen 2012-05-22 04:49:20 -0000
last seen 2012-05-22 05:19:21 -0000
itsec.eicp.net. A 115.170.172.161

count 8
first seen 2012-05-01 06:19:38 -0000
last seen 2012-05-01 12:49:38 -0000
itsec.eicp.net. A 115.170.173.8

count 1
first seen 2012-07-07 00:45:00 -0000
last seen 2012-07-07 00:45:00 -0000
itsec.eicp.net. A 115.170.173.42

count 18
first seen 2012-11-06 13:40:04 -0000
last seen 2012-11-06 23:40:03 -0000
itsec.eicp.net. A 115.170.173.75
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count 60
first seen 2012-09-08 00:00:08 -0000
last seen 2012-09-08 14:14:33 -0000
itsec.eicp.net. A 115.170.174.85

count 14
first seen 2012-11-25 13:39:54 -0000
last seen 2012-11-25 23:39:54 -0000
itsec.eicp.net. A 115.170.174.246

count 2
first seen 2012-04-29 02:09:53 -0000
last seen 2012-04-29 02:49:35 -0000
itsec.eicp.net. A 115.170.175.206

count 6
first seen 2012-11-14 12:39:59 -0000
last seen 2012-11-14 16:19:59 -0000
itsec.eicp.net. A 115.170.176.233

count 39
first seen 2012-11-24 03:59:55 -0000
last seen 2012-11-25 09:39:54 -0000
itsec.eicp.net. A 115.170.177.113

count 2
first seen 2012-09-28 04:22:53 -0000
last seen 2012-09-28 04:23:53 -0000
itsec.eicp.net. A 115.170.177.198

count 1
first seen 2012-07-27 05:40:03 -0000
last seen 2012-07-27 05:40:03 -0000
itsec.eicp.net. A 115.170.183.100

count 3
first seen 2012-07-26 04:40:03 -0000
last seen 2012-07-26 06:20:03 -0000
itsec.eicp.net. A 115.170.185.163

count 3
first seen 2012-09-05 13:00:10 -0000
last seen 2012-09-05 14:40:10 -0000
itsec.eicp.net. A 115.170.187.43

count 322
first seen 2012-09-07 04:33:24 -0000
last seen 2012-09-07 23:30:01 -0000
itsec.eicp.net. A 115.170.188.46

count 2
first seen 2012-07-12 04:44:59 -0000
last seen 2012-07-12 05:14:58 -0000
itsec.eicp.net. A 115.170.188.77

count 21
first seen 2012-05-06 03:49:35 -0000
last seen 2012-05-06 15:19:35 -0000
itsec.eicp.net. A 115.170.189.57

count 21
first seen 2012-05-02 14:35:48 -0000
last seen 2012-05-02 15:41:43 -0000
itsec.eicp.net. A 115.170.191.71



52/81

count 13
first seen 2012-07-25 11:40:03 -0000
last seen 2012-07-25 23:40:03 -0000
itsec.eicp.net. A 115.170.191.95

count 1
first seen 2012-04-29 14:49:34 -0000
last seen 2012-04-29 14:49:34 -0000
itsec.eicp.net. A 115.170.194.66

count 29
first seen 2012-04-05 14:01:21 -0000
last seen 2012-04-05 15:29:45 -0000
itsec.eicp.net. A 115.170.194.179

count 361
first seen 2012-10-13 11:20:14 -0000
last seen 2012-10-13 20:09:55 -0000
itsec.eicp.net. A 115.170.195.248

count 6
first seen 2012-07-05 04:15:00 -0000
last seen 2012-07-05 06:15:00 -0000
itsec.eicp.net. A 115.170.197.19

count 13
first seen 2012-07-20 10:30:06 -0000
last seen 2012-07-21 00:00:06 -0000
itsec.eicp.net. A 115.170.197.38

count 59
first seen 2012-10-17 10:27:47 -0000
last seen 2012-10-17 16:46:18 -0000
itsec.eicp.net. A 115.170.197.82

count 18
first seen 2012-05-14 04:13:01 -0000
last seen 2012-05-14 05:44:50 -0000
itsec.eicp.net. A 115.170.199.39

count 13
first seen 2012-08-04 05:39:59 -0000
last seen 2012-08-04 14:19:59 -0000
itsec.eicp.net. A 115.170.200.88

count 1
first seen 2012-08-30 16:28:22 -0000
last seen 2012-08-30 16:28:22 -0000
itsec.eicp.net. A 115.170.202.130

count 1
first seen 2012-01-29 02:34:32 -0000
last seen 2012-01-29 02:34:32 -0000
itsec.eicp.net. A 115.170.203.242

count 10
first seen 2012-09-14 04:20:10 -0000
last seen 2012-09-14 13:00:10 -0000
itsec.eicp.net. A 115.170.204.136

count 6
first seen 2012-07-11 10:59:59 -0000
last seen 2012-07-11 13:14:59 -0000
itsec.eicp.net. A 115.170.205.46



53/81

count 7
first seen 2012-05-05 01:49:36 -0000
last seen 2012-05-05 08:19:36 -0000
itsec.eicp.net. A 115.170.206.142

count 93
first seen 2012-03-26 14:49:55 -0000
last seen 2012-03-27 01:01:52 -0000
itsec.eicp.net. A 115.170.209.192

count 114
first seen 2012-10-26 23:01:38 -0000
last seen 2012-10-27 00:53:45 -0000
itsec.eicp.net. A 115.170.209.203

count 1
first seen 2012-02-01 04:50:49 -0000
last seen 2012-02-01 04:50:49 -0000
itsec.eicp.net. A 115.170.210.246

count 2
first seen 2012-09-01 09:00:02 -0000
last seen 2012-09-01 12:20:02 -0000
itsec.eicp.net. A 115.170.211.51

count 1476
first seen 2012-09-14 23:30:11 -0000
last seen 2012-09-16 23:59:25 -0000
itsec.eicp.net. A 115.170.211.134

count 2
first seen 2012-07-11 05:29:59 -0000
last seen 2012-07-11 06:44:59 -0000
itsec.eicp.net. A 115.170.212.68

count 4
first seen 2012-07-21 11:30:06 -0000
last seen 2012-07-21 13:30:05 -0000
itsec.eicp.net. A 115.170.212.70

count 238
first seen 2012-08-23 01:18:55 -0000
last seen 2012-08-23 04:49:44 -0000
itsec.eicp.net. A 115.170.212.86

count 16
first seen 2012-11-29 15:19:53 -0000
last seen 2012-11-30 01:59:52 -0000
itsec.eicp.net. A 115.170.212.115

count 1
first seen 2012-02-04 08:48:54 -0000
last seen 2012-02-04 08:48:54 -0000
itsec.eicp.net. A 115.170.212.157

count 65
first seen 2012-04-04 14:21:15 -0000
last seen 2012-04-04 21:09:00 -0000
itsec.eicp.net. A 115.170.215.138

count 350
first seen 2012-10-24 12:20:10 -0000
last seen 2012-10-25 02:41:44 -0000
itsec.eicp.net. A 115.170.217.225



54/81

count 29
first seen 2012-10-26 18:20:08 -0000
last seen 2012-10-26 19:37:15 -0000
itsec.eicp.net. A 115.170.219.89

count 17
first seen 2012-07-02 11:00:02 -0000
last seen 2012-07-02 18:15:01 -0000
itsec.eicp.net. A 115.170.219.235

count 3
first seen 2012-10-03 11:40:04 -0000
last seen 2012-10-03 13:40:04 -0000
itsec.eicp.net. A 115.170.221.125

count 1
first seen 2011-08-25 04:35:29 -0000
last seen 2011-08-25 04:35:29 -0000
itsec.eicp.net. A 115.170.231.191

count 46
first seen 2012-05-09 14:33:03 -0000
last seen 2012-05-09 16:33:13 -0000
itsec.eicp.net. A 115.170.236.178

count 1
first seen 2012-04-30 02:19:41 -0000
last seen 2012-04-30 02:19:41 -0000
itsec.eicp.net. A 115.170.237.235

count 31
first seen 2012-04-11 04:32:02 -0000
last seen 2012-04-11 06:05:00 -0000
itsec.eicp.net. A 115.170.238.56

count 151
first seen 2012-03-10 15:52:54 -0000
last seen 2012-03-12 01:29:13 -0000
itsec.eicp.net. A 115.171.4.134

count 44
first seen 2012-04-20 13:58:49 -0000
last seen 2012-04-20 15:19:12 -0000
itsec.eicp.net. A 115.171.4.239

count 63
first seen 2012-04-09 11:21:31 -0000
last seen 2012-04-09 14:56:01 -0000
itsec.eicp.net. A 115.171.5.76

count 160
first seen 2012-03-28 04:29:32 -0000
last seen 2012-03-28 11:51:35 -0000
itsec.eicp.net. A 115.171.10.216

count 8
first seen 2012-03-01 17:49:47 -0000
last seen 2012-03-02 01:19:47 -0000
itsec.eicp.net. A 115.171.15.22

count 5
first seen 2012-02-27 18:19:50 -0000
last seen 2012-02-27 22:49:49 -0000
itsec.eicp.net. A 115.171.15.58



55/81

count 10
first seen 2012-02-29 17:19:47 -0000
last seen 2012-03-01 02:19:49 -0000
itsec.eicp.net. A 115.171.17.183

count 1
first seen 2011-08-28 09:30:45 -0000
last seen 2011-08-28 09:30:45 -0000
itsec.eicp.net. A 115.171.18.98

count 56
first seen 2012-03-28 13:58:12 -0000
last seen 2012-03-28 22:19:53 -0000
itsec.eicp.net. A 115.171.34.145

count 4
first seen 2012-03-13 16:04:13 -0000
last seen 2012-03-13 16:24:48 -0000
itsec.eicp.net. A 115.171.37.32

count 202
first seen 2012-04-17 15:11:11 -0000
last seen 2012-04-18 00:49:43 -0000
itsec.eicp.net. A 115.171.37.160

count 421
first seen 2012-04-01 13:28:25 -0000
last seen 2012-04-02 13:53:19 -0000
itsec.eicp.net. A 115.171.38.40

count 417
first seen 2012-04-06 04:32:58 -0000
last seen 2012-04-07 08:26:20 -0000
itsec.eicp.net. A 115.171.40.114

count 1
first seen 2012-01-18 10:34:52 -0000
last seen 2012-01-18 10:34:52 -0000
itsec.eicp.net. A 115.171.41.235

count 170
first seen 2012-03-17 13:27:57 -0000
last seen 2012-03-19 01:50:00 -0000
itsec.eicp.net. A 115.171.45.117

count 165
first seen 2012-04-10 13:56:18 -0000
last seen 2012-04-11 00:18:44 -0000
itsec.eicp.net. A 115.171.46.36

count 33
first seen 2012-04-16 04:24:33 -0000
last seen 2012-04-16 06:02:55 -0000
itsec.eicp.net. A 115.171.47.8

count 1
first seen 2012-05-03 04:49:37 -0000
last seen 2012-05-03 04:49:37 -0000
itsec.eicp.net. A 115.171.47.154

count 274
first seen 2012-04-12 04:24:01 -0000
last seen 2012-04-12 16:25:03 -0000
itsec.eicp.net. A 115.171.49.46



56/81

count 1
first seen 2011-10-25 05:34:55 -0000
last seen 2011-10-25 05:34:55 -0000
itsec.eicp.net. A 115.171.51.175

count 2
first seen 2012-01-06 00:33:42 -0000
last seen 2012-01-06 04:54:23 -0000
itsec.eicp.net. A 115.171.61.159

count 1
first seen 2011-08-24 12:34:23 -0000
last seen 2011-08-24 12:34:23 -0000
itsec.eicp.net. A 115.171.100.183

count 17
first seen 2012-04-25 13:29:17 -0000
last seen 2012-04-25 15:08:09 -0000
itsec.eicp.net. A 115.171.112.80

count 2
first seen 2012-02-15 14:39:28 -0000
last seen 2012-02-15 22:35:13 -0000
itsec.eicp.net. A 115.171.114.160

count 126
first seen 2012-05-10 14:11:59 -0000
last seen 2012-05-10 23:49:32 -0000
itsec.eicp.net. A 115.171.116.27

count 1
first seen 2012-01-01 12:46:09 -0000
last seen 2012-01-01 12:46:09 -0000
itsec.eicp.net. A 115.171.118.227

count 34
first seen 2012-02-25 19:19:53 -0000
last seen 2012-02-27 02:19:52 -0000
itsec.eicp.net. A 115.171.119.50

count 21
first seen 2012-03-16 14:05:50 -0000
last seen 2012-03-16 16:25:27 -0000
itsec.eicp.net. A 115.171.121.27

count 51
first seen 2012-04-20 04:20:46 -0000
last seen 2012-04-20 06:11:42 -0000
itsec.eicp.net. A 115.171.124.245

count 51
first seen 2012-04-17 04:22:55 -0000
last seen 2012-04-17 06:04:51 -0000
itsec.eicp.net. A 115.171.127.215

count 5
first seen 2012-03-22 16:00:36 -0000
last seen 2012-03-22 16:35:24 -0000
itsec.eicp.net. A 115.171.128.17

count 1
first seen 2011-09-05 04:36:11 -0000
last seen 2011-09-05 04:36:11 -0000
itsec.eicp.net. A 115.171.132.26



57/81

count 4
first seen 2012-02-18 06:40:54 -0000
last seen 2012-02-18 16:34:15 -0000
itsec.eicp.net. A 115.171.132.46

count 6
first seen 2012-01-21 04:33:13 -0000
last seen 2012-01-21 07:58:11 -0000
itsec.eicp.net. A 115.171.135.11

count 1
first seen 2011-10-11 12:15:43 -0000
last seen 2011-10-11 12:15:43 -0000
itsec.eicp.net. A 115.171.138.110

count 9
first seen 2012-03-12 16:12:28 -0000
last seen 2012-03-12 17:11:57 -0000
itsec.eicp.net. A 115.171.139.104

count 1
first seen 2011-08-19 04:17:00 -0000
last seen 2011-08-19 04:17:00 -0000
itsec.eicp.net. A 115.171.141.206

count 190
first seen 2012-04-03 14:08:15 -0000
last seen 2012-04-04 01:47:55 -0000
itsec.eicp.net. A 115.171.143.109

count 5
first seen 2010-12-01 15:20:29 -0000
last seen 2010-12-01 15:36:54 -0000
itsec.eicp.net. A 116.69.44.161

count 4
first seen 2010-12-02 05:41:35 -0000
last seen 2010-12-02 05:58:30 -0000
itsec.eicp.net. A 116.69.194.241

count 131
first seen 2010-12-02 07:37:35 -0000
last seen 2012-10-23 08:20:10 -0000
itsec.eicp.net. A 120.50.35.60

count 18
first seen 2012-03-27 08:45:05 -0000
last seen 2012-04-18 09:44:26 -0000
itsec.eicp.net. A 122.147.136.56

count 30
first seen 2012-03-02 01:49:47 -0000
last seen 2012-03-02 15:05:01 -0000
itsec.eicp.net. A 123.117.16.92

count 16
first seen 2012-03-27 23:59:35 -0000
last seen 2012-03-28 00:28:31 -0000
itsec.eicp.net. A 123.117.16.231

count 20
first seen 2012-03-27 06:26:59 -0000
last seen 2012-03-27 08:25:18 -0000
itsec.eicp.net. A 123.117.19.168



58/81

count 42
first seen 2012-03-23 15:00:45 -0000
last seen 2012-03-23 18:01:57 -0000
itsec.eicp.net. A 123.117.20.202

count 10
first seen 2012-02-24 04:43:32 -0000
last seen 2012-02-24 11:19:52 -0000
itsec.eicp.net. A 123.117.22.18

count 43
first seen 2012-10-25 23:51:08 -0000
last seen 2012-10-26 00:30:12 -0000
itsec.eicp.net. A 123.120.96.128

count 4
first seen 2012-07-26 07:00:03 -0000
last seen 2012-07-26 10:20:04 -0000
itsec.eicp.net. A 123.120.96.150

count 78
first seen 2012-05-25 00:29:26 -0000
last seen 2012-05-25 04:19:17 -0000
itsec.eicp.net. A 123.120.96.159

count 3
first seen 2012-11-23 01:19:55 -0000
last seen 2012-11-23 02:59:55 -0000
itsec.eicp.net. A 123.120.96.235

count 26
first seen 2012-04-19 00:18:16 -0000
last seen 2012-04-19 03:22:14 -0000
itsec.eicp.net. A 123.120.97.27

count 136
first seen 2012-09-26 03:03:29 -0000
last seen 2012-09-26 06:20:06 -0000
itsec.eicp.net. A 123.120.97.101

count 405
first seen 2012-06-07 07:49:10 -0000
last seen 2012-06-08 03:22:56 -0000
itsec.eicp.net. A 123.120.97.156

count 12
first seen 2012-04-12 01:06:41 -0000
last seen 2012-04-12 01:48:41 -0000
itsec.eicp.net. A 123.120.97.193

count 341
first seen 2012-10-10 18:38:52 -0000
last seen 2012-10-10 23:44:29 -0000
itsec.eicp.net. A 123.120.98.22

count 1
first seen 2012-05-31 06:49:15 -0000
last seen 2012-05-31 06:49:15 -0000
itsec.eicp.net. A 123.120.98.116

count 219
first seen 2012-09-13 00:52:22 -0000
last seen 2012-09-13 04:13:08 -0000
itsec.eicp.net. A 123.120.98.161



59/81

count 164
first seen 2012-06-18 00:19:40 -0000
last seen 2012-06-18 06:11:04 -0000
itsec.eicp.net. A 123.120.99.30

count 2
first seen 2012-09-02 23:44:23 -0000
last seen 2012-09-03 01:07:04 -0000
itsec.eicp.net. A 123.120.99.39

count 4
first seen 2012-12-05 01:00:19 -0000
last seen 2012-12-05 02:40:19 -0000
itsec.eicp.net. A 123.120.99.74

count 42
first seen 2012-09-16 23:59:53 -0000
last seen 2012-09-17 04:17:23 -0000
itsec.eicp.net. A 123.120.99.86

count 1
first seen 2012-08-27 00:20:04 -0000
last seen 2012-08-27 00:20:04 -0000
itsec.eicp.net. A 123.120.99.110

count 1
first seen 2012-05-29 06:49:18 -0000
last seen 2012-05-29 06:49:18 -0000
itsec.eicp.net. A 123.120.99.151

count 56
first seen 2012-04-19 23:46:33 -0000
last seen 2012-04-20 03:36:24 -0000
itsec.eicp.net. A 123.120.99.159

count 2
first seen 2012-07-13 00:14:58 -0000
last seen 2012-07-13 00:29:57 -0000
itsec.eicp.net. A 123.120.99.190

count 17
first seen 2012-08-29 23:49:04 -0000
last seen 2012-08-30 09:40:03 -0000
itsec.eicp.net. A 123.120.100.41

count 17
first seen 2012-09-26 23:41:23 -0000
last seen 2012-09-27 03:52:35 -0000
itsec.eicp.net. A 123.120.100.90

count 42
first seen 2012-10-16 23:49:02 -0000
last seen 2012-10-17 10:26:46 -0000
itsec.eicp.net. A 123.120.100.101

count 42
first seen 2012-04-20 06:49:48 -0000
last seen 2012-04-20 08:44:04 -0000
itsec.eicp.net. A 123.120.100.205

count 8
first seen 2012-09-18 00:34:23 -0000
last seen 2012-09-18 03:43:33 -0000
itsec.eicp.net. A 123.120.101.23



60/81

count 9
first seen 2012-07-24 07:20:04 -0000
last seen 2012-07-24 15:20:04 -0000
itsec.eicp.net. A 123.120.101.94

count 29
first seen 2012-05-07 23:47:17 -0000
last seen 2012-05-08 03:49:34 -0000
itsec.eicp.net. A 123.120.101.100

count 1
first seen 2012-10-30 08:40:07 -0000
last seen 2012-10-30 08:40:07 -0000
itsec.eicp.net. A 123.120.101.162

count 11
first seen 2012-07-02 00:09:49 -0000
last seen 2012-07-02 03:30:05 -0000
itsec.eicp.net. A 123.120.101.189

count 17
first seen 2012-10-23 23:59:06 -0000
last seen 2012-10-24 09:47:21 -0000
itsec.eicp.net. A 123.120.101.204

count 1
first seen 2012-07-11 02:14:59 -0000
last seen 2012-07-11 02:14:59 -0000
itsec.eicp.net. A 123.120.102.25

count 1
first seen 2011-10-10 06:09:30 -0000
last seen 2011-10-10 06:09:30 -0000
itsec.eicp.net. A 123.120.102.114

count 5
first seen 2012-05-30 06:19:15 -0000
last seen 2012-05-30 13:19:18 -0000
itsec.eicp.net. A 123.120.102.160

count 2
first seen 2012-05-09 01:04:11 -0000
last seen 2012-05-09 01:16:46 -0000
itsec.eicp.net. A 123.120.102.212

count 1
first seen 2012-12-04 03:40:20 -0000
last seen 2012-12-04 03:40:20 -0000
itsec.eicp.net. A 123.120.102.252

count 2
first seen 2012-11-07 23:40:04 -0000
last seen 2012-11-08 02:00:02 -0000
itsec.eicp.net. A 123.120.103.6

count 5
first seen 2012-07-25 00:20:04 -0000
last seen 2012-07-25 04:00:03 -0000
itsec.eicp.net. A 123.120.103.8

count 15
first seen 2012-09-04 00:18:43 -0000
last seen 2012-09-04 00:32:12 -0000
itsec.eicp.net. A 123.120.103.50



61/81

count 1
first seen 2012-07-20 07:00:06 -0000
last seen 2012-07-20 07:00:06 -0000
itsec.eicp.net. A 123.120.103.147

count 2
first seen 2012-06-01 01:53:59 -0000
last seen 2012-06-01 02:49:14 -0000
itsec.eicp.net. A 123.120.103.242

count 3
first seen 2012-07-06 12:45:00 -0000
last seen 2012-07-06 14:15:00 -0000
itsec.eicp.net. A 123.120.104.16

count 5
first seen 2012-07-03 06:45:01 -0000
last seen 2012-07-03 09:30:01 -0000
itsec.eicp.net. A 123.120.104.49

count 13
first seen 2012-11-08 03:00:02 -0000
last seen 2012-11-08 11:00:03 -0000
itsec.eicp.net. A 123.120.104.77

count 2
first seen 2012-07-26 01:20:03 -0000
last seen 2012-07-26 03:00:03 -0000
itsec.eicp.net. A 123.120.104.93

count 1
first seen 2012-01-25 04:33:52 -0000
last seen 2012-01-25 04:33:52 -0000
itsec.eicp.net. A 123.120.105.159

count 5
first seen 2012-07-12 06:44:59 -0000
last seen 2012-07-12 09:29:59 -0000
itsec.eicp.net. A 123.120.106.70

count 3
first seen 2012-11-06 01:40:03 -0000
last seen 2012-11-06 03:40:05 -0000
itsec.eicp.net. A 123.120.106.92

count 32
first seen 2012-05-17 23:44:22 -0000
last seen 2012-05-18 03:42:27 -0000
itsec.eicp.net. A 123.120.106.139

count 40
first seen 2012-05-11 00:10:12 -0000
last seen 2012-05-14 10:04:49 -0000
itsec.eicp.net. A 123.120.106.234

count 1
first seen 2012-05-03 03:19:38 -0000
last seen 2012-05-03 03:19:38 -0000
itsec.eicp.net. A 123.120.107.6

count 3
first seen 2012-09-24 02:37:53 -0000
last seen 2012-09-24 02:40:06 -0000
itsec.eicp.net. A 123.120.107.63



62/81

count 51
first seen 2012-04-10 06:18:58 -0000
last seen 2012-04-10 09:54:24 -0000
itsec.eicp.net. A 123.120.107.82

count 30
first seen 2012-09-07 03:02:48 -0000
last seen 2012-09-07 04:29:57 -0000
itsec.eicp.net. A 123.120.107.130

count 5
first seen 2012-07-03 00:30:02 -0000
last seen 2012-07-03 03:15:01 -0000
itsec.eicp.net. A 123.120.107.173

count 41
first seen 2012-08-31 00:00:03 -0000
last seen 2012-08-31 00:44:18 -0000
itsec.eicp.net. A 123.120.107.211

count 29
first seen 2012-10-29 00:00:07 -0000
last seen 2012-10-29 23:20:07 -0000
itsec.eicp.net. A 123.120.108.2

count 3
first seen 2012-04-17 06:41:26 -0000
last seen 2012-04-17 06:43:28 -0000
itsec.eicp.net. A 123.120.108.46

count 10
first seen 2012-07-31 01:20:01 -0000
last seen 2012-07-31 06:20:01 -0000
itsec.eicp.net. A 123.120.108.71

count 3
first seen 2012-06-25 07:20:02 -0000
last seen 2012-06-25 08:20:02 -0000
itsec.eicp.net. A 123.120.108.75

count 4
first seen 2012-09-28 08:20:06 -0000
last seen 2012-09-28 12:20:06 -0000
itsec.eicp.net. A 123.120.108.98

count 162
first seen 2012-06-05 23:34:12 -0000
last seen 2012-06-06 08:49:11 -0000
itsec.eicp.net. A 123.120.108.147

count 2
first seen 2012-05-28 07:19:16 -0000
last seen 2012-05-28 08:49:16 -0000
itsec.eicp.net. A 123.120.108.176

count 51
first seen 2012-05-23 23:54:19 -0000
last seen 2012-05-24 04:20:30 -0000
itsec.eicp.net. A 123.120.108.180

count 74
first seen 2012-10-09 23:31:16 -0000
last seen 2012-10-10 04:45:37 -0000
itsec.eicp.net. A 123.120.108.212
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count 2
first seen 2012-08-31 08:20:02 -0000
last seen 2012-08-31 10:00:03 -0000
itsec.eicp.net. A 123.120.108.245

count 43
first seen 2012-10-10 23:45:30 -0000
last seen 2012-10-11 00:45:40 -0000
itsec.eicp.net. A 123.120.109.88

count 13
first seen 2012-07-06 06:15:00 -0000
last seen 2012-07-06 12:00:00 -0000
itsec.eicp.net. A 123.120.109.150

count 2
first seen 2012-06-27 07:20:01 -0000
last seen 2012-06-27 09:20:01 -0000
itsec.eicp.net. A 123.120.109.158

count 5
first seen 2012-09-05 02:47:12 -0000
last seen 2012-09-05 04:00:10 -0000
itsec.eicp.net. A 123.120.110.4

count 3
first seen 2012-12-04 00:54:51 -0000
last seen 2012-12-04 01:40:20 -0000
itsec.eicp.net. A 123.120.110.25

count 1
first seen 2012-05-17 06:49:24 -0000
last seen 2012-05-17 06:49:24 -0000
itsec.eicp.net. A 123.120.110.49

count 2
first seen 2012-09-17 23:45:23 -0000
last seen 2012-09-17 23:54:30 -0000
itsec.eicp.net. A 123.120.110.52

count 1
first seen 2012-08-31 07:00:03 -0000
last seen 2012-08-31 07:00:03 -0000
itsec.eicp.net. A 123.120.110.78

count 9
first seen 2012-11-25 23:59:54 -0000
last seen 2012-11-26 10:19:54 -0000
itsec.eicp.net. A 123.120.110.172

count 6
first seen 2012-11-30 02:59:53 -0000
last seen 2012-11-30 08:39:54 -0000
itsec.eicp.net. A 123.120.110.212

count 5
first seen 2012-07-02 07:45:01 -0000
last seen 2012-07-02 08:30:03 -0000
itsec.eicp.net. A 123.120.110.233

count 11
first seen 2012-04-18 03:22:00 -0000
last seen 2012-04-18 03:53:05 -0000
itsec.eicp.net. A 123.120.111.168
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count 9
first seen 2012-10-11 23:40:15 -0000
last seen 2012-10-12 02:59:31 -0000
itsec.eicp.net. A 123.120.111.201

count 6
first seen 2012-07-06 02:30:00 -0000
last seen 2012-07-06 06:00:00 -0000
itsec.eicp.net. A 123.120.112.147

count 1
first seen 2012-06-11 02:46:56 -0000
last seen 2012-06-11 02:46:56 -0000
itsec.eicp.net. A 123.120.112.180

count 102
first seen 2012-09-25 23:43:34 -0000
last seen 2012-09-26 02:47:11 -0000
itsec.eicp.net. A 123.120.112.218

count 10
first seen 2012-11-01 03:20:07 -0000
last seen 2012-11-01 14:40:10 -0000
itsec.eicp.net. A 123.120.113.17

count 7
first seen 2012-07-17 00:14:57 -0000
last seen 2012-07-17 03:14:58 -0000
itsec.eicp.net. A 123.120.113.45

count 155
first seen 2012-10-26 00:31:27 -0000
last seen 2012-10-26 02:55:06 -0000
itsec.eicp.net. A 123.120.113.120

count 9
first seen 2012-10-25 06:20:09 -0000
last seen 2012-10-25 09:20:09 -0000
itsec.eicp.net. A 123.120.113.245

count 27
first seen 2012-09-24 02:15:59 -0000
last seen 2012-09-24 02:36:38 -0000
itsec.eicp.net. A 123.120.113.251

count 10
first seen 2012-05-28 00:49:19 -0000
last seen 2012-05-28 06:04:50 -0000
itsec.eicp.net. A 123.120.114.46

count 108
first seen 2012-04-11 07:21:58 -0000
last seen 2012-04-11 13:45:41 -0000
itsec.eicp.net. A 123.120.114.90

count 2
first seen 2012-08-02 08:00:07 -0000
last seen 2012-08-02 09:40:02 -0000
itsec.eicp.net. A 123.120.114.185

count 18
first seen 2012-10-21 23:47:27 -0000
last seen 2012-10-22 10:40:11 -0000
itsec.eicp.net. A 123.120.114.207
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count 75
first seen 2012-05-10 06:18:35 -0000
last seen 2012-05-10 09:19:15 -0000
itsec.eicp.net. A 123.120.114.208

count 4
first seen 2012-07-05 07:15:01 -0000
last seen 2012-07-05 08:45:00 -0000
itsec.eicp.net. A 123.120.114.228

count 1
first seen 2012-11-15 00:39:59 -0000
last seen 2012-11-15 00:39:59 -0000
itsec.eicp.net. A 123.120.114.242

count 85
first seen 2012-06-13 23:40:45 -0000
last seen 2012-06-14 04:18:43 -0000
itsec.eicp.net. A 123.120.115.194

count 1
first seen 2012-06-19 08:50:03 -0000
last seen 2012-06-19 08:50:03 -0000
itsec.eicp.net. A 123.120.115.210

count 5
first seen 2012-09-21 03:12:19 -0000
last seen 2012-09-21 04:40:07 -0000
itsec.eicp.net. A 123.120.116.52

count 10
first seen 2012-05-21 07:19:20 -0000
last seen 2012-12-04 13:00:19 -0000
itsec.eicp.net. A 123.120.116.95

count 17
first seen 2012-11-15 04:00:00 -0000
last seen 2012-11-15 22:59:58 -0000
itsec.eicp.net. A 123.120.116.168

count 180
first seen 2012-08-29 00:40:04 -0000
last seen 2012-08-29 06:27:10 -0000
itsec.eicp.net. A 123.120.116.181

count 13
first seen 2012-04-09 09:07:53 -0000
last seen 2012-04-09 09:49:46 -0000
itsec.eicp.net. A 123.120.116.185

count 1
first seen 2012-02-03 00:35:25 -0000
last seen 2012-02-03 00:35:25 -0000
itsec.eicp.net. A 123.120.117.47

count 1
first seen 2012-11-08 23:51:19 -0000
last seen 2012-11-08 23:51:19 -0000
itsec.eicp.net. A 123.120.117.74

count 16
first seen 2012-04-26 23:39:38 -0000
last seen 2012-04-27 02:49:36 -0000
itsec.eicp.net. A 123.120.117.83
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count 38
first seen 2012-04-12 23:35:39 -0000
last seen 2012-04-13 02:31:53 -0000
itsec.eicp.net. A 123.120.117.100

count 9
first seen 2012-04-16 06:25:44 -0000
last seen 2012-04-16 06:48:33 -0000
itsec.eicp.net. A 123.120.117.189

count 3
first seen 2012-06-27 00:50:04 -0000
last seen 2012-06-27 02:20:40 -0000
itsec.eicp.net. A 123.120.117.214

count 64
first seen 2012-05-21 00:01:22 -0000
last seen 2012-05-21 05:51:13 -0000
itsec.eicp.net. A 123.120.118.98

count 5
first seen 2012-10-30 03:20:07 -0000
last seen 2012-10-30 05:00:08 -0000
itsec.eicp.net. A 123.120.118.101

count 2
first seen 2012-10-07 23:58:23 -0000
last seen 2012-10-07 23:58:23 -0000
itsec.eicp.net. A 123.120.118.107

count 1
first seen 2012-06-08 03:23:26 -0000
last seen 2012-06-08 03:23:26 -0000
itsec.eicp.net. A 123.120.118.127

count 14
first seen 2012-09-23 23:44:26 -0000
last seen 2012-09-23 23:57:00 -0000
itsec.eicp.net. A 123.120.118.132

count 1
first seen 2012-07-19 07:30:07 -0000
last seen 2012-07-19 07:30:07 -0000
itsec.eicp.net. A 123.120.118.139

count 38
first seen 2012-05-13 23:52:08 -0000
last seen 2012-05-14 03:42:16 -0000
itsec.eicp.net. A 123.120.118.155

count 397
first seen 2012-09-06 06:40:09 -0000
last seen 2012-09-07 03:02:32 -0000
itsec.eicp.net. A 123.120.118.180

count 4
first seen 2012-08-03 00:00:00 -0000
last seen 2012-08-03 02:40:00 -0000
itsec.eicp.net. A 123.120.118.225

count 5
first seen 2012-04-09 01:25:33 -0000
last seen 2012-04-09 01:44:01 -0000
itsec.eicp.net. A 123.120.119.41
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count 1
first seen 2012-09-10 23:41:16 -0000
last seen 2012-09-10 23:41:16 -0000
itsec.eicp.net. A 123.120.119.62

count 9
first seen 2012-11-14 03:00:00 -0000
last seen 2012-11-14 11:59:59 -0000
itsec.eicp.net. A 123.120.119.82

count 1
first seen 2012-07-18 00:30:06 -0000
last seen 2012-07-18 00:30:06 -0000
itsec.eicp.net. A 123.120.119.128

count 0
first seen 2012-06-05 01:38:46 -0000
last seen 2012-06-05 01:38:46 -0000
itsec.eicp.net. A 123.120.119.144

count 11
first seen 2012-04-25 02:19:37 -0000
last seen 2012-04-25 09:38:57 -0000
itsec.eicp.net. A 123.120.120.3

count 10
first seen 2012-09-12 02:09:37 -0000
last seen 2012-09-12 03:46:55 -0000
itsec.eicp.net. A 123.120.120.35

count 32
first seen 2012-04-18 01:21:13 -0000
last seen 2012-04-18 03:19:42 -0000
itsec.eicp.net. A 123.120.120.79

count 1
first seen 2011-12-28 02:31:43 -0000
last seen 2011-12-28 02:31:43 -0000
itsec.eicp.net. A 123.120.120.82

count 1
first seen 2012-04-27 08:19:35 -0000
last seen 2012-04-27 08:19:35 -0000
itsec.eicp.net. A 123.120.120.86

count 276
first seen 2012-06-05 10:49:13 -0000
last seen 2012-06-05 23:32:56 -0000
itsec.eicp.net. A 123.120.120.154

count 16
first seen 2012-04-26 07:19:36 -0000
last seen 2012-11-07 12:40:03 -0000
itsec.eicp.net. A 123.120.120.174

count 5
first seen 2012-10-15 23:45:45 -0000
last seen 2012-10-16 00:59:19 -0000
itsec.eicp.net. A 123.120.120.235

count 6
first seen 2012-07-19 00:30:07 -0000
last seen 2012-07-19 05:30:07 -0000
itsec.eicp.net. A 123.120.120.252
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count 9
first seen 2012-08-27 00:54:34 -0000
last seen 2012-08-27 03:40:04 -0000
itsec.eicp.net. A 123.120.121.6

count 3
first seen 2012-07-09 02:59:59 -0000
last seen 2012-07-09 03:59:59 -0000
itsec.eicp.net. A 123.120.121.51

count 62
first seen 2012-06-20 23:37:13 -0000
last seen 2012-06-21 03:37:11 -0000
itsec.eicp.net. A 123.120.121.53

count 1
first seen 2012-05-29 02:49:16 -0000
last seen 2012-05-29 02:49:16 -0000
itsec.eicp.net. A 123.120.121.56

count 4
first seen 2012-09-13 06:20:10 -0000
last seen 2012-09-13 09:00:10 -0000
itsec.eicp.net. A 123.120.121.80

count 10
first seen 2012-11-29 00:19:53 -0000
last seen 2012-11-29 08:39:53 -0000
itsec.eicp.net. A 123.120.121.149

count 1
first seen 2011-12-26 02:31:38 -0000
last seen 2011-12-26 02:31:38 -0000
itsec.eicp.net. A 123.120.121.164

count 29
first seen 2012-04-16 00:36:01 -0000
last seen 2012-04-16 04:19:43 -0000
itsec.eicp.net. A 123.120.122.3

count 35
first seen 2012-05-15 06:03:10 -0000
last seen 2012-05-15 09:43:28 -0000
itsec.eicp.net. A 123.120.122.46

count 4
first seen 2012-04-28 07:19:34 -0000
last seen 2012-04-28 08:14:00 -0000
itsec.eicp.net. A 123.120.122.88

count 43
first seen 2012-10-12 03:00:01 -0000
last seen 2012-10-12 03:37:02 -0000
itsec.eicp.net. A 123.120.122.102

count 5
first seen 2012-07-29 02:20:03 -0000
last seen 2012-07-29 06:40:01 -0000
itsec.eicp.net. A 123.120.122.118

count 4
first seen 2012-07-16 01:15:01 -0000
last seen 2012-07-16 03:29:59 -0000
itsec.eicp.net. A 123.120.122.141
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count 117
first seen 2012-04-13 02:38:31 -0000
last seen 2012-04-13 11:23:26 -0000
itsec.eicp.net. A 123.120.122.146

count 5
first seen 2012-09-27 07:20:06 -0000
last seen 2012-09-27 09:00:07 -0000
itsec.eicp.net. A 123.120.122.158

count 5
first seen 2012-04-12 00:15:21 -0000
last seen 2012-04-12 00:24:19 -0000
itsec.eicp.net. A 123.120.122.201

count 9
first seen 2012-09-14 02:55:38 -0000
last seen 2012-09-14 03:40:10 -0000
itsec.eicp.net. A 123.120.123.46

count 24
first seen 2012-05-11 00:22:25 -0000
last seen 2012-05-11 03:48:51 -0000
itsec.eicp.net. A 123.120.123.82

count 4
first seen 2012-06-13 06:50:05 -0000
last seen 2012-06-13 11:10:29 -0000
itsec.eicp.net. A 123.120.123.125

count 61
first seen 2012-05-09 23:47:45 -0000
last seen 2012-05-10 02:58:23 -0000
itsec.eicp.net. A 123.120.123.184

count 21
first seen 2012-08-01 00:20:01 -0000
last seen 2012-08-01 07:20:01 -0000
itsec.eicp.net. A 123.120.123.186

count 1
first seen 2012-02-17 06:43:29 -0000
last seen 2012-02-17 06:43:29 -0000
itsec.eicp.net. A 123.120.123.229

count 29
first seen 2012-10-26 02:56:22 -0000
last seen 2012-10-26 04:16:22 -0000
itsec.eicp.net. A 123.120.124.16

count 1
first seen 2011-10-09 06:06:33 -0000
last seen 2011-10-09 06:06:33 -0000
itsec.eicp.net. A 123.120.124.33

count 4
first seen 2012-07-31 07:00:00 -0000
last seen 2012-07-31 09:20:01 -0000
itsec.eicp.net. A 123.120.124.41

count 3
first seen 2012-04-09 23:41:17 -0000
last seen 2012-04-09 23:49:46 -0000
itsec.eicp.net. A 123.120.124.43
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count 2
first seen 2012-05-02 02:19:39 -0000
last seen 2012-05-02 02:49:37 -0000
itsec.eicp.net. A 123.120.124.55

count 5
first seen 2012-10-23 01:02:52 -0000
last seen 2012-10-23 04:40:09 -0000
itsec.eicp.net. A 123.120.124.74

count 35
first seen 2012-10-18 00:08:44 -0000
last seen 2012-10-18 10:13:14 -0000
itsec.eicp.net. A 123.120.124.149

count 2
first seen 2012-06-25 00:20:03 -0000
last seen 2012-06-25 00:50:03 -0000
itsec.eicp.net. A 123.120.124.165

count 4
first seen 2012-07-11 07:29:58 -0000
last seen 2012-07-11 08:29:59 -0000
itsec.eicp.net. A 123.120.124.168

count 10
first seen 2012-07-29 07:00:12 -0000
last seen 2012-07-29 12:20:02 -0000
itsec.eicp.net. A 123.120.124.197

count 6
first seen 2012-05-08 07:19:33 -0000
last seen 2012-05-08 09:49:33 -0000
itsec.eicp.net. A 123.120.125.4

count 5
first seen 2012-08-03 10:20:01 -0000
last seen 2012-08-03 13:19:59 -0000
itsec.eicp.net. A 123.120.125.156

count 12
first seen 2012-06-12 06:50:06 -0000
last seen 2012-06-12 13:50:05 -0000
itsec.eicp.net. A 123.120.125.225

count 10
first seen 2012-10-02 00:22:10 -0000
last seen 2012-10-02 03:43:44 -0000
itsec.eicp.net. A 123.120.125.226

count 53
first seen 2012-04-17 06:47:00 -0000
last seen 2012-04-17 09:19:42 -0000
itsec.eicp.net. A 123.120.125.245

count 35
first seen 2012-04-09 23:57:04 -0000
last seen 2012-04-10 03:32:06 -0000
itsec.eicp.net. A 123.120.126.23

count 4
first seen 2012-07-27 00:20:02 -0000
last seen 2012-07-27 03:40:02 -0000
itsec.eicp.net. A 123.120.126.56
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count 17
first seen 2012-05-17 07:58:47 -0000
last seen 2012-05-17 09:49:23 -0000
itsec.eicp.net. A 123.120.126.60

count 6
first seen 2012-06-29 00:50:00 -0000
last seen 2012-06-29 03:50:00 -0000
itsec.eicp.net. A 123.120.126.86

count 41
first seen 2012-04-27 23:35:11 -0000
last seen 2012-04-28 02:19:35 -0000
itsec.eicp.net. A 123.120.126.103

count 16
first seen 2012-10-31 02:20:09 -0000
last seen 2012-10-31 08:20:07 -0000
itsec.eicp.net. A 123.120.126.116

count 13
first seen 2012-11-04 23:57:18 -0000
last seen 2012-11-05 10:40:04 -0000
itsec.eicp.net. A 123.120.126.127

count 159
first seen 2012-09-21 00:49:28 -0000
last seen 2012-09-21 03:11:04 -0000
itsec.eicp.net. A 123.120.126.139

count 14
first seen 2012-11-22 00:39:57 -0000
last seen 2012-11-22 07:39:55 -0000
itsec.eicp.net. A 123.120.126.140

count 3
first seen 2012-07-27 07:40:02 -0000
last seen 2012-07-27 10:00:03 -0000
itsec.eicp.net. A 123.120.126.163

count 33
first seen 2012-04-23 00:49:38 -0000
last seen 2012-04-23 15:03:53 -0000
itsec.eicp.net. A 123.120.126.186

count 5
first seen 2012-09-20 07:40:08 -0000
last seen 2012-09-20 13:40:07 -0000
itsec.eicp.net. A 123.120.126.225

count 48
first seen 2012-06-15 01:20:03 -0000
last seen 2012-06-15 04:20:03 -0000
itsec.eicp.net. A 123.120.127.23

count 5
first seen 2012-11-12 00:00:01 -0000
last seen 2012-11-12 06:40:00 -0000
itsec.eicp.net. A 123.120.127.59

count 1
first seen 2012-05-25 09:19:18 -0000
last seen 2012-05-25 09:19:18 -0000
itsec.eicp.net. A 123.120.127.87
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count 2
first seen 2012-08-02 00:20:03 -0000
last seen 2012-08-02 03:20:03 -0000
itsec.eicp.net. A 123.120.127.143

count 82
first seen 2012-11-28 00:19:54 -0000
last seen 2012-11-28 23:39:54 -0000
itsec.eicp.net. A 123.120.127.160

count 9
first seen 2012-11-20 23:59:56 -0000
last seen 2012-11-21 09:39:56 -0000
itsec.eicp.net. A 123.120.127.210

count 44
first seen 2012-04-11 00:51:02 -0000
last seen 2012-04-11 09:14:49 -0000
itsec.eicp.net. A 204.16.193.12

count 1677
first seen 2011-09-01 01:38:29 -0000
last seen 2012-12-04 05:00:22 -0000
itsec.eicp.net. A 209.11.241.144

Win32/Trojan.Agent.AXMO
 
The Windows pcap has October 2012 timestamps due to wrong time / date in the sandbox vm, please disregard, it is actually Nov.30, 2012. 

File: file.tmp
Size: 61435
MD5:  C3432C1BBDF17EBAF1E10392CF630847 

File: install.jar
Size: 39181
MD5:  44A67E980F49E9E2BED97ECE130F8592
contents
 
7EBAF1E10392CF630847\INSTALL
│   bbb.class
│   ccc.class
│   file.tmp
│
└───META-INF
        MANIFEST.MF
 
C\Documents and Settings\Laura\Start Menu\Programs\Startup\winupdate.exe

File: winupdate.exe
Size: 61435
MD5:  C3432C1BBDF17EBAF1E10392CF630847- Virustotal
https://www.virustotal.com/file/4d89364a1ee4c3d14102631d9807764dc538df4e85c91912252baca0c45ea484/analysis/

ASCI Strings
 
 
KERNEL32.DLL
Button
Allow
Identity Protection
Allow for all
AVG Firewall Asks for Confirmation
Load
Software\Microsoft\Windows\CurrentVersion\Run
0x1A7B4C9F
CorExitProcess

https://www.virustotal.com/file/4d89364a1ee4c3d14102631d9807764dc538df4e85c91912252baca0c45ea484/analysis/
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mscoree.dll
runtime error 
TLOSS error
SING error
DOMAIN error
R6033
- Attempt to use MSIL code from this assembly during native code initialization
This indicates a bug in your application. It is most likely the result of calling an MSIL-compiled (/clr) function from a native constructor or from
DllMain.
R6032
- not enough space for locale information
R6031
- Attempt to initialize the CRT more than once.
This indicates a bug in your application.
R6030
- CRT not initialized
R6028
- unable to initialize heap
R6027
- not enough space for lowio initialization
R6026
- not enough space for stdio initialization
R6025
- pure virtual function call
R6024
- not enough space for _onexit/atexit table
R6019
- unable to open console device
R6018
- unexpected heap error
R6017
- unexpected multithread lock error
R6016
- not enough space for thread data
R6010
- abort() has been called
R6009
- not enough space for environment
R6008
- not enough space for arguments
R6002
- floating point support not loaded
8j@
@i@
@h@
xg@
(g@
Hf@
xb@
\b@
@b@
8b@
@Microsoft Visual C++ Runtime Library
...
<program name unknown>
Runtime Error!
Program: 
FlsFree
FlsSetValue
FlsGetValue
FlsAlloc
GetProcessWindowStation
GetUserObjectInformationW
GetLastActivePopup
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GetActiveWindow
MessageBoxW
USER32.DLL
HH:mm:ss
dddd, MMMM dd, yyyy
MM/dd/yy
December
November
October
September
August
July
June
April
March
February
January
Dec
Nov
Oct
Sep
Aug
Jul
Jun
May
Apr
Mar
Feb
Jan
Saturday
Friday
Thursday
Wednesday
Tuesday
Monday
Sunday
Sat
Fri
Thu
Wed
Tue
Mon
Sun
HH:mm:ss
dddd, MMMM dd, yyyy
MM/dd/yy
December
November
October
September
August
July
June
April
March
February
January
Dec
Nov
Oct
Sep
Aug
Jul
Jun
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May
Apr
Mar
Feb
Jan
Saturday
Friday
Thursday
Wednesday
Tuesday
Monday
Sunday
Sat
Fri
Thu
Wed
Tue
Mon
Sun
         (((((                  H
         h((((                  H
                                 H
 !"#$%&'()*+,-./0123456789:;<=>?@abcdefghijklmnopqrstuvwxyz[\]^_`abcdefghijklmnopqrstuvwxyz{|}~
 !"#$%&'()*+,-./0123456789:;<=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]^_`ABCDEFGHIJKLMNOPQRSTUVWXYZ{|}~
"/@
&/@
a6@
)@@
qH@
lstrlenA
VirtualFree
ReadFile
SetFilePointer
GetFileSize
CreateFileA
CloseHandle
GetLastError
CreateMutexA
KERNEL32.dll
GetCommandLineA
HeapSetInformation
TerminateProcess
GetCurrentProcess
UnhandledExceptionFilter
SetUnhandledExceptionFilter
IsDebuggerPresent
IsProcessorFeaturePresent
GetProcAddress
GetModuleHandleW
ExitProcess
DecodePointer
WriteFile
GetStdHandle
GetModuleFileNameW
GetModuleFileNameA
WideCharToMultiByte
SetHandleCount
InitializeCriticalSectionAndSpinCount
GetFileType
GetStartupInfoW
DeleteCriticalSection
EncodePointer
TlsAlloc
TlsGetValue
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TlsSetValue
TlsFree
InterlockedIncrement
SetLastError
GetCurrentThreadId
InterlockedDecrement
HeapCreate
QueryPerformanceCounter
GetTickCount
GetCurrentProcessId
GetSystemTimeAsFileTime
LeaveCriticalSection
EnterCriticalSection
LoadLibraryW
HeapFree
Sleep
GetCPInfo
GetACP
GetOEMCP
IsValidCodePage
RtlUnwind
HeapSize
HeapAlloc
HeapReAlloc
LCMapStringW
MultiByteToWideChar
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<assembly xmlns="urn:schemas-microsoft-com:asm.v1" manifestVersion="1.0">
  <trustInfo xmlns="urn:schemas-microsoft-com:asm.v3">
    <security>
      <requestedPrivileges>
        <requestedExecutionLevel level="asInvoker" uiAccess="false"></requestedExecutionLevel>
      </requestedPrivileges>
    </security>
  </trustInfo>
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 POST /8801000000/log HTTP/1.1
Accept: */*
Content-Type: application/x-www-form-urlencoded
User-Agent: Mozilla/4.0
Host: itsec.eicp.net:443
Content-Length: 96
Proxy-Connection: Keep-Alive
....+,-....0........M?<.[DXFGHI....NOP.B.d..C\if3H56.I8:;<8?$...lus|.~.FTMKDOIA.$=;4?!)*450<7..
 
HTTP/1.1 200 OK
Connection: Keep-Alive
Content-Type: text/html
Content-Length: 32
Server: Microsoft-IIS/6.0
 
....+,-....0.......&5YuUZB..UH..
Download pcap

 

http://www.mediafire.com/?y5b3d84pb9botui
http://4.bp.blogspot.com/-B0oTJY-PSr8/UL7wRhyHMDI/AAAAAAAAFyk/IyVlkSDAoyA/s1600/pcapwin.PNG

